uta T. Reddy

I nternet-Draft Noki a
I ntended status: Standards Track H. Tschofenig
Expires: 22 March 2026 H BRS

18 Sept enber 2025

Post - Quant um Crypt ogr aphy Recommendati ons for TLS-based Applications
draft-ietf-uta-pqc-app-00

Abst ract

Post - quant um crypt ogr aphy presents new chal |l enges for device

manuf acturers, application devel opers, and service providers. This
docunent hi ghlights the unique characteristics of applications and
of fers best practices for inplenenting quantumready usage profiles
in applications that use TLS and key supporting protocols such as
DNS.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-reddy-uta-pqc-app/.

Di scussion of this docunent takes place on the uta Wrking G oup
mailing list (mailto:uta@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/uta/. Subscribe at
https://ww. ietf.org/ mailman/listinfo/utal.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 22 March 2026.

Reddy & Tschof enig Expires 22 March 2026 [ Page 1]



Internet-Draft PQC Recommrendations for TLS-based Applic Septenber 2025

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . 3
2. Conventions and Deflnltlons . 4
3. Tineline for Transition . 5
4. Data Confidentiality . . C e e e e 7
4.1. Optimzing C |entkbllo for warid Key Exchange in TLS
Handshake . . C e e e e 8
5. Use of External PSK Mﬂth Tradltlonal Key Exchange for Data
Confidentiality . . . . . e e e 9
6. Authentication . . . 0
6.1. CQuantum Ready Authentlcatlon .
6.2 Post - Quantum X. 509 Certificates . . . . . . . . . . . . . 11
6.3. Hybrid (Conposite) X 509 Certificates . . . . . . . . . . 11
6.4. Transition Considerations . . . . . . . . . . . . . . . . 12
6.5 Depl oynment Realities . . . . . . . . . 13
6.6. Optimnzing PQC Certlflcate Exchange in TLS .. . . . . . 13
7. Informng Users of PQC Security Conpatibility Issues . . . . 14
8. PQC Transition for Critical Application Protocols . . . . . . 15
8.1. Encrypted DNS . . 15
8.2. Hybrid public-key encryptlon (HPKE) and Encrypted G |ent
Hello . . . . 16
9. (perational Cbn5|derat|ons e V4
10. Security Considerations . . . . . . . . . . . . . . . . . . . 17
10.1. MTM Attacks with CRQC e I 4
Acknowl edgenents . . . . e -
Ref erences . . . e R
Nor mat i ve References e <
Informative References . . . . . . . . . . . . . . . . . . .. 20
Authors’ Addresses . . . . . . . . . . . . . . ..o .. 22

Reddy & Tschof enig Expires 22 March 2026 [ Page 2]



Internet-Draft PQC Recommrendations for TLS-based Applic Septenber 2025

1.

I nt roducti on

The visible face of the Internet predom nantly conprises services
operating on a client-server architecture, where a client

conmuni cates with an application service. Wen using protocols such
as TLS 1.3 [ RFC8446], DTLS 1.3 [RFC9147], or protocols built on these
foundations (e.g., QU C [RFC9001]), clients and servers perform
epheneral public-key exchanges, such as Elliptic Curve Diffie-Hellman
(ECDH), to derive a shared secret that ensures forward secrecy.
Additionally, they validate each other’s identities through X 509
certificates, establishing secure comunication

The emergence of a Cryptographically Relevant Quantum Conputer (CRQC)
woul d render current public-key algorithns insecure and obsol ete.
This is because the mat hemati cal assunptions under pi nning these

al gorithms, which currently offer high levels of security, would no

| onger hold in the presence of a CRQC. Consequently, there is an
urgent need to update protocols and infrastructure with post-quantum
cryptographic (PQC) algorithnms. These algorithnms are designed to
remai n secure agai nst both CRQCs and cl assi cal conputers. The
traditional cryptographic primtives requiring replacement are

di scussed in [I-D.ietf-pquip-pgc-engi neers], and the NI ST PQC

St andardi zati on process has sel ected al gorithms such as M.-KEM SLH
DSA, and M.- DSA as candi dates for future depl oynent in protocols.

Hi storically, the industry has successfully transitioned between
crypt ographi c protocols, such as upgrading TLS versions and
deprecating ol der ones (e.g., SSLv2), and shifting fromRSA to
Elliptic Curve Cryptography (ECC), which inproved security and
reduced key sizes. However, the transition to PQC presents unique
chal l enges, primarily due to the foll ow ng:

1. AgorithmMturity: Wile N ST has finalized a set of PQC
al gorithms, ensuring the correctness and security of
i npl ementations remains critical. Even the nost secure algorithm
is vulnerable if inplementation flaws introduce security risks.
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2. Key and Signature Sizes: Many PQC al gorithns require
significantly | arger key and signature sizes, which can inflate
handshake packet sizes and inpact network performance. For
exanpl e, M.-KEM public keys are substantially |arger than ECDH
keys (see Table 5 in [I-D.ietf-pquip-pqc-engineers]). Sinilarly,
public keys for SLH DSA and M.-DSA are much | arger than those for
P256 (see Table 6 in [I-D.ietf-pquip-pgc-engineers]). Signature
sizes for algorithms |ike SLH DSA and M.- DSA are al so
consi derably | arger conpared to traditional options |ike Ed25519
or ECDSA- P256, posing challenges for constrai ned environnents
(e.g., 10T) and increasing handshake tines in high-latency or
| ossy networks.

3. Performance Trade-Ofs: Wiile some PQC al gorithns exhibit slower
operations conpared to traditional algorithns, others provide
speci fic advantages. For instance, M.-KEMrequires | ess CPU than
X25519, and M.-DSA offers faster signature verification tines
conpared to Ed25519, although its signature generation process is
sl ower .

Any application transmtting nessages over untrusted networks is
potentially vulnerable to active or passive attacks by adversaries,
i ncluding those equipped with CRQCs. The degree of vulnerability
vari es depending on the application, the underlying systens, the
val ue of the data being transnmtted, and the attractiveness of
attacking a particular individual, device, or flow This docunent
outlines quantumready usage profiles for applications designed to
protect agai nst passive and on-path attacks | everaging CRQCs. It
al so di scusses how TLS client and server inplenentations, together
with essential supporting protocols (e.g., DNS), can address these
chal | enges using various techniques detailed in subsequent sections.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent adopts term nol ogy defined in
[1-D.ietf-pquip-pqgt-hybrid-termnology]. For the purposes of this
docunent, it is useful to categorize cryptographic algorithns into
three distinct classes:

* Traditional Algorithm An asymretric cryptographic al gorithm based

on integer factorization, finite field discrete |logarithns, or
elliptic curve discrete logarithnms. In the context of TLS, an
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exanmpl e of a traditional key exchange algorithmis Elliptic Curve
Diffie-Hell man (ECDH), which is alnbst exclusively used in its
epheneral node, referred to as Elliptic Curve Diffie-Hell man
Ephener al ( ECDHE)

*  Post-Quantum Al gorithm An asymetric cryptographic al gorithm
designed to be secure against attacks from both quantum and
cl assical computers. An example of a post-quantum key exchange
algorithmis the Mdul e-Lattice Key Encapsul ati on Mechani sm ( M-
KEM . Such algorithns rely on nathematical problens (e.g.
|attices) that are believed to be hard for both classical and
CRQCs to solve efficiently.

* Hybrid Algorithm W distinguish between key exchanges and
signature al gorithns:

- Hybrid Key Exchange: A key exchange nechani smthat conbi nes two
conmponent algorithnms - one traditional algorithmand one post-
quantum al gorithm The resulting shared secret renmains secure
as long as at |east one of the conponent key exchange
al gorithms remai ns unbroken.

- PQT Hybrid Digital Signature: A multi-algorithmdigita
signature schene conposed of two or nore conponent signature
al gorithms, where at |least one is a post-quantum al gorithm and
at least one is a traditional algorithm

Digital signature algorithns play a critical role in X 509
certificates, Certificate Transparency Signed Certificate Tinestanps,
Online Certificate Status Protocol (OCSP) statenents, renote
attestation evidence, and any other mechani smthat contributes
signatures during a TLS handshake or in context of a secure

communi cati on establi shment.

3. Tineline for Transition

The tineline and driving notivations for transitioning to quantum
ready cryptography differ between data confidentiality and data

aut hentication (e.g., signatures). The risk of "Harvest Now, Decrypt
Later" (HNDL) attacks demands inmedi ate action to protect data
confidentiality (see Section 7 of [I-D.ietf-pquip-pgc-engi neers]),
while the threat to authentication systens, although |ess urgent,
requires forward-thinking planning to mtigate future risks.

Encrypted payl oads transmtted using Transport Layer Security (TLS)
are vulnerable to decryption if an attacker equipped with a CRQC
gains access to the traditional asymretric public keys used in the
TLS key exchange along with the transmitted ciphertext. TLS
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i mpl ementations typically use Diffie-Hell man-based key exchange
schenes. |If an attacker obtains a conplete set of encrypted

payl oads, including the TLS setup, they could theoretically use a
CRQC to derive the private key and decrypt the data.

The primary concern for data confidentiality is the "Harvest Now,
Decrypt Later" scenario, where a malicious actor with sufficient
resources stores encrypted data today to decrypt it in the future,
once a CRQC becones available. This neans that even data encrypted
today is at risk unless quantumsafe strategies are inplenented. The
wi ndow of vul nerability—the effective security lifetinme of the
encrypted data—can range from seconds to decades, depending on the
sensitivity of the data and how long it remains valuable. This

hi ghl i ghts the i nmedi ate need to adopt quantumresistant

crypt ographi c neasures to ensure long-termconfidentiality.

For data authentication, the concern shifts to potential on-path
attackers equi pped with CRQCs capabl e of breaking certificate-based
aut henti cati on mechanisnms that rely on traditional algorithms. Such
attackers could inpersonate legitimate entities, tricking victins
into connecting to the attacker’ s device instead of the intended
target, resulting in inpersonation attacks. Wile this is not as
imediate a threat as "Harvest Now, Decrypt Later" attacks, it
remai ns a significant risk that must be addressed proactively.

In client/server certificate-based authentication, the security

wi ndow between the generation of the signature in the
CertificateVerify message and its verification by the peer during the
TLS handshake is typically short. However, the security lifetine of
digital signatures on X 509 certificates, including those issued by
root Certification Authorities (CAs), warrants closer scrutiny. Root
CA certificates can have validity periods of 20 years or nore, while
root Certificate Revocation Lists (CRLs) often remain valid for a
year or longer. Delegated credentials, such as CRL Signing
Certificates or OCSP response signing certificates, generally have
shorter lifetines but still present a potential vulnerability w ndow.

Wil e data confidentiality faces the i medi ate and pressing threat of
"Harvest Now, Decrypt Later" attacks, requiring urgent quantumsafe
adoption, data authentication poses a longer-termrisk that stil
necessitates careful planning. Both scenarios underscore the

i nportance of transitioning to quantumresistant cryptographic
systens to safeguard data and authenticati on nmechanisns in a post-
guantum er a.
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4.

Data Confidentiality

As explained in the previous section, data that is only tenporarily
in transit may nevertheless require protection for nmany years.
However, uncertainties regarding the security of PQC al gorithm

i npl ementations, evolving regulatory requirenments, and the ongoi ng
devel opnment of cryptanalysis justify a transitional approach where
wel | -established traditional algorithns are used al ongsi de new PQC
primtives.

Applications utilizing (D)TLS that are vul nerable to "Harvest Now,
Decrypt Later" attacks MJUST transition to (D)TLS 1.3 and adopt one of
the follow ng strategies:

* Hybrid Key Exchange: Hybrid key exchange conbi nes traditional and
PQC key exchange al gorithms, offering resilience even if one
algorithmis conpromised. As defined in
[I-D.ietf-tls-hybrid-design], this approach ensures robust
security during the mgration to PQC. For TLS 1.3, hybrid Post-
Quantum key exchange groups are introduced in
[I-Dietf-tls-ecdhe-m kenj:

1. X25519MLKEMr68: Conbi nes the classical X25519 key exchange
with the M.- KEM 768 Post - Quantum Key Encapsul ati on Mechani sm

2. SecP256r IM_LKEM/68: Conbi nes the cl assical SecP256r1 key
exchange with the M.-KEM 768 Post - Quantum Key Encapsul ati on
Mechani sm

3.  SecP384r 1IMLKEMLO24: Conbi nes the classical SecP384r1 key
exchange with the M- KEM 1024 Post- Quantum Key Encapsul ati on
Mechani sm

* Pure Post-Quantum Key Exchange: For depl oynents that require
excl usi vel y Post - Quantum key exchange,
[I-Dietf-tls-mkemkey-agreenent] defines the follow ng
st andal one NanmedGroups for Post-Quantum key agreenment in TLS 1. 3:
M.- KEM 512, M.- KEM 768, and M.- KEM 1024.

Hybrid Key Exchange is generally preferred over pure PQC key exchange
because it provides defense-in-depth by conbining the strengths of
both classical and PQC algorithnms. This ensures continued security,
even if one algorithmis conpronised during the transitional period.

However, Pure PQC Key Exchange may be required for specific

depl oynents with regulatory or conpliance mandates that necessitate
the exclusive use of post-quantum cryptography. Exanples include
sectors governed by stringent cryptographic standards.
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In practice, applications that rely on TLS typically depend on the
underlying TLS library. Upgrading to a library version that supports
TLS 1.3 and PQC key exchange extensions is a necessary first step,

but it nmay not be sufficient, as it is not known whether PQC groups
are enabl ed by default across different inplenentations.

Applications that configure protocol versions or cipher suites
explicitly MIJST update these settings to ensure that hybrid or pure
PQC key exchange groups are enabled. Applications that rely on
library defaults SHOULD review the |ibrary documentation or perform
interoperability testing to confirmthat PQC groups are negotiated as
i ntended. Operators should al so consider potential interoperability
i ssues with | egacy peers that do not yet support TLS 1.3 and PQC key
exchange extensions.

4.1. Optimzing CientHello for Hybrid Key Exchange in TLS Handshake

The client initiates the TLS handshake by sending a list of supported
key agreenment methods in the key_share extension. One of the

i mportant challenges during the mgration to PQCis that the client
may not know whet her the server supports hybrid key exchange. To
address this uncertainty, the client can adopt one of the follow ng
three strategies

1. Send Both Traditional and Hybrid Key Exchange Al gorithms: In the
initial CientHell o nessage, the client can include both
traditional and hybrid key exchange al gorithm key shares. This
elimnates the need for multiple round trips but cones with its
own trade-offs.

* Advant age: Reduces | atency since the server can i mediately sel ect
an appropri ate key exchange net hod.

* Chal | enges:

- The size of the hybrid key exchange al gorithm key share may
exceed the Maxi mum Transni ssion Unit (MIU), potentially causing
the CientHell o nessage to be fragnented across nultiple
packets in both TLS and DTLS. This fragmentation increases the
ri sk of packet loss and retransm ssions, |eading to potential
del ays. During the TLS handshake, the server will respond to
the ClientHello with its public key and ciphertext. |If these
conmponents al so exceed the MIU, the ServerHell o nessage nmay be
fragmented, further compounding the risk of delays due to
packet | oss and retransm ssions.
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- M ddl eboxes that do not handle fragnented CientHell o nmessages
properly may drop them as this behavior is uncomon. More
general |y, m ddl eboxes may al so m shandl e fragnented | P/ UDP
packets, which nakes this issue particularly significant for
DTLS depl oynent s.

- Additionally, this approach requires nore conputationa
resources on the client and increases handshake traffic.

1. Indicate Support for Hybrid Key Exchange: Alternatively, the
client may initially indicate support for hybrid key exchange and
send a traditional key exchange al gorithmkey share in the first
ClientHell o nessage. |f the server supports hybrid key exchange,
it will use the Hell oRetryRequest to request a hybrid key
exchange al gorithm key share fromthe client. The client can
then send the hybrid key exchange al gorithm key share in the
second ClientHell o nessage. However, this approach has a
di sadvantage in that the roundtrip would introduce additiona
del ay conpared to the previous techni que of sending both
tradi tional and hybrid key exchange al gorithm key shares to the
server in the initial CientHello nmessage.

2. Use Server Key Share Preferences Communi cated via DNS
[1-D.ietf-tls-key-share-prediction] defines a mechani sm where
servers comuni cate their key share preferences through DNS
responses. TLS clients can use this information to tailor their
initial CientHell o nessage, reducing the need for additiona
round trips. By leveraging these DNS-based hints, the client can
optinize the handshake process and avoi d unnecessary del ays.

Clients MAY al so use information from conpl eted handshakes to cache
the server’s key exchange al gorithm preferences, as described in
Section 4.2.7 of [RFC8446]. To minimze the risk of the ClientHello
message being split across multiple packets, clients should avoid
duplicating PQC KEM public key shares. Strategies for preventing
duplication are outlined in Section 4 of
[I-D.ietf-tls-hybrid-design]. By carefully nanagi ng key shares, the
client can reduce the size of the CientHell o nessage and i nprove
compatibility with network infrastructure

5. Use of External PSK with Traditional Key Exchange for Data
Confidentiality

[ RFC8772] provides an alternative approach for ensuring data
confidentiality by conbining an external pre-shared key (PSK) with a
traditional key exchange nechani sm such as ECDHE. The external PSK
is incorporated into the TLS 1.3 key schedule, where it is mxed with
the (EC) DHE-derived secret to strengthen confidentiality.
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Wil e using an external PSK in conbination with (EC)DHE can enhance
confidentiality, it has the following Iimtations:

* Key Managenent Conplexity: Unlike epheneral ECDHE keys, externa
PSKs require secure provisioning and |ifecycl e nanagenent.

* Limted Forward Secrecy: If an external PSK is static and reused
across sessions, its conprom se can retroactively expose past
comuni cations if the traditional key exchange is broken by a

CRCC.

* Scal ability Chall enges: Establishing unique PSKs for many clients
can be inpractical, especially in |arge-scal e depl oynents.

* |l mnpersonation Ri sk: Because PSKs are synmmetric, any party in
possession of the PSK can authenticate as either the client or the
server. This differs fromcertificate-based authentication, where
conprom se of a private key only enabl es inpersonation of the
corresponding entity.

* Quantum Resi st ance Dependence: While PSKs can provide additiona
secrecy agai nst quantumthreats, they nust be generated using a
secure key-managenent technique. |If a weak PSK is used, it may
not offer sufficient security against brute-force attacks.

Despite these linmtations, external PSKs can serve as a conpl enentary
mechanismin PQC transition strategi es, providing additiona
confidentiality protection when conbined with traditional key
exchange.

6. Authentication

Al t hough CRQCs could potentially decrypt past TLS sessions, client/
server authentication based on certificates cannot be retroactively
conprom sed. However, the nulti-year process required to establish,
certify, and enbed new root CAs presents a significant challenge. |If
CRQCs energe earlier than anticipated, responding pronptly to secure
aut hentication systens would be difficult. Wile the mgration to PQ
X. 509 certificates allows for nore tinme conpared to key exchanges,

del ayi ng these preparations shoul d be avoi ded.
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6.

6.

6.

1.

2.

3.

Quant um Ready Aut henti cation

The quantumready authentication property becomes critical in

scenari os where an on-path attacker uses network devi ces equi pped
with CRQCs to break traditional authentication protocols. For
exanple, if an attacker determnes the private key of a server
certificate before its expiration, they could inpersonate the server,
causing users to believe their connections are legitimte. This

i mpersonation | eads to serious security threats, including

unaut hori zed data di sclosure, interception of comunications, and
overal | system conproni se.

The quantumready authentication property ensures robust
aut henti cation through the use of either a pure Post-Quantum
certificate or a PQ T hybrid certificate:

Post - Quantum X. 509 Certificates

Post -quantum certificates contain only a PQC public key and are
signed using a post-quantum algorithm They are suitable for
depl oynents capabl e of fully enbraci ng post-quantum cryptography.

* M-DSA Certificates: Defined in
[I-Dietf-lanps-dilithiumcertificates], these use the Mdul e-
Lattice Digital Signature Al gorithm (M- DSA).
[1-D.tls-westerbaan-m dsa] explains how M.-DSA is applied for
aut hentication in TLS 1.3.

* SLH DSA Certificates: Defined in [I-D.ietf-Ianps-x509-sl hdsa],
these use the SLH DSA algorithm [I-D.reddy-tls-slhdsa] details
how SLH DSA is used in TLS 1.3 and conpares its advantages and
di sadvantages with M.-DSA in Section 2 of the docunent.

Hybrid (Conposite) X 509 Certificates

A conposite certificate contains both a traditional public key

al gorithm (e.g., ECDSA) and a post-quantum al gorithm (e.g., M.-DSA)
within a single X. 509 certificate. This design enables both
algorithms to be used in parallel, the traditional conponent ensures
conpatibility with existing infrastructure, while the post-quantum
conponent introduces resistance agai nst future quantum attacks.
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Conposite certificates are defined in
[I-D.ietf-lanps-pg-conposite-sigs]. These conbine Post-Quantum
algorithms like M.-DSA with traditional algorithns such as RSA-
PKCS#1v1l. 5, RSA-PSS, ECDSA, Ed25519, or Ed448, to provide additiona
protection against vulnerabilities or inplenentation bugs in a single
algorithm [I-D.reddy-tls-conposite-mdsa] specifies how conposite
signatures, including M.-DSA, are used for TLS 1.3 authentication

6.4. Transition Considerations

Det er m ni ng whet her and when to adopt PQC certificates or PQ T hybrid
schenmes depends on several factors, including:

* Frequency and duration of system upgrades
* The expected tineline for CRQC availability
* (Qperational flexibility to enable or disable algorithns

Deployments with limted flexibility benefit significantly from
hybrid signatures, which combine traditional algorithm with PQC
algorithms. This approach mtigates the risks associated with del ays
in transitioning to PQC and provides an i nmedi at e saf eguard agai nst
zero-day vul nerabilities.

Conposite certificates enhance resilience during the adoption of PQC
by:

* Providing defense-in-depth: They mmintain security even if one
algorithmis conprom sed

* Reduci ng exposure to unforeseen vulnerabilities: They offer
i medi at e protection against potential weaknesses in PQC
al gorithns.

However, conposite certificates comes with long-terminplications.
Once the traditional algorithmis no |onger considered secure, due to
CRQCs, it will have to be deprecated. To conplete the transition to
a fully quantumresistant authentication nodel, it will be necessary
to provision a newroot CA certificate, that uses only a PQC
signature algorithmand public key. This new root CA would issue a
hi erarchy of internediate certificates, each also signed using a PQC
algorithmand ultimately issue end-entity certificates that |ikew se
contain only PQC public keys and are signed with PQC al gorithns.

This ensures that the entire certification path fromthe root of
trust to the end-entity is cryptographically resistant to quantum
attacks and does not depend on any traditional algorithns.
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Al ternatively, a deployment may choose to continue using the sane
hybrid certificate even after the traditional algorithm has been
broken by the advent of a CRQC. Wile this may sinplify operations
by avoiding re-provisioning of trust anchors, it introduces a
significant risk: the conposite signature will no | onger achieve
Strong Unforgeability (SUF) (Section 10.2 of
[1-D.ietf-pquip-pgc-engi neers]), as explained in Section 11.2 of
[1-D. reddy-tls-conposite-mdsa].

In this scenario, a CRQC can forge the broken traditional signature
conmponent (sl_) over a nessage (n). That forged conponent can then
be combined with the valid post-quantum conponent (s2) to produce a
new conposite signature (m (sl1_, s2)) that verifies successfully,
thereby violating SUF. This highlights the critical need to retire
hybrid certificates containing broken algorithms once CRQCs are
avai | abl e.

6.5. Deployment Realities

Centralized networks, which are characterized by strong

adm nistrative control, internal CAs, and close relationships with
vendors, are generally well-positioned to nmanage the overhead of

| arger PQC keys and signatures. Such networks can adopt PQC
signature algorithns earlier due to their ability to coordinate and
depl oy changes effectively. For exanple, telecomnetworks fit this
model and may be able to transition nore quickly than nore

di stributed environnents.

Conversely, the Wb PKI ecosystem nmay del ay adoption until nore
efficient and conpact PQC signature algorithnms, such as MAYO UQV,

HAWK, or SQ Sign, becone available. This is due to the broader, nore

decentralized nature of the Wb PKI ecosystem which makes
coordi nation and i npl enentati on nore chal | engi ng.

6.6. Optimzing PQC Certificate Exchange in TLS

To address the challenge of large PQor PQT hybrid certificate
chains during the TLS handshake, the follow ng mechani sms can hel p
optim ze the size of the exchanged certificate data:

* TLS Cached Information Extension ([ RFC7924]): This extension
enables clients to indicate that they have cached certificate
information froma prior connection. The server can then signa
the client to reuse the cached data instead of retransmtting the
full certificate chain. Wile this mechani smreduces bandw dth
usage, it introduces potential privacy concerns: the client
i ncludes fingerprints of cached objects in the CientHello, which
are visible to eavesdroppers. These values can be used to
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correl ate i ndependent TLS sessions fromthe same client,
potentially conproni sing anonymity. Wile this is not a concern
for many industrial 10T scenarios, it may be inacceptable to smart
honme depl oynent s.

* TLS Certificate Conpression ([ RFC8879]): This specification
defines conpression schenes to reduce the size of the server’s
certificate chain. Wile effective in many scenarios, its inpact
on PQor PQT hybrid certificates is limted due to the |arger
sizes of public keys and signatures in PQC. These high-entropy
fields, inherent to PQC al gorithns, constrain the overal
conpressi on effectiveness.

* Abridged TLS Certificate ({?I-D.ietf-tls-cert-abridge}): This
approach mnimzes the size of the certificate chain by omtting
intermedi ate certificates that are already known to the client.
I nstead, the server provides a conpact representation of the
certificate chain, and the client reconstructs the onitted
certificates using a well-known common CA database. This
mechani sm significantly reduces bandw dth requirenents while
preserving compatibility with existing certificate validation
processes. Additionally, it explores potential nmethods to
conpress the end-entity certificate itself, though this aspect
remai ns under discussion within the TLS Worki ng G oup.

* Trust Anchor ldentifiers ({?I-D.ietf-tls-trust-anchor-ids}): This
extension allows a client to signal a conpact list of trusted root
CAs using unique trust anchor identifiers rather than
Di stingui shed Nanmes. This reduces the size of the
"certificate_ authorities" extension and hel ps the server select an
appropriate certificate chain, especially when multiple
hi erarchies are used (e.g., separate traditional and PQ roots).
Thi s mechani sm can hel p reduce handshake size and i nprove
efficiency in hybrid or PQC depl oynents.

These techniques aimto optim ze the exchange of certificate chains
during the TLS handshake, particularly in scenarios involving |arge
PQC-rel ated certificates, while bal ancing efficiency and
compatibility.

7. Informng Users of PQC Security Conpatibility |ssues

When the server detects that the client does not support PQC or
hybrid key exchange, it may send an insufficient_security fatal alert
to the client. The client, in turn, can notify service providers via
devi ce managenent systens or generate logs indicating that the server
they are attenpting to access requires a |level of security that the
client cannot provide due to the |ack of PQC support. Additionally,

Reddy & Tschof enig Expires 22 March 2026 [ Page 14]



Internet-Draft PQC Recommrendations for TLS-based Applic Septenber 2025

the client may log this event for diagnostic purposes, security
auditing, or reporting the issue to the application devel opnents for
further analysis.

Conversely, if the client detects that the server does not support
PQC or hybrid key exchange, it nmay present an alert or error nessage
to the end-user or record the event in diagnostic |logs. This nessage
or record should explain that the server is inconpatible with the PQC
security features supported by the client.

It is inportant to design such alerts thoughtfully to ensure they are
clear and actionabl e, avoiding unnecessary warni ngs that could

overwhel mor confuse users. In sone environnments, such as EAP
depl oynents, supplicants may provide little or no diagnostic feedback
to end-users beyond a generic failure message. 1n such cases,

i mpl ementers woul d have to ensure sufficient diagnostic |ogging or
telenmetry is available for adm nistrators to di agnose PQC-rel ated
interoperability problens. Notifications to end-users may al so not
be applicable or necessary in all scenarios, particularly in the
cont ext of machi ne-to-nmachi ne commruni cati on

8. PQC Transition for Critical Application Protocols

Thi s docunent prinmarily focuses on the transition to PQC in
applications that utilize TLS, while also covering other essential
protocol s, such as DNS, that play a critical role in supporting
application functionality.

8.1. Encrypted DNS

The privacy risks associated with exchangi ng DNS nmessages in cl ear
text are detailed in [RFC9076]. To mitigate these risks, Transport
Layer Security (TLS) is enployed to provide privacy for DNS

conmuni cations. Encrypted DNS protocols, such as DNS-over-HITPS
(DoH) [ RFCB484], DNS-over-TLS (DoT) [ RFC7858], and DNS-over-QUI C
(DoQ [RFC9250], safeguard nessages agai nst eavesdroppi ng and on-path
tanmpering during transit.

However, encrypted DNS nessages transmtted using TLS may be

vul nerable to HNDL attacks if an attacker gains access to the public
keys used in the TLS key exchange. |If an attacker records a conplete
set of encrypted DNS nessages, including the TLS handshake detail s,
they could store this data today and | ater use a CRQC to determ ne
the epheneral private key used in the key exchange, thereby
decrypting the content.

To address these vulnerabilities, encrypted DNS protocols MJST
support the quantumready usage profile discussed in {#confident}.
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It is inmportant to note that the Post-Quantum security of DNSSEC

[ RFC9364], which provides authenticity for DNS records, is a distinct
i ssue separate fromthe requirenments for encrypted DNS transport

pr ot ocol s.

8.2. Hybrid public-key encryption (HPKE) and Encrypted Cient Hello

Hybrid Public-Key Encryption (HPKE) is a cryptographic schene
designed to enable public key encryption of arbitrary-sized

pl aintexts using a recipient’s public key. HPKE enpl oys a non-
interactive epheneral-static D ffie-Hellman key exchange to derive a
shared secret. The rationale for standardizing a public key
encryption scheme is detailed in the introduction of [RFC9180].

HPKE can be extended to support both pure PQC KEMs and PQ T hybrid
KEMs, as described in [I-D.ietf-hpke-pg]. These extensions ensure
conpatibility with PQC, while allow ng depl oynents to choose between
pure PQC KEM or PQ T KEM

Client TLS libraries and applications can utilize Encrypted dient
Hello (ECH) [I-D.ietf-tls-esni] to prevent passive observation of the
i ntended server identity during the TLS handshake. However, this
requires the concurrent deploynent of Encrypted DNS protocols (e.qg.,
DNS- over-TLS), as passive listeners could otherw se observe DNS
queries or responses and deduce the sane server identity that ECH is
designed to protect. ECH enploys HPKE for public key encryption.

To safeguard agai nst "Harvest Now, Decrypt Later" attacks, ECH

depl oynents nust incorporate support for PQ T Hybrid Post-Quantum
KEMs. In this context, the public_key field in the HpkeKeyConfig
structure would need to accommpdate a concatenation of traditional
and PQC KEM public keys to ensure robust protection agai nst quantum
enabl ed adversari es.

To safeguard agai nst HNDL attacks, ECH depl oynents MJST incorporate
support for either pure PQC KEMor PQ T hybrid KEM PQ T hybrid KEM
is generally preferred, as it provides defense-in-depth by conbining
the strengths of both classical and PQC al gorithns, ensuring
continued security even if one is later found to be weak. Pure PQ
KEMs may be required for deploynents subject to regulatory or

conpl i ance mandates that necessitate the exclusive use of PQC. In
hybrid node, the public_key field in the HpkeKeyConfig structure
acconmodat es a concatenation of classical and PQC KEM public keys,
whereas in pure PQ node only the PQC KEM public key is included.
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9

10.

10.

Oper ational Considerations

The adoption of PQC in TLS-based applications will not be a sinmple
bi nary decision but rather a gradual transition that demands a
careful evaluation of trade-offs and depl oynent consi derations.
Application providers will need to assess al gorithm sel ection,
performance inpact, interoperability, and security requirements
tailored to their specific use cases. While the | ETF defines
crypt ographi ¢ nechani sns for TLS and provi des gui dance on PQC
transition strategies, it does not prescribe a one-size-fits-al
approach. Instead, this docunent outlines key considerations to
assi st stakeholders in adopting PQC in a way that aligns with their
operational and security requirenents.

Security Considerations

The security considerations outlined in
[1-D.ietf-pquip-pgc-engi neers] nust be carefully evaluated and taken
into account.

Post - quantum al gorithns sel ected for standardi zation are relatively
new, and their inplenentations are still in the early stages of
maturity. This nmakes them nore susceptible to inplenmentation bugs
conpared to the well-established and extensively tested cryptographic
algorithms currently in use. Furthernore, certain deploynments may
need to continue using traditional algorithms to neet regul atory
requi renents, such as Federal Information Processing Standard (FlPS)
[ SP-800-56C] or Paynment Card Industry (PCl) conpliance.

Hybrid key exchange provides a practical and flexible solution,

of fering protection agai nst "Harvest Now, Decrypt Later" attacks
while ensuring resilience to potential catastrophic vulnerabilities
in any single algorithm This approach allows for a gradua
transition to PQC, preserving the benefits of traditiona
cryptosystens without requiring their i mediate replacenent.

1. MTMAttacks with CRQC

A MTM attack is possible if an adversary possesses a CRQC capabl e of
breaki ng traditional public-key signatures. The attacker can
generate a forged certificate and create a valid signature, enabling
themto inpersonate a TLS peer, whether a server or a client. This
conmpl etely underm nes the authentication guarantees of TLS when
relying on traditional certificates.

To mitigate such attacks, several steps need to be taken
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1. Revocation and Transition: Both clients and servers that use
traditional certificates will have to revoke themand migrate to
PQC aut henti cati on.

2. dient-Side Verification: dients should avoid establishing TLS
sessions with servers that do not support PQC authentication.

3. PKI Mgration: Organizations should transition their PKI to post-
quantum safe certification authorities and di scontinue issuing
certificates based on traditional cryptographic nethods.
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