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Abstract

Thi s docunent defines user ports for experinents using transport
protocols and the use of experinment identifiers to enable shared use
of these ports. It updates RFC 4727 to recommend the use of these
experinental identifiers for the systemports for experinents in the
same manner.

Status of this Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as |nternet-
Drafts.

The list of current Internet-Drafts can be accessed at
https://ww.ietf.org/ietf/1lid-abstracts.txt

The list of Internet-Draft Shadow Directories can be accessed at
https://ww.ietf.org/shadow. htm

Internet-Drafts are draft docunments valid for a maxi num of six
mont hs and nmay be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as
reference material or to cite themother than as "work in progress."
This Internet-Draft will expire on March 15, 2026.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Touch Expires March 15, 2026 [ Page 1]



Internet-Draft User Ports and Port IDs for Experinents Sept enber 2025

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with
respect to this docunent. Code Conponents extracted fromthis
docunent must include Revised BSD Li cense text as described in
Section 4.e of the Trust Legal Provisions and are provided w thout
warranty as described in the Revised BSD License.

Tabl e of Contents

1. IntroduCti ON ... .. 2
2. Conventions used in this docunent .............. .. ... . .0 ... . ... 3
3. User Ports for EXperiments ......... ... 3
4. Protocol Experinent ldentifiers (PEXIDS) ...................... 4
5. Using PExIDs in Transport Protocols .............. ... . ... ...... 5
5.1. PEXID Use in General ......... .. .. . . @ ... 5
5.2. SCTP and DCCP PEXID Use .. ........ i 6
5.3. TLS and DTLS USe ... .. ot e e e e 7
6. PEXID Interactions with & her Protocols and Mechanisns ........ 7
7. Security Considerati Ons . ......... ... i 8
8. IANA Considerati ONS . ... ..ot e 8
9. Ref erences . ... .. ... e 10
9.1. Normative References ............ ... 10
9.2. Informative References ........... .. ..., 11
10. Acknow edgmENt S . ... it 12

1. Introduction

Various network codepoi nts have been allocated for experinmental use,
i ncluding those for |IPv4 [RFC791], |Pv6 [RFC38200], |CwPv4 [ RFC792],
| CMPv6 [ RFC4443], UDP [RFC768], and TCP [ RFC9293]. These i nclude
transport protocol port nunbers 1021 and 1022, using the service
nanes "EXP1" and "EXP2", respectively [RFC4727]. Service nanes are
case-insensitive but are shown in upper-case throughout this
docunent to inprove their visibility.

There has al ways been an expectation that experinents needing
privileged (system) ports use these assignnments and unprivil eged
ports use those fromthe dynanmic range [ RFC6335] [ RFC7605]. However,
dynanic ports can be difficult to reserve in some systenms or bl ocked
fromtraversing some firewalls. As a consequence, there is a need
for non-privil eged, non-dynamc ports - i.e., user ports - for
experinments. The nechani smdescribed in this docunment is intended
for such cases, notably where dynam c ports are insufficient and
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where nultiple uses of the experiment ports could interfere. This
mechanismis not intended for production use, nor is it intended for
experinents that can use dynamc ports or where concurrent use of
experinment ports is not needed.

Thi s docunent reserves user ports for experinentation and descri bes
the use of 32-bit unsigned protocol experiment identifiers (PExlDs)
to differentiate shared use of these ports for concurrent
experinents, by prepending these PExIDs to the experinental
protocol’s transport data, typically in front of each separate
nmessage payl oad or byte stream

Thi s docunent also creates a PExID registry, in addition to the | ANA
service names and ports registry [SP-reg], to reduce the potenti al
that uses of PExIDs on either user or system experinment ports
interfere with each other if they are tested in the sane environnent
or in the public Internet.

Thi s docunent updates RFC 4727 by adding the followi ng text to
section 1:

"[ 1 ANA- THI S- RFC] defines PExI Ds, which are recomended for
services that mght not qualify for a port assignnment per current
requirenents in [RFC6335] and [ RFC7605] because they are either
short-termor need nmore than one port nunber during devel opnment
(see Sec. 7.1 of [RFC7605])."

2. Conventions used in this docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

3. User Ports for Experinents

The system user, and dynamc port ranges vary in their properties
[ RFC7605]. System ports often include privileged access, sonetines
known as 'root’. Dynamic ports are used as client ports when
establ i shing associations with services on registered ports. User
ports have neither privilege nor the risk of use by other
connections. User ports are also nore likely be allowed in firewall
configurations, where system and dynam c ports can be difficult to
" un- bl ock’
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Thi s docunent registers USR-EXP1 and USR-EXP2 for user port
experinents, using port nunbers #UPORT1 and #UPORT2, with the
details provided in Section 8. These ports are assigned fromthe
user range, allow ng non-privileged experinents without the need to
use ports fromthe dynam c range. They are intended to conpl enent
the system ports already assigned for experinmental use [ RFC4727].

4. Protocol Experinment ldentifiers (PExIDs)

Thi s docunent also creates a registry for port experinent
identifiers (PExIDs), in the same nmanner as the registry created for
shared TCP option experinments [ RFC6994][ TCP-reg]. These PExIDs are

i ntended for services that typically do not qualify for a port

assi gnnent per current requirenents in [RFC6335] and [ RFC7605]
because they are either short-termor need nore than one port nunber
during devel opnent (see Sec. 7.1 of [RFC7605]). Such is the case for
student projects that operate over the public Internet and/or across
firewalls. Additionally, although protocol designers could select an
arbitrary PExlI D and hope no other concurrent experinent uses it too,
PExI Ds are obtained as first-cone, first-served with no additiona
requirenments, so registration is both easy and encouraged.

The PExI D approach is inspired by the ExID nethod for sharing
experinental option codepoints, originally devel oped for TCP

[ RFC6994] and later applied to UDP [TH25]. Unlike ExlDs, PExIDs are
used in the data path and can be used by applications with no CS
nmodi fi cati on.

Experimenters SHOULD regi ster PExIDs with | ANA and include them at
the beginning of their transport data, i.e., at the front of each
separ ate nessage payl oad or byte stream as a 32-bit unsigned

i nteger in network-standard byte order. The use of PExIDs hel ps
differentiate experiments w thout the i mediate need for additiona
port assignnents.

The use of these PExIDs for experinents using existing experinent
ports, i.e., systemports EXP1 (#1021) and EXP2 (#1022) is
RECOMVENDED.

PExI Ds differentiate experinents but are not intended to be specific
to a given experinment port, whether systemor user, so a single
registration is used for all experinment ports. It is the
responsibility of the experinmenter to determ ne which port(s) each
experinent uses.

If an experinment using PExIDs is intended to be nore widely
depl oyed, its designers SHOULD apply for an assigned port, notably
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before distribution as a product for public use. The expectations
for such services are described in Section 7 of [RFC7605]. If an
assigned port is granted to a formerly experinental service with a
regi stered PExID, that service MJST NOT continue to use the
experinent ports (even using that PExID) in a depl oyed system
available to the public (i.e., a 'shipped product’), per Section 1.1
of [RFC3692].

If a service transitions fromusing experinment ports with PExIDs to
recei ving an assigned port, the service SHOULD NOT continue to use
PExI Ds in the service when operating on an assigned port. Such use
i s unnecessarily inefficient and could be msinterpreted as

provi ding benefit. PExIDs are registered for use on the system and
user experiment ports only; there is no registration that governs
the first bytes used on other assigned ports.

PEx| Ds SHOULD NOT be used for classroom assi gnments or training-
rel ated experinments; in those cases, dynam c ports are nore
appropriate. PExI Ds SHOULD NOT be used on devices with linmited
resources, such as Internet of Things (l10oT), |ow power, or other
constrai ned systens, due to the additional protocol and processing
overhead they require. PExlIDs are not needed in experinments whose
use of experiment ports is contained and would not potentially
interfere with other experinments using those ports.

The remai nder of this docunent focuses on the issues associated with
usi ng PExI Ds.

5. Using PExIDs in Transport Protocols

PExI Ds differentiate use of the experinment transport ports, both for
UDP and TCP as previously assignhed [ RFC4727] and for other
transports as defined in this docunent.

The renmai nder of this section describes PExID use in transport
protocols in general, the detailed i ssues associated with SCTP and
DCCP use, and PExI D coordi nation during state negotiation

5.1. PExID Use in Genera
PExI Ds are intended to be placed in network-standard byte order at
t he begi nning of each i ndependent transport data payl oad or byte
stream
For connection-oriented transport protocols, such as TCP [ RFC9293],

SCTP [ RFC9260], and DCCP [ RFC4340], the PExID is typically sent once
for each connection at the begi nning of the user transfer and echoed
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upon recei pt, enabling both ends to confirmthe experinent for the
connection’s socket pair. That socket pair is then associated with
the experinment identified by that PExID for the duration of the
connecti on.

For connectionl ess transport protocols, such as UDP [ RFC768], the
PExXID is typically included at the beginning of every nessage in
both directions.

In nost cases, the PExID is sent as user data. SCTP is one
exception, because of its Payload Protocol Identifier (PPID), as

di scussed further in Section 5.2. Alternately, PExID can be
confirmed during the connection or security handshake, as di scussed
in Section 5. 3.

Two endpoints can engage in nultiple experinents using the sane
experinental port nunmber and transport protocol. |In such cases,
users are expected to support demrultiplexing of those different
experinents using the PExID. However, PExIDs SHOULD NOT be used to
differentiate versions of a protocol or service, because such a
service would be nore difficult to transition to use of an assigned
port for all future versions, as indicated by Section 7.5 of

[ RFC7605] .

5.2. SCTP and DCCP PExI D Use

SCTP and DCCP connections already have a nechanismto indicate
experinmental -use using a self-assigned Private Use DCCP Service Code
[ RFC4340] [ RFC5595] or a registered SCTP Payl oad Protocol Identifier
(PPID) [ RFC9260]. There is thus no need to use PExIDs to
differentiate experinments on the sane port nunber. PExIDs can be
used in addition to those codes if desired, notably in devel oping a
singl e application-layer solution for nmultiple transport protocols.

SCTP al so includes a Payl oad Protocol Identifier (PPID), which
identifies the information within each user nmessage. PPIDs are
assigned on a first-cone, first-served (FCFS) basis and are abundant
(2732 codepoints), so there is no need for a separate experinmental -
use PPID. The PExID differentiate shared use of the user
experinmental port nunber and thus serves a different purpose than
the PPID; both can be used together or separately for SCTP

Because SCTP supports multiple concurrent streans, it is useful for
experinments using PExIDs to be identified in a particular stream
bef ore proceeding with other streams, to avoid excessive buffering.
For SCTP using only PExIDs for that purpose, users SHOULD send the
PExI D ordered and reliably as the first user message using PPID of
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#PPIDL in stream O (the default strean). Until the PExID user
message i s echoed back on stream 0, user nessages on stream 0 SHOULD
be sent ordered and the user SHOULD avoid transmtting user messages
on ot her streans. The echoed user nessage SHOULD use the PPID of
#PPlI D1 assigned for this purpose. That PExID user nessage MJST
contain only the PExID as a 32-bit unsigned integer in network-
standard byte order.

5.3. TLS and DTLS Use

Both TLS and DTLS provi de extensions to negotiate additiona
security association paraneters [RFC8446][RFC9147]. In both cases,
the PExID could be sent in CientHello requests and echoed in
ServerHel |l o responses, although for these protocols the extension
requires two fields (because such fields carry only 16 bits of
content and two are needed for the 32-bit PExID).

6. PExXID Interactions with Gther Protocols and Mechani snms

PExI Ds help differentiate different uses of the same experinmenta
transport port number using data that augnments the port nunber of
the transport header, and thus are not be supported by existing
NATs, firewalls, deep-packet inspectors (DPlIs), or service function
chai ning [ RFC7665]. To differentiate between shared uses of
experinent ports, these devices would need to be nodified to detect
the PExI D, either at the beginning of the connection (for
connection-oriented uses) or within each data payl oad (for
connecti onl ess uses).

Sone methods to traverse tunnels are also affected by the use of
PExI Ds. STUN uses a nethod simlar to PExIDs in its in-band nessage
identifier [RFC8489]. These identifiers begin with a 32-bit field
first two bits are "00", followed by a type and | ength, foll owed by
a 32-bit 'magi ¢ nunber’ of 0x2112A442, followed by a 96-bit
transaction identifier. PExIDs are simlar to the transaction
identifier, but they occur earlier in the data stream The STUN
nmechani sm can be used concurrent with PExIDs if the PEx|IDs are

sel ected where the two highest bits are something other than "00"
(as required in STUN nmessages). Because not all service or protocols
are intended to be used concurrent with STUN, this restricting
shoul d not be a concern

The TURN nmechani sm for NAT traversal does not interact with use of
PEx| Ds [ RFC8656] .

Sone protocols use "magic bytes" to identify streans and/ or
nmessages. PExIDs are a specific interpretation of the first four
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magi ¢ bytes of each stream or nessage to denultiplex shared use of
the experinmental transport ports, thus they are typically not
compati ble with other concurrent use of magic bytes.

The use of PExIDs nmay interfere with sone aspects of | CMP, because
all applications sharing the experiment ports would be treated the
same. In such cases, the experinmenter is advised to use other neans
in place of ICWP, e.g., direct nmeasurenent of the path MIU

7. Security Considerations

The creation of new ports for experinment purposes does not create
any new security considerations. At best, it potentially reduces the
use of privileged systemports for such experinents, which avoids
the associated risk of unnecessary privil eged access.

Li ke conventional transport protocol port nunbers, PExlIDs can be
used by deep-packet inspection (DPlI) to identify services and
protocols (see Sec. 5.2.1 of [RFC6973]). Wen such information is
intended to be protected or private, it can be sent as user data
inside an encrypted stream or nessage, e.dg., as user data in TCP/TLS
or UDP/ DTLS

PExI Ds are not supported by existing firewalls, DPl devices, |Psec
traffic selectors or other systens that demultiplex or identify
traffic using transport port numbers. Different services using the
same port nunmber cannot currently rely on PExIDs for selective
filtering.

Experinmenters are expected to support security capabilities in any
new experiment, regardl ess of whether an experinental or assigned
port is being used (per Section 7.4 of [RFC7605]).

8. | ANA Consi derati ons

Thi s docunent hereby requests the assignnent of two user ports for
experinmental purposes below. |ANA is asked to replace instances of
#UPORT1 and #UPORT2 t hroughout this docunent based on the actua

al l ocation. This paragraph is intended to be renoved prior to fina
publi cati on.

Thi s docunent al so hereby requests the assignment of the SCTP PPI D
"PEXI D' for use in association with these port numbers. IANA is
asked to replace instances of #PPIDl throughout this docunment based
on the actual allocation. This paragraph is intended to be renoved
prior to final publication.
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I ANA has assigned the follow ng user ports for experinments:
Servi ce Nane USR- EXP1

Transport Protocol (s) TCP, UDP, DCCP, and SCTP

Assi gnee | ESG

Cont act | ETF Chair

Description RFC[ TBD-rfc] -styl e Experi nent

Ref erence RFC [ TBD-rf c]

Port Number #UPORT1 (requesting 1031)

Servi ce Code none - use private use service codes

Known Unaut horized Uses none

Assi gnnent Not es Intended for use with PExIDs only
And:

Servi ce Nane USR- EXP2

Transport Protocol (s) TCP, UDP, DCCP, and SCTP

Assi gnee | ESG

Cont act | ETF Chair

Descri ption RFC[ TBD-rfc] -styl e Experi nent

Ref erence RFC [ TBD-rf c]

Port Number #UPORT2 (requesting 1032)

Servi ce Code none - use private use service codes

Known Unaut hori zed Uses none
Assi gnment Not es Intended for use with PExIDs only

I ANA has assigned the follow ng SCTP Payl oad Protocol Identifier
(PPID) for experinents associated with these port nunbers:
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SCTP PPI D #PPI D1

Thi s docunent directs IANA to create a "Port Experinental Option
Experinment ldentifiers (PExIDs)" registry |inked under the | ANA
ports registry [SP-reg], using a the same format and structure as
the TCP Experimental Option Experiment ID registry [TCP-reg]. The
registry records PExIDs as 32-bit unsigned integers, including a
brief description, docunent pointer (if avail able), assignee name,
and e-mail contact for each entry. It also includes the transport
protocol indicated at the tine of assignment; additional entries can
be added for other transport protocols with different references if
needed. Once registered, PExIDs can be used with either the system
(EXP1 #1021, EXP2 #1022) or user (USR- EXP1 #UPORT1l, USR-EXP2
#UPORT2) ports and with any transport protocol, regardl ess of

whet her a separate registration is provided for each transport
protocol. This registry has no initial entries.

Entries are assigned on a First Cone, First Served (FCFS) basis

[ RFC8126]. IANA will also record known duplicate uses to assist the
community in both debuggi ng assigned uses as well as correcting
unaut hori zed duplicate uses.

| ANA shoul d i npose no requirenents on nmaking a registration request
other than indicating the desired codepoint and providing a point of
contact. A short description or acronymfor the use is desired but
not required.
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