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Abst ract

Thi s docunent describes a nmethod for adding Cryptographic protection
to the Stream Control Transm ssion Protocol (SCTP). The SCTP DTLS
chunk defined in this docunent is intended to enabl e communi cations
privacy for applications that use SCTP as their transport protocol
and al l ows applications to communicate in a way that is designed to
prevent eavesdroppi ng and detect tanpering or nessage forgery.

Applications using SCTP DTLS chunk can use all transport features
provided by SCTP and its extensions but with sonme limtations.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-tsvwg-sctp-dtls-chunk/.

Di scussion of this docunent takes place on the Transport Area WrKking
Goup (tsvwg) Working Goup mailing list (mailto:tsvwg@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/tsvwy/.
Subscribe at https://wwietf.org/mailmn/listinfo/tsvwy/.

Source for this draft and an issue tracker can be found at
https://github. com gl oi nul /draft-westerlund-tsvwg-sctp-DTLS-chunk.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Thi s docunent defines a DILS chunk for the Stream Control
Transm ssion Protocol (SCTP), as defined in [ RFC9260] .

Thi s specification defines the actual DTLS chunk, how to enable its
usage, how it interacts with the SCTP associ ati on establishnent to
enabl e endpoi nt authentication, key-establishnent, and key updates.

The DTLS chunk is designed to enable nutual authentication of
endpoints, data confidentiality, data origin authentication, data
integrity protection, and data replay protection for SCTP packets
after the SCTP associ ation has been established. It is dependent on
a key managenent function that is defined separately to achieve all
these capabilities. The key nmanagenent function uses an APl to
provi sion the SCTP association’s DILS chunk protection with key-
material to enable and rekey the protection operations.

Applications using SCTP DTLS chunk can use nobst transport features
provided by SCTP and its extensions. However, there can be sone
limtations or additional requirenents for themto function such as
those noted for SCTP restart and use of Dynami ¢ Address
Reconfiguration, see Section 3.7 and Section 3.8. Due to its |leve
of integration as discussed in next section it will provide its
security functions on all content of the SCTP packet, and will thus
not inpact the potential to utilize any SCTP functionalities or
extensions that are possible to use between two SCTP peers with ful
security and SCTP association state.

DTLS is considered version 1.3 as specified in [ RFC9147] whereas
other versions are explicitly not part of this docunent.

2. Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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3. Overview
3. 1. Pr ot ocol Overvi ew

The DTLS chunk can be used for secure and confidential transfer of
SCTP packets. This is inplenented inside the SCTP protocol. Once an
SCTP packet has been received and the SCTP common header has been
used to identify the SCTP associ ation, the DILS chunk is processed by
the Chunk Protection Operator that will performreplay protection,
decrypt, verify authenticity, and if the DTLS chunk is successfully
processed provides the protected SCTP chunks for further processing.
Figure 1 is an exanple illustrating the DTLS chunk processing in
regard to SCTP and the Upper Layer Protocol (ULP) using DTLS 1.3 for
key managenent. Here the Key Managenent function contains
validation, i.e. using certificates, handshaking, updating policies

etc.
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Figure 1: DTLS Chunk Layering in Regard to SCTP and ULP
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In the outgoing direction, once the SCTP stack has created the
unpr ot ect ed SCTP packet containing control and/or DATA chunks, SCTP
chunks will be processed by the Chunk Protection Operator to be
protected. The result of this conputation is a DILS 1.3 record
encapsul ated in a SCTP chunk which is naned the DTLS chunk

The Chunk Protection Operator perfornms protection operations on al
chunks of an SCTP packet. Information protection is kept during the
lifetime of the association and no information is sent unprotected
except the initial SCTP handshake, any initial key-nmanagenent
traffic, the SCTP comon header, the SCTP DTLS chunk header, and the
INIT and I NIl T- ACK chunks during an SCTP Restart procedure.

The support of the DILS chunk and the key-managenent nethod to use is
negoti ated by the peers at the setup of the SCTP associ ation using a
new paraneter. Key nmanagenent and application traffic is nmultiplexed
using the PPID. The dedicated PPID 4242 is defined for use by key
managenent for DTLS chunk. The key nmanagenent function uses an AP
to key the Chunk protection operation function. Usage of the DILS
1.3 handshake for initial nutual authentication and key establishnent
as well as periodic re-authentication and rekeying with Diffe-Hell man
of the DTLS chunk protection is defined in separate docunents, (see
Section 3.3). To prevent downgrade attacks of the key-nmanagenent
negoti ati on the key-nmanagenment shoul d i npl enent specific procedures
when deriving keys.

VWhen the endpoint authentication and key establishnent has been

conpl eted, the association is considered to be secured and the ULP is
informed about that. Fromthis tinme onit's possible for the ULPs to
exchange data securely with its peer

A DTLS chunk will never be retransmitted, retransmission is
i npl ement ed by SCTP endpoint at chunk | evel as specified in
[ RFC9260]. DITLS replay protection will be used to suppress
dupl i cated DTLS chunks.

3.2. DTLS Consi derations

The DTLS Chunk architecture splits DILS 1.3 as shown in Figure 1
where the Key Managenent functionality is done at DILS 1.3 bl ock
| evel, acting as a parallel User Level Protocol and a Chunk

Protection Qperator functionality inside the SCTP Protocol Stack.

Key Managenent is the set of data and procedures that take care of

key distribution, verification, and update, DTLS connection setup,
updat e and nmi nt enance.
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Chunk Protection Operator functionality is the set of data and
procedures taking care of User Data encryption into DILS Record and
DTLS record decryption into User Data.

DTLS 1.3 operations requires to directly handshake nessages with the
renote peer for connection setup and other features, this kind of
handshake is part of the Key Managenment functionality. Key
Management function achi eves these features behaving as a user of the
SCTP associ ation. Key Managenment sends and receives its own data via
the SCTP User Level interface. Key Managenent’'s own data are

di stinguished fromany other data by neans of a dedicated PPID using
the val ue 4242 (see Table 9).

Once Key Managenent has established a DILS 1.3 connection, it can
derive primary and restart keys and set the Chunk Protection Operator
for SCTP Packet Payl oad encryption/decryption via an APl to create
the necessary DTLS key contexts. Both a DILS Key context for nornal
use (primary) and a DTLS Key context for SCTP association restart
needs to be created.

In this document we use the terns DILS Key context for indicating a
Key and 1V, produced by the key-managenent, and all relevant data
that needs to be provided to the Chunk Protection Operator for DILS
encryption and decryption. DTLS Key context includes Keys and |V for
sendi ng and receiving, replay wi ndow, |ast used sequence nunber.

Each DTLS key context is associated with a four-value tuple
identifying the context, consisting of SCTP Association, the restart
i ndi cator, the DITLS Connection ID (if used), and the DTLS epoch

Support of DTLS Connection IDin the DTLS Record | ayer used in the
DTLS Chunk i s OPTIONAL, and negotiated using the key-nmanagenent
function.

The first established DILS key context for any SCTP association and
DTLS connection ID (if used) SHALL use epoch=3. This ensures that
the epoch of the DTLS key context will normally match the epoch of a
DTLS key-managenent connection

The Repl ay wi ndow for the DTILS Sequence Number will need to take into
account that heartbeat (HB) chunks are sent concurrently over al
paths in nultihonmed Associations, thus it needs to be |arge enough to
acconmodat e | atency differences.
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3.3. Considerations about SCTP Protection Solutions

Thi s docunent specifies the mechanisnms for SCTP to be protected with
DTLS, it doesn't specify how the Key Managenent works, being limted
on what the Key Managenent SHALL provide for achieving the
protection. Even though DTLS1.3 is indicated as protocol for
provi di ng Key Contexts, different inplenmentations can achi eve that
and different nechani sns may be used for features such as mutua

aut henti cation, rekeying etc. The DILS Chunk solution may use a
nunber of Key Managenent nechani sns dependi ng on what is being

i npl ement ed and avail abl e and/ or according to the | ocal policies.
Key Managenent nethods are called here Protection Solutions, they are
defined in their own specific docunments, and needs to be registered
in the | ANA Registry "SCTP Protection Solutions" to get their own
uni que identifier. This document constitutes a requiremnment towards
any SCTP Protection Sol ution

Currently there are two in-band DTLS key nanagenent sol utions
defined, they have different properties. See
[I-D.ietf-tsvwg-dtls-chunk-key-nmanagenent] and

[1-D. westerlund-tsvwg-sctp-DILS- handshake] .

3.4. SCTP DTLS Chunk Buffering and Fl ow Control

DTLS 1.3 operations and SCTP are asynchronous, neaning that the Chunk
Protection Operator may deliver the decrypted SCTP Payl oad to the
SCTP endpoi nt without respecting the reception order. It’s up to
SCTP endpoint to reorder the chunks in the reception buffer and to
take care of the flow control according to what specified in

[ RFC9260]. From SCTP perspective the DTLS chunk processing is part
of the transport network.

Even though the above allows the inplenmentors to adopt a

mul tithreadi ng design of the Chunk Protection Operators, the actua
i mpl ementati on shoul d consider that out-of-order handling of SCTP
chunks is not desired and nmay cause fal se congestion signals and
trigger retransm ssions.

3. 5. PMIU Consi der ati ons

The addition of the DTLS chunk to SCTP reduces the room for payl oad,
due to the size of the DTLS chunk header, padding, and the AEAD

aut hentication tag. Thus, the SCTP | ayer creating the plain text

payl oad needs to know about the overhead to adjust its target payl oad
size appropriately.
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A path MIU di scovery function in SCTP will need to know the actua
sent and received size of packets for the SCTP packets. This to
correctly handl e PMIUD probe packets.

From SCTP perspective, if there is a nmaxi mumsize of plain text data
that can be protected by the Chunk Protection Operator that nust be
conmmuni cated to SCTP. As such a limt will linmt the PMIU for SCTP
to the maxi mum pl ain text plus DILS chunk and al gorithm overhead pl us
the SCTP conmon header.

3.6. Congestion Control Considerations

The SCTP nechani sm for handling congestion control does depend on
successful data transfer for enlarging or reducing the congestion
wi ndow CWND (see [ RFC9260] Section 7.2)

It may happen that Chunk Protection Operator discards packets due to
replay protection, or integrity errors depending on network induced
bit errors or malicious nodifications. As those packets do not
represent what the peer sent, it is acceptable to ignore them

al though in-situ nodification on the path of a packet resulting in
discarding due to integrity failure will |eave a gap, but has to be
accepted as part of the path behavior.

The Chunk Protection Operator will not interfere with the SCTP
congestion control nechanism this basically neans that from SCTP
perspective the congestion control is exactly the same as how
specified in [ RFC9260] .

3.7. Dynam c Address Reconfiguration Considerations

When usi ng Dynam ¢ Address Reconfiguration [ RFC5061] in an SCTP
associ ation using DTLS Chunk the ASCONF chunk is protected, thus it
needs to be unprotected first, furthernore it MAY conme from an
unknown | P Address. | n order to properly address the ASCONF chunk to
the rel evant Association for being unprotected, Destination Address,
Source, Destination ports and VTag shall be used. |[If the conbination
of those paranmeters is not unique the inplenentor MAY choose to send
the DTLS Chunk to all Associations that fit with the paranmeters in
order to find the right one. The association will attenpt de-
protection operations on the DTLS chunk, and if that is successfu

t he ASCONF chunk can be processed. Note that trial decoding should
have a linmt in nunber of tried contexts to prevent denial of service
attacks on the endpoint.

The section 4.1.1 of [RFC5061] specifies that ASCONF nessage are

required to be sent authenticated with SCTP- AUTH [ RFC4895]. For SCTP
associ ations using DILS Chunk this results in the use of redundant
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mechani sm for Authentication with both SCTP- AUTH and t he DTLS Chunk
We recommend to amend [ RFC5061] for including DILS Chunks as
Aut henti cati on nechani sm for ASCONF chunks.

3.8. SCTP Restart Considerations

This section deals with the handling of an unexpected IN T chunk
during an Association lifetime as described in Section 5.2 of

[ RFC9260] with the purpose of achieving a Restart of the current
Associ ation, thus inplenmenting SCTP Restart.

Thi s specification doesn’t support SCTP Restart as described in
[ RFC9260] because the COOCKI E- ECHO and COOKI E- ACK chunks are sent
encrypted (see Section 3.8.1);

When t he upper |ayer protocols require support of SCTP Restart, as in
case of 3GPP NG C protocol [ETSI-TS-38.413], the endpoint needs to
support also initiating protected SCTP Restart procedure described in
Section 3.8.1. Inplenmenting initiating protected restart procedure

i s RECOVWENDED, however not required as persistent secure storage of
the restart DTLS Key Context is needed.

The cases where one of the SCTP Endpoints only inplenents initiating
| egacy SCTP Restart are described in Section 3.8. 2.

3.8.1. Protected SCTP Restart

The protected SCTP Restart procedure keeps the security
characteristics of an SCTP Associ ati on using DILS Chunk

In protected SCTP Restart, INIT and I NI T-ACK chunks are sent strictly
according to [ RFC9260], but COOCKI E- ECHO and COCKI E- ACK chunks are
encrypted using DILS Chunks and Restart DILS Key contexts.

In order to support protected SCTP Restart, the SCTP Endpoi nts shal
all ocate and nmintain dedicated Restart DTLS Key contexts, SCTP
packets protected by these contexts will be identified in the DILS
chunk with the R (Restart) bit set (see Section 5.1). Both SCTP
Endpoi nts needs to ensure that Restart DTLS key contexts is preserved
for supporting the protected SCTP Restart use case.

In order for the protected SCTP endpoint to be available for
protected SCTP Restart purposes, the DTLS chunk needs access to a
DTLS Key context for this SCTP association that needs to be kept in a
wel | -known state so that both SCTP Endpoints are aware of the DILS
sequence nunbers and replay window, i.e. initialized but never used.
An SCTP Endpoi nt SHALL NEVER use the SCTP Restart DITLS Key for any

ot her use case than SCTP association restart.
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An SCTP endpoint wanting to be able to initiate a protected SCTP
restart needs to store securely and persistently the restart Keys,
DTLS connection ID (if used) and rel ated DILS epoch, indexed so that
when performing a restart with the peer node it had a protected SCTP
associ ation which can identify the right restart Key and DTLS epoch
and initialize the restart DILS Key Context for when restarting the
SCTP associ ation. The keys, DTLS connection ID, and epoch needs to
be stored secure and persistently so that they survive the events
that are causing protected SCTP Restart procedure to be used, for
instance a crash of the SCTP stack. The security considerations for
persi stent secure storage of keying naterials is further discussed in
Section 13. 4.

The SCTP Restart handshakes INIT, | N T-ACK, COOCKIE-ECHO COXI E- ACK
exactly as in | egacy SCTP Restart case; INIT, INIT-ACK SHALL be sent
plain as in the | egacy, whereas COOCKI E- ECHO, COKI E- ACK Chunks SHALL
be sent as DTLS chunk protected using the restart DTLS key context.

A DTLS Chunk using the restart DILS key context is identified by
having the R bit (Restart Indicator) set in the DILS Chunk (see
Figure 4). There' s exactly one active Restart DILS Context at a
time, the newest. However, a crash at the tine having conpleted the
key- managenent exchange but failing to conmit the DTLS Key Context to
persi stent secure storage could result in |loss of the | atest DILS Key
Context. Therefore, the endpoints SHOULD retain the old restart DTLS
key context until it the key-management confirns the new ones are
committed to secure storage. This can for exanple be ensure that at
key-changes signals to termnate the old DILS Key Contexts (i ncluding
the restart) is never sent until the new restart DILS Key Context has
been conmitted to storage.

Initiator Responder
| | -
| |
R T (INIT)------mmmm e oo - - >| | Plain
S (INIT-ACK) == - - === - e oo oo - - L
I | -’
I | -
| |
e [ DTLS CHUNK(COXXIE ECHO ]---------- >| | Protected
| <-------- [ DTLS CHUNK(COXKIE ACK)]------------ + -

Fi gure 2: Handshake of SCTP Restart for DTLS in SCTP

The Figure 2 shows how the control chunks being used for SCTP
Associ ation Restart are transported within DTLS in SCTP
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The transport of COOCKI E- ECHO, COOCKI E- ACK by neans of DTLS chunk
ensures that the peer requesting the restart has been previously

val i dated and the SCTP state nachi ne after having reached ESTABLI SHED
state noves automatically to PROTECTED state.

A restarted SCTP Associ ation SHALL continue to use the Restart DTLS
Key Context, for User Traffic until a new primary DTLS Key Context
will be available. The inplenentors SHOULD initiate a rekeying as
soon as possible, and derive the primary and restart keys so that the
time when no Restart DTLS Key Context is available is kept to a
mnimum Note that another restart attenpt prior to having created
new restart DTLS Key context for the new SCTP association will result
in the endpoints being unable to restart the SCTP associ ati on.

After restart the next primary DILS key context SHALL use epoch=3,
i.e. the epoch value is reset. Note that if the restart epoch used
al so was 3 when not using any DTLS connection ID, then the
installation of the new restart DTLS key context needs to be done
with some care to avoid dropping valid packets. After having derived
new primary DTLS Key Context the endpoint installs the primary DILS
Key Context first, and start using it. The new restart DILS Key
Context is only installed after any old in-flight restart packets

wi |l have been received.

3.8.2. Conpatibility with Legacy SCTP Restart

An SCTP Endpoi nt supporting only | egacy SCTP Restart and involved in
an SCTP Associ ation using DILS Chunks SHOULD NOT attenpt to restart
the Association. The effect will be that the restart initiator wll
receive INIT-ACK but then all sent packets with COOCKE- ECHO wi |l | be
dropped until the peer nodes tinmes out the SCTP Association from |l ack
of any response fromthe restarting node.

An SCTP Endpoi nt supporting only | egacy SCTP Restart and involved in
an SCTP Associ ation using DTLS Chunks, when receiving an COOCKI E- ECHO
chunk protected by DTLS chunk as described in Section 3.8.1, thus
having the R bit (Restart Indicator) set in the DILS Chunk (see
Figure 4), will silently discard it.
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Si nce an SCTP Endpoi nt supporting only | egacy SCTP Restart and

i nvol ved in an SCTP Associ ation using DILS Chunks cannot use SCTP
Restart |egacy procedure, in case of need to restart the Associ ation
it SHOULD keep on retrying initiating a new Association until the
renote SCTP Endpoi nt have cl osed the existing Association (i.e. due
to tineout) and will accept a new one. As alternative, depending on
the Use Case and the Upper Layer protocol, it MAY use a different
SCTP Source port number so that the peer SCTP Endpoint wll accept
the initiation of the new Association while still supervising the old
one.

4. New Paraneter Type
This section defines the new paranmeter type that will be used to

negoti ate the use of the DILS 1.3 chunk during association setup, its
keying nethod and indicate preference in relation to different keying

and other security solutions. Table 1 illustrates the new paraneter
t ype.
| Parameter Type | Paraneter Nane |
[ st s oo s s e sy o}
| 0x80xx | DTLS 1.3 Chunk Protected Association |
o a o o m m e e e e e e e e e e e e eaao o +

Table 1: New I NI T/ I NI T- ACK Par anet er

Note that the paraneter format requires the receiver to ignore the
paraneter and continue processing if the paraneter is not understood.
This is acconplished (as described in [ RFC9260], Section 3.2.1.) by
the use of the upper bits of the paraneter type.

4.1. DILS 1.3 Chunk Protected Association
This paraneter is used to the request and acknow edge of support of
DTLS 1.3 Chunk during INIT/I NI T- ACK handshake and indi cate preference

for keying and the preference order between multiple security
solutions (if supported).
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5.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Par anet er Type = 0x80XX | Paraneter Length |
i i i T i I S i e s o o i i
| Protection Solution #1 | Protection Solution #2 |
R et e s i o e s i i

Protection Sol utions :
B i s T T i i o S o T Ji I
| Protection Solution #N | Paddi ng
R T e i e i i S L S s il o T SR R R S

Fi gure 3: Protected Associ ation Paraneter

Paranmeter Type: 16 bits (unsigned integer)
This val ue MJST be set to Ox80XX

Paraneter Length: 16 bits (unsigned integer)
This value holds the length of the parameter, which will be the
nunber of Protection Solution fields (N times two plus 4.

Protection Solution fields: one or nore 16-bit SCTP Protection
Solution ldentifiers:
Each Protection Solution Identifier (Section 12.1) is a 16-bit
unsi gned i nteger value indicting a Protection Sol ution.
Protection solutions include both DILS Chunk based, where a
sol ution conbi nes the DILS chunk with a key-managenent sol ution,
or non DTLS Chunk based security solution. The Protection
Solutions are listed in descending order of preference, i.e. the
first listed in the paraneter is the nost preferred and the | ast
the |l east preferred by the sender in the INIT chunk. In the INT-
ACK chunk the endpoint includes all of the offered sol utions which
it supports and lists the selected one first. Including its
decreasi ng preference on the additional Protection Sol utions.

Paddi ng: |If the nunber of included Protection solutions is odd the
par anet er MJUST be padded with two zero (0) bytes of padding to rmake
the paraneter 32-bit aligned.

RFC- Edi tor Note: Pl ease replace 0x08XX with the actual paraneter type
val ue assigned by | ANA and then renove this note.

New Chunk Type
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5.1. DTLS Chunk (DTLS)

This section defines the new chunk type that will be used to
transport the DTLS 1.3 record containing protected SCTP payl oad.

Table 2 illustrates the new chunk type.
E oo s o1
| Chunk Type | Chunk Name |
[ S e s el
| 0x4X | DTLS Chunk (DTLS) |
I I i I I R +

Tabl e 2: DTLS Chunk Type

RFC- Edi tor Note: Pl ease replace 0Ox4x with the actual chunk type val ue
assigned by I ANA and then renpve this note.

It should be noted that the DTLS chunk format requires the receiver
stop processing this SCTP packet, discard the unrecogni zed chunk and
all further chunks, and report the unrecognized chunk in an ERROR
chunk using the *Unrecogni zed Chunk Type’ error cause. This is
acconpl i shed (as described in [ RFC9260] Section 3.2.) by the use of
the upper bits of the chunk type.

The DTLS chunk is used to hold the DILS 1.3 record with the protected
payl oad of a plain text SCTP packet wi thout the SCTP commobn header.

0 1 2 3

01234567890123456789012345678901
i i i T i S S S -
Type = 0x4x | reserved | R Chunk Length |
i T o T T i T A S S S T

+-

I

+-

I I
| Payl oad |
I I
| .

| | Paddi ng |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Figure 4: DTLS Chunk Structure

reserved: 7 bits Reserved bits for future use. Sender MJST set
these bits to 0 and MJST be ignored on reception

R 1 bit (boolean) Restart indicator. |If this bit is set this DILS
chunk is protected with by a Restart DILS Key context.

Chunk Length: 16 bits (unsigned integer) This value holds the Iength
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of the Payload in bytes plus 4.

Payl oad: variable length This holds the DILSC phertext as specified
in DTLS 1.3 [ RFC9147].

Padding: 0, 8, 16, or 24 bits |If the length of the Payload is not a
multiple of 4 bytes, the sender MJUST pad the chunk with all zero
bytes to make the chunk 32-bit aligned. The Paddi ng MUST NOT be
| onger than 3 bytes and it MJST be ignored by the receiver

6. Error Handling

Thi s specification introduces a new set of error causes that are to
be used when SCTP endpoint detects a faulty condition. The special
case is when the error is detected by the DILS 1.3 Protection that
may provi de additional information

6.1. DTLS 1.3 Chunk Protected Association Paraneter M ssing

VWhen an initiator SCTP endpoint sends an INIT chunk that doesn’'t
contain the DTILS 1.3 Chunk Protected Association or other protection
solutions towards an SCTP endpoint that only accepts protected
associations, SCTP will send an ABORT chunk in response to the INIT
chunk (Section 5.1 of [RFC9260] including the error cause 'Policy Not
Met’' (TBA10) (see Section 12.4 and the DTLS 1.3 chunk protected
associ ation parameter identifier Section 4.1 in the m ssing param
Information field. It may also include additional paraneters
representing other supported protection nechanisns that are
acceptabl e per endpoint security policy.

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I

Cause Code = 2 | Cause Length |
B S S i i i i T T a ik S S S S S
Nunber of m ssing paranms = N |

B S T s e S i I S S S ik A SRR M S
DTLS 1.3 Chunk Protected Asc | M ssi ng Param Type #2 |
B S S e i S S T A S S S S S S i S S
M ssing Param Type #N-1 | M ssing Param Type #N |

+— +— +— +—

B S S i i i i T T a ik S S S S S
Fi gure 5: ERROR M ssing Protected Associ ation Paraneter

Not e: Cause Length in bytes is equal to following with the number of

m ssing paraneters as N0 8 + N* 2 according to [ RFC9260], section

3.3.10.2. Also the Protection Association ID may be present in any
of the N missing paranms, no order inplied by the exanple in Figure 5.

Westerlund, et al. Expires 23 April 2026 [ Page 16]



Internet-Draft SCTP DTLS Chunk Cct ober 2025

6. 2. Error in DTLS Chunk

A new Error Type is defined for the DILS Chunk, it’s used for any
error related to the DILS chunk’s protection nechani sm described in
this docunment and has a structure that allows detailed information to
be added as extra causes.

Thi s specification describes sonme of the causes whilst the key
est abli shnent specification MAY add further causes.

When detecting an error, SCTP will send an ABORT chunk containing the
rel evant Error Type and Causes.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Cause Code = TBA9 | Cause Length |
I S i o T s S S S e s s T
| Extra Cause #1 | Extra Cause #2 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Extra Cause #N- 1 | Extra Cause #N |
B T S i T s i i e e SEI S

Figure 6: Error in DILS Chunk Cause For nat

Cause Code: 16 bits (unsigned integer)
The SCTP Error Chunk Cause Code indicating "Error in Protection”
is TBA9.

Cause Length: 16 bits (unsigned integer)
Is for N extra Causes equal to 4 + N* 2

Extra Cause: 16 bits (unsigned integer)
Each Extra Cause indicate an additional piece of information as
part of the error. There MAY be zero to as nany as can fit in the
extra cause field in the ERROR Chunk (A maxi mum of 32764).

Editor’s Note: Please replace TBA9 above with what is assigned by
| ANA.

Bel ow a nunber of defined Error Causes (Extra Cause above) are

defined, additional causes can be registered with | ANA follow ng the
rules in Section 12. 4.
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6.2.1. No Commpn Protection Sol ution

If the responder to do not support any of the protection solutions
of fered by the association initiator in the Protection Soluiton
Paranmeters Figure 3 SCTP will send an ABORT chunk in response to the
INIT chunk (Section 5.1 of [RFC9260], including the error cause "No
Common Protection" (TBAll) (see Section 12.4).

6.3. Critical Error from DTLS

The Chunk Protection Operator MAY informlocal SCTP endpoi nt about
errors. \Wen an Error in the DILS 1.3 conprom ses the protection
mechani sm the Chunk Protection Operator nmay stop processing data

al together, thus the local SCTP endpoint will not be able to send or
recei ve any chunk for the specified Association. This will cause the
SCTP Association to be closed by | egacy tiner-based mechanism Since
the Association protection is conprom sed no further data will be
sent and the renpte peer will also experience tineout on the
Associ ati on.

6. 4. Non-critical Error in the Protection

A non-critical error in Chunk Protection Operator neans that the
Chunk Protection Operator is capable of recovering without the need
of the whole SCTP Association to be re-established.

From SCTP perspective, a non-critical error will be perceived as a
tenmporary problemin the transport and will be handled with
retransm ssi ons and SACKS according to [ RFC9260].

When the Chunk Protection Operator will experience a non-critica
error, an ABORT chunk SHALL NOT be sent.

7. Procedures
7.1. Establishnment of a Protected Associ ation

An SCTP Endpoint acting as initiator willing to create a DILS 1.3
chunk protected association shall send to the renote peer an INIT
chunk containing the DILS 1.3 Chunk Protected Associ ation paraneter
(see Section 4.1) indicating supported and preferred key- managenent
solutions (see Figure 3).

An SCTP Endpoi nt acting as responder, when receiving an I N T chunk
with DILS 1.3 Chunk Protected Association parameter, will reply with
INNT-ACK with its own DTLS 1.3 Chunk Protected Association paraneter
containing the selected protection solution out of the set of
supported ones. In case there are no comon set of supported
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solutions that are accepted by the responder, and the endpoints
policy require secured association it SHALL reply with an ABORT
chunk, include the error cause "No Common Protection" (TBAll) (see
Section 12.4). Oherw se, the responder MAY send an | Nl T- ACK wi t hout
the DTLS 1.3 Chunk Protected Association paraneter to indicate it is
willing to create a session w thout security.

Addi tionally, an SCTP Endpoint acting as responder willing to support
only protected associations shall consider an INIT chunk not
containing the DTLS 1.3 Chunk Protected Association paraneter or

anot her Protection Sol ution accepted by own security policy solution
as an error, thus it will reply with an ABORT chunk according to what
specified in Section 6.1 indicating that for this endpoi nt mandatory
DTLS 1.3 Chunk Protected Association paraneter is m ssing.

When initiator and responder have agreed on a DTLS Chunk protected
associ ation and the key-managenent nethod by neans of handshaki ng
INIT/I NI T- ACK the SCTP associ ation establishnent continues until it
has reached the ESTABLI SHED st at e.

When the SCTP session has been established follow the process defined
by the sel ected key-nmanagenment solution for establishing DILS Key
Contexts and installing them

7.1.1. Ofering Multiple Security Sol utions

An initiator of an SCTP association may want to offer multiple

di fferent key-nmanagenment solutions for DTLS Chunk or in conbination
with other security solutions in addition to DILS 1.3 chunks for the
SCTP association. This can be done but need to consider the
downgrade attack risks (see Section 13.3).

The initiator MAY include in its INIT additional security solutions
that are conpatible to offer in parallel with DILS 1.3 Chunks. This
may include SCTP-AUTH [I-D.ietf-tsvwg-rfc4895-bis]. This will result
in that a nunber of different SCTP paranmeters nay be included that
are not possible to use simultaneously. Instead the responder needs
to parse these paraneters to figure out which sets of solutions that
are offered that the inplenentation support, and apply its security
policies to select the nost appropriate. For exanple an offer of
DTLS 1.3 Chunks and SCTP-AUTH, could be interpreted as three
different solutions with different properties, nanely DTLS 1.3
Chunks, DTLS/ SCTP [ RFC6083], and SCTP- AUTH
[I-Dietf-tsvwg-rfc4895-bis] only. However, here the DILS 1.3 Chunk
Prot ect ed Associ ati on Paraneter can indicate both preference and

whi ch of the solutions that are preferred.
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The responder selects one or possibly nore of conpatible security
solutions that can be used simultaneously and include themin the
response (INIT-ACK). [If DILS 1.3 chunks was sel ected and the Key-
Managenent mnet hod foll ows the recommendati on for down-grade
prevention the endpoints can know that down-grade did not happen

7.2. Termnation of a Protected Associ ation

Besi des the procedures for termnating an association explained in

[ RFC9260], DTLS 1.3 chunk SHALL ask the SCTP endpoint for term nating
an associ ati on when having an internal error or by detecting a
security violation. Note that the closure of any key-nanagenent
connecti on doesn’t conpronise the capability of sending and receiving
prot ect ed SHUTDOMN- COMPLETE chunks as that capability only relies on
the Key Context and not on the key-managenment connection from where
it has been derived.

7.3. Considerations on Key Managenent

It is up to the upper layer to nanage the keys for the DTLS chunk
The neani ng of key-nmanagenent is described in Section 3.3.

The key-managenent SHOULD use a dedicated PPID to ensure that the
key- managenent rel ated user nessages are handl ed by the appropriate
| ayer.

VWhen perform ng key-managenent, the keys for receiving SHOULD be
installed before the correspondi ng send keys at the peer. For
mtigating downgrade attacks the key derivation MJST include the
protection solution Identifiers that were sent and received.

The communi cation is only protected after both sides have configured
the keys for sending and both sides have enforced the protection

8. DTLS Chunk Handl i ng

The DTLS chunk MJUST NOT be bundl ed with any other chunk. In
particular, it MJST be the first chunk
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0 1 2 3

01234567890123456789012345678901
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
| Common Header |
T T i s T b I S S S e o
| Chunk #1 |
e Rt T i i e o o s NI SN TR I S
!l-—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—!|-
| Chunk #n |
T T i s T b I S S S e o

Figure 7: Unprotected SCTP Packet

The di agram shown in Figure 7 describes the structure of an
unprot ected SCTP packet as described in [ RFC9260].

0 1 2 3
01234567890123456789012345678901
i T s i o S i i S R I S I S S S M
| Common Header |
B T S i T s i i e e SEI S
| DTLS Chunk |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Figure 8: Protected SCTP Packets

The di agram shown in Figure 8 describes the structure of a protected
SCTP packet being sent. Such packets are built with the SCTP comon
header. Only one DTLS chunk can be sent in a SCTP packet.

8.1. Sending of DTLS Chunks

When the credentials for sending DTLS chunks have been confi gured by
the application, all SCTP packets are sent with a DTLS chunk

When an SCTP packet needs to be sent, the sequence of chunks is used
as DTLSI nner Pl ai nt ext. content and DTLSI nnerPl ai ntext.type is set to
application_data. Then the DTLSGC phertext is conputed and used as
the payl oad of the DTLS chunk. Finally the SCTP commpn header is

pr epended.

When the DTLS chunk is used, the DTLS chunk header and the over head

of DTLS has to be considered to ensure that the final SCTP packet
does not exceed the PMIU
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8.2. Receiving of DTLS Chunks

VWhen an SCTP packet containing a DTLS chunk bundl ed with any ot her
chunk is received, the packet MJST be silently discarded.

After the application has restricted the SCTP packet handling to
protected SCTP packets only, a SCTP packet not containing a DILS
chunk MUST be silently discarded.

When processing the payl oad of the DTLS chunk (i.e. the
DTLSCi phertext), the Restart flag in addition to the unified hdr is
used to find the keys for processing the encrypted_record.

After the encrypted_record has been verified and decrypted, the
correspondi ng chunks (the DTLSI nner Pl ai ntext.content) are processed
as defined in the correspondi ng specifications.

9. Abstract API

This section describes an abstract APl that is needed between a key-
managnment function and the DILS 1.3 chunk. This is an exanple API
and there are alternative inplenentations.

This APl enabl es the cryptographical protection operations by setting
client/server wite keys, sequence nunber keys, and |Vs for primary
and restart DTLS contexts. The wite key is the used by the cipher
suite for DTLS record protection (Section 5.2 of [RFC8446]. The
initilization vector (IV) is randomnaterial used to XOR with the
sequence nunber to create the nonce per Section 5.3 of [RFC3446].

The sequence nunber key is used to encrypt the sequence numnber
(Section 4.2.3 of [RFC9147]).

9.1. Cipher Suit Capabilities
The key-managenent function needs to know which ci pher suits defined
for usage with DTLS 1.3 that are supported by the DTLS chunk and its
protection operations block. Al TLS cipher suit that are defined
are listed in the TLS cipher suit registry [TLS-Cl PHER-SU TS] at | ANA
and are identified by a 2-byte value. Thus this needs to return a
list of all supported cipher suits to the higher |ayer
Request : Get Cipher Suits
Parameters : none

Reply : Cipher Suits

Paraneters : |ist of cipher suits
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9.2. Establish dient Wite Keying Materi al

The DTLS Chunk can use one of out of nultiple sets of cipher suit and
correspondi ng key material s.

The followi ng informati on needs to be provi ded when setting dient
Wite (transnmit) Keying nmaterial

Request : Establish dient Wite Key and IV
Parameters :

* SCTP Association: Reference to the relevant SCTP association to
set the keying material for.

* Restart indication: A bit indicating whether the Key is for
restart purposes

* DTLS Connection ID: : |If DTLS connection ID (Cl D) has been
negoti ated by the key-managenent its field |l ength and val ue are
include. The field length can be set to zero (0) to indicate that
CIDis not used.

* DTLS Epoch: The DTLS epoch these keys are valid for. Note that
Epoch |l ower than 3 are not expected as they are used during
DTLS handshake.

* Cipher Suit: 2 bytes cipher suit identification for the DTLS 1.3
Ci pher suit used to identify the DILS AEAD algorithmto perform
the DTLS record protection. The cipher suite is fixed for a
(SCTP Associ ation, Key) pair.

* Wite Key, Sequence Nunmber Key and 1V: The cipher suit specific
bi nary object containing all necessary infornmation for
protection operations. The secret will used by the DILS 1.3
client to encrypt the record. Binary arbitrary |ong object
dependi ng on the cipher suit used.

Reply : Established or Failed

9.3. Establish Server Wite Keying Mteria

The DTLS Chunk can use one of out of nmultiple sets of cipher suit and
correspondi ng key materials.

The followi ng informati on needs to be provi ded when setting Server
Wite (transnmit) Keying nmaterial
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Request : Establish Server Wite Key and |V

Par anet ers

*

SCTP Associ ation: Reference to the relevant SCTP association to
set the keying material for.

Restart indication: A bit indicating whether the Key is for
restart purposes

DTLS Connection ID: : |If DILS connection ID (CID) has been

negoti ated by the key-management its field length and val ue are
include. The field length can be set to zero (0) to indicate that
CIDis not used.

DTLS Epoch: The DTLS epoch these keys are valid for. Note that
Epoch |l ower than 3 are note expected as they are used during
DTLS handshake.

Ci pher Suit: 2 bytes cipher suit identification for the DILS 1.3
Ci pher suit used to identify the DILS AEAD algorithmto perform
the DTLS record protection. The cipher suite is fixed for a
(SCTP Associ ation, Key) pair.

Wite Key, Sequence Number Key and |IV: The cipher suit specific
bi nary object containing all necessary information for
protection operations. The secret will used by the DILS 1.3
client to encrypt the record. Binary arbitrary |ong object
dependi ng on the cipher suit used.

Reply : Established or Failed

9. 4.

Destroy Client Wite Keying Mteria

A function to destroy the Cient Wite (transnmit) keying material for
a given epoch for a given Key for a given SCTP Associ ati on.

Request : Destroy client wite key and IV

Paranet ers

*

SCTP Associ ati on
Restart indication
DTLS CI D

DTLS Epoch
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Reply: Destroyed
Paranmeters : true or false
9.5. Destroy Server Wite Keying Materi al

A function to destroy the Server Wite (transnmit) keying material for
a given epoch for a given Key for a given SCTP Associ ati on.

Request : Destroy server wite key and IV
Par amet er s
* SCTP Associ ati on
* Restart indication
* DTLS CD
* DTLS Epoch
Reply: Destroyed
Paraneters : true or false
9.6. Set Key to Use

Set which key to use to protect the future SCTP packets sent by the
SCTP Associ ation

Request : Set Key used
Par anmet er s

* SCTP Associ ation

* Restart indication
* DTLS G D

* DTLS Epoch

Reply: Key set

Parameters : true or false
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9.7. Require Protected SCTP Packets
A function to configure an SCTP association to require that nornal
SCTP packets being received nust be protected in a DILS Chunk going
forward
Par anmet ers:
* SCTP Associ ation
Reply: Acknow edgenent

9.8. Cet AEAD Encryption Invocations

Get the nunmber of AEAD encryption invocations (protected nmessages)
for a given epoch.

Request : Get AEAD Encryption |nvocations
Par anmet er s
* SCTP Associ ation
* Restart indication
* DILS AD
* DTLS Epoch
Reply: AEAD Encryption |Invocations
Paranmeters : non-negative integer
9.9. Get AEAD Decryption |Invocations
Get the nunmber of AEAD decryption invocations for a given epoch
Request : Get AEAD Decryption |Invocations
Par anmet er s
* SCTP Associ ation
* Restart indication
* DTLS D

* DTLS Epoch
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Reply: AEAD Decryption Invocations
Paraneters : non-negative integer
9.10. Get Failed AEAD Decryption |nvocations

Get the nunber of failed AEAD decryption invocations for a given
epoch.

Request : Get Failed AEAD Decryption Invocations
Par amet er s
* SCTP Associ ati on
* Restart indication
* DILS CD
* DTLS Epoch
Reply: Failed AEAD Decryption |Invocations
Paraneters : non-negative integer

9.11. Configure Replay Protection
The DTLS replay protection in this usage is expected to be fairly
robust. |Its depth of handling is related to maxi num network path
reordering that the receiver expects to see during the SCTP
associ ation. However as the actual reordering in nunber of packets
are a conbi nati on of how del ayed one packet may be conpared to
anot her times the actual packet rate this can grow for some
applications and may need to be tuned. Thus, having the potentia
for setting this a nore suitabl e val ue depending on the use case
shoul d be consi der ed.

Note this sets this configuration to be used across any DILS key
context for a given SCTP Association and primary/restart usages.

Request : Configure Replay Protection
Par anmet er s
* SCTP Associ ation

* Restart indication
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10.

10.

10.

10.

* Configuration paraneters
Reply: Replay Protection Configured
Parameters : true or false

Socket APl Consi derations

Thi s section describes how the socket APl defined in [ RFC6458] needs
to be extended to provide a way for the application to control the
usage of the DTLS chunk

A ' Socket API Considerations’ section is contained in all SCTP-

rel ated specifications published after [ RFC6458] describing an
extension for which inplenentations using the socket APl as specified
in [ RFC6458] would require sone extension of the socket API. Pl ease
note that this section is informational only.

Pl ease al so note, that the APl described in this section can change
in a non-backwards compatible way during the evolution of this
docunent due to changed functionality or gai ned experience during the
i mpl ement ati on.

A socket APl inplenmentation based on [ RFC6458] is extended by
supporting several new | PPROTO SCTP-1evel socket options and a new
flag for recvinsg().

1. SCTP_ASSOC _CHANGE Noti fication

When an SCTP_ASSOC CHANGE notification (specified in Section 6.1.1 of
[ RFC6458]) is delivered indicating a sac_state of SCTP_COW UP or
SCTP_RESTART for an SCTP associ ati on where both peers support the
DTLS chunk, SCTP_ASSOC SUPPORTS DTLS should be listed in the sac_info
field.

2. A New Flag for recvnsg() (MSG_PROTECTED)

This flag is returned by recvimsg() in nsg_flags for all user nessages
for which all DATA chunks where received in protected SCTP packets.
This also neans that if sctp recvv() is used, MSG PROTECTED is
returned in the *flags argunent.

3. Functions

3.1. sctp_dtls_nr_cipher_suits()

sctp_dtls_nr_cipher_suits() returns the nunber of cypher suits
supported by the SCTP i npl enentation
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10.

10.

The function prototype is:

unsi gned i nt
sctp_dtls_nr_cipher_suits(void);

This function can be used in conbination with
sctp_dtls_cipher_suits().

3.2. sctp_dtls_cipher_suits()

sctp_dtls_cipher_suits() returns the cypher suits supported by the
SCTP i npl enent at i on.

The function prototype is:

i nt
sctp_dtls_cipher_suits(uint8 t cipher_suits[][2], unsigned int n);

and the argunents are

ci pher_suits: An array where the supported cypher suits are stored.
A cypher suit is represented by two uint8 t using the | ANA
assigned values in the TLS cipher suit registry
[ TLS-C PHER- SUI TS] .

n: The nunber of cipher suits which can be stored in cipher_suits.

sctp_dtls_cipher_suits returns -1, if nis smaller than the nunber of
ci pher suites supported by the stack. |If nis equal to or |arger
than the nunber of cipher suites supported the the SCTP

i npl ementation, the cipher suits are stored in cipher_suits and the
nunber of supported cipher suits is returned.

4. Socket Options

The following table provides an overvi ew of the | PPROTO _SCTP-1| eve
socket options defined by this section
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+::::::::::::::::::::::::::::::+::::::::::::::::::::::::
Opti on Narme | Data Type
[ s s s s s e e s
SCTP_DTLS LOCAL_PM DS | struct
| sctp_dtls pnids
______________________________ o e e e e e e e e e e e e e e e e - -
SCTP_DTLS REMOTE_PM DS | struct
| sctp_dtls_pnids
______________________________ o e e e e e e e e e e e e e e e e e e =
SCTP_DTLS SET_SEND KEYS | struct
| sctp_dtls _keys
______________________________ o e e e e e e e e e e e e e e e e - -
SCTP_DTLS ADD RECV_KEYS | struct
| sctp_dtls_keys
______________________________ o e e e e e e e e e e e e e e e e e e =
SCTP_DTLS DEL RECV_KEYS | struct
| sctp dtls keys id
______________________________ o e e e e e e e e e e e e e e e e - -
SCTP_DTLS ENFORCE_PROTECTI ON | struct
| sctp_assoc_val ue
______________________________ o e e e e e e e e e e e e e e e e e e =
SCTP_DTLS REPLAY_ W NDOW | struct
| sctp_assoc_val ue
______________________________ o e e e e e e e e e e e e e e e e - -
SCTP_DTLS_STATS | struct
| sctp_dtls_stats
______________________________ o e e e e e e e e e e e e e e e e e e =

Tabl e 3: Socket Options

sctp_opt_info() needs to be extended to support:

*

West

SCTP_DTLS LOCAL_PM DS,
SCTP_DTLS REMOTE_PM DS,

SCTP_DTLS_ENFORCE_PROTECTI ON,
SCTP_DTLS REPLAY W NDOW and

SCTP_DTLS_STATS.

erlund, et al. Expires 23 April 2026

Cct ober 2025

+==—=—=4 ===+
| Set | Get |
+===—==4=m====+
| X | X |
I I I
+----- +----- +
I | X
I I I
+----- +----- +
| X I
I I I
+----- +----- +
| X I
I I I
+----- +----- +
| X I
I I I
+----- +----- +
| X | X |
I I I
+----- +----- +
| X | X |
I I I
+----- +----- +
I | X
I I I
+----- +----- +
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10.

4.1. GCet or Set the Local Protection Method lIdentifiers
(SCTP_DTLS_LCCAL_PM DS)

Thi s socket option sets the protection nethod identifiers which wll
be sent to the peer during the handshake. It can also be used to
retrieve the protection nmethod identifiers which were sent during the
handshake.

The followi ng structure is used as the option_val ue:

struct sctp_dtls _pmds {
sctp_assoc_t sds_assoc_id;
uint16_t sdp_nr_pm ds;
uint1l6_ t sdp_pmds[];

3

sds_assoc_id: This paraneter is ignored for one-to-one style
sockets. For one-to-many style sockets, this paraneter indicates
upon whi ch SCTP association the caller is performng the action
For setsockopt (), only SCTP_FUTURE_ASSCC can be used. For
getsockopt (), it is an error to use SCTP_{ CURRENT| ALL} ASSCC.

sdp_nr_pmids: The nunber of entries in sdp_pmds.

sdp_pmids: The protection nethod identifiers which will be or have
been sent to the peer in the sequence they were contained in the
DTLS 1.3 Chunk Protected Association paranmeter and in host byte
order.

Thi s socket option can be used with setsockopt() for SCTP endpoints
in the SCTP_CLOSED or SCTP_LI STEN state to configure the protection
met hod identifiers to be sent. Wen used with getsockopt() on an
SCTP endpoint in the SCTP_LI STEN state, the protection method
identifiers which will be sent can be retrieved. |[|f the SCTP
endpoint is in a state other that SCTP_CLOSED or SCTP_LI STEN, the
protection nmethod identifiers which have been sent can be retrieved.

4.2. GCet the Renpte Protection Method ldentifiers
(SCTP_DTLS_REMOTE_PM DS)

Thi s socket option reports the protection nethod identifiers reported
by the peer during the handshake.

The followi ng structure is used as the option_val ue:
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struct sctp_dtls_pmds {
sctp_assoc_t sds_assoc_id;
uint16_t sdp_nr_pm ds;
uintl6 t sdp_pmds[];

b

sds_assoc_id: This paranmeter is ignhored for one-to-one style
sockets. For one-to-many style sockets, this paraneter indicates
upon which SCTP association the caller is performng the action
It is an error to use SCTP_{FUTURE| CURRENT| ALL} _ASSCC.

sdp_nr_pmids: The nunber of entries in sdp_pm ds.

sdp_pmids: The protection nethod identifiers reported by the peer in
the sequence they were contained in the DILS 1.3 Chunk Protected
Associ ation paraneter and in host byte order

This socket option will fail on any SCTP endpoint in state
SCTP_CLOSED, SCTP_COOKI E_WAI T and SCTP_COCOKI E_ECHCED.

10.4.3. Set Send Keys (SCTP_DTLS_SET_SEND KEYS)

Using this socket option allows to add a particular set of keys used
for sending DTLS chunks.

The followi ng structure is used as the option_val ue:

struct sctp_dtls_keys {
sctp_assoc_t sdk_assoc_id;
uint8 t sdk_cipher _suit[2];
uint8 t sdk _restart;
uint8 t sdk _conn_id_|en;

uint16_t sdk_key_ | en;
uintlé t sdk_iv_len;
uintl16_t sdk_sn_key | en;
uint16 t sdk_unused;

ui nt 64_t sdk_epoch;

uint8 t *sdk conn_id;

uint8_ t *sdk_key;

uint8 t *sdk_iv;

uint8 t *sdk_sn_key;
b

sdk_assoc_id: This paraneter is ignhored for one-to-one style
sockets. For one-to-many style sockets, this paraneter indicates
upon which SCTP association the caller is performng the action
It is an error to use SCTP_{ FUTURE| CURRENT| ALL} ASSCC.
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sdk_ci pher_suit: The cipher suit for which the keys are used.

sdk_restart: If the value is 0, the regular keys are added, if a
value different fromO is used, the restart keys are added.

sdk_conn_id_len: The length of the DTLS connection identifier
specified in sdk_conn_i d.

sdk_key len: The length of the initialization vector specified in
sdk_key.

sdk_iv_len: The length of the initialization vector specified in
sdk_iv.

sdk_sn_key len: The length of the sequence number key specified in
sdk_sn_key.

sdk_unused: This field is ignored.

sdk_epoch: The epoch for which the keys are added.

sdk _conn_id: A pointer to the connection identifier for which the
keys are added. Using NULL neans that no connection identifier is
used.

sdk_key: A pointer to the key.

sdk_iv: A pointer to the initialization vector

sdk_sn_key: A pointer to the sequence nunber key.

Thi s socket option can only be used on SCTP endpoints in states other

then SCTP_LI STEN, SCTP_COOKIE WAIT and SCTP_COOKI E_ECHOED. If the

socket options is successful, all affected DILS chunks sent wll use

the specified keys until the keys are changed again by another cal

of this socket option

10.4.4. Add Receive Keys (SCTP_DTLS_ADD RECV_KEYS)

Using this socket option allows to add a particular set of keys used
for receiving DTLS chunks.

The followi ng structure is used as the option_val ue:
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struct sctp_dtls_keys {
sctp_assoc_t sdk_assoc_id;
uint8_ t sdk_ci pher_suit[2];
uint8 t sdk restart;
uint8 t sdk _conn_id | en;
uint16 t sdk_key | en;
uintl16_ t sdk_iv_len;
uint16_t sdk_sn_key | en;
uint16_t sdk_unused;
uint64_t sdk_epoch;
uint8 t *sdk_conn_id;
uint8 t *sdk_key;
uint8 t *sdk_iv;
uint8 t *sdk_sn_key;
3
sdk_assoc_id: This paraneter is ignored for one-to-one style
sockets. For one-to-many style sockets, this paraneter indicates
upon whi ch SCTP association the caller is performng the action
It is an error to use SCTP_{ FUTURE| CURRENT| ALL} _ASSCC
sdk_ci pher _suit: The cipher suit for which the keys are used.

sdk restart: |If the value is 0, the regular keys are added, if a
value different fromO is used, the restart keys are added.

sdk_conn_id_len: The length of the DILS connection identifier
specified in sdk_conn_id.

sdk_key len: The length of the initialization vector specified in
sdk_key.

sdk_iv_len: The length of the initialization vector specified in
sdk_i v.

sdk_sn_key len: The length of the sequence nunber key specified in
sdk_sn_key.

sdk_unused: This field is ignored.

sdk_epoch: The epoch for which the keys are added.

sdk_conn_id: A pointer to the connection identifier for which the
keys are added. Using NULL neans that no connection identifier is

used.

sdk_key: A pointer to the key.
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sdk_iv: A pointer to the initialization vector.
sdk_sn_key: A pointer to the sequence nunber key.

Thi s socket option can only be used on SCTP endpoints in states other
then SCTP_LI STEN, SCTP_COCKI E_WAI T and SCTP_COOKI E_ECHOED.

10.4.5. Delete Receive Keys (SCTP_DTLS DEL_RECV_KEYS)

Using this socket option allows to renove a particul ar set of keys
used for receiving DTILS chunks.

The followi ng structure is used as the option_val ue:

struct sctp_dtls_keys id {
sctp_assoc_t sdki _assoc_id;
uint8 t sdki _restart;
uint8_t sdki_conn_id_len;
uint 16_t sdki _unused;
ui nt 64_t sdki _epoch;
uint8 t *sdki _conn_id;

}

sdki _assoc_id: This parameter is ignored for one-to-one style
sockets. For one-to-many style sockets, this paraneter indicates
upon whi ch SCTP association the caller is performng the action
It is an error to use SCTP_{ FUTURE| CURRENT| ALL} _ASSCC.

sdki _restart: |If the value is 0, the regular keys are renoved, if a
value different fromO is used, the restart keys are renoved.

sdki _conn_id_len: The length of the DILS connection identifier
specified in sdki_conn_id.

sdki _unused: This field is ignored.

sdki _epoch: The epoch for which the keys are renoved.

sdki _conn_id: A pointer to the connection identifier for which the
keys are renoved. Using NULL neans that no connection identifier
i s used.

Thi s socket option can only be used on SCTP endpoints in states other

then SCTP_CLOSED, SCTP_LI STEN, SCTP_COOKIE_WAIT and
SCTP_COOKI E_ECHOED.
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10.4.6. Set or CGet Protection Enforcement
( SCTP_DTLS_ENFORCE_PROTECTI QN)

Enabling this socket option on an SCTP endpoi nt enforces that

recei ved SCTP packets are only processed, if they are protected. Al
received packets with the first chunk not being an INIT chunk, INIT
ACK chunk, or DTLS chunk will be silently discarded.

The followi ng structure is used as the option_val ue:

struct sctp_assoc_val ue {
sctp_assoc_t assoc_id;
ui nt 32_t assoc_val ue;

b

assoc_id: This parameter is ignored for one-to-one style sockets.
For one-to-many styl e sockets, this paraneter indicates upon which
SCTP association the caller is perforning the action. It is an
error to use SCTP_{ FUTURE| CURRENT| ALL} ASSCC

assoc_val ue: The value 0 represents that the option is off, any other
val ue represents that the option is on

Thi s socket option is off by default on any SCTP endpoint. Once
protection has been enforced by enabling this socket option on an
SCTP endpoint, it cannot be disabled again. Whether protection has
been enforced on an SCTP endpoi nt can be queried in any state other
than SCTP_CLCSED. Protection can be enforced in any state other than
SCTP_CLOSED, SCTP_COOKI E_WAI T and SCTP_COOKI E_ECHCED.

10.4.7. Get Statistic Counters (SCTP_DTLS STATS)

Thi s socket options allows to get various statistic counters for a
speci fic SCTP endpoint.

The followi ng structure is used as the option_val ue:

struct sctp_dtls_stats {
sctp_assoc_t sds_assoc_id;
uint32_t sds_dropped_unpr ot ect ed;
uint32 t sds_aead_fail ures;
uint32 t sds_recv_protected;
uint32_t sds_sent _protected;
[* There will be added nore fields before the WALC. */
[* There m ght be additional platformspecific counters. */

}s

sds_assoc_id: This paraneter is ignored for one-to-one style
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sockets. For one-to-many style sockets, this paraneter indicates
upon whi ch SCTP association the caller is performng the action
It is an error to use SCTP_{ FUTURE| CURRENT| ALL} _ASSCC.

sds_dropped_unprotected: The nunber of unprotected packets received
for this SCTP endpoint after protection was enforced.

sds_aead_failures: The nunber of AEAD failures when processing
recei ved DTLS chunks.

sds_recv_protected: The nunber of DTLS chunks successfully
processed.

sds_sent _protected: The nunber of DITLS chunks sent.

10.4.8. Get or Set the Replay Protection Wndow Size
( SCTP_DTLS_REPLAY_W NDOW

Thi s socket option can be used to configure the replay protection for
SCTP endpoi nt s.

The followi ng structure is used as the option_val ue:

struct sctp_assoc_val ue {
sctp_assoc_t assoc_id;
uint32_t assoc_val ue;

b

assoc_id: This parameter is ignored for one-to-one style sockets.
For one-to-many styl e sockets, this paraneter indicates upon which
SCTP association the caller is perfornming the action. It is an
error to use SCTP_{ CURRENT| ALL} ASSCC

assoc_val ue: The naxi mum nunber of DTLS chunks in the replay
protection w ndow.

11. Inplenentation Considerations

11.1. Privacy Paddi ng of SCTP Packets
To reduce the potential information | eakage from packet size
vari ations one may select to pad the SCTP Packets to uniform packet
sizes. This size may be either the maxi numused, or in block sized

increments. However, the padding needs to be done inside of the
encrypti on envel ope.
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Bot h SCTP and DTLS contai ns nechani sns to pad SCTP payl oads, and DTLS
records respectively. |f padding of SCTP packets are desired to hide
actual message sizes it RECOMMVEDED to use the SCTP Paddi ng Chunk

[ RFC4820] to generate a consistent SCTP payl oad size. Support of
this chunk is only required on the sender side, any SCTP receiver

will safely ignore the PAD Chunk. However, if the PAD chunk is not
supported DTLS paddi ng MAY be used.

It needs to be noted that independent if SCTP paddi ng or DTLS paddi ng
is used the padding is not taken into account by the SCTP congestion
control. Extensive use of padding has potential for worsen
congestion situations as the SCTP association will consume nore
bandwi dth than its derived share by the congestion control

The use of SCTP PAD chunk is recommended as it at |east can enable
future extension or SCTP inplenentation that account also for the
paddi ng. Use of DTLS paddi ng hi des this packet expansion from SCTP

12. | ANA Consi derati ons

Thi s docunent defines two new registries in the Stream Contr ol
Transm ssion Protocol (SCTP) Paraneters group that | ANA naintains.
Theses registries are for the extra cause codes for protection
related errors. It also adds registry entries into several other
registries in the Stream Control Transm ssion Protocol (SCTP)

Par anet ers group:

* (One new SCTP Chunk Types
* One new SCTP Chunk Paraneter Type
*  Three new SCTP Error Cause Code

And finally the update of one registered SCTP Payl oad Protoco
I dentifier.

12.1. SCTP Protection Solution ldentifiers

IANA is requested to create a new registry called "SCTP Protection
Solutions". This registry is part of the of the Stream Contro
Transm ssion Protocol (SCTP) Parameters grouping.

The purpose of this registry is to assign Protection Sol ution
Identifier for any security solution that is either the DILS Chunk
combi ned with a key-managenent met hod, offered as an alternative to
DTLS chunk. Any security solution that is offered through a

par anet er exchange during the SCTP handshake are potential to be

i ncl uded here.
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Each entry will be assigned a 16-bit unsigned integer value fromthe
sui tabl e range.

[ el s sl e pu g pgy e pjp—p—j—— o}
| Identifier | Solution Nane | Reference | Contact |
| 0 | DTLS 1.3 Chunk with Pre- | RFC-TBD | Draft |
| | | | Authors |
R o e e e e e e e e e e e o m o R S R +
| 1-4095 | Avail able for Assignment | | |
| | using Specification | | |
| | Required policy | | |
T o m e e e e e e e e e e aa oo R S +
| 4096-65535 | Avail able for Assignnent | | |
| | using First Come, First | | |
| | Served policy | | |
Fom ek o m e e e e e e e e eea oo Fom e S +

Table 4: Protection Solution ldentifiers

New entries in the range 0-4095 are registered follow ng the
Specification Required policy as defined by [ RFC8126]. New entries
in the range 4096-65535 are first conme, first served.

12.2. SCTP Chunk Type

In the Stream Control Transm ssion Protocol (SCTP) Parameters group’s
"Chunk Types" registry, IANA is requested to add the one new entry
depicted belowin in Table 5 with a reference to this docunment. The
registry at time of witing was avail able at:

https://ww. i ana. or g/ assi gnment s/ sct p- par anet er s/ sct p-

par anet er s. xht m #sct p- paranmeters-1

B R ety s el ety
| I'D Value | Chunk Type | Reference

f e b ool e e
| TBA6 | DTLS Chunk (DTLS) | RFC- To-Be |
R i F- - e m - - - R +

Tabl e 5: New Chunk Type Registered

The registration table for the chunk flags of this chunk type is
initially:
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E oo s e e
| Chunk Flag Value | Chunk Flag Nane | Reference

E oo by s s sy e pe e e g
| 0x01 | R bit | RFC-To-Be

I S I +
| 0x02 | Unassi gned | |
e I S T +
| 0x04 | Unassi gned | |
o e e e e oo oo o e e e oo R +
| 0x08 | Unassi gned | |
IRy S I +
| 0x10 | Unassi gned | |
e I S T +
| 0x20 | Unassi gned | |
o e e e e oo oo o e e e oo R +
| 0x40 | Unassi gned | |
IRy S I +
| 0x80 | Unassi gnhed | |
e I S T +

Tabl e 6: DTLS Chunk Fl ags
12.3. SCTP Chunk Paraneter Types

In the Stream Control Transmi ssion Protocol (SCTP) Parameters group’s
"Chunk Paraneter Types" registry, IANA is requested to add the new
entry depicted belowin in Table 7 with a reference to this docunent.
The registry at tinme of witing was avail able at:

https://ww. i ana. or g/ assi gnnent s/ sct p- par anet er s/ sct p-

par anet er s. xht m #sct p- par anet er s- 2

| I'D Value | Chunk Paraneter Type | Reference
[ gttty Cppppp—p—p—p—j—————(——(—(————————————————————_— Lpp—p—p———————
| TBA8 | DTLS 1.3 Chunk Protected Association | RFC To-Be
S o m m e e e e e e e e e e e e eaao o Fom e oo +

Tabl e 7: New Chunk Type Paranmeters Registered
12.4. SCTP Error Cause Codes

In the Stream Control Transni ssion Protocol (SCTP) Parameters group’s
"Error Cause Codes" registry, 1ANA is requested to add the new entry
depicted belowin in Table 8 with a reference to this docunment. The
registry at time of witing was avail abl e at:

https://ww. i ana. or g/ assi gnnent s/ sct p- par anet er s/ sct p-

par anet er s. xht m #sct p- par anet er s- 24
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[ oo ool oo e e e gl
| I'D Value | Error Cause Codes | Reference |
B e el s ey s e
| TBA9 | DTLS Chunk Error | RFC-To-Be |
I I I I I I +
| TBA10 | Policy Not Met | RFC-To-Be |
R I T I +
| TBA11 | No Common Protection | RFC To-Be |
F--- - - R i F--- - - - +

Tabl e 8: Error Cause Codes Paramneters
Regi stered

12.5. SCTP Payl oad Protocol Identifier

In the Stream Control Transm ssion Protocol (SCTP) Parameters group’s
"Payl oad Protocol ldentifiers" registry, 1ANA is requested to update
the entry depicted belowin in Table 9 with a reference to this
docunent. The registry at tinme of witing was avail able at:
https://ww. i ana. or g/ assi gnment s/ sct p- par anet er s/ sct p-

par anet er s. xht m #sct p- par anet er s- 25

[ el s sy Ll
| I'D Value | SCTP Payl oad Protocol Identifier | Reference

| 4242 | DTLS Chunk Key- Management Messages | RFC- To-Be |
TS o e e e e e e e e e e e e e e R +

Table 9: Protection Operator Protocol Identifier Registered
13. Security Considerations

Al the security and privacy considerations of the security protoco
used as the Chunk Protection Operator applies.

DTLS replay protecti on MUST NOT be turned off.
13.1. Privacy Considerations

Use of the SCTP DTLS chunk provides privacy to SCTP by protecting
user data and rmuch of the SCTP control signaling. The SCTP
association is identifiable based on the 5-tuple where the
destination IP and port are fixed for each direction. Advanced
privacy features such as changi ng DTLS Connection I D and sequence
nunber encryption mght therefore have linted effect.

Westerlund, et al. Expires 23 April 2026 [ Page 41]



Internet-Draft SCTP DTLS Chunk Cct ober 2025

13.2. AEAD Limt Considerations

Section 4.5.3 of [RFC9147] defines limts on the nunber of records g
that can be protected using the sane key as well as limts on the
nunber of received packets v that fail authentication with each key.
To adhere to these limts the key managenent function can
periodically poll the DTLS protection operation function to see when
a limt have been reached or is closed to being reached. Instead of
periodic polling, a callback can be used.

13.3. Downgrade Attacks

As long as the Key-managenent include the ordered |ist of protection
solutions indicators present in the paraneter part of the INIT chunk
for the SCTP Association in its key-derivation the association wll
be protected from down-grade

I n case any key-nmanagenent do not include the paranmeter content in
its key-derivation down-grade m ght be possible if that key-

managenment nmethod is selected. It is up to endpoint policies to
determ ne which protection it deens necessary agai nst down-grade
attacks.

13.4. Persistent Secure Storage of Restart Key Context

The Restart DTLS Key Context needs to be stored securely and
persistent. Securely as access to this security context may enabl e
an attacker to performa restart, resulting a denial of service on
the existing SCTP Association. It can also give the attacker access
to the ULP. Thus the storage needs to provide at |east as strong
resistant against exfiltration as the nmain DILS Key Context store.

VWhen it comes to how to realize persistent storage that is highly
dependent on the ULP and how it can utilize restarted SCTP

Associ ations. One way can be to have an actual secure persistent
storage solution accessible to the endpoint. 1In other use cases the
persi stence part m ght be acconplished be keeping the current restart
DTLS Key Context with the ULP State if that is sufficiently secure
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