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Abst r act

Dat agr am Congesti on Control Protocol (DCCP) comunications, as
defined in RFC 4340, are inherently restricted to a single path per
connection, despite the availability of nultiple network paths

bet ween peers. The ability to utilize multiple paths sinultaneously
for a DCCP session can enhance network resource utilization, inprove
t hroughput, and increase resilience to network failures, ultinmately
enhanci ng the user experience.

Use cases for Miltipath DCCP (MP-DCCP) include nobile devices (e.qg.,
handsets, vehicles) and residential home gateways that maintain

si mul t aneous connections to distinct network types, such as cellular
and Wreless Local Area Networks (W.ANs) or cellular and fixed access
networks. Conpared to existing rmultipath transport protocols, such
as Miultipath TCP (MPTCP), MP-DCCP is particularly suited for |atency-
sensitive applications with varying requirenents for reliability and
i n-order delivery.

Thi s docunent specifies a set of protocol extensions to DCCP that
enabl e mul ti path operations. These extensions maintain the sane
service nodel as DCCP while introduci ng nechani sns to establish and
utilize multiple concurrent DCCP fl ows across different network

pat hs.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Dat agr am Congesti on Control Protocol (DCCP) [RFC4340] is a transport

protocol that provides bidirectional unicast connections of

congestion-control l ed unreliable datagranms. DCCP comruni cations are
restricted to one single path. her fundanentals of the DCCP
protocol are sunmarized in section 1 of [RFC4340], such as the

reliabl e handshake process in section 4.7 and the reliable

negotiation of features in section 4.5. These are an inportant basis
for this docunent. This also applies to the DCCP sequenci ng schene,
whi ch is packet-based (section 4.2), and the principles for |oss and
retransm ssion of features as described in nore detail in section
6.6.3. This docunent specifies a set of protocol changes that add
mul ti path support to DCCP; specifically, support for signaling and

setting up nultiple paths (a.k.a, "subflows"), nanagi ng these

subfl ows, reordering of data, and term nation of sessions.
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Mul ti path DCCP (MP-DCCP) enabl es a DCCP connection to sinultaneously
establish a flow across multiple paths. This can be beneficial to
applications that transfer |arge anmounts of data, by utilizing the
capacity/connectivity offered by multiple paths. In addition, the
mul ti path extensions enable to tradeoff tineliness and reliability,
which is inmportant for |lowlatency applications that do not require
guarant eed delivery services, such as Audi o/ Vi deo stream ng.

In addition to the integration into DCCP services, inplementers or
future specification could choose MP-DCCP for other use cases like
3GPP 5G mul ti-access solutions (e.g., Access Traffic Steering,
Switching, and Splitting (ATSSS) specified in [TS23.501]) or hybrid
access networks that either conbine a 3GPP and a non-3GPP access or a
fixed and cellul ar access between user-equi prent/residential gateway
and operator network. MP-DCCP can be used in these scenarios for

| oad bal anci ng, seam ess sessi on handover and bandw dt h aggregati on
when non-DCCP traffic like IP, UDP or TCP is encapsul ated into MP-
DCCP. Mbdre details on potential use cases for MP-DCCP are provided
in [multipath-dccp.org], [|ETF105.Slides], and [ MP-DCCP. Paper]. Al
these use cases profit froman Open Source Linux reference

i mpl ement ati on provi ded under [nultipath-dccp.org].

The encapsul ation of non-DCCP traffic (e.g., UDP or IP) in MP-DCCP to
enabl e the above-nmenti oned use cases is not considered in this
specification. Also out of scope is the encapsul ati on of DCCP
traffic in UDP to pass m ddl eboxes (e.g., NATs, firewalls, proxies,
intrusion detection systens (1DSs), etc) that do not support DCCP. A
possible nethod is defined in [ RFC6773] or is considered in

[1-D. amend-t svwg- dccp- udp- header - conversi on] to achieve the sanme with
| ess over head.

MP-DCCP i s based exclusively on the | ean concept of DCCP. For
traffic that is already encrypted or does not need encryption, MP-
DCCP is an efficient choice as it does not apply its own encryption
mechani sns. Al so, the procedures defined by MP-DCCP, which allow
subsequent reordering of traffic and efficient traffic scheduling,

i mprove performance, as shown in [ MP-DCCP. Paper], and take into
account the interaction of the protocol with the further elements
required for multi-path transport.

1.1. Miltipath DCCP in the Networking Stack
MP- DCCP provides a set of features to DCCP; Figure 1 illustrates this

| ayering. MP-DCCP is designed to be used by applications in the sane
way as DCCP with no changes to the application itself.

Amend, et al. Expires 31 October 2025 [ Page 4]
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Figure 1: Conparison of standard DCCP and MP-DCCP protocol stacks

A CLI at the endpoint (or another nethod) could be used to configure
and manage the DCCP Connections. This could be extended to al so
support MP-DCCP, but this specification does not define this.

1.2. Term nol ogy

Thi s docunent uses terns that are either specific for multipath
transport as defined in [ RFC8684] or are defined in the context of
MP- DCCP, as foll ows:

Pat h: A sequence of |inks between a sender and a receiver, defined in
this context by a 4-tuple of source and destination address and the
source and destination ports. This definition follows [RFC8684] and
is illustrated in the followi ng two exanples for |1Pv6 and | Pv4, which
each show a pair of sender |P-address:port and a pair of receiver |IP-
address: port, which together formthe 4-tuple:

* | Pv6: [2001: db8: 3333: 4444: 5555: 6666: 7777: 8888] : 1234,
[ 2001: db8: 3333: 4444: cccc: dddd: eeee: ffff]: 4321

* 1Pv4: 203.0.113.1:1234, 203.0.113.2:4321

Subflow. A subflow refers to a DCCP flow transmtted using a specific
path (4-tuple of source and destination address/port pairs) that
forns one of the multipath flows used by a single connection

(MP-DCCP) Connection: A set of one or nore subflows, over which an
application can communi cate between two hosts. The MP-DCCP
connection is exposed as single DCCP socket to the application

Connection ldentifier (Cl): Aunique identifier that is assigned to a
mul ti path connection by the host to distinguish several multipath
connections locally. The Cls nust therefore be |ocally unique per
host and do not have to be the sane across the peers.

Amend, et al. Expires 31 October 2025 [ Page 5]
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Host: An end host operating an MP-DCCP inpl enentation, and either
initiating or accepting an MP-DCCP connecti on

"+': The plus synbol nmeans concatenati on of val ues.

In addition to these terns, within the franmework of MP-DCCP, the
interpretation of, and effect on, regular single-path DCCP semantics
is discussed in Section 3.

1.3. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Operation Overview

DCCP transmts congestion-controlled unreliabl e datagrans over a
single path. Various congestion control mechani sms have been
specified to optinmize DCCP performance for specific traffic types in
terns of profiles denoted by a Congestion Control IDentifier (CCD).
However, DCCP does not provide built-in support for managing multiple
subfl ows within one DCCP connection. The extension of DCCP for

Mul ti pat h-DCCP (MP-DCCP) is described in detail in Section 3.

At a high level of the MP-DCCP operation, the data stream from a DCCP
application is split by MP-DCCP operation into one or nore subfl ows
which can be transmitted via different paths, for exanpl e using paths
via different links. The corresponding control information all ows
the receiver to optionally re-assenble and deliver the received data
inthe originally transmtted order to the recipient application

This may be necessary because DCCP does not guarantee in-order
delivery. The details of the transnission scheduling nmechani sm and
optional reordering mechanismare up to the sender and receiver,
respectively, and are outside the scope of this docunent.
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A Mul tipath DCCP connection provides a bidirectional connection of
dat agranms between two hosts exchanging data using DCCP. |t does not
require any change to the applications. Miltipath DCCP enabl es the
hosts to use nultiple paths with different 4-tuples to transport the
packets of an MP-DCCP connection. MP-DCCP nanages the request, set-
up, authentication, prioritization, nodification, and renoval of the
DCCP subfl ows on different paths as well as the exchange of

per f ormance paraneters

The nunber of DCCP subflows can vary during the lifetime of a
Mul ti path DCCP connection. The details of the path nmanagenent

deci sions for when to add or renove subfl ows are outside the scope of
thi s docunent.

The Multipath Capability for MP-DCCP is negotiated with a new DCCP
feature, as specified in Section 3.1. Once negotiated, al

subsequent MP-DCCP operations for that connection are signalled with
a variable length nultipath-related option, as described in

Section 3. Al MP-DCCP operations are signaled by Miltipath options
described in Section 3.2. Options that require confirmation fromthe
renote peer are retransnmitted by the sender until confirmed or unti
confirmation is no | onger considered rel evant.

The foll owi ng sections define MP-DCCP behavior in detail.
2.1. MP-DCCP Concept

Figure 2 provides a general overview of the MP-DCCP worki ng node,
whose nmai n characteristics are summarized in this section

merge individual DCCP subflows to one MP-DCCP connection

I I I
Figure 2: Exanpl e MP-DCCP usage scenario

Amend, et al. Expires 31 October 2025 [ Page 7]



I nternet-Draft Mul ti pat h DCCP April 2025

*

Amend,

An MP- DCCP connection begins with a 4-way handshake, between two
hosts. In Figure 2, an MP-DCCP connection is established between
addresses Al and Bl on Hosts A and B. In the handshake, a
Mul ti path Capable feature is used to negotiate nultipath support
for the connection. Host specific keys are al so exchanged between
Host A and Host B during the handshake. The details of the MP-
DCCP handshaki ng procedure is described in Section 3.3. MP-DCCP
does not require both peers to have nmore than one address.

When additional paths and correspondi ng addresses/ports are
avai |l abl e, additional DCCP subflows can be created on these paths
and attached to the existing MP-DCCP connection. An MP_JO N
option is used to connect a new DCCP subflow to an existing M-
DCCP connection. It contains a Connection ldentifier during the
setup of the initial subflow and is exchanged in the 4-way
handshake for the subflow together with the Miltipath Capable
feature. The exanple in Figure 2 illustrates creation of an
addi ti onal DCCP subfl ow between Address A2 on Host A and Address
Bl on Host B. The two subflows continue to provide a single
connection to the applications at both endpoints.

MP-DCCP identifies nmultiple paths by the presence of nultiple
addresses/ ports at hosts. Conbinations of these nultiple
addresses/ports indicate the additional paths. In the exanple,
other potential paths that could be set up are Al<->B2 and
A2<->B2. Although the additional subflowin the exanple is shown
as being initiated from A2, an additional subflow could
alternatively have been initiated fromBl or B2.

The di scovery and setup of additional subflows is achieved through
a pat h managenent nethod including the logic and details of the
procedures for addi ng/renoving subflows. This docunent describes
the procedures that enable a host to initiate new subflows or to
signal available |IP addresses between peers. However, the
definition of a path managenent nethod, in which sequence and when
subflows are created, is outside the scope of this docunent. This
met hod is subject to a corresponding policy and the specifics of
the inplementation. |If an MP-DCCP peer host wishes to limt the
maxi mum nunber of paths that can be maintained (e.g. simlar to
that discussed in section 3.4 of [RFC8041]), the creation of new
subflows fromthat peer host is omtted when the threshold of
maxi mum pat hs i s exceeded and incom ng subfl ow requests MJST be
rej ect ed.

et al. Expires 31 October 2025 [ Page 8]
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* Through the use of multipath options, MP-DCCP adds connecti on-
| evel sequence nunbers and exchange of Round-Trip Time (RTT)
informati on to enable optional reordering features. As a hint for
schedul i ng decisions, a nultipath option that allows a peer to
indicate its priorities for what path to use is also defined.

* Subflows are terninated in the same way as regul ar DCCP
connections, as described in ([ RFC4340], Section 8.3). ©MP-DCCP
connections are closed by including an MP_CLOSE option in subflow
DCCP- Cl oseReq or DCCP-C ose nessages. An MP-DCCP connection may
al so be reset through the use of an MP_FAST _CLOSE option. Key
data fromthe initial handshake is included in the MP_CLOSE and
MP_FAST_CLCSE to protect from unauthorized shutdown of MP-DCCP
connecti ons.

3. MP-DCCP Protoco
The DCCP protocol feature list (Section 6.4 of [RFC4340]) is extended

in this docunent by adding a new Miultipath feature with Feature
nurmber 10, as shown in Table 1.

B Sty e el s ety el el
| Nurber | Meaning | Rec’n Rule | Initial Value | Req' d |
B oo el oo et b pe g
| 10 | Multipath Capable | SP | 0 | N
+-------- F- - e m - - - R i +------- +

Table 1: Miltipath feature

Rec’'n Rule: The reconciliation rule used for the feature. SP
i ndicates the server-priority as defined in section 6.3 of
[ RFC4340] .

Initial Value: The initial value for the feature. Every feature has
a known initial val ue.

Req'd: This colum is "Y" if and only if every DCCP inplenmentation
MUST understand the feature. |If it is "N', then the feature
behaves i ke an extension, and it is safe to respond to Change
options for the feature with enpty Confirm opti ons.

Thi s specification adds a DCCP protocol option as defined in

([ RFC4340], Section 5.8) providing a new Miultipath related vari abl e-
Il ength option with option type 46, as shown in Table 2

Amend, et al. Expires 31 October 2025 [ Page 9]
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B b oo oo gl s e o1
| Type | Option Length | Meaning | DCCP-Data?

[ Sl et s e e el
| 46 | vari abl e | Multipath | Y |
+------ I i it s I A +

Table 2: Miltipath option set

Note to the RFC Editor: The Feature Number and Option Type reflect
the tenporary assignnent by | ANA and nust be verified once again.

3.1. Miltipath Capabl e Feature

A DCCP endpoi nt negotiates the Miltipath Capabl e Feature to determ ne
whet her nulti path extensions can be enabled for a DCCP connection

The Multipath Capable feature (MP_CAPABLE) has feature nunber 10 and
follows the structure for features given in [ RFC4340] Section 6

Besi de the negotiation of the feature itself, also one or severa

val ues can be exchanged. The value field specified here for the

Mul tipath Capable feature has a | ength of one-byte and can be
repeated several times within the DCCP option for feature
negotiation. This can be for exanple required to announce support of
different versions of the protocol. For that, the leftnost four bits
in Figure 3 specify the conpatible version of the MP-DCCP

i mpl ementati on and MJUST be set to O followi ng this specification

The four bits followi ng the Version field are unassigned in version O
and MUST be set to zero by the sender and MJUST be ignored by the
receiver.

Figure 3: Fornmat of the Multipath Capable feature value field

The setting of the MP_CAPABLE feature MJST foll ow the server-priority
reconciliation rule described in ([ RFC4340], Section 6.3.1). This
allows multiple versions to be specified in order of priority.

The negotiation MIST be a part of the initial handshake procedure
described in Section 3.3. No subsequent re-negotiation of the
MP_CAPABLE feature is allowed for the sane MP-DCCP connecti on.

Clients MJST include a Change R ([ RFC4340], Section 6) option during

the initial handshake request to supply a |list of supported MP-DCCP
protocol versions, ordered by preference.
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Servers MJST include a ConfirmL ([RFC4340], Section 6) option in the
subsequent response to agree on an MP-DCCP version to be used from
the Cient list, followed by its own supported version(s), ordered by
preference. Any subfl ow added to an existing MP-DCCP connection MJST
use the version negotiated for the first subflow.

If no agreenment is found, the Server MJST reply with an enpty Confirm
L option with feature nunmber 10 and no val ues.

An exanpl e of successful version negotiation is shown hereafter and
follows the negotiation exanple shown in [RFC4340] Section 6.5. For
better understanding, this exanple uses the unspecified MP-DCCP
versions 1 and 2 in addition to the MP-DCCP version O specified in
this docunent:

* agreenment on version = 1 *
Figure 4: Exanpl e of MP-DCCP support negotiation using MP_CAPABLE

1. The Cdient indicates support for both MP-DCCP versions 1 and O,
with a preference for version 1.

2. Server agrees on using MP-DCCP version 1 indicated by the first
val ue, and supplies its own preference list with the foll ow ng
val ues.

3. MP-DCCP is then enabl ed between the Cient and Server with
version 1.

Unli ke the exanple in Figure 4, this docunent only allows the

negoti ati on of MP-DCCP version 0. Therefore, successful negotiation
of MP-DCCP as defined in this docunent, the client and the server
MUST bot h support MP-DCCP version O.

If the version negotiation fails or the MP_CAPABLE feature is not
present in the DCCP- Request or DCCP- Response packets of the initial
handshake procedure, the MP-DCCP connection MJST either fall back to
regul ar DCCP or MJST cl ose the connection. Further details are
specified in Section 3.6
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3.2. Miltipath Option

MP- DCCP uses one single option to signal various nultipath-related
operations. The format of this nultipath option is shown in
Fi gure 5.

1 2 3
01234567 89012345 67890123 45678901 23456789
Fomm oo Fomm oo Fomm oo Fomm oo Fomm oo +
| 00101110| Length | MP_OPT | Val ue(s)
T T T T T +

Figure 5: Miltipath option format

The fields used by the nultipath option are described in Table 3.
MP_OPT refers to a Multipath option
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B ool oo s s oo oo s e s s s s
| Type | Option | MP_OPT | Meani ng |
| | Length | | |
[ by e oty - ey oo e
| 46 | var | O =MP_CONFIRM | Confirmreception and |
| | | | processing of an MP_OPT option |
ommmo - S S Fo oo +
| 46 | 12 | 1 =MP_JAON | Join subflowto an existing |
| | | | MP-DCCP connection |
+o-m - - S SRR S T +
| 46 | var | 2 | d ose an MP-DCCP connection |
| | | =MP_FAST _CLCSE | unconditionally |
ommmo - S Fom oo Fom e +
| 46 | var | 3 =MP_KEY | Exchange key material for |
| | | | MP_HVAC |
+o-m - - S SRR S T +
| 46 | 9 | 4 =MP_SEQ | Multipath Sequence Nunber |
Foommo- S S oo e +
| 46 | 23 | 5 =MP_HVAC | Hash-based nessage auth. code

| | | | for MP-DCCP |
R Fomm oo o e o e e e e e e e e e e e o m o +
| 46 | 12 | 6 =MP_RTT | Transmit RTT val ues and |
| | | | calculation paraneters |
Foommo- S S o oo +
| 46 | wvar | 7 =MP_ADDADDR | Advertise additional |
| | | | address(es)/port(s) |
R Fomm oo o e o e e e e e e e e e e e o m o +
| 46 | 8 | 8 Renove address(es)/ port(s)

| | | =MP_REMOVEADDR | |
Foommo- S S o m oo +
| 46 | 4 | 9 =MP_PRIO | Change subflow priority |
Fom e e - - Fomm e - o - oo o - o m e e e e e e e e e +
| 46 | wvar | 10 =MP_CLOSE | O ose an MP-DCCP connection |
+o-m - - S SRR S T +
| 46 | var | 11 =MP_EXP | Experinental option for |
| | | | private use |
ommmo - S S Fom oo +
| 46 | TBD | >11 | Reserved for future Miltipath

| | | | options. |
+o-m - - S SRR S T +

Table 3: MP_OPT option types

Future MP options could be defined in a later version or extension to
this specification.
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These operations are largely inspired by the signals defined in
[ RFC8684]. The procedures for handling faulty or unknown MP options
are described in Section 3.6.

3.2.1. MP_CONFI RM

1 2 3 4 5
01234567 89012345 67890123 45678901 23456789 01234567 89012345
Fomm oo Fomm oo Fomm oo Fomm oo Fomm oo Fomm oo Fomm oo +
| 00101110 var | 00000000| List of confirmations
T T T T T T T +

Type=46 Length MP_OPT=0
Figure 6: Format of the MP_CONFI RM option

Sone nultipath options require confirmation fromthe renote peer (see
Table 4). Such options will be retransmitted by the sender until an
MP_CONFIRM i s received or the confirmation of options is considered
irrel evant because the data contained in the options has already been
repl aced by newer information. This can happen, for exanple, with an
MP_PRIO option if the path prioritization is changed while the
previous prioritization has not yet been confirmed. The further
processing of the multipath options in the receiving host is not the
subj ect of MP_CONFI RM

Mul tipath options could arrive out-of-order, therefore multipath
options defined in Table 4 MJIST be sent in a DCCP datagramwi th
MP_SEQ see Section 3.2.5. This allows a receiver to identify

whet her nultipath options are associated with obsol ete datasets
(information carried in the option header) that woul d otherw se
conflict with newer datasets. |In the case of MP_ADDADDR or
MP_REMOVEADDR t he sanme dataset is identified based on Addressl D,
whereas the sane dataset for MP PRIOis identified by the subflowin
use. An outdated nmultipath option is detected at the receiver if a
previous nultipath option referring to the sane dataset contained a
hi gher sequence nunber in the MP_SEQ An MP_CONFI RM MAY be generated
for multipath options that are identified as outdated.

Simlarly, an MP_CONFIRM could arrive out of order. The associated
MP_SEQ recei ved MIUST be echoed to ensure that the nbst recent

mul tipath option is confirmed. This protects frominconsistencies
that could occur, e.g. if three MP._ PRI O options are sent one after
the other on one path in order to first set the path priority to O,
then to 1 and finally to O again. Wthout an associated MP_SEQ a

|l oss of the third MP_PRIO option and a | oss of the MP_CONFIRM of the
second update and the third update woul d cause the sender to
incorrectly interpret that the priority value was set to O without
recogni zing that the receiver has applied priority value 1.
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The length of the MP_CONFIRM option and the path over which the
option is sent depend on the confirned multipath options and the
recei ved MP_SEQ, which are both copi ed verbati m and appended as a
list of confirmations. The list is structured by first listing the
received MP_SEQ followed by the related nmultipath option or options
to confirm The sane rules apply when multipath options with
different MP_SEQ are confirmed at once. This could happen if a
datagramwith MP_PRIO and a first MP_SEQ 1 and anot her datagramwi th
MP_ADDADDR and a second MP_SEQ 2 are received in short succession.

In this case, the structure described above is concatenated resulting
in MP_SEQ 2 + MP_ADDADDR + MP._SEQ 1 + MP_PRIO. The order of the
confirmed nultipath options in the list of confirmations MJST refl ect
the incoming order at the host who sends the MP_CONFIRM with the
nmost recent suboption received listed first. This could allow the
host receiving the MP_CONFIRM to verify that the options were applied
in the correct order and to take counterneasures if they were not,
e.g., if an MP_REMOVEADDR overtakes an MP_ADDADDR that refers to the
sane dat aset.

| Type | Option Length | MP_OPT | MP_CONFI RM Sendi ng path |
[ ettty ————————————— e —p——_————————— Ll p—p—p—_——
| 46 | var | 7 =MP_ADDADDR | Any avail abl e |
Fomm o - o o e e oo o m e e e e i oo +
| 46 | 4 8 | Any avail abl e |
| | | =MP_REMOVEADDR | |
[ S, S e o o - o e e e e e e e oo oo - +
| 46 | 4 | 9 =MP_PRIO | Any avail abl e |
Femmm o - oo o e e e oo o m e e e e e e aao o +

Table 4: Miultipath options requiring confirmation

An exanple to illustrate the MP-DCCP confirm procedure for the

MP_PRI O option is shown in Figure 7. The Host A sends a DCCP- Request
on path A2-B2 with an MP_PRIO option with value 1 and associ at ed
sequence nunber of 1. Host B replies on the sanme path in this

i nstance (any path can be used) with a DCCP- Response containing the
MP_CONFI RM option and a |ist containing the original sequence numnber
(1) together with the associated option (MP_PRIO.
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I

I

| | o >|
I I I I
| | DCCP- Response + | |
| | <---- MP_CONFIRMseqno 1, MP PRO -------- |
I I I I

Fi gure 7: Exanmpl e MP-DCCP CONFI RM procedure
A second exanple to illustrate the sane MP-DCCP confirm procedure but

where an out of date option is also delivered is shown in (Figure 8.
Here, the first DCCP-Data is sent fromHost Ato Host B with option
MP_PRIO set to 4. Host A subsequently sends the second DCCP-Dat a
with option MP_PRIOset to 1. |In this case, the delivery of the
first MP_PRIOis delayed in the network between Host A and Host B and
arrives after the second MP_PRIO. Host B ignores this second MP_PRI O
as the associ ated sequence nunber is earlier than the first. Host B
sends a DCCP-Ack confirm ng receipt of the MP PRIQ(1) with sequence
nunber 2.

I
| DCCP-Data(segno 1) + MP_PRI ((4)

I I
I I
I I
I I \ I
| | DCCP-Data(segno 2) + MP_PRIQ(1) |
I [----mmmmmem - I >|
I I \ I I
I [ R R LR R >|
I I I I
| | DCCP- Ack + | |
| | <---- MP_CONFIRM seqno 2, MP PRIO -------- |
I I

Fi gure 8: Exanple MP-DCCP CONFI RM procedure with outdated suboption

3.2.2. MP_JAN
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1 2 3
01234567 89012345 67890123 45678901

Type=46 Length=12 MP_OPT=1
Figure 9: Fornmat of the MP_JO N suboption

The MP_JO N option is used to add a new subfl ow to an existing M-
DCCP connecti on and REQUI RES a successful establishment of the first
subfl ow usi ng MP_KEY. The Connection Identifier (Cl) is the one from
the peer host, which was previously exchanged with the MP_KEY option.
MP_HVAC MUST be set when using MP_JO N wi thin a DCCP- Response packet;
see Section 3.2.6 for details. Simlar to the setup of the first
subflow, MP_JO N al so exchanges the Multipath Capable feature
MP_CAPABLE as described in Section 3.1. This procedure includes the
DCCP Confirm principle and thus ensures a reliable exchange of the
MP_JO N in accordance with section 6.6.4 of [ RFC4340].

The MP_JO N option includes an "Addr I D' (Address |ID) generated by
the sender of the option, used to identify the source address of this
packet, even if the |IP header was changed in transit by a m ddl ebox.
The value of this field is generated by the sender and MJUST map
uniquely to a source | P address for the sending host. The Address ID
al | ows address renoval (Section 3.2.9) without the need to know the
source address at the receiver, thus allow ng address renpval through
NATs. The Address ID also allows correl ati on between new subfl ow
setup attenpts and address signaling (Section 3.2.8), to prevent
setting up duplicate subflows on the sane path, if an MP_JO N and
MP_ADDADDR are sent at the same tine.

The Address IDs of the subflow used in the initial DCCP Request/
Response exchange of the first subflow in the connection are
inmplicit, and have the value zero. A host MJST store the mappings
bet ween Address | Ds and addresses both for itself and the renote
host. An inplenentation will also need to know which | ocal and
renote Address | Ds are associated with which established subfl ows,
for when addresses are renoved froma |local or renpte host. An
Address I D al ways MJST be uni que over the lifetinme of a subflow and
can only be re-assigned if sender and receiver no | onger have themin
use.
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The Nonce is a 32-bit random value locally generated for every

MP_JO N option. Together with the derived key fromthe both hosts
Key Data described in Section 3.2.4, the Nonce value builds the basis
to calculate the HVAC used in the handshaki ng process as described in
Section 3.3 to avoid replay attacks.

If the C cannot be verified by the receiving host during a handshake
negoti ati on, the new subfl ow MJST be cl osed, as specified in
Section 3.6.

3.2.3. MP_FAST_CLOSE

DCCP can send a Close or Reset signal to abruptly close a connection.
Usi ng MP-DCCP, a regular C ose or Reset only has the scope of the
subfl ow over which a signal was received. As such, it will only

cl ose the subfl ow and does not affect other remmining subflows or the
MP- DCCP connection (unless it is the last subflow). This pernits

br eak- bef or e- make handover between subfl ows.

In order to provide an MP-DCCP-|evel "reset" and thus allow the
abrupt cl osure of the MP-DCCP connection, the MP_FAST_CLOSE suboption
can be used.

1 2 3
01234567 89012345 67890123 45678901 23456789
Fomm e Fomm e Fomm e Fomm e Fomm e +
| 00101110| var | 00000010| Key Data
Fommme e Fommme e Fommme e . . +

Type=46 Length MP_OPT=2
Figure 10: Format of the MP_FAST_CLOSE suboption

When Host A wants to abruptly close an MP-DCCP connection with Host

B, it will send out the MP_FAST CLOSE. The MP_FAST CLOSE suboption
MUST be sent from Host A on all subflows using a DCCP-Reset packet
with Reset Code 13. The requirenent to send the MP_FAST CLCSE on all
subfl ows increases the probability that Host B will receive the
MP_FAST CLOSE to take the sane action. To protect from unauthorized
shut down of an MP-DCCP connection, the selected Key Data of the peer
host during the handshaki ng procedure is carried by the MP_FAST CLCSE
opti on.

After sending the MP_FAST _CLOSE on all subflows, Host A MJST tear

down all subflows and the multipath DCCP connection inmrediately
term nates.
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Upon reception of the first MP_FAST CLOSE with successfully validated
Key Data, Host B will send a DCCP- Reset packet response on al
subflows to Host A with Reset Code 13 to clean potential m ddl ebox
states. Host B MJUST then tear down all subflows and termnminate the
MP- DCCP connecti on.

3.2.4. MP_KEY

1 2 3
01234567890123456789012345678901
Fom e Fom e Fom e Fom e +
|00 101110 var |/O0OO0O0O0O0 11 resvd |
oo oo oo oo +
| Connection ldentifier |
T T T T +

| Key Type (1) | Key Data (1) | Key Type (2) | Key Data (2)
Fom e Fom e Fom e Fom e +
| Key Type (3) |
Fom e oo +
Type=46 Lengt h MP_OPT=3

Figure 11: Format of the MP_KEY suboption

The MP_KEY suboption is used to exchange a Connection ldentifier (Cl)
and key material between hosts (host A, host B) for a given
connection. The Cl is a unique nunmber in the host for each multipath
connection and is generated for inclusion in the first exchange of a
connection with MP._KEY. Wth the Cl it is possible to connect other
DCCP subflows to an MP-DCCP connection with MP_JON (Section 3.2.2).
Its size of 32-bits al so defines the maxi mum nunber of simultaneous
MP- DCCP connections in a host to 2732. According to the Key rel ated
el ements of the MP_KEY suboption, the Length varies between 17 and 73
bytes for a single-key nessage, and up to 82 bytes when all specified
Key Types 0 and 255 are provided. The Key Type field specifies the
type of the followi ng key data. The set of key types are shown in
Tabl e 5.
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| Key Type | Key Length (bytes) | Meaning |
[ e ————— e pp———————————————— Ll —p—p—_—r L
| O =Plain Text | 8 | Plain Text Key

S I +
| 1-254 | | Reserved for

| | | future Key Types |
o m e e e oo - Fom e e e e oo o Fom e e e oo +
| 255 | 64 | For private use |
| =Experinmental | | only |
S I +

Table 5: MP_KEY key types
Pl ai n Text

Key Data is exchanged in plain text between hosts (Host A, Host
B), and the respective key parts (KeyA, KeyB) are used by each
host to generate the derived key (d-key) by concatenating the two
parts with the local key in front. That is,

* Host A: d-keyA=(KeyA+KeyB)
* Host B: d-keyB=(KeyB+KeyA)

Experi nment al
This Key Type allows to use other Key Data and can be used to
val i dat e ot her key exchange mechani snms for a possible future
speci fication.

Multiple keys are only pernitted in the DCCP- Request nessage of the
handshake procedure for the first subflow This allows the hosts to
agree on a single key type to be used, as described in Section 3.3

It is possible that not all hosts will support all key types and this
speci fication does not recomend or enforce the announcenent of any
particular Key Type within MP_KEY option as this could have security
i mplications. However, at |east Key Type 0 (Plain Text) MJST be
supported for interoperability tests in inplenentations of MP-DCCP

If the key type cannot be agreed in the handshake procedure, the MP-
DCCP connection MJST fall back to not using MP-DCCP, as indicated in
Section 3.6.

3.2.5. MP_SEQ
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1 2 3 4 5
01234567 89012345 67890123 45678901 23456789 01234567 89012345
T T T T T T T +
| 00101110 00001001] 00000100| Mul ti path Sequence Numnber
S S S e S T T +
I
S S +

Type=46 Length=9 MP_OPT=4
Figure 12: Format of the MP_SEQ suboption

The MP_SEQ suboption is used for end-to-end 48-bit datagram based
sequence nunbers of an MP-DCCP connection. The initial data sequence
nunber (1 DSN) SHOULD be set randomly [RFC4086]. As with the standard
DCCP sequence nunber, the data sequence nunber should not start at
zero, but at a random value to nake blind session hijacking nore
difficult, see also section 7.2 in [ RFC4340].

The MP_SEQ nunber space is independent of the path individua
sequence nunber space and MJST be sent with all DCCP-Data and DCCP-
Dat aACK packet s.

When t he sequence nunber space is exhausted, the sequence nunber MJIST
be wapped. [RFC7323] provides gui dance on sel ecting an
appropriately sized sequence number space according to the nmaxi mum
segrment lifetinme of TCP. 64 bits is the recommended size for TCP to
avoi d the sequence nunber space going through within the segnent
lifetime. For DCCP, the Maxi num Segnent Lifetinme is the sane as that
of TCP as specified in Section 3.4 of [RFC4340]. Conpared to TCP
the sequence nunber for DCCP is increnented per packet rather than
per byte transmitted. For this reason, the 48 bits chosen in MP_SEQ
are considered sufficiently | arge considering the current globally
rout abl e maxi mum packet size of 1500 bytes, which corresponds to
roughly 375 PiB of data within the sequence nunber space.

3.2.6. MP_HVAC

1 2 3 4
01234567 89012345 67890123 45678901 23456789 01234567
. . . . . . +

| 00101110| 00010111| 00000101| HVAC- SHA256 (20 byt es)
fome e fome e fome e fome e O fome e +

Type=46 Lengt h=23 MP_OPT=5

Figure 13: Format of the MP_HMAC suboption

Amend, et al. Expires 31 October 2025 [ Page 21]



I nternet-Draft Mul ti pat h DCCP April 2025

The MP_HVAC suboption is used to provide authentication for the
MP_ADDADDR, and MP_REMOVEADDR suboptions. |n addition, it provides
aut hentication for subflows joining an existing MP_DCCP connecti on,
as described in the second and third step of the handshake of a
subsequent subflow in Section 3.3. For this specification of M-
DCCP, the HVAC code is generated according to [ RFC2104] in

combi nation with the SHA256 hash al gorithm described in [ RFC6234],
with the output in big-endian format truncated to the |leftnost 160
bits (20 bytes). It is possible that other versions of MP-DCCP will
define other hash algorithns in the future.

The "Key" used for the HVAC conputation is the derived key (d-keyA
for Host A or d-KeyB for Host B) described in Section 3.2.4, while
the HVAC "Message" for MP_JO N, MP_ADDADDR and MP_REMOVEADDR nust be
calculated in both hosts in order to protect the multipath option
when sending and to validate the nmultipath option when receiving, and
is a concatenation of:

* for MP_JO N The nonces of the MP_JO N nessages for which
aut henti cation shall be perforned. Depending on whether Host A or
Host B perforns the HVAC SHA256 cal culation, it is carried out as

fol | ows:
- MP_HMAC(A) = HMAC- SHA256( Key=d- keyA, Msg=RA+RB)
- MP_HMAC(B) = HMAC SHA256( Key=d- keyB, Msg=RB+RA)

A usage exanple is shown in Figure 21.

* for MP_ADDADDR: The Address I D and Nonce with associated IP
address and if defined port, otherw se two bytes of value 0. IP
address and port MJST be used in network byte order (NBO).
Dependi ng on whet her Host A or Host B perforns the HVAC SHA256
calculation, it is carried out as follows:

- MP_HMAC(A) = HMAC- SHA256( Key=d- keyA, Msg=Address
| D+Nonce+NBQ( | P) +NBQ( Port))

- MP_HVMAC(B) = HMAC- SHA256( Key=d- keyB, Msg=Address
| D+Nonce+NBQ( | P) +NBQ( Port))

* for MP_REMOVEADDR Solely the Address ID. Dependi ng on whet her
Host A or Host B perforns the HVAC SHA256 cal culation, it is
carried out as follows:

- MP_HVAC(A)

HVAC- SHA256( Key=d- keyA, Msg=Addr ess | D+Nonce)

- MP_HMAC( B) HVAC- SHA256( Key=d- keyB, Msg=Addr ess | D+Nonce)
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MP_JO N, MP_ADDADDR and MP_REMOVEADDR can co-exi st or be used
multiple times within a single DCCP packet. Al these multipath
options require an individual MP_HVAC option. This ensures that the
MP_HVAC is correctly associated. Oherw se, the receiver cannot
validate multiple MP_JO N, MP_ADDADDR or MP_REMOVEADDR.  Therefore,

an MP_HMAC MUST directly followits associated multipath option. In
the likely case of sending a MP_JO N together with an MP_ADDADDR,
this results in concatenating M. JO N + MP_HVAC 1 + MP_ADDADDR +
MP_HMAC 2, whereas the first MP HVAC 1 is associated with the MP_JAON
and the second MP_ HVAC 2 is associated with the MP_ADDADDR subopti on.

On the receiver side, the HVAC validation of the suboptions MJST be
carried out according to the sendi ng sequence in which the associ ated
MP_HVAC foll ows a suboption. |f the suboption cannot be validated by
a receiving host because the HVAC validation fails (HVAC wong or

m ssing), the subsequent handling depends on whi ch suboption was
being verified. |If the suboption to be authenticated was either
MP_ADDADDR or MP_REMOVEADDR, the receiving host MJST silently ignore
it (see Section 3.2.8 and Section 3.2.9). |If the suboption to be

aut henticated was MP_JAO N, the subfl ow MIST be cl osed (see

Section 3.6).

In the event that an MP_HVAC cannot be associated with a suboption
this MP_HVAC MUST be ignored, unless it is a single MP_HVAC that was
sent in a DCCP-Ack corresponding to a DCCP response packet with
MP_JO N (penultimate arrow in Figure 21).

3.2.7. M_RTT

1 2 3 4 5
01234567 89012345 67890123 45678901 23456789 01234567 89012345
F F F F F F F +

| 00101110| 00001100| 00000110| RTT Type| RTT

Fommma - Fommma - Fommma - Fommma - Fommma - Fommma - Fommma - +
| Age I

Fommmae - Fommmae - Fommmae - Fommmae - Fommmae - +

Type=46 Length=12 MP_OPT=6
Figure 14: Format of the MP_RTT suboption

The MP_RTT suboption is used to transmit RTT val ues and age
(represented in nmilliseconds) that belong to the path over which this
information is transmitted. This information is useful for the
receiving host to calculate the RTT difference between the subfl ows
and to estimte whether m ssing data has been | ost.

The RTT and Age information is a 32-bit integer. This covers a
peri od of approximtely 1193 hours.
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The Field RTT type indicates the type of RIT estimation, according to
the follow ng description:

Raw RTT (=0)
Raw RTT val ue of the | ast Datagram Round-Trip

Mn RTT (=1)
M n RTT val ue over a given period

Max RTT (=2)
Max RTT val ue over a given period

Smoot h RTT (=3)
Averaged RTT val ue over a given period

Each CCID specifies the algorithns and period applied for their
correspondi ng RTT estinations. The availability of the above descri bed
types, to be used in the MP_RTT option, depends on the CCI D

i mpl erentation in place.

Age
The Age paraneter defines the tine difference between now -
creation of the MP_RTT option - and the conducted RTT neasurenent
in mlliseconds. |If no previous neasurenent exists, e.g., when
initialized, the value is 0.

An exanpl e of a fl ow showi ng the exchange of path individual RTT
information is provided in Figure 15. RITT1 refers to the first path
and RTT2 to the second path. The RTT values could be extracted from
the sender’s Congestion Control procedure and are conveyed to the
recei ving host using the MP_RTT suboption. Wth the reception of
RTT1 and RTT2, the receiver is able to calculate the path_delta which
corresponds to the absolute difference of both values. |In the case
that the path individual RTTs are symmetric in the down-Iink and up-
link directions and there is no jitter, packets with m ssing sequence
nunber MP_SEQ e.g., in a reordering process, can be assunmed | ost
after path_deltal2.

MP- DCCP MP- DCCP

Sender Recei ver

Fommm o + MP_RTT(RTT1) +------------- +
| RTTL |--emooeoooee | |
| | pat h_delta= |
| | MP_RTT(RTT2) | |RTT1-RTT2| |
| RTT2 |---------------- | |
S SRR + S +

Fi gure 15: Exenplary flow of MP_RTT exchange and usage
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3.2.8. MP_ADDADDR

The MP_ADDADDR suboption announces additional addresses (and,
optionally, port nunbers) by which a host can be reached. This can
be sent at any tine during an exi sting MP-DCCP connection, when the
sender wi shes to enable nultiple paths and/or when additional paths
become available. Miltiple instances of this suboption within a
packet can simultaneously adverti se new addresses.

The Length is variabl e depending on the address family (1Pv4 or |Pv6)
and whether a port nunber is used. This field is in range between 12
and 26 bytes.

The Nonce is a 32-bit randomvalue that is generated locally for each
MP_ADDADDR option and is used in the HVAC cal cul ati on process to
prevent replay attacks.

The final 2 bytes, optionally specify the DCCP port nunber to use,
and their presence can be inferred fromthe length of the option.
Although it is expected that the majority of use cases will use the
same port pairs as used for the initial subflow (e.g., port 80
remains port 80 on all subflows, as does the epheneral port at the
client), there could be cases (such as port-based | oad bal anci ng)
where the explicit specification of a different port is required. |If
no port is specified, the receiving host MIUST assunme that any attenpt
to connect to the specified address uses the port already used by the
subfl ow on which the MP_ADDADDR signal was sent.

Along with the MP_ADDADDR option an MP_HVAC option MJST be sent for
aut hentication. The truncated HVAC paraneter present in this MP_HVAC
option is the |eftnost 20 bytes of an HVAC, negotiated and cal cul at ed
as described in Section 3.2.6. In the same way as for MP_JAON, the
key for the HVAC algorithm in the case of the message transmtted by
Host A, will be d-KeyA, and in the case of Host B, d-KeyB. These are
the keys that were exchanged and selected in the original MP_KEY
handshake. The message for the HVAC is the Address I D, Nonce, |IP
address, and port nunber that precede the HVAC in the MP_ADDADDR
option. If the port number is not present in the MP_ADDADDR opti on,
the HVAC nmessage will include 2 bytes of value zero. The rationale
for the HVAC is to prevent unauthorized entities frominjecting
MP_ADDADDR signals in an attenpt to hijack a connection. Note that,
additionally, the presence of this HVAC prevents the address from
bei ng changed in flight unless the key is known by an internediary.

If a host receives an MP_ADDADDR option for which it cannot validate
the HVAC, it MUST silently ignore the option

The presence of an MP_SEQ (Section 3.2.5) MJST be ensured in a DCCP
datagramin which MP_ADDADDR is sent, as described in Section 3.2.1
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1 2 3
01234567890123456789012345678901
T T R, R, T +
|[0O0101110 var |]O 0000111 Address ID |
Fom e Fom e oo - oo - Fom e +
| Nonce |
o m e o +
| Address (I Pv4d - 4 bytes / IPv6 - 16 bytes) |
o e e e e e e e e e e aa o - o e e e e e e e e e e aa o - +
| Port (2 bytes, optional) | + MP_HMAC option
o m oo +

Type=46 Length MP_OPT=7

Figure 16: Format of the MP_ADDADDR subopti on

Each address has an Address ID that could be used for uniquely
identifying the address within a connection for address renoval .

Each host nmaintains a list of unique Address IDs and it nanages these
as it wishes. The Address IDis also used to identify MP_JON
options (see Section 3.2.2) relating to the same address, even when
address translators are in use. The Address |ID MJST uni quely
identify the address for the sender of the option (within the scope
of the connection); the nechanismfor allocating such IDs is

i mpl emrent ati on specific.

All Address IDs learned via either MP._JO N or MP_ADDADDR can be
stored by the receiver in a data structure that gathers all the

Addr ess- | D-t o- addr ess mappi ngs for a connection (identified by a Cl
pair). In this way, there is a stored mappi ng between the Address

I D, the observed source address, and the Cl pair for future
processing of control information for a connection. Note that an

i mpl ement ati on MAY di scard inconi ng address advertisenments. Reasons
for this are for exanple:

* to avoid the required napping state, or

* because advertised addresses are of no use to it.

Possi bl e scenarios in which this applies are the |ack of resources to
store a mappi ng or when | Pv6 addresses are advertised even though the
host only supports |IPv4. Therefore, a host MJST treat address

announcenents as soft state. However, a sender MAY choose to update
t he announcenents periodically to overcome tenporary |initations.
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A host MAY advertise private addresses, e.g., because there is a NAT
on the path. It is desirable to allow this, since there could be
cases where both hosts have additional interfaces on the same private
network. The advertisenent of broadcast or multicast |P addresses
MUST be ignored by the recipient of this option, as it is not
permitted according to the unicast principle of the basic DCCP

The MP_JO N handshake to create a new subflow (Section 3.2.2)

provi des nmechanisns to mnimze security risks. The MP_JO N nessage
contains a 32-bit CI that uniquely identifies a connection to the
receiving host. |If the C is unknown, the host MJUST send a DCCP-
Reset .

Furt her security considerations around the issue of MP_ADDADDR
messages that accidentally misdirect, or maliciously direct, new
MP_JO N attenpts are discussed in Section 4. |If a sending host of an
MP_ADDADDR knows that no incom ng subflows can be established at a
particul ar address, an MP_ADDADDR MJST NOT announce that address

unl ess the sendi ng host has new know edge about the possibility to do
so. This information can be obtained fromlocal firewall or routing
settings, know edge about availability of external NAT or firewall

or fromconnectivity checks performed by the host/application

The reception of an MP_ADDADDR nessage i s acknow edged usi ng
MP_CONFI RM (Section 3.2.1). This ensures reliable exchange of
address information.

A host that receives an MP_ADDADDR, but finds at connection set up
that the I P address and port nunber is unsuccessful, SHOULD NOT
perform further connection attenpts to this address/port conbination
for this connection to save resources. |If a sender, however, w shes
to trigger a new incom ng connection attenpt on a previously

adverti sed address/port conbination can therefore refresh the
MP_ADDADDR i nformati on by sending the option again.

A host MAY send an MP_ADDADDR nessage with an al ready assigned
Address I D using the | P Address previously assigned to this Address
ID. The new MP_ADDADDR coul d have the same port nunber or a
different port nunber. The receiver MIST silently ignore the
MP_ADDADDR if the I P Address is not the sane as that previously
assigned to this Address ID. A host wishing to replace an existing
Address I D MJUST first renove the existing one (Section 3.2.9).
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3.2.9. MP_REMOVEADDR

If, during the lifetime of an MP-DCCP connection, a previously
announced address becones invalid (e.g., if an interface di sappears),
the affected host SHOULD announce this. The peer can renpve a
previously added address with an Address ID from a connection using
the Renmove Address ( MP_REMOVEADDR) suboption. This will terminate
any subflows currently using that address.

MP_REMOVEADDR is only used to close al ready established subfl ows that
have an invalid address. Functional flows with a valid address MJST
be closed with a DCCP O ose exchange (as with regular DCCP) i nstead
of using MP_REMOVEADDR. For nore information see Section 3.5.

The Nonce is a 32-bit randomvalue that is generated |locally for each
MP_REMOVEADDR option and is used in the HVAC cal cul ati on process to
prevent replay attacks.

Along with the MP_REMOVEADDR suboption a MP_HMAC option MJST be sent
for authentication. The truncated HVAC paraneter present in this
MP_HVAC option is the leftnost 20 bytes of an HMAC, negoti ated and
cal cul ated as described in Section 3.2.6. 1In the sane way as for
MP_JO N, the key for the HVAC algorithm in the case of the nessage
transmtted by Host A wll be d-KeyA and in the case of Host B,

d- KeyB. These are the keys that were exchanged and selected in the
ori gi nal MP_KEY handshake. The nessage for the HVMAC i s t he Address
I D.

The rationale for using a HVAC is to prevent unauthorized entities
frominjecting MP_REMOVEADDR signals in an attenpt to hijack a
connection. Note that, additionally, the presence of this HVAC
prevents the address frombeing nodified in flight unless the key is
known by an internediary. |If a host receives an MP_REMOVEADDR option
for which it cannot validate the HVAC, it MJST silently ignore the
opti on.

A receiver MJST include an MP_SEQ (Section 3.2.5) in a DCCP datagram
that sends an MP_REMOVEADDR. Further details are given in
Section 3.2.1.

The reception of an MP_REMOVEADDR nessage i s acknow edged using
MP_CONFI RM (Section 3.2.1). This ensures reliabl e exchange of
address information. To avoid inconsistent states, the sender

rel eases the address ID only after MP_REMOVEADDR has been confi rned.
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The sending and receiving of this nessage SHOULD trigger the closing
procedure described in [ RFC4340] between the client and the server on
the affected subflow(s), if possible. This hel ps renove m ddl ebox
state, before renoving any |ocal state.

Address renoval is done by Address ID to allow the use of NATs and
ot her m ddl eboxes that rewite source addresses. |If there is no
address at the requested Address ID, the receiver will silently

i gnore the request.

1 2 3
01234567890123456789012345678901
oo oo oo oo +
|[00101110000001000000100 0| Address ID |
T T T T +
| Nonce |
o m e e e e e e e aaao o o m e e e e e e e aaao o +

Type=46 Lengt h=8 MP_OPT=8

-> foll owed by MP_HVAC option
Figure 17: Format of the MP_REMOVEADDR suboption
3.2.10. MP_PRIO

The path priority signaled with the MP_PRI O option provides hints for
the packet schedul er when maki ng deci si ons about which path to use
for payload traffic. Wen a single specific path fromthe set of
availabl e paths is treated with higher priority conpared to the

ot hers when maki ng schedul i ng deci sions for payload traffic, a host
can signal such change in priority to the peer. This could be used
when there are different costs for using different paths (e.g., W-Fi
is free while cellular has limt on volunme, 5G has hi gher energy
consunption). The priority of a path could al so change, for exanple,
when a nobile host runs out of battery, the usage of only a single
path may be the preferred choice of the user

The MP_PRI O suboption, shown bel ow, can be used to set a priority
val ue for the subflow over which the suboption is received.

1 2 3
01234567890123456789012345678901
oo oo oo o e e o - +
|[0010111000000100/00001001(resvd)| prio
T T T o e e - +
Type=46 Lengt h=4 MP_OPT=9

Figure 18: Format of the MP_PRI O suboption
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The foll owi ng values are available for the Prio field:
* 0: Do not use. The path is not avail able.

* 1. Standby: do not use this path for traffic scheduling, if
anot her path (secondary or prinmary) is available. The path wll
only be used if other secondary or primary paths are not
est abl i shed.

* 2. Secondary: do not use this path for traffic scheduling, if the
ot her paths are good enough. The path will be used occasionally
for increasing tenporarily the available capacity, e.g. when
primary paths are congested or are not available. This is the
recomrended setting for paths that have costs or data caps as
these paths will be used |l ess frequently then primary paths.

* 3 - 15: Primary: The path can be used for packet scheduling
decisions. The priority nunber indicates the relative priority of
one path over the other for primary paths. H gher nunbers
i ndi cate higher priority. The peer should consider sending
traffic first over higher priority paths. This is the recommended
setting for paths that do not have a cost or data caps associ ated
with them as these paths will be frequently used.

Exanpl e use cases incl ude:

1. Setting W-Fi path to Primary and Cellul ar paths to Secondary.
In this case W-Fi will be used and Cellular will be used only if
the W-Fi path is congested or not available. Such setting
results in using the Cellular path only tenmporally, if nore
capacity is needed than the W-Fi path can provide, indicating a
clear priority of the W-Fi path over the Cellular due to, e.g.,
cost reasons.

2. Setting W-Fi path to Primary and Cellular to Standby. 1In this
case W-Fi will be used and Cellular will be used only if the W-
Fi path is not avail able.

3. Setting W-Fi path to Primary and Cellular path to Primary. In
this case, both paths can be used when naki ng packet scheduling
deci si ons.

If not specified, the default behavior is to always use a path for
packet schedul i ng deci sions (MP_PRI O=3), when the path has been

est abli shed and added to an existing MP-DCCP connection. At |east
one path ought to have an MP_PRI O val ue greater or equal to one for
it to be allowed to send on the connection. It is RECOMVENDED to
update at | east one path to a non-zero MP_PRI O val ue when an MP- DCCP
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connection enters a state where all paths remain with an MP_PRI O

val ue of zero. This helps an MP-DCCP connection to schedul e when the
mul ti path schedul er strictly respects MP_PRIO value 0. To ensure
reliable transm ssion, the MP_PRI O suboption MJST be acknow edged vi a
an MP_CONFI RM (see Table 4).

The relative ratio of the primary path val ues 3-15 depend on the path
usage strategy, which is described in nore detail in Section 3.11

In the case of path mobility (Section 3.11.1), only one path can be
used at a tinme and MUST be the appropriate one that has the highest
available priority value including also the prio nunbers 1 and 2. In
the other case of concurrent path usage (Section 3.11.2), the
definition is up to the nmultipath schedul er |ogic.

An MP_SEQ (Section 3.2.5) MJST be present in a DCCP datagramin which
the MP_PRI O suboption is sent. Further details are given in
Section 3.2.1.

3.2.11. MP_CLGCSE

1 2 3
01234567 89012345 67890123 45678901 23456789
T T T T T +
| 00101110| wvar | 00001010| Key Data
R R R R R +

Type=46 Length MP_OPT=10
Figure 19: Format of the MP_CLOSE suboption

An MP-DCCP connection can be gracefully closed by sendi ng and
MP_CLOSE to the peer host. On all subflows, the regular termnation
procedure as described in [ RFC4340] MJUST be initiated using MP_CLCSE
inthe initial packet (either a DCCP-C oseReq or a DCCP-C ose). Wen
a DCCP-Cl oseReq is used, the followi ng DCCP-Cl ose MJST also carry the
MP_CLCSE to avoid keeping a state in the sender of the DCCP-C oseReq.
At the initiator of the DCCP-C oseReq, all sockets including the M-
DCCP connection socket, transition to CLOSEREQ state. To protect
from unaut hori zed shutdown of a nulti-path connection, the sel ected
Key Data of the peer host during the handshaki ng procedure MJIST be
included in by the MP_CLOSE option and nust be validated by the peer
host. Note, the Key Data is different between MP_CLOSE option
carried by DCCP-C oseReq or DCCP-C ose.
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On reception of the first DCCP-C oseReq carrying an MP_CLOSE with
valid Key Data, or due to a |local decision, all subflows transition
to the CLOSING state before transmitting a DCCP-Cl ose carrying
MP_CLOSE. The MP-DCCP connection socket on the host sending the
DCCP-Cl ose reflects the state of the initial subflow during handshake
with MP_KEY option. |If the initial subflow no |onger exists, the
state noves imedi ately to CLOSED.

Upon reception of the first DCCP-C ose carrying an MP_CLOSE with
valid Key Data at the peer host, all subflows, as well as the MP-DCCP
connection socket, nmove to the CLOSED state. After this, a DCCP-
Reset with Reset Code 1 MJST be sent on any subflow in response to a
recei ved DCCP-Cl ose containing a valid MP_CLCSE opti on.

When the MP-DCCP connection socket is in CLOSEREQ or CLOSE state, new
subfl ow requests using MP_JO N MJST be ignored.

Contrary to an MP_FAST CLOSE (Section 3.2.3), no single-sided abrupt
ternmination is applied.

3.2.12. Experimental Miltipath option MP_EXP for private use

3.

3.

This section reserves a Miultipath option to define and specify any
experinental additional feature for inproving and optim zation of the
MP- DCCP protocol. This option could be applicable to specific

envi ronments or scenarios according to potential new requirenments and
is meant for private use only. MP_OPT feature nunber 11 is specified
with an exenpl ary description as bel ow

1 2 3

01234567890123456789012345678901
Fommm e Fommm e Fommm e Fommm e +
[00101110] var [00001011 Data TBD |
oo e oo e oo e oo e +
I

o m o e o e o e e e e e e e e e e mee—ea oo +

Type=46 Lengt h MP_OPT=11

Figure 20: Format of the MP_EXP suboption

The Data field can carry any data according to the foreseen use by
the experinmenters with a maxi mum | ength of 252 bytes.

MP- DCCP Handshaki ng Procedure
An exanple to illustrate the MP-DCCP handshake procedure is shown in
Fi gure 21.
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| DCCP- Request + Change R (MP_CAPABLE, ...) |

|----- MP_KEY(Cl-A + KeyA(l), KeyA(2),...) ---------- >|
S MP_KEY(CI-B + KeyB) ------------ |
| DCCP- Response + ConfirmL (MP_CAPABLE, ...) |
I I
| DCCP- Ack | |
| >|
| S |
| DCCP- Ack | |
I I I
| | DCCP- Request + Change R(MP_CAPABLE, ...)|
| [--- MP_IJONC-BRA) ----------------- >|
| | <------ MP_JO N(Cl -A RB) + MP_HMAC(B)---|
| | DCCP- Response+Confirm L( MP_CAPABLE, . . .)|
I I I
| | DCCP- Ack |
| [-------- MP_HMAC(A) ------------------ >|
| | S |
| | DCCP- ACK |

Figure 21: Exanpl e MP-DCCP handshake
The basic initial handshake for the first subflowis as foll ows:

* Host A sends a DCCP-RRequest with the MP-Capabl e feature Change
request and the MP_KEY option with a Host-specific Cl-A and a KeyA
for each of the supported key types as described in Section 3.2.4.
Cl-Ais a unique identifier during the lifetime of an MP-DCCP
connecti on.

* Host B sends a DCCP-RResponse with Confirm feature for MP-Capable
and the MP_Key option with a unique Host-specific Cl-B and a
single Host-specific KeyB. The type of the key is chosen fromthe
list of supported types fromthe previous request.

* Host A sends a DCCP-Ack to confirmthe proper key exchange.

* Host B sends a DCCP-Ack to conpl ete the handshake and set both
connection ends to the OPEN state.
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It should be noted that DCCP is protected agai nst corruption of DCCP
header data (section 9 of [RFC4340]), so no additional nechani sns
beyond the general confirmation are required to ensure that the
header data has been properly received.

Host A waits for the final DCCP-Ack from Host B before starting any
establ i shment of additional subflow connections.

The handshake for subsequent subfl ows based on a successful initia
handshake is as foll ows:

* Host A sends a DCCP-Request with the MP-Capabl e feature Change
request and the MP_JO N option with Host B s Cl-B, obtained during
the initial handshake. Additionally, an own random nonce RA is
transmtted with the MP_JO N.

* Host B conputes the HVAC of the DCCP- Request and sends a DCCP-
Response with Confirmfeature option for MP-Capable and the
MP_JO N option with the Cl-A and a random nonce RB together with
the conputed MP_HVAC. As specified in Section 3.2.6, the HVAC i s
cal cul ated by taking the leftnost 20 bytes fromthe SHA256 hash of
a HVAC code created by using the nonce received with MP_JO N(A)
and the |l ocal nonce RB as nessage and the derived key described in
Section 3.2.4 as key:

MP_HMAC(B) = HVAC- SHA256( Key=d- keyB, Msg=RB+RA)

* Host A sends a DCCP-Ack with the HVAC conputed for the DCCP-
Response. As specified in Section 3.2.6, the HVAC is cal cul ated
by taking the leftnost 20 bytes fromthe SHA256 hash of a HVAC
code created by using the local nonce RA and the nonce received
with MP_JO N(B) as nessage and the derived key described in
Section 3.2.4 as key:

MP_HVAC(A) = HVAC- SHA256( Key=d- keyA, Msg=RA+RB)

* Host B sends a DCCP-Ack to confirmthe HVAC and to concl ude the
handshaki ng.

3.4. Address know edge exchange

3.4.1. Advertising a new path (MP_ADDADDR)
When a host (Host A) wants to advertise the availability of a new
path, it should use the MP_ADDADDR option (Section 3.2.8) as shown in

the exanple in Figure 22. The MP_ADDADDR option passed in the DCCP-
Data contains the followi ng paraneters:
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* an identifier (id 2) for the new | P address which is used as a
ref erence in subsequent control exchanges.
* a Nonce value to prevent replay attacks
* the | P address of the new path (A2_IP)
* A pair of bytes specifying the port nunber associated with this IP
address. The value of 00 here indicates that the port number is

the sane as that used for the initial subflow address Al IP

According to Section 3.2.8, the followi ng options are required in a
packet carryi ng MP_ADDADDR:

* the leftnost 20 bytes of the HVAC(A) generated during the initial
handshaki ng procedure described in Section 3.3 and Section 3.2.6

* the MP_SEQ option with the sequence nunber (seqno 12) for this
message according to Section 3.2.5.

Host B acknow edges recei pt of the MP_ADDADDR nessage with a DCCP- Ack

contai ning the MP_CONFI RM option. The paraneters supplied in this

response are as follows:

* an MP_CONFI RM cont ai ning the MP_SEQ number (segno 12) of the
packet carrying the option that we are confirmng together with
the MP_ADDADDR option

* the leftnost 20 bytes of the HVAC(B) generated during the initial
handshaki ng procedure Section 3.3

I I I
| DCCP-Data + MP_ADDADDR(id 2, Nonce, A2_IP, 00) + |
[------- MP_HVAC(A) + MP_SEQ(segqno 12) -------------- >|

| |
| DCCP- Ack + MP_HVAC(B) + |
| <----- MP_CONFI RM segno 12, MP_ADDADDR) ------------- |

Fi gure 22: Exanpl e MP-DCCP ADDADDR procedure
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3.4.2. Renoving a path ( MP_REMOVEADDR)
When a host (Host A) wants to indicate that a path is no | onger
available, it should use the MP_REMOVEADDR option (Section 3.2.9) as
shown in the exanple in Figure 23. The MP_REMOVEADDR option passed
in the DCCP-Data contains the follow ng paraneters:

* an identifier (id 2) for the |IP address to renmove (A2_IP) and
whi ch was specified in a previous MP_ADDADDR nessage.

* a Nonce value to prevent replay attacks

According to Section 3.2.9, the followi ng options are required in a
packet carryi ng MP_REMOVEADDR:

* the leftnost 20 bytes of the HVAC(A) generated during the initial
handshaki ng procedure described in Section 3.3 and Section 3.2.6

* the MP_SEQ option with the sequence nunber (segno 33) for this
message according to Section 3.2.5.

Host B acknow edges recei pt of the MP_REMOVEADDR nessage with a DCCP-
Ack containing the MP_CONFIRM option. The paraneters supplied in
this response are as foll ows:
* an MP_CONFI RM cont ai ning the MP_SEQ number (segno 33) of the
packet carrying the option that we are confirmng, together wth
t he MP_REMOVEADDR opti on

* the leftnost 20 bytes of the HVAC(B) generated during the initial
handshaki ng procedure Section 3.3

I I
| DCCP- Data + MP_REMOVEADDR(id 2, Nonce) + |
[------- MP_HVAC(A) + MP_SEQ(seqno 33) -------------- >|

I
I

I
| DCCP- Ack + MP_HVAC(B) +
| <----- MP_CONFI RM segno 33, MP_REMOVEADDR) ---------- |

Fi gure 23: Exanpl e MP-DCCP REMOVEADDR procedure
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3.5. dosing an MP-DCCP connection

VWhen a host wants to close an existing subflow but not the whole M-
DCCP connection, it MJST initiate the regular DCCP connection

term nation procedure as described in Section 5.6 of [RFC4340], i.e.,
it sends a DCCP-C ose/ DCCP- Reset on the subflow. This may be
preceded by a DCCP-C oseReq. In the event of an irregul ar

term nation of a subflow, e.g., during subflow establishment, it MJST
use an appropriate DCCP- Reset code as specified in | ANA

[ DCCP. Par aneter] for DCCP operations. This could be, for exanple,
sendi ng reset code 5 (Option Error) when an MP-DCCP option provides
invalid data or reset code 9 (Too Busy) when the nmaxi mum nunber of

mai nt ai nabl e paths is reached. Note that receiving a reset code 9
for secondary subflows MJST NOT inpact already existing active
subflows. If necessary, these subflows are termnated in a
subsequent step using the procedures described in this section.

A host termi nates an MP-DCCP connection using the DCCP connection
termination specified in section 5.5 of [RFC4340] on each subfl ow
with the first packet on each subflow carrying MP_CLOSE (see
Section 3.2.11).

<- Opti onal DCCP- Cl oseReq +
MP_CLCSE [A' s key]
[on all subflows]
DCCP-C ose + MP_CLCSE ->
[B's key] [on all subflows]
<- DCCP- Reset
[on all subflows]

Addi tionally, an MP-DCCP connection rmay be cl osed abruptly using the
"Fast C ose" procedure described in Section 3.2.3, where a DCCP- Reset
is sent on all subflows, each carrying the MP_FAST CLOSE opti on.

DCCP- Reset + MP_FAST_CLOSE ->
[B's key] [on all subflows]
<- DCCP- Reset
[on all subfl ows]
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3.6. Fall back

VWhen a subflow fails to operate foll owi ng MP-DCCP i ntended behavi or,
it is necessary to proceed with a fall back. This may be either
falling back to regular DCCP [ RFC4340] or renoving a problematic
subflow. The nmain reasons for subflow failing include: no MP support
at peer host, failure to negotiate protocol version, |oss of

Mul tipath options, faulty/non-supported MP-DCCP options or
modi fi cati on of payl oad dat a.

At the start of an MP-DCCP connection, the handshake ensures exchange
of MP-DCCP feature and options and thus ensures that the path is
fully MP-DCCP capable. |If during the handshake procedure it appears
t hat DCCP- Request or DCCP- Response nmessages do not carry the
MP_CAPABLE feature, the MP-DCCP connection will not be established
and t he handshake SHOULD fall back to regular DCCP. If this is not
possi bl e the connection MJST be cl osed.

If the endpoints fail to agree on the protocol version to use during
the Multipath Capable feature negotiation, the connection MJIST either
be closed or fall back to regular DCCP. This is described in

Section 3.1. The protocol version negotiation distinguishes between
negotiation for the initial connection establishment, and addition of

subsequent subflows. |If protocol version negotiation is not
successful during the initial connection establishnent, MP-DCCP
connection will fall back to regul ar DCCP

The fall back procedure to regular DCCP MJST be also applied if the
MP_KEY Section 3.2.4 Key Type cannot be negoti at ed.

If a subflow attenpts to join an existing MP-DCCP connection, but MP-
DCCP options or MP_CAPABLE feature are not present or are faulty in
the handshake procedure, that subflow MJST be closed. This is
especially the case if a different MP_CAPABLE version than the
originally negotiated version is used. Reception of a non-verifiable
MP_HVAC (Section 3.2.6) or an invalid CI used in MP_JON

(Section 3.2.2) during flow establishment MJST cause the subflow to
be cl osed.

The subfl ow cl osi ng procedure MIUST be also applied if a final ACK
carrying MP_KEY with wong KeyA/ KeyB is received or MP_KEY option is
mal f or med.

Anot her rel evant case is when payload data is nodified by

m ddl eboxes. DCCP uses checksumto protect the data, as described in
section 9 of [RFC4340]. A checksumw |l fail if the data has been
changed in any way. All data fromthe start of the segnent that

fail ed the checksum onwards cannot be considered trustworthy. DCCP
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defines that if the checksumfails, the receiving endpoint MJUST drop
the application data and report that data as dropped due to
corruption using a Data Dropped option (Drop Code 3, Corrupt). |If
data is dropped due to corruption for an MP-DCCP connection, the

af fected subflow MAY be closed. The sane procedure applies if the MP
option i s unknown.

3.7. State Diagram

The MP-DCCP per subflow state transitions to a |large extent foll ow
the state transitions defined for DCCP in [ RFC4340], with sone
nmodi fi cations due to the MP-DCCP four-way handshake and fast close
procedures. The state diagrambelow illustrates the nost conmmon
state transitions. The diagramis illustrative. For example, there
are arcs (not shown) from several additional states to TIMEWAIT,
contingent on the receipt of a valid DCCP-Reset.

The states transitioned when nmoving fromthe CLOSED to OPEN state
during the four-way handshake remain the sane as for DCCP, but it is
no |l onger possible to transmit application data while in the REQUEST
state. The fast close procedure can be triggered by either the
client or the server and results in the transm ssion of a Reset
packet. The fast close procedure noves the state of the client and
server directly to TIMEWAIT and CLCSED, respectively.
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S + rcv Cose | | or rcv FastClose v
or server active FastCose | | snd Reset L +
or server rcv FastClose | +------------- > TIMBEWAIT |
snd Reset | R +
s + |
N +

2MBL tiner expires
Fi gure 24: Most commpn state transitions of an MP-DCCP subfl ow
3.8. Congestion Control Considerations
Senders MJST manage per-path congestion status, and avoid to sending

nore data on a given path than congestion control for each path
al | ows.
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3.9. Maxi mum Packet Size Consi derations

A DCCP inpl ementation maintains the maxi num packet size (MPS) during
operation of a DCCP session. This procedure is specified for single-
path DCCP in [ RFC4340], Section 14. Wthout any restrictions, this
is adopted for MP-DCCP operations, in particular the PMIU neasur enent
and the Sender Behaviour. The DCCP application interface SHOULD
all ow the application to discover the current MPS. This reflects the
current supported |largest size for the data streamthat can be used
across the set of all active MP-DCCP subfl ows.

3.10. Maxi mum nunber of Subfl ows Consi derations

MP- DCCP does not support any explicit procedure to negotiate the
maxi mum nunber of subfl ows between endpoints. |In practica

scenarios, however, there will be resource limtations on the host or
use cases that do not benefit from additional subflows.

It is RECOWENDED to limt the number of subflows in inplenentations
and to reject incom ng subflow requests with a DCCP- Reset using the
Reset Code "too busy" according to [RFC4340] if the resource limt is
exceeded or it is known that the multipath connection will not
benefit fromfurther subflows. Likew se, the host that wants to
create the subflows is RECOMENDED to consider the aspect of
avai |l abl e resources and the possible gains.

To avoid further inefficiencies with subflows due to short-1lived
connections, it MAY be useful to delay the start of additiona
subflows. The decision on the initial nunber of subflows can be
based on the occupancy of the socket buffer and/or the tining.

VWiile in the socket buffer based approach the nunber of initial
subfl ows can be derived by opening new subflows until their initial
wi ndows cover the anount of buffered application data, the timng
based approach del ays the start of additional subflows based on a
certain time period, |oad or know edge of traffic and path
properties. The delay based approach al so provides resilience for
| ow- bandwi dt h but | ong-lived applications. All this could al so be
supported by advanced APIs that signal application traffic requests
to the MP-DCCP.
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3.11. Path usage strategies

MP- DCCP can be configured to realize one of several strategies for
pat h usage, via selecting one DCCP subflow of the nultiple DCCP

subfl ows within an MP-DCCP connection for data transmi ssion. This
can be a dynamic process further facilitated by the nmeans of DCCP and
MP- DCCP defi ned options such as path preference using MP-PRI O adding
or renovi ng DCCP subfl ows usi ng MP_REMOVEADDR, MP_ADDADDR or DCCP-

Cl ose/ DCCP- Reset and al so path netrics such as packet-|oss-rate, CW\D
or RTT provided by the Congestion Control Algorithm Selecting an
appropriate method can allow MP-DCCP to realize different path
utilization strategies that nake MP-DCCP suitable for end-to-end

i mpl ementation over the Internet or in controlled environments such
as Hybrid Access or 5G ATSSS

3.11.1. Path nobility

The path nobility strategy provides the use of a single path with a
seani ess handover function to continue the connection when the
currently used path is deenmed unsuitable for service delivery. Somne
of the DCCP subflows of an MP-DCCP connection night becone inactive
due to either the occurrence of certain error conditions (e.g., DCCP
ti meout, packet |oss threshold, RTT threshold, closed/renoved) or

adj ustnents fromthe MP-DCCP user. Wen there is outbound data to
send and the primary path becones inactive (e.g., due to failures) or
de-prioritized, the MP-DCCP endpoint SHOULD try to send the data
through an alternate path with a different source or destination
address (depending on the point of failure), if one exists. This
process SHOULD respect the path priority configured by the MP_PRI O
suboption or if not available pick the nost divergent source-
destination pair fromthe original used source-destination pair.

Note: Rules for picking the nost appropriate source-destination
pair are an inplenentation decision and are not specified within
this docunment. Path nobility is supported in the current Linux
reference inplenentation [nultipath-dccp.org].

3.11.2. Concurrent path usage

Different to a path nobility strategy, the sel ection between MP-DCCP
subflows is a per-packet decision that is a part of the nultipath
schedul i ng process. This nethod would allow multiple subflows to be
simul taneously used to aggregate the path resources to obtain higher
connecti on throughput.

In this scenario, the selection of congestion control, per-packet
schedul i ng and potential re-ordering nethod deternines a concurrent
path utilization strategy and result in a particular transport
characteristic. A concurrent path usage nmethod uses a scheduling
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design that could seek to maximize reliability, throughput,
m nimzing | atency, etc.

Concurrent path usage over the Internet can have inplications. Wen
a Multipath DCCP connection uses two or nore paths, there is no
guarantee that these paths are fully disjoint. Wen two (or nore)
subfl ows share the sane bottl eneck, using a standard congestion
control scheme could result in an unfair distribution of the capacity
with the multipath connection using nore capacity than conpeting
singl e path connecti ons.

Mul tipath TCP uses the coupl ed congestion control Linked Increases

Al gorithm (LI A) specified in the experinmental specification [ RFC6356]
to solve this problem This schene could also be specified for

Mul tipath DCCP. The sane applies to other coupled congestion contro
schenes that have been proposed for Multipath TCP such as
Qpportunistic Linked Increases Al gorithm[CLIA]

The specification of scheduling for concurrent nmultipath and rel ated
the congestion control algorithms and re-ordering nethods for use in
the general Internet are outside the scope of this docunent. [If, and
when, the | ETF specifies a nmethod for concurrent usage of nultiple
paths for the general Internet, the framework specified in this
docunent could be used to provide an | ETF recomended net hod for MP-
DCCP

4. Security Considerations

Simlar to DCCP, MP-DCCP does not provide cryptographic security
guarantees inherently. Thus, if applications need cryptographic
security (integrity, authentication, confidentiality, access control,
and anti-replay protection) the use of |Psec, DILS over DCCP

[ RFC5238] or other end-to-end security is recomended; Secure Real -
time Transport Protocol (SRTP) [RFC3711] is one candi date protoco

for authentication. Together with Encryption of Header Extensions in
SRTP, as provided by [RFC6904], also integrity woul d be provided.

DCCP [ RFC4340] provides protection against hijacking and limts the
potential inpact of sonme denial-of-service attacks, but DCCP provides
no i nherent protection against an on-path attacker snooping on data
packets. Regarding the security of MP-DCCP no additional risks
shoul d be introduced conpared to regular DCCP. The security

obj ectives for MP-DCCP are:

* Provide assurance that the parties involved in an MP-DCCP

handshake procedure are identical to those in the original DCCP
connecti on.

Amend, et al. Expires 31 October 2025 [ Page 43]



I nternet-Draft Mul ti pat h DCCP April 2025

* Before a path is used, verify that the new advertised path is
valid for receiving traffic.

* Provide replay protection, i.e., ensure that a request to add/
remove a subflowis ’'fresh’

* Alowa party to limt the nunber of subflows that it allows.

To achi eve these goals, MP-DCCP includes a hash-based handshake

al gorithm docunented in Sections Section 3.2.4, Section 3.2.6 and
Section 3.3. The security of the MP-DCCP connection depends on the
use of keys that are shared once at the start of the first subflow
and are never sent again over the network. Depending on the security
requirenents, different Key Types can be negotiated in the handshake
procedure or must follow the fallback scenario described in

Section 4. If there are security requirenents that go beyond the
capabilities of Key Type 0, then it is RECOWENDED t hat Key Type 0 is
not enabl ed to avoid downgrade attacks that result in the key being
exchanged as plain text. To ease denultiplexing while not revealing
cryptographic material, subsequent subflows use the initially
exchanged Cl information. The keys exchanged once at the beginning
are concat enated and used as keys for creating Hash-based Message

Aut henti cati on Codes (HVACs) used on subfl ow setup, in order to
verify that the parties in the handshake of subsequent subflows are
the sane as in the original connection setup. This also provides
verification that the peer can receive traffic at this new address.

Repl ay attacks would still be possible when only keys are used;
therefore, the handshakes use singl e-use random nunbers (nonces) for
both parties -- this ensures that the HMAC will never be the sane on

two handshakes. Guidance on generating random nunbers suitable for
use as keys is given in [RFC4086]. During nornal operation, regular
DCCP protection nmechani sms (such as header checksumto protect DCCP
headers agai nst corruption) is designed to provide the sane | evel of
protection agai nst attacks on individual DCCP subflows as exists for
regul ar DCCP.

As discussed in Section 3.2.8, a host may advertise its private
addresses, but these mght point to different hosts in the receiver’s
networ k. The MP_JO N handshake (Section 3.2.2) is designed to ensure
that this does not set up a subflow to the incorrect host. However,
it could still create unwanted DCCP handshake traffic. This feature
of MP-DCCP could be a target for denial-of-service exploits, with
mal i ci ous participants in MP-DCCP connections encouragi ng the
recipient to target other hosts in the network. Therefore,

i mpl ement ati ons shoul d consi der heuristics at both the sender and
receiver to reduce the inpact of this.
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As described in Section 3.9, a Maxinum Packet Size (MPS) is

mai nt ai ned for an MP-DCCP connection. |f MP-DCCP exposes a m ni num
MPS across all paths, any change to one path inpacts the sender for
all paths. To mtigate attacks that seek to force a | ow MPS, MP-DCCP
could detect an attenpt to reduce the MPS | ess than a m ni mum MPS,
and then stop using these paths.

5. Interactions with M ddl eboxes

I ssues frominteraction with on-path m ddl eboxes such as NATSs,
firewalls, proxies, intrusion detection systens (IDSs), and others
have to be considered for all extensions to standard protocols since
ot herw se unexpected reactions of m ddl eboxes may hinder its

depl oynent. DCCP al ready provides neans to nmitigate the potenti al

i mpact of middl eboxes, also in conparison to TCP (see [ RFC4043],
Section 16). \When both hosts are | ocated behind a NAT or firewal
entity, specific neasures have to be applied such as the [ RFC5596]
speci fied simultaneous-open techni que that update the (traditionally
asymmetric) connection-establishnent procedures for DCCP. Further
st andar di zed technol ogi es addressi ng m ddl eboxes operating as NATs
are provided in [ RFC5597].

[ RFC6773] specifies UDP Encapsul ation for NAT Traversal of DCCP
sessions, simlar to other UDP encapsul ati ons such as for SCTP

[ RFC6951]. Future specifications by the | ETF coul d specify other
met hods for DCCP encapsul ati on.

The security inpact of MP-DCCP aware m ddl eboxes is discussed in
Section 4.

6. Inplenmentation

The approach descri bed above has been inplenented i n open source
across different testbeds and a new scheduling al gorithm has been
extensively tested. Al so, denonstrations of a |aboratory setup have
been executed and have been published at [nultipath-dccp.org].
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8. | ANA Consi derati ons

Thi s section provides guidance to the Internet Assigned Nunmbers
Authority (1 ANA) regarding registration of values related to the MP
ext ensi on of the DCCP protocol in accordance with the RFC Required
policy of [RFC8126], Section 4.7. This docunment defines one new

val ue which is requested to be allocated in the | ANA DCCP Feature
Nunbers registry and three new registries to be allocated in the DCCP
registry group.

8.1. New Multipath Capable DCCP feature

Thi s docunent requests | ANA to assign a new DCCP feature paraneter
for negotiating the support of multipath capability for DCCP sessions
bet ween hosts as described in Section 3. The following entry in
Table 6 should be added to the Feature Nunbers registry in the DCCP
registry group according to [ RFC4340], Section 19.4. under the "DCCP
Prot ocol " headi ng.

B el s s s sl e °}
| Val ue | Feat ure Nane | Specification |
B Rl sl ety o
| 10 suggested | Multipath Capable | [Thi sDocunent] |
I R I S i I I +

Table 6: Addition to DCCP Feature Numbers registry

Note to RFC Editor: Please replace [ThisDocunent] with a reference
to the final RFC

8.2. New MP-DCCP version registry

Section 3.1 specifies the new 1-byte entry above includes a 4-bit
part to specify the version of the used MP-DCCP inplenentation. This
docunent requests IANA to create a new ' MP-DCCP Versions' registry
within the DCCP registry group to track the MP-DCCP version. The
initial content of this registry is as follows:

B ool sty sty
| Version | Val ue | Specification |
[ ettty e gy ey ——(—————— o
| 0 | 0000 suggested | [Thi sDocunment] |
Fo-m e - - S I A ] S I A ] +
| 1-15 | unassi ghed | |
F---- - - - i T i T +

Table 7: MP-DCCP Versions Registry
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Note to RFC Editor: Please replace [ThisDocunent] with a reference
to the final RFC

Future MP-DCCP versions 1 to 15 are assigned fromthis registry using
the RFC Required policy (Section 4.7 of [RFC8126]).

8.3. New Multipath option and registry

Thi s docunent requests 1 ANA to assign value 46 in the DCCP "Option
Types" registry to "Multipath Options", as described in Section 3.2.

I ANA is requested to create a new 'Miltipath Options’ registry within
the DCCP registry group. The following entries in Table 8 should be
added to the new 'Miltipath Options’ registry. The registry in
Tabl e 8 has an upper boundary of 255 in the nuneric value field.

[ e oo oo, st
| Multipath | Narmre | Descri ption | Reference |
I Option | I I I
[ e bbbl sl e s sl
|  MP_OPT=0 | MP_CONFIRM | Confirmreception/ | Section |
| | | processing of an | 3.2.1 |
| | | MP_OPT option | |
Fommmmee - o e e e oo o e e e e e e —aaao oo Fommmmee - +
|  MP_OPT=1 | MP_JO N | Join subflowto an | Section |
| | | exi sting MP-DCCP | 3.2.2 |
| | | connecti on | |
M R o e e e m oo oo M +
| MP_OPT=2 | MP_FAST_CLGCSE | Close an MP-DCCP | Section |
| | | connection | 3.2.3 |
| | | unconditionally | |
o m e e e - Fom e e e oo - o e e e e e a e oo o m e e e - +
|  MP_OPT=3 | MP_KEY | Exchange key | Section |
| | | mat eri al for | 3.2.4 |
I I I VP_HVAC I I
Fommmmee - o e e e oo o e e e e e —aaao oo Fommmmee - +
|  MP_OPT=4 | MP_SEQ | Multipath sequence | Section |
| | | nunber | 3.2.5 |
S S o e e e e e e oo - S +
| MP_OPT=5 | MP_HVAC | Hash-based nessage | Section |
| | | auth. code for MP- | 3.2.6 |
I I I DCcP I I
e mmmee oo - o e e e oo o e e e e e eaao oo e mmmee oo - +
|  MP_OPT=6 | MP_RTT | Transmit RTT values | Section |
| | | and cal cul ati on | 3.2.7 |
| | | par ameters | |
Fom e mme e - o e e e ea - o e e e e aaao oo Fom e mme e - +
|  MP_OPT=7 | MP_ADDADDR | Adverti se | Section |
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[ | | addi ti onal | 3.2.8 |
| | | address(es)/port(s) | |
R T o e e e e e oo - R +
| MP_OPT=8 | MP_REMOVEADDR | Renpve address(es)/ | Section |
| | | port (s) | 3.2.9 |
- . - - +
|  MP_OPT=9 | MP_PRI O | Change subflow | Section |
| | | priority | 3.2.10 |
R T o e e e e e oo - R +
| MP_OPT=10 | MP_CLCSE | Close an MP-DCCP | Section |
| | | connection | 3.2.11 |
- . - - +
| MP_OPT=11 | MP_EXP | Experinental option | Section |
| | | for private use | 3.2.12 |
R T o e e e e e oo - R +
| MP_OPT>11 | Unassi gned | Reserved for future | |
| | | Multipath options | |
- . e - +

Table 8: Miltipath Options registry

Future Multipath options with MP_OPT>11 are assigned fromthis
registry using the RFC Required policy (Section 4.7 of [RFC8126]).

New DCCP Reset Code

I ANA is requested to assign a new DCCP- Reset Code val ue 13 suggested
in the DCCP- Reset Codes Registry, with the short description "Abrupt
MP termi nation". Use of this reset code is defined in section
Section 3.2.3.

New Mul ti path Key Type registry

IANA is requested to assign for this version of the MP-DCCP protocol
a new 'Multipath Key Type' registry containing two different
suboptions to the MP_KEY option to identify the MP_KEY Key types in
terms of 8-bit values as specified in Section 3.2.4 according to the
entries in Table 9 below. Values in range 3-254 (decimal) inclusive
remai n unassigned in this here specified version 0 of the protocol
and are assigned via RFC Required [ RFC8126] in potential future
versi ons of the MP-DCCP protocol.
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f ool s sl s oo el s o}
|  Type | Name | Meani ng | Reference |
[ ety e —————— s ———_——————————————— Ll p—p—_—r
| 0 Plain Text | Pl ain text key | Section 3.2.4 |
R e R R B TR +
| 1-254 | Unassigned | Reserved for future use | Section 3.2.4 |
R e T I T R +
| 255 Experimental | For private use only | Section 3.2.4 |
Fom e e oo U +

Table 9: Miltipath Key Type registry with the MP_KEY Key Types

for key data exchange on different paths
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Appendi x A. Differences from Miltipath TCP
Thi s appendi x is Informative.

Multipath DCCP is simlar to Miultipath TCP [RFC8684], in that it
extends the rel ated basic DCCP transport protocol [RFC4340] with
mul ti path capabilities in the same way as Miultipath TCP extends TCP
[ RFC9293]. However, because of the differences between the
underlying TCP and DCCP protocols, the transport characteristics of
MPTCP and MP-DCCP are different.
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Tabl e 10 conpares the protocol characteristics of TCP and DCCP, which
are by nature inherited by their respective multipath extensions. A
major difference lies in the delivery of payload, which is for TCP an
exact copy of the generated byte-stream DCCP behaves differently
and does not guarantee to deliver any payl oad nor the order of
delivery. Since this is mainly affecting the receiving endpoint of a
TCP or DCCP conmunication, nmany simlarities on the sender side can
be identified. Both transport protocols share the 3-way initiation
of a communi cati on and bot h enpl oy congestion control to adapt the
sending rate to the path characteristics.
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| Feat ure | TCP | DCCP |
[} g ———————————— Ll ——p——_——————————— s p—p—_—r
| Ful | - Dupl ex | yes | yes |
O R +
| Connection-Oriented | yes | yes |
Fom e meeeeeemeecieaaaas dememmeeecieeaaaas T +
| Header option space | 40 bytes | < 1008 bytes or PMIU |
o e e e e o e e e oo T +
| Data transfer | reliable | unreliable |
O R +
| Packet-loss handling | re-transm ssion | report only |
e meeeeeeeeecieaaaas oo mmeeemeeaaaas o mmemeeemeaeaaas +
| Ordered data delivery | yes | no |
o e e e e o e e e oo T +
| Sequence nunbers | one per byte | one per PDU |
O O +
| Fl ow cont r ol | yes | no |
Fom e meeeeeemeecieaaaas dememmeeecieeaaaas domemmemeeeemeaeeaaas +
| Congestion control | yes | yes |
o e e e e o e e e oo T +
| ECN support | yes | yes |
O R +
| Sel ective ACK | yes | depends on |
| | | congestion control |
Tt o e e e e oo - o e e e e e e oo +
| Fi x message | no | yes |
| boundari es | | |
O R +
| Pat h MIU di scovery | yes | yes |
T dememmeeecieeaaaas T +
| Fragment ati on | yes | no |
o e e e e o e e e oo T +
| SYN flood protection | yes | no |
O R +
| Hal f-open connections | yes | no |
e meeeeeemeeecieaaaas dememmeeecieeaaaas domemmemeeeemeaeeaaas +

Tabl e 10: TCP and DCCP protocol comnparison

Consequently, the multipath features, shown in Table 11, are the
same, supporting volatile paths having varying capacity and | atency,
sessi on handover and path aggregation capabilities. Al of them
profit by the existence of congestion control

Amend, et al. Expires 31 October 2025 [ Page 54]



I nternet-Draft Mul ti pat h DCCP April 2025

| Feat ure | MPTCP | MP-DCCP |
[} e ————————— e ——_————————_——————— Ll p—p—p————r o
| Volatile paths | yes | yes |
O S IR +
| Session handover | yes | yes |
IR dem e meeeeemeeeieaaaas T +
| Path aggregation | yes | yes |
o e e e e oo oo o e e e e TS +
| Data reordering | yes | optional

O S TR +
| Expandability | limted by TCP header | flexible |
IR dem e meeeeemeeeieaaaas T +

Table 11: MPTCP and MP-DCCP protocol conparison

Therefore, the sender logic is not nuch different between MP-DCCP and
MPTCP.

The receiver side for MP-DCCP has to deal with the unreliable
delivery provided by DCCP. The nultipath sequence nunbers i ncluded
in MP-DCCP (see Section 3.2.5) facilitates adding optional nechanisns
for data stream packet reordering at the receiver. |Information from
the MP_RTT nultipath option (Section 3.2.7), DCCP path sequenci ng and
the DCCP Ti nestanp Option provide further neans for advanced
reordering approaches, e.g., as proposed in

[1-D. amend-iccrg-multipath-reordering]. Such nmechanisns do, however
not affect interoperability and are not part of the MP-DCCP protocol
Many applications that use unreliable transport protocols can al so

i nherently process out-of-sequence data (e.g., through adaptive audio
and video buffers), and so additional reordering support might not be
necessary. The addition of optional reordering mechanisns are likely
to be needed when the different DCCP subflows are routed across paths
with different latencies. 1In theory, applications using DCCP are
awar e that packet reordering could occur, because DCCP does not
provi de nmechani sns to restore the original packet order

In contrast to TCP, the receiver processing for MPTCP adopted a rigid
"just wait" approach, because TCP guarantees reliable in-order
del i very.
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