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1. Introduction

Low | atency, |ow 1l oss, scal abl e throughput (L4S) [ RFC9330] traffic is
designed to provide | ower queuing delay than conventional traffic via
a new network service based on a nodified Explicit Congestion
Notification (ECN) response fromthe network. L4S traffic is
identified by the ECT(1) codepoint, and network bottlenecks that
support L4S shoul d congestion-mark ECT(1) packets to enable L4S
congestion feedback. However, L4S traffic is also expected to
coexist well with classic congestion controlled traffic even if the
bottl eneck queue does not support L4S. This includes paths where the
bottl eneck utilizes packet drops in response to congestion (either
due to buffer overrun or active queue managenent), as well as paths
that inplement a ' flow queuing’ schedul er such as fqg_codel [RFC8290].
A potential area of poor interoperability lies in network bottl enecks
enpl oyi ng a shared queue that inplenents an Active Queue Managenent
(AQV) algorithmthat provides Explicit Congestion Notification
signaling according to [ RFC3168]. RFC3168 has been updated (via

[ RFC8311]) to reserve ECT(1) (also see [I ANA-ECN]), and its use for
L4S has been specified in [ RFC9331]. However, any depl oyed RFC3168
AQVE m ght not be updated, and RFC8311 still prefers that routers not
i nvol ved in L4S experinentation treat ECT(1) and ECT(0) as
equivalent. It has been denonstrated [Briscoe] that when a set of

I ong-running flows conprising both classic congestion controlled
flows and L4S-conpliant congestion controlled flows conpete for

bandwi dth in such a | egacy shared RFC3168 queue, the classic
congestion controlled fl ows may achi eve | ower throughput than they
woul d have if all of the flows had been cl assic congestion controlled
flows. This ’'unfairness’ between the two classes is nobre pronounced
on longer RTT paths (e.g., 50ms and above) and/or at higher link
rates (e.g., 50 Mips and above). The |ower the bandw dth del ay
product of a flow, the |ess pronounced the probl em becomes. Thus the
i mbal ance is often nost significant when the slowest flowrate is
still high in absolute terns.

The root cause of the unfairness is that the L4S architecture

redefi nes the congestion signal (CE mark) and congestion response in
the case of packets marked ECT(1) (used by L4S senders), whereas a
RFC3168 queue does not differentiate between packets marked ECT(0)
(used by classic senders) and those narked ECT(1), and provides CE
marks identically to both types. The classic senders expect that CE
mar ks are sent very rarely (e.g., approxinmately 1 CE mark every 200
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round trips on a 50 Mops x 50nms path) while the L4S senders expect
very frequent CE marking (e.g., approximately 2 CE marks per round
trip). The result is that the classic senders respond to the CE
mar ks provi ded by the bottl eneck by yielding capacity to the L4S
flows. The resulting rate inbalance can be denonstrated, and could
be a cause of concern in sone cases

This concern primarily relates to single-queue (FIFO bottlenecks
that inplenment RFC3168 ECN, but the situation can also potentially
occur with per-flow queuing, e.g., fg_codel [RFC8290], when flow
isolation is inperfect due to hash collisions or VPN tunnels.

Wil e the above nmentioned unfairness has been denonstrated in

| aboratory testing, it has not been observed in operational networks,
in part because nenbers of the Transport Wbrking group are not aware
of any depl oynents of single-queue C assic ECN bottlenecks in the

I nternet.

This issue was considered in Novenber 2015 (and reaffirmed in Apri
2020) when the W5 decided on the identifier to use for L4S, as
recorded in Appendix B.1 of [RFC9331]. It was recognized that
conprom ses woul d have to be made because | P header space is
extrenely limted. A nunber of alternative codepoint schenes were
conpared for their ability to traverse nost Internet paths, to work
over tunnels, to work at lower layers, to work with TCP, etc. It was
decided to progress on the basis that robust perfornmance in presence
of these single-queue RFC3168 bottl enecks is not the nobst critica

i ssue, since it was believed that they are rare.

Nonet hel ess, there is the possibility that such depl oynents exist,
and there is the possibility that they could be depl oyed/enabled in
the future. Since any negative inpact of this coexistence issue
woul d not be directly experienced by the party experinenting with L4S
endpoints, but rather by the other users of the bottleneck, there is
an interest in providing guidance to ensure that neasures can be
taken to address the potential issues, should they arise in practice.

2. Per - Fl ow Fai r ness

There are a nunber of factors that influence the relative rates

achi eved by a set of users or a set of applications sharing a

bottl eneck queue. Notably the response that each application has to
congestion signals (whether | oss or explicit signaling) can play a
large role in determ ni ng whether the applications share the

bandwi dth in an equitable manner. 1In the Internet, |1SPs typically
control capacity sharing between their custoners using a schedul er at
the access bottleneck rather than relying on the congestion responses
of end-systens. So in that context this question primarily concerns
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capacity sharing between the applications used by one custoner site.
Nonet hel ess, there are many networks on the Internet where capacity
sharing relies, at |east to sone extent, on congestion control in the
end-systens. The normfor congestion response has been that it is
handl ed on a per-connection basis, and that (all else being equal) it
results in each connection in the bottleneck achieving a data rate
inversely proportional to the average RTT of the connection. The end
result (in the case of steady-state behavior of a set of |ike
connections) is that each user or application achieves a data rate
proportional to NNRTT, where N is the nunber of sinultaneous
connections that the user or application creates, and RTT is the

har moni ¢ nmean of the average round-trip-tines for those connections.
Thus, users or applications that create a | arger nunber of
connections and/or that have a | ower RTT achieve a | arger share of
the bottleneck link rate than ot hers.

Wil e this nay not be considered fair by many, it nonethel ess has
been the typical starting point for discussions around fairness. In
fact it has been conmon when eval uati ng new congesti on responses to
actually set aside N & RTT as variables in the equation, and just
compare per-flow rates between flows with the sane RTT. For exanple
[ RFC5348] defines the congestion response for a flowto be
""reasonably fair" if its sending rate is generally within a factor
of two of the sending rate of a [ Reno] TCP flow under the sane
conditions.” Gven that RTTs can vary by roughly two orders of
magni t ude and fl ow counts can vary by at |east an order of nagnitude
bet ween applications, it seens that the accepted definition of
reasonabl e fairness |eaves quite a bit of roomfor different |levels
of perfornmance between users or applications, and so perhaps isn't
the gold standard, but is rather a nmetric that is used because of its
conveni ence.

In practice, the effect of this RIT dependence has historically been
muted by the fact that nany networks were deployed with very |arge
("bloated") drop-tail buffers that would introduce queui ng del ays
well in excess of the base RTT of the flows utilizing the link, thus
equalizing (to sone degree) the effective RTTs of those flows.
Recently, as network equi pnent suppliers and operators have worked to
i nprove the | atency performance of the network by the use of smaller
buffers and/or AQM al gorithms, this has had the side-effect of
uncovering the inherent RTT bias in classic congestion contro

al gorithns.
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The L4S architecture ainms to significantly inprove this situation by
requiring senders to adopt a congestion response that converges
"towards a rate that is as independent of RTT as is possible w thout
conprom sing stability or utilization" (see [RFC9331]). As a result,
L4S pronotes a | evel of per-flow fairness beyond what is ordinarily
considered for classic senders, the RFC3168 issue notw t hstandi ng.

It is also worth noting that the congestion control algorithns

depl oyed currently on the internet tend toward (RTT-wei ght ed)
fairness only over long tinmescales. For exanple, the cubic algorithm
can take minutes to converge to fairness when a new fl ow joi ns an
existing flow sharing a bottl eneck queue [Ha]. Since the vast
majority of TCP connections don't last for mnutes, it is unclear to
what degree per-flow, sane-RTT fairness, even when denonstrated in
the lab, translates to the real world.

So, in real networks, where per-application, per-end-host or per-
custoner fairness might be nore inportant than long-term sanme-RTT,
per-flow fairness, it mght not be helpful to focus on the latter as
bei ng a necessary end goal

Nonet hel ess, situations in which the presence of an L4S flow has the
potential to cause harm[Ware] to classic flows need to be
understood. Most inportantly, if there are situations in which the
i ntroduction of L4S traffic would degrade both the absol ute and

rel ati ve performance of classic traffic significantly, i.e. to the
point that it would be considered starvation while L4S was not
starved, these situations need to be understood and either renedi ed
or avoi ded.

Aligned with this context, the guidance provided in this document is
aimed not at nonitoring the relative performance of L4S senders
compar ed agai nst classic senders on a per-flow basis, but rather at

i dentifying instances where RFC3168 bottl enecks are depl oyed so that
operators of L4S senders can have the opportunity to assess whet her
any actions need to be taken. Additionally this docunent provides
gui dance for network operators around configuring any RFC3168

bottl enecks to minimze the potential for negative interactions

bet ween L4S and cl assi c senders.

3. Flow Queuing Systens

As noted above, the concern around RFC3168 coexistence mainly
concerns singl e-queue systens where classic and L4S traffic are

m xed. In a flow queuing system when flow isolation is successful,
the FQ scheduling of such queues isolates classic congestion contro
traffic fromL4S traffic, and thus elimnates the potential for
unfairness. But, these systens are known to sonetines result in
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i nperfect isolation, either due to hash collisions (see Section 5.3
of [RFC8290]), because of VPN tunneling (see Section 6.2 of

[ RFC8290]), or due to deliberate configuration (see Section 7,

Par agr aph 5).

It is believed that the magjority of FQ deploynments in bottl enecks
today (e.g., Cake [Hoil and-Jorgensen]) enploy hashing al gorithms that
virtually elimnate the possibility of collisions, making this a non-
i ssue for those deploynents. But, VPN tunnels remain an issue for FQ
depl oynents, and the introduction of L4S traffic raises the
possibility that tunnels containing mxed classic and L4S traffic
woul d exist, in which case FQ inplenmentations that have not been
updated to be L4S-aware could exhibit simlar unfairness properties
as single queue AQWs. Section 7 discusses sonme renedi es that can be
i mpl ement ed by operators of FQ equi pnent in order to minimze this
risk. Additionally, end-host mtigations such as separating L4S and
Classic traffic into distinct VPN tunnels could be enpl oyed.

4. Detection of C assic ECN Bottl enecks

The | ETF encourages researchers, end system depl oyers and network
operators to conduct experinents to identify to what degree RFC3168
bottl enecks exist in networks. These types of neasurenent canpai gns,
even if each is conducted over a linited set of paths, could be
useful to further understand the scope of any potential issues, to
gui de end system depl oyers on where to exam ne perfornmance nore
closely (or possibly delay L4S deploynent), and to hel p network
operators identify nodes where renedi ati on may be necessary to
provi de the best perfornance.

4.1. Recent Studies

A smal |l nunmber of recent studies have attenpted to gauge the | evel of
RFC3168 AQM depl oynent in the internet.
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In 2020, Akamai conducted a study

(https://mil archive.ietf.org/arch/msg/tsvwg/ 2t bRHphJ8K CE6i s9n7i Qy-
VAZM ) of "downstrean (server to client) CE marking broken out by
ASN on two separate days, one in late March, the other in md July
[Hol land]. They concl uded that preval ence of CE-nmarki ng was | ow
across the ~800 ASNs observed (0.19% - 0.30% of ECT client |IPs ever
saw a CE mark), but it was growing, and that they could not determne
whet her the CE marking was due to a single queue or FQ They al so
observed that RFC3168 AQWs are not uniformy distributed. There were
three small | SPs where preval ence of CE-marki ng was above ~70%
indicating a |likely deploynment by the ISP. There were another four
smal | ASNs where the preval ence was between 10% and 20% which may

al so indicate deploynment by the ISP. There were also roughly six

| arger ASNs (and perhaps 20 small ASNs) where the preval ence was

bet ween 3% and 8%

In 2017, Apple reported on their observations of ECN marki ng by

net wor ks, broken out by country [Bhooma]. They reported four
countries that exceeded the gl obal baseline seen by Akamai, but one
of these (Argentine Republic) was |later discovered to be due to a bug
(https://datatracker.ietf.org/ neeting/ 106/ materi al s/slides-106-tsvwg-
sessa- 72-| 4s-dr aft s- 00#page=15), | eaving three countries: China 1% of
pat hs, Mexico 3.2% of paths, France 6% of paths. The percentage in
France appears consistent with reports
(https://milarchive.ietf.org/arch/nsg/tsvwg/

UyvpwUi NwOobd_Eyl BBV7kDRI Hs/) that fq_codel has been inplemented in
DSL home routers depl oyed by Free.fr.

I n Decenber 2020 - January 2021, Pete Heist worked with a snall
cooperative WSP in the Czech Republic to collect data on CE-narking
[1-D. hei st-tsvwg-ecn-depl oynment -observations]. Overall, 18.6% of
pat hs saw possi bl e RFC3168 AQM activity, which appears to place this
ISP in the small group with noderately high RFC3168 preval ence
reported by Akamai. This ISP was known to have depl oyed RFC3168
fg_codel equipnment in sone of their subnets, and in other subnets
there were 33 I Ps where possible AQM activity was observed via CE-
mar ks and/ or ECE fl ags, corresponding to approximtely 10% of paths.
It was agreed (https://mailarchive.ietf.org/arch/nsg/tsvwg/

R 7Gy| ByZuFa3_LTCWEf b- CYpw/ ) that these were likely to be due to
fg_codel inplementations in home routers deployed by nenbers of the
cooperati ve.

Wi te Expires 16 July 2026 [ Page 8]



I nternet-Draft L4S Qperational Guidance January 2026

The interpretation of these studies seens to be that there are no
known depl oynents of FIFO RFC3168, all of the known RFC3168

depl oynents are fqg_codel, the majority of the currently unknown
depl oynents are likely to be fg codel, and there may be a snall
nunber of networks where CE-marking is prevalent (and thus likely

| SP- managed) where it is currently unknown as to whether the source
is a FIFO or an FQ system

O her studies (e.g., [Tranmel], [Bauer], [Mandal ari]) have exani ned
ECN traversal, but have not reported data on preval ence of CE-marking
by networks. Another [Roddav] examined traces froma Tier 1 ISP |ink
in 2018 and observed that 94% of the non-zero ECN narked packets were
CE, which appears to reflect a m sconfiguration of equi pnent using
that |ink, as opposed to providing evidence of RFC3168 AQMV

depl oynent .

4.2. Future Experinents

The design of future experinents should consider not only the
detection of RFC3168 ECN marking, but also the determ nation whether
the bottl eneck AQMis a single queue (FIFO or a flow queuing (FQ
system It is believed that the vast mgjority, if not all, of the
RFC3168 AQWVE in use at bottlenecks are fl ow queuing systens (e.g.,
fqg_codel [RFC8290] or COBALT [Pal nei]).

[Briscoe] contains recomendations on some of the nechani sns that can
be used to detect RFC3168 bottl enecks. |In particular, Section 4 of
[Briscoe] outlines an approach for out-band-detection of RFC3168

bot t| enecks.

5. Operator of an L4S host

From a host’s perspective, support for L4S only involves the sender
via ECT(1) nmarking & L4S-conpati bl e congestion control. The receiver
is involved in ECN feedback but can generally be agnostic to whether
ECN is being used for L4S [ RFC9330]. Between these two entities, it
is primarily incunbent upon the sender to evaluate the potential for
presence of RFC3168 FI FO bottl enecks and nake deci si ons whet her or
not to use L4S congestion control. Wiile is is possible for a
receiver to disable L4S functionality by not negotiating ECN, a
general purpose receiver is not expected to performany testing or
moni toring for RFC3168, and is al so not expected to invoke any active
response in the case that such a bottl eneck exists.

Prior to deploynent of any new technology, it is comonplace for the
parties involved in the deploynent to validate the performance of the
new technology via lab testing, limted field testing, |arge scale
field testing, etc., usually in a progressive manner. The sane is
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5

5

1.

1.

expected for deployers of L4S technology. As part of that
validation, it is recomrended that depl oyers consider the issue of
RFC3168 FI FO bottl enecks and conduct experinments as described in the
previ ous section, or otherw se assess the inpact that the L4S
technology will have in the networks in which it is to be deployed,
and take action as is described further in this section. This sort
of progressive (increnmental) deploynent hel ps to ensure that any

i ssues are discovered when the scale of those issues is relatively
smal |

Some of the recommendations in this section involve the sender
determning (through various nmeans) the |ikelihood of a particul ar
pat h having a bottleneck that inplenments single queue RFC3168 AQM
Since this determ nation can be inprecise, there exists some risk
that a path is incorrectly classified. 1I1n the case of false-
positives (where a path is erroneously believed to contain RFC3168),
di scontinuing the use of L4S on that path would result in a |ost
opportunity for lowlatency | owloss service, and thus likely an
unnecessary degradation in the quality of experience for the user

In the case of false-negatives, the use of L4S has the potential to
result in a reduction in the throughput of non-L4S flows while the
L4S flow is active. |In environnents where the risk of false-
negatives is significant, it is recommended that hosts limt the use
of L4S congestion control to application-linited flows that are
especially sensitive to latency, |atency variation and | oss.

Server Type

I f pre-deploynent testing raises concerns about issues with RFC3168
bottl enecks, the actions taken may depend on the server type.

1. Ceneral purpose servers (e.g., web servers)

* Qut-of-band active testing could be perforned by the server. For
exanpl e, a JavaScript application could run simultaneous downl oads
(i.e. with and without L4S) during page reading tinme in order to
survey for presence of RFC3168 FI FO bottl enecks on paths to users
(e.g., as described in Section 4 of [Briscoe]).

* |In-band testing could be built into the transport protoco
i npl ementation at the sender in order to performdetection (see
Section 5 of [Briscoe], though note that this nechani sm does not
differenti ate between FIFO and FQ .

Depending on the details of the L4S congestion control

i npl ementation, taking action based on the detection of RFC3168 FIFO
bottl enecks may not be needed for short transactional transfers that
are unlikely to achieve the steady-state conditions where unfairness
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is likely to occur. For longer file transfers, it nmay be possible to
fall-back to O assic behavior in real-tine (i.e. when doing in-band
testing), or to cache those destinations where RFC3168 has been
detected, and disable L4S for subsequent long file transfers to those
desti nati ons.

1.2. Specialized servers handling |ong-running sessions (e.g., cloud
gam ng)

* Qut-of-band active testing could be perforned at each session
startup

* Qut-of-band active testing could be integrated into a "pre-
val idation" of the service, done when the user signs up, and
periodically thereafter

* | n-band detection as described in [Briscoe] could be perforned
during the session

2. Server depl oynent environment

The responsibilities of and actions taken by a sender may
additionally depend on the environnment in which it is deployed. The
foll owi ng sub-sections discuss two scenarios: senders serving a
limted, known target audience and those that serve an unknown target
audi ence.

2.1. Edge Servers

Some hosts (such as CDN | eaf nodes and servers internal to an | SP)
are deployed in environments in which they serve content to a
constrai ned set of networks or clients. The operator of such hosts
may be able to determ ne whether there is the possibility of

[ RFC3168] FIFO bottl enecks being present, and utilize this

i nformati on to nake decisions on sel ectively deploying L4S and/ or
disabling it (e.g., bleaching ECN). Furthernore, such an operator
may be able to deternmine the likelihood of an L4S bottl eneck being
present, and use this information as well.

It is recomended that L4S experinental deploynments begin with such
servers.

For exanple, if a particular network is known to have depl oyed | egacy
[ RFC3168] FIFO bottl enecks, usage of L4S for |ong capacity-seeking
file transfers on that network coul d be del ayed until those

bottl enecks can be upgraded to nitigate any potential issues as

di scussed in the next section
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Prior to deploying L4S on edge servers a server operator shoul d:

* Consult with network operators on presence of |egacy [ RFC3168]
FI FO bot t | enecks

* Consult with network operators on presence of L4S bottl enecks
* Perform pre-depl oynent testing per network

If a particular network offers connectivity to other networks (e.g.,
in the case of an ISP offering service to their custoner’s networks),
the lack of RFC3168 FI FO bottl eneck depl oynent in the | SP network
can't be taken as evidence that RFC3168 FI FO bottl enecks don't exi st
end-to-end (because one may have been depl oyed by the end-user
network). In these cases, deploynent of L4S will need to take
appropriate steps to detect the presence of such bottl enecks. At
present, it is believed that the vast majority of RFC3168 bottl enecks
in end-user networks are inplenentations that utilize fqg_codel or
Cake, where the unfairness problemis less likely to be a concern
VWhile this doesn't conpletely elimnate the possibility that a | egacy
[ RFC3168] FIFO bottl eneck could exist, it nonethel ess provides usefu
informati on that can be utilized in the decision naking around the
potential risk for any unfairness to be experienced by end users.

5.2.2. Oher hosts

Hosts that are deployed in |locations that serve a wide variety of
networks face a nore difficult prospect in terns of handling the
potential presence of RFC3168 FI FO bottl enecks. Nonethel ess, the
steps listed in the earlier section (based on server type) can be
taken to mnimze the risk of unfairness.

It is reconmrended that operators of such hosts consider carefully
whet her these hosts are appropriate for early experinmentation with
L4S.

The interpretation of studies on ECN usage and their depl oynent
context (see Section 4.1) has so far concluded that RFC3168 FI FO
bottl enecks are likely to be rare, and so detections using these
techni ques nay al so prove to be rare. Additionally, the nost recent
| arge scal e study [Holland] indicated that there were a small nunber
of networks in which RFC3168 bottl enecks are nore preval ent than the
gl obal average. Therefore, it may be possible for a host to naintain
a list of networks where L4S should not be enabl ed, and, for other
networ ks, to cache a list of end host ip addresses where a RFC3168
bottl eneck has been detected. Entries in such a cache would need to
age-out after a period of time to account for |P address changes,
pat h changes, equi pnent upgrades, etc.
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It has been suggested that a public block-list of donmains that

i mpl ement RFC3168 FI FO bottl enecks coul d be maintai ned. There are a
nunber of significant issues that would seemto nmake this idea

i nfeasible, not the | east of which is the fact that presence of
RFC3168 FI FO bottl enecks or L4S bottlenecks is not a property of a
domain, it is the property of a link, and therefore of the particul ar
current path between two endpoints.

It has al so been suggested that a public allowlist of domains that
are participating in the L4S experinent could be nmintained. This
approach woul d not be useful, given the presence of an L4S donain on
the path does not inply the absence of RFC3168 AQVs upstream or
downstream of that domain. Also, the approach cannot cater for
domains with a mx of L4S and RFC3168 AQVs.

6. Operator of a Network Enploying RFC3168 FI FO Bottl enecks

Wiile it is nore preferable for L4S senders to detect problens

t hensel ves, a network operator who has depl oyed equipnent in a likely
bottl eneck location (i.e. a link that is expected to frequently be
fully saturated) that is configured with a | egacy [ RFC3168] FI FO AQV
can take certain steps in order to inprove rate fairness between
classic traffic and L4S traffic, and thus enable L4S to be depl oyed
in a greater nunber of paths.

Sone of the options listed in this section may not be feasible in all
net wor ki ng equi prent .

6.1. Preferred Options

The options in this section preserve the ability of the bottleneck to
CE-mark ECT(1) packets as well as ECT(0) packets. The result of
these options is that hosts utilizing classic (RFC3168) ECN and hosts
utilizing L4S ECN receive the benefit of ECN. Further with these
options, the hosts that choose to use L4S ECN see the benefit of
reduced | atency and | atency-variati on conpared to hosts that choose
instead to use classic ECN

6.1.1. Upgrade AQVs to an L4S-aware AQM
If the RFC3168 AQM i npl enmentation can be upgraded to enabl e support
for L4S, either via [RFC9332] or via an L4S-aware FQ i npl enentati on,
this is the preferred approach to addressing potential unfairness,
because it additionally enables all of the benefits of L4S

Section 4.2 of [RFC9330] contains a description of the options
avai l abl e, including a discussion about L4S-aware FQ i npl enent ati ons.
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6.1.2. Configure Non-Coupled Dual Queue w th Shallow Target

Equi pnent supporting [ RFC3168] may be configurable to enable two
paral |l el queues for the same traffic class, with classification done
based on the ECN fi el d.

* Configure 2 queues, both with ECN; 50:50 WRR schedul er
- Queue #1: ECT(1) & CE packets - Shallow i mediate AQV t ar get
- Queue #2: ECT(0) & Not ECT packets - O assic AQMtarget

* Qutcone in the case of n L4S flows and m | ong-running C assic
flows

- if m&n are non-zero, flows get 1/2n and 1/2m of the capacity,
otherwise 1/n or 1/ m

- never < 1/2 each flow s rate if all had been d assic

This option would allow L4S flows to achieve |ow | atency, |ow | oss
and scal abl e throughput, but would sacrifice the nore precise flow
bal ance of fered by [ RFC9332]. This option would be expected to
result in sone reordering of previously CE marked packets sent by

Cl assic ECN senders, which is a trait shared with [RFC9332]. As is
di scussed in [RFC9331], this reordering would be either zero risk or
very |low risk.

If classification based on the ECN field isn't possible in the

bottl eneck, this option may still be useful if an external system can
be configured to reflect the ECN codepoint to another field that
could then be used as an alternative identifier to classify traffic
into Queue #1. For exanple, if at network ingress an edge router can
apply a local -use DSCP to ECT(1) & CE packets, the bottleneck can
then utilize a DSCP classifier. Simlarly, in MPLS networks, ECT(1)
& CE packets could use a different EXP val ue [ RFC5129] than classic
packets. Mdyre generally, any tunneling protocol can be used to proxy
the ECN val ue of the encapsul ated packet to its outer header,
enabling bottl enecks to classify packets based on their input virtua
i nterface.
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6.1.3. Approximte Fair Dropping

The Approxi mate Fair Dropping ([AFD]) algorithmtracks individua
flow rates and introduces either packet drops or CE-marks to each
flowin proportion to the anount by which the flow rate exceeds a
computed per-flow fair-share rate. Were an inplenentati on of AFD or
an equivalent algorithmis available, it could be enabled on an
interface with a singl e-queue RFC3168 AQM as a fairly |ightweight way
to inject additional ECN marks into any significantly higher rate
flows. See also [Cisco-N9000].

6.1.4. Replace RFC3168 FIFO with RFC3168 FQ

As discussed in Section XREF, inplenmentations of RFC3168 with an FQ
schedul er (e.g., fg_codel or Cake) significantly reduce the

I'i keli hood of experiencing any unfairness between O assic and L4S
traffic.

6.1.5. Do Nothing

If it is infeasible to inplenent any of the above options, it may be
preferabl e for an operator of RFC3168 FIFO bottl enecks to | eave them
unchanged. In nany deploynment situations the risk of fairness issues
may be very low, and the inpact if they occur may not be particularly
troubl esone. This could, for instance, be true in bottlenecks where
there is a high degree of flow aggregation or in high-speed

bottl enecks (e.g., greater than 100 Mops).

6.2. Non-Preferred Options

The options in this section cone with a downside that they treat
ECT(1) packets as Not ECT, and thus don’'t provide the |atency/loss
benefit to flows marked ECT(1) (i.e. L4S flows). |In the case that
there is a strong concern about per-flow fairness between L4S fl ows
and Classic flows in an RFC3168 FI FO bottl eneck, and none of the
renedies in the previous section can be inplenmented, the options
listed in this section could be considered. These options are non-
preferred because bottl enecks that inplement themcreate a dilema
for operators of hosts, in that the application could see better
performance if it uses classic (RFC3168) ECN rather than L4S ECN

6.2.1. Configure Non-Coupl ed Dual Queue Treating ECT(1) as Not ECT
* Configure 2 queues, both with AQM 50: 50 WRR schedul er
- Queue #1: ECT(1) & Not ECT packets - ECN di sabl ed

- Queue #2: ECT(0) & CE packets - ECN enabl ed

Wi te Expires 16 July 2026 [ Page 15]



I nternet-Draft L4S Qperational Guidance January 2026

* Qutcone
- ECT(1) treated as Not ECT
-  Flow balance for the 2 queues is the sanme as in Section 6.1.2

This option could potentially be inplenmented using an identifier
other than the ECN field, as discussed in Section 6.1.2.

6.2.2. WRED with ECT(1) Differentiation

This configuration is simlar to the option described in
Section 6.2.1, but uses a single queue with WRED functionality.

* Configure the queue with two WRED cl asses
- Cass #1: ECT(1) & Not ECT packets - ECN di sabl ed
- Cass #2: ECT(0) & CE packets - ECN enabl ed

This option could potentially be inplenmented using an identifier
other than the ECN field, as discussed in Section 6.1.2.

6.2.3. Configure AQMto treat ECT(1l) as Not ECT
If equi pnent is configurable in such a way as to only supply CE marks
to ECT(0) packets, and treat ECT(1) packets identically to Not ECT, or
i s upgradable to support this capability, doing so will elimnate the
ri sk of unfairness.

6.2.4. ECT(1l) Tunnel Bypass
Tunnel ECT(1) traffic through the RFC3168 bottleneck with the outer
header indicating Not-ECT, by using either an ECN tunnel ingress in
Conpatibility Mbde [ RFC6040] or a Linmted Functionality ECN tunnel
[ RFC3168] .
Two variants exist for this approach

1. per-domain: tunnel ECT(1) pkts to dommin edge towards dst

2. per-dst: tunnel ECT(1) pkts to dst
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6.3. Last Resort Options

If serious issues are detected, where the presence of L4S flows is
determned to be the likely cause, and none of the above options are
i npl ementabl e, the options in this section can be considered as a

| ast resort. These options are not recomended.

6.3.1. Disable RFC3168 Support

Di sabling an [ RFC3168] AQV from CE nar ki ng both ECT(0) traffic and
ECT(1) traffic elimnates the unfairness issue. A downside to this
approach is that classic senders will no | onger get the benefits of
Explicit Congestion Notification at this bottleneck either. This
alternative is only mentioned in case there is no other way to
reconfigure an RFC3168 AQM

6.3.2. Re-mark ECT(1) to NotECT Prior to AQM

Remar ki ng ECT(1) packets as Not ECT (i.e. bleaching ECT(1)) ensures
that they are treated identically to classic Not ECT senders.

However, this action is not recomended because a) it would al so
prevent downstream L4S bottl enecks from providing high fidelity
congestion signals; b) it could lead to problens with future
experinents that use ECT(1) in alternative ways to L4S; and c) it
woul d violate requirenents in [RFCO331]. This alternative is

menti oned as an absolute |l ast resort in case there is no other way to
reconfigure an RFC3168 AQM

Note that the CE codepoint nust never be bleached, otherwi se it would
bl ack- hol e congesti on indications.

7. Operator of a Network Enploying RFC3168 FQ Bottl enecks

A network operator who has depl oyed fl ow queui ng systens that

i mpl ement RFC3168 (e.g., fg_codel or CAKE using default hashing) at
network bottlenecks will likely see fewer potential issues when L4S
traffic is present on their network as conpared to operators of
RFC3168 FI FOs. As discussed in Section 3, the flow queui ng nechani sm
will typically isolate L4S flows and Classic flows into separate
queues, and the scheduler will then enforce per-flow fairness. As a
result, the potential fairness issues between Cassic and L4S traffic
that can occur in FIFGs will typically not occur in FQ systens. That
sai d, FQ systens commonly treat a tunneled traffic aggregate as a
single flow, and thus a tunneled traffic aggregate that contains a

m x of Classic and L4S traffic will utilize a single queue, and the
traffic within the tunnel could experience the sane fairness issue as
has been described for RFC3168 FIFGCs. This unfairness is conpounded
by the fact that the FQ scheduler will already be causing unfairness
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to flows within the tunnel relative to flows that are not tunnel ed
(each of which gets the sanme bandw dth share as does the tunnel).
Addi tionally, many of the depl oyed RFC3168 FQ systens currently

i mpl ement an AQM al gorithm (either CoDel or COBALT) that is designed
for Classic traffic and reacts sluggishly to L4S (or unresponsive)
traffic, with the result being that L4S senders could in sone cases
see worse |l atency performance than C assic senders.

VWil e the potential unfairness result is arguably less inmpactful in
the case of RFC3168 FQ bottlenecks, it is believed that RFC3168 FQ
bottl enecks are currently nore comon than RFC3168 FI FO bottl| enecks.
The nost common depl oynents of RFC3168 FQ bottl enecks are in hone
routers running OpenWRT firmnare where the user has turned the
feature on.

As is the case with RFC3168 FIFOs, the preferred renedy for a network
operator that wi shes to enable the best perfornmance possible with
regard to L4S, is for the network operator to update RFC3168 FQ

bottl enecks to be L4S-aware (in the case of |inux bottl enecks, see
Appendi x A). In cases where that is infeasible, several of the
renedi es described in the previous section can be used to reduce or
elimnate these issues.

* Configure AQMto treat ECT(1) as Not ECT
* Di sabl e RFC3168 Support
* Re-mark ECT(1) to NotECT Prior to AQV

Note that sone FQ schedul ers can be configured to intentionally
aggregate multiple flows into each queue. This m ght be used, for
instance, to inplenment per-user or per-host fairness rather than per-
flow fairness. In this case, if the flow aggregates contain a m x of
Classic and L4S traffic, one would expect to see the sane potenti al
unfairness as is seen in the FIFO case. The sane remedi es nentioned
above would apply in this case as well.

8. Conclusion of the L4S experi nent
Thi s section gives guidance on how L4S-depl oyi ng networ ks and

endpoi nts should respond to either of the two possibl e outcones of
the | ETF-supported L4S experinent.
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1. Termination of a successful L4S experi nent

If the L4AS experinment is deened successful, the | ETF woul d be
expected to nove the L4S specifications to standards track. Networks
woul d t hen be encouraged to continue/ begi n depl oyi ng L4S-awar e nodes
and to replace all non-L4S-aware RFC3168 AQVs al ready depl oyed as far
as feasible, or at least restrict RFC3168 AQMto interpret ECT(1)
equal to NotECT. Networks that participated in the experinent would
be expected to track the evolution of the L4S standards and adapt
their inplenentations accordingly (e.g., if as part of switching from
experinental to standards track, changes in the L4S RFCs becone
necessary).

2. Termnation of an unsuccessful L4S experi nment

If the L4S experinment is deened unsuccessful (e.g., due to |lack of
depl oynent of conpliant end-systens or AQWs), it might need to be
term nated: any L4S network nodes shoul d then be un-depl oyed and the
ECT(1) codepoi nt usage should be rel eased/recycled as quickly as
possi bl e, recognizing that this process may take sone tine. To
facilitate this potential outcome, [RFC9331] requires L4S hosts to be
configurable to revert to non-L4S congestion control, and networks to
be configurable to treat ECT(1) the sane as ECT(O0).
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Appendi x A.  Support for L4S in Linux fqg_code

As of kernel version 5.16, the linux fg_codel qgdisc [tc-fqg_codel]
supports L4S via the ce_threshold and ce_threshol d_sel ector
paraneters. Setting ce threshold to an appropriate value (e.qg.
"1ms"), and setting the ce_threshold selector to match ECT1 narked
packets (i.e. "0x1/0x3") enables support for L4S
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