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Abstract

Thi s docunent defines how Datagram Transport Layer Security (DTLS)
1.3 is used to establish keys for securing SCTP using the DTLS Chunk
mechanism It specifies how a DILS handshake is used to establish
the initial security context for an SCTP associ ati on and descri bes
procedures for key updates and post-handshake authentication. The
goal is to enable authenticated, and confidential comunication over
SCTP using the DTLS Chunk, |everagi ng standardi zed DTLS features for
key managenent and rekeyi ng.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 3 Septenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The Stream Control Transm ssion Protocol (SCTP) is a transport
protocol designed to support nessage-oriented comunication wth
features such as nmulti-streanmng and nulti-honming. |n nmany

depl oynents, particularly those tel econmuni cati on networks and WbRTC
data channels, it is essential to provide confidentiality, integrity,
and peer authentication for SCTP traffic.

[ RFC6083] defines a nmechanismfor securing SCTP by encapsulating it
over DTLS 1.0/1.2, establishing a secure channel between SCTP

endpoi nts. However, with the introduction of DTLS 1.3 [RFC9147], the
protocol underwent significant changes, including renmoval of
renegoti ati on, a new key schedul e, and support for post-handshake
operations. Wthout additional description, RFC 6083 cannot be used
with DTLS 1.3

Additionally, [I-D.ietf-tsvwg-sctp-dtls-chunk] defines a new nethod

for secure and confidential transfer for SCTP packets but |eaves key
managenment to a separate specification.
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Thi s docunent conplenments [I-D.ietf-tsvwg-sctp-dtls-chunk] by

speci fying how DTLS 1.3 is used to derive and manage the

crypt ographi c keys required for use with the DILS Chunk, addressing
key managenent aspects not covered in that specification
Specifically, it describes:

* How the DTLS 1.3 handshake establishes the initial security
cont ext between SCTP endpoints.

* How keying material is derived and associated with the SCTP
associ ation.

*  How DTLS 1.3 features, such as key updates and post-handshake
aut hentication, are | everaged to support |long-lived secure
sessi ons.

The goal of this specification is to nodernize and extend the
approach defined in RFC 6083, aligning it with the architectural and
crypt ographi ¢ changes introduced in DTLS 1.3, while enabling a

cl eaner and nore efficient integration with native SCTP
functionality.

2. Conventions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Architecture
Thi s docunent describes how Dat agram Transport Layer Security (DTLS)
1.3 is used to establish keys for securing SCTP using the DTLS Chunk
as defined in [I-D.ietf-tsvwg-sctp-dtls-chunk]. This approach
conbi nes the performance and encryption flexibility of DTLS Chunks
with the integrated key nanagenment capabilities of DTLS
The key characteristics of the solution are as foll ows:
* Application data is protected using DTLS Chunks.

* The DTLS handshake is used to establish keying naterial,
al gorithms, and paranmeters for use with DILS Chunks.

* DILS and rel evant extensions are used to negotiate cryptographic

al gorithms and paraneters, perform extended key updates, enable
| arger record sizes, and support post-handshake aut henti cation
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* Al other DTLS record-1layer content types are protected using
standard DTLS record fram ng

Application data (except the nessages for post handshake
authentication) is never transnitted in DILS record-|ayer
application_data records. |Instead, application data is sent via SCTP
DATA chunks which are protected by the DTLS Chunk Protection
Qperator. This operator encapsul ates all SCTP chunks into a DILS
Chunk, applying appropriate protection

The figure belowillustrates the architecture, highlighting the role
of the upper-layer protocol (ULP), which acts as the consuner of
SCTP' s transport services. The ULP may interface directly with the
SCTP stack or operate through the DTLS 1.3 stack. This specification
bui l ds upon DTLS 1.3 by introduci ng additional extensions to support
enhanced functionality, including post-handshake authentication as
described in [RFC9261] and the extended key update mechani sm defi ned
in[l-Dietf-tls-extended-key-update].

Following the initial SCTP association setup, a DILS 1.3 handshake is
performed to mutually authenticate the endpoints and to derive keying
material for the DILS Chunk Protection Qperator. The TLS exporter,
as defined in Section 7.5 of [RFC8446], is used to derive this keying
material. It leverages the sane cryptographic algorithnms that were
negoti ated during the DILS handshake for use with the DILS Record
Layer, thereby elimnating the need for separate al gorithm
negoti ati on for the DILS Chunk. However, this approach requires that
only algorithmsuites conpatible with both DILS 1.3 and DTLS Chunks
be configured and support ed.
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4. Setting the Keys Initially

The followi ng figure shows when the key exporter is used to get key
material fromthe DTLS connection. Then keys are derived fromthat
and t he diagram al so shows when these keys are configured for the
DTLS chunk and al so when the SCTP stack is instructed to discard
recei ved SCTP packets, when they are unprotected.

dient Server
Record 0O
ClientHello caeeaa--- >
(epoch=0)
Record 0O
<m-mm--e- ServerHel l o
(epoch=0)
{ Encr ypt edExt ensi ons}
(epoch=2)
{Certificate}
(epoch=2)
{CertificateVerify}
(epoch=2)
{Fi ni shed}
(epoch=2)
Record 1
{Certificate} -------- >
(epoch=2)
{CertificateVerify}
(epoch=2)
{Fi ni shed}
(epoch=2)

SET RECV KEYS
SET RECV KEYS

SET SEND KEYS
Record 1
<mmmmm- - [ ACK]
(epoch=3)
ENFORCE PROTECTI ON

SET SEND KEYS
on sender dry event

or
on reception of
prot ect ed packet
ENFORCE PROTECTI ON

Figure 2: Usage of Key Exporter
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The key derivation takes into account which protection solution
identifiers have been sent and received. This way the communication
is protected agai nst downgrade attacks agai nst the SCTP handshake.

TBD: Take the nessage flow into account which was presented by
Magnus.

TBD: Provide formulas for deriving the keys and inprove the nessage
sequence di agram

5. Updating the Keys

For updating the keys used for the DTLS chunk, the key updated
described in [RFC9147] MJST NOT be used, since it does not update the
exporter keys. Therefore the extended key update as described in
[1-D.ietf-tls-extended-key-update] MJST be used. When a receive key
for epoc n + 1 is installed, the receive key for epoc n - 1 SHOULD be
renoved. Deriving the keys fromthe exported keys is done simlar to
the initial derivation.

TBD: Provide forrmulas for the key derivation and a nessage sequence
di agram for the extended key update.

6. Post-Handshake Aut hentication

SCTP peers may require periodic re-authentication after the DILS
handshake has conpleted. This is needed, for exanple, to denobnstrate
conti nued possession of a private key. In such cases, peers MJST use
t he post-handshake authenticati on nechani sm defined in [ RFC9261].

The application-layer protocol running over DILS MJUST be used to
transmt the Authenticator Request. Either the SCTP client or the
SCTP server may initiate this request using the established DILS
connecti on.

Sinmlarly, the application-layer protocol running over DTLS MJST be
used to transmt the correspondi ng Aut henti cator nessage.

TBD: A description of the application-layer message format(s) that
carry the Authenticator Request and Authenticator will be provided in
a future revision. This includes a nessage sequence chart
illustrating the comunication

7. | ANA Consi derations

Note: I ANA is requested to replace RFC-to-be with a reference to this
docunent .
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I ANA is requested to add the following entry to the DILS Key
Management Method Identifiers registry of the Stream Control
Transm ssion Protocol (SCTP) Paraneters group:

[ ety e ety el Sl ————
| Identifier | Key Managerment Method Nane | Reference | Contact |
B oo e s e e e sy e o}
| 1 | Single DTLS Connection | RFC-to-be | Docunent |
| | | | Authors |
I i e i F-- - - - F--- - - +

Table 1
8. Security Considerations
TBD.
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