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Abst r act

Thi s docunent specifies a cautious nethod for | ETF transports that
enabl es fast startup of congestion control for a w de range of
connections, known as "Careful Resune". It reuses a set of conputed
congestion control parameters that are based on previously observed
pat h characteristics between the sane pair of transport endpoints.
These paraneters are saved, allowing themto be later used to nodify
the congestion control behaviour of a subsequent connection

It describes assunptions and defines requirenents for how a sender
utilises these paraneters to provide opportunities for a connection
to nore rapidly get up to speed and rapidly utilise avail able
capacity. It discusses how use of this nethod inpacts the capacity
at a shared network bottleneck and the safe response that is needed
after any indication that the newrate is inappropriate.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths

and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 13 February 2026
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I nt roducti on

Al'l Internet transports are required to either use a Congestion
Control (CC) algorithm or to constrain their rate of transm ssion

[ RFC8085]. In 2010, a survey of alternative CC algorithnms [RFC5783]
noted that there are chall enges when a CC al gorithm operates across
an Internet path with a high and/or varying Bandw dt h- Del ay Product
(BDP). The specified nmethod targets a solution for these chall enges.

A CC algorithmtypically takes tinme to ranp up the sending rate,
called the "Slow Start Phase", informally known as the tinme to "Get
up to speed". This defines a time in which a sender intentionally
uses | ess capacity than might be available, with the intention to
avoid or limt overshoot of the avail able capacity for the path.

This seeks to avoid an increase queuing (latency or jitter) and/or
congestion packet loss for the flow Any overshoot of the bottleneck
rate can have a detrinmental effect on other flows that share a comon
bottl eneck. A sender can also use a nethod that observes the rate of
acknow edged data to seek to avoid an overshoot of this bottleneck
capacity (e.g., Hystart++ [RFC9406]). |In the extrene case, an
overshoot can result in persistent congestion wth unwanted
starvation of other flows [RFC8867] (i.e., preventing other flows
fromsuccessfully sharing the capacity at a common bottl eneck).
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Thi s docunment specifies Careful Resume. The nethod seeks to reduce
the time to conplete a transfer when the sending rate is limted by
the congestion controller. That is, when a transfer seeks to send
significantly nore data than allowed by the Initial congestion W ndow
(I'W and where the BDP of the path is also significantly nore than
the product of the IWand path Round Trip Tinme, RTT

Careful Resune introduces an alternative nethod to select initial CC
paraneters that seeks to nore rapidly and safely grow the sending
rate controlled by the congestion w ndow (C\\D) .

Careful Resune is based on tenporal sharing (sonetinmes known as
caching) of a saved set of CC paraneters that relate to previous
observations of the sane path. The paraneters include: the
saved_cwnd for the path, the mnimum RTT, and a Lifetinme for using
these paraneters. The paranmeters are saved and used to nodify the CC
behavi our of a subsequent connection between the sane endpoints.

CC algorithms that are rate-based can nake sinmilar adjustnents to
their target sending rate. When saving the observed capacity, sone
CC al gorithnms mght save a different paraneter that is equivalent to
the saved cwnd. For exanple, a rate-based CC algorithm such as BBR
[I-D.ietf-ccwg-bbr] can retain the value of the bottl eneck bandw dth
required to reach the capacity available to the flow (e.g.,

BBR. max_bw) .

1.1. Use of saved CC paraneters by a Sender
CC paraneters are used by Careful Resune for three functions:

1. Information to confirmwhether a saved path corresponds to the
current path.

2. Information about the utilised path capacity and observed RTT to
set CC paraneters for the current connection

3. Information to check the CC paranmeters are not too ol d.

"CGenerally, inplenentations are advised to be cautious when using
saved CC paraneters on a new path", as stated in [RFCO000]. Wile
this statement was in the context of the QU C transport protocol,
this advice is also appropriate for any | ETF transport protocol
Care is therefore needed to assure safe use and to be robust to
changes in traffic patterns, network routing, and l|ink/node
conditions. There are cases where using the saved paraneters of a
previ ous connection is not appropriate (see Section 4).

Kuhn, et al. Expires 13 February 2026 [ Page 4]



I nternet-Draft Car ef ul Resune August 2025

1.2. Receiver Preference

Whi | st the sender could take optim sation decisions wthout
considering the receiver’s preference, there are cases where a
receiver could have information that is not available at the sender,
or mght benefit from understanding that Careful Resune night be
used. In these cases, a receiver could explicitly ask to either
enable or inhibit Careful Resune when an application initiates a new
connecti on.

Exanpl es where a receiver nmight request to inhibit using Careful
Resune i ncl ude:

1. a receiver that can predict the pattern of traffic (e.g., insight
into the volume of data to be sent, the expected length of a
connection, or the requested maxi numtransfer rate);

2. areceiver with a local indication that a path/local interface
has changed since the CC paraneters were saved;

3. know edge of the current hardware Iimtations at a receiver;

4. a receiver that can predict additional capacity will be needed
for other concurrent or later flows (i.e., it prefers to activate
Careful Resume for a different connection).

1.3. Transport Protocol Interaction

The CWND is one factor that Iimts the sending rate of a transport
protocol. O her mechanisns al so constrain the nmaxi num sending rate.
These include the sender pacing rate and the receiver-advertised

wi ndow (or flow credit), see Section 4.7.

1.4. Exanples of Scenarios of Interest

This section provides a set of exanples where Careful Resune is
expected to inprove performance. Either endpoint can assune the role
of a sender or a receiver. Careful Resune al so supports a
bidirectional data transfer, where both endpoints sinultaneously send
data (e.g., renote execution of an application, or a bidirectiona

vi deo conference call).

For exanpl e, consider an application that uses a series of
connections over a path: Wthout a new method, each connection would
need to individually discover appropriate CC paraneters, whereas
Careful Resune allows the flowto use a rate based on the previously
observed CC paraneters
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Anot her exanpl e considers an application that connects after a

di sruption had tenporarily reduced the path capacity: Wen this
endpoint returns to use the path using Careful Resune, the sending
rate can be based on the previously observed CC paraneters.

There is a particular benefit for any path with an RTT that is nuch
larger than for typical Internet paths. 1n a specific exanple, an
application connected via a satellite access network [I1JSCN] coul d
take 9 seconds to conplete a 5.3 MB transfer using standard CC
whereas a sender using Careful Resunme could reduce this transfer tine
to 4 seconds. The tine to conplete a 1 MB transfer could simlarly
be reduced by 62 %[ MAPRGL11l]. This benefit is also expected for
other sizes of transfer and for different path characteristics when a
path has a | arge BDP

1.5. Design Principles

Resum ng a connection with CC paraneters that were observed during a
previ ous connection is inherently a tradeoff between the potential
performance gains for the new connection and the risks of degraded
performance for other connections that share a conmon bottl eneck

The specified nethod is designed to obtain good perfornmance when
resuming is appropriate, while seeking to mnimse the inpact on

ot her connections when it is not appropriate.

The followi ng precautions mtigate the risk of a sender adding
excessi ve congestion to a path:

The first precaution is to recogni se whether the conditions have
changed so much that the saved values are no longer valid. W
describe that as the "Reconnai ssance Phase". During that phase,
the sender will not send nmore data than allowed for any new
connection, e.g., using the recomended maxi mum I Wfor the first
RTT of transmitting data [ RFC6928] [ RFC9002]. The sender will
only proceed with the resune process if the reconnai ssance

succeeds. If it fails, for example if previous packets in a
connecti on experience congestion or the RTT is significantly
different, the sender will follow the standard process for a new

connection. This provides sonme protection agai nst aggravating
severe congestion and to establish the mninum RTT.

The second precaution is to cautiously use the saved paraneters
when resuming. This is called the "Unvalidated Phase". For
exanple, the jump in the size of CWND/rate is restricted to a
fraction (1/2) of the saved_cwnd, to avoid starving other flows
that may have started or increased their capacity after the | ast
capacity neasurenent. The sanme principle applies for CC
algorithms that use different paraneters to classic TCP CC. i.e.
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a sender nust not send faster than allowed by a fraction of the
saved CC paraneters. For exanple, a connection using a rate-based
CC algorithm (e.g., BBR) will set the pacing rate to half the
remenbered val ue of the "bottl eneck bandwi dth". The sender al so
needs to pace all unvalidated packets, to ensure the rate does not
exceed the previously used rate. This is intended to avoid a
sudden influx of packets that could result in building a

bottl eneck queue and di srupting existing flows. Successfu
validation can allow further increases of the CAWND;, after first
validating that the used rate did not result in congestion

The third precaution is to enter a "Safe Retreat Phase" if the
validation fails, for exanple if congestion is detected during
validation. The risk here is that the trial use of the saved CC
paraneters coul d have disrupted existing connections. For

exanpl e, consider a connection using Reno TCP CC. When exiting
"slow start" node due to | oss, Reno would normally update the CW\D
to a "slow start threshold" set to half the volunme of data in
flight. However, during this validation the CAND is restored from
the saved CC parameters. The resultant sending rate could be ruch
| arger than the value that woul d have been reached by a "standard"
slow start process, resulting in an overload of the path that
potentially could cause significant congestion to other flows.
Instead of continuing with that "too | arge" value, the retreat
process resets the congestion wi ndow (rate) to a value no greater
than what a standard process woul d have di scovered. For other CC
al gorithms, such as Cubic [RFC9438] or BBR, the inplenentation
details may differ, but the principle remains: trying and failing
shoul d not unduly di sadvantage exi sting connections that share a
common bottleneck (e.g., resulting in starving these connections).

2. Language, Notation and Terns

Thi s subsection provides a brief summary of key terns and the
requi renents | anguage.

2. 1.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Kuhn,
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2.2.

The Renote Endpoi nt

The Renote Endpoint is an inplenentation-dependent val ue that

identifies the sender’s view of the network path being used.

This is

used to match the current path with a set of CC paranmeters associ ated
with a previously observed path. It includes:

*

an identifier representing the sending interface (e.g., a globally
assigned address/prefix or other local identifier);

an identifier representing the destination (e.g., a nane or IP
addr ess).

The Renote Endpoint could al so include information such as the DSCP
the transport ports, etc. If included, such information needs to be
set consistently for a resuned connection to the sane endpoint.

Al t hough additional information could inprove the path
differentiation, it could reduce the re-usability of saved

par armet ers

The saved CC paraneters can only be used to nodify the startup when
the Renote Endpoint is not known to have changed (see Section 3.2).

2. 3.

Loggi ng Support

Thi s docunent defines triggers to support |ogging key events. [LOG
provi des definitions that enable a Careful Resume inplenmentation to
generate gl og events when using QU C

2. 4.

Not ati on and Terns

The docurent uses | anguage drawn from a range of |ETF RFCs. The
followi ng terns are defined:

Kuhn,

Beta: A scaling factor between 0.5 and 1, the default value is
0. 5.

Careful Resune (CR): The nethod specified in this docunent to
select initial CC paraneters and to nmore rapidly and safely
increase the initial sending rate.

CC paraneters: A set of saved congestion control paranmeters from
observing the capacity of an established connection (see
Section 1.1).

CWND: The congestion wi ndow, or equivalent CC variable linmting
the maxi mum sending rate (see [ RFC5681]);
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current rtt: A sanple neasurenment of the current RTT;

flight_size: The current vol une of unacknow edged data (see
[ RFC5681] ) ;

junp_cwnd: The resunmed CVWAD, used in the Unvalidated Phase.

Lifetime: The time after which a set of saved CC paraneters can no
| onger be safely re-used.

max_j unmp: The configured maxi mum j unp_cwnd;

Pi peSi ze: A nmeasure of the validated avail abl e capacity based on
the acknow edged dat a;

Renot e Endpoi nt: The endpoint corresponding to a connection; see
Section 2.2;

saved_cwnd: A CC paraneter with the preserved capacity derived
from observation of a previous connection (see Section 4.1);

saved _renpote_endpoint: The Renpte Endpoint that was associ ated
with a set of saved CC paraneters;

saved_rtt: A CC paraneter with the preserved m ni mum RTT (see
Section 4.1).

unval i dat ed packet: A packet sent when the CWND has been increased
beyond the size normally pernitted by the CC algorithm if such a
packet is acknow edged, it contributes to the PipeSize, but if
congestion is detected, it triggers entry to the Safe Retreat
Phase.

3. The Phases of CC using Careful Resune
This section defines a series of phases that the congestion

controll er noves through as a connection uses Careful Resune. Each
rule is prefixed by the name of the rel evant phase.
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Normal CC...> Connect -> Reconnaissance -------------------- > Normal CC
(Cbservi ng) | n

v I

Unvalidated -------------------------- +

I I

| +--> Validating -------------- +

I I I

I I I

Fomee - +--> Safe Retreat ---+

Figure 1: Key transitions between Phases in Careful Resune

The key phases of Careful Resune are illustrated in Figure 1.
Exanmpl es of transitions between these phases are provided in
Appendi x A

3.1. (Observing

An established connection can save a set of CC parameters for the
specific path to the current endpoint. A set of CC paraneters
includes the Lifetinme (e.g., as a tinestanp after which the
paraneters nust not be used), and corresponds to one
saved_renote_endpoi nt.

The following rules apply to observing a flow

* (Cbserving (saved _cwnd): The currently utilised capacity for the
connection is neasured as the volune of bytes sent during an RTT
and is recorded in the saved cwnd. This could be conputed by
measuring the volume of data acknow edged in one RTT. |If the
measured CAND is |l ess than four times the Initial Wndow (IW the
sender can choose to not save the CC paraneters, because the
addi tional actions associated with perform ng Careful Resune for a
smal | CWAD woul d not justify its use.

* (bserving (saved_rtt): The mininmum RTT at the tinme of observation
is saved as the saved rrt.

* (Cbserving (Updating saved CC paraneters): A sender MJST NOT retain
nmore than one set of CC paraneters for a Renpte Endpoint, but the
set of CC paraneters SHOULD be updated (or replaced) after a |ater
observation of a path to the same Renpte Endpoint.

I mpl enent ati on notes are provided in Section 4.1
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3. 2. Reconnai ssance Phase

During this phase, the sender attenpts to retrieve congestion contro
paraneters that were previously saved, then deternm ne whether the
path is consistent with a previously observed path (i.e, natch the
saved renmpote_endpoint in a set of saved CC paraneters).

The sender enters the Reconnai ssance Phase after connection setup
(using normal CC). In this phase, the CWND is initialised to the IW
and the sender transmts any initial data.

In the Reconnai ssance Phase, the sender performs the follow ng
actions:

* Reconnai ssance Phase (Received acknow edgment): The CAND is
i ncreased using normal CC as each ACK confirns delivery of
previ ously unacknow edged data (i.e., the base congestion contro
al gorithm continues to operate nornmally).

The sender exits the Reconnai ssance Phase and stops using Carefu
Resunme when one of the followi ng events occurs:

* Reconnai ssance Phase (Detected congestion): |If the sender detects
congestion (e.g., packet |loss or ECN-CE marking), this indicates
that use of the saved CC paraneters is inappropriate. The sender
stops using Careful Resune and MJST continue using normal CC to
respond to the detected congestion

* Reconnai ssance Phase (Using saved cwnd): Only one connection can
use a specific set of saved CC paraneters. |f another connection
has already started to use the saved_cwnd, the sender MJST exit
Careful Resunme and return to use normal CC

* Reconnai ssance Phase (Path change): |If the Renpte Endpoint is not
the sane as any saved_renote_endpoint, or the sender receives a
signal fromthe local stack indicating that the path is now
different to the observed path, the sender MJST stop using Carefu
Resunme and returns to use normal CC

* Reconnai ssance Phase (Lifetinme of saved CC paraneters): The CC
paraneters are tenporal. |If the Lifetinme of the observed CC
paraneters is exceeded, this set of CC paraneters are not used,
the saved CC paraneters are del eted and MJST stop using Carefu
Resunme and returns to use normal CC

* Reconnai ssance Phase (M nimum RTT too small): If the mnimmRTT

recorded in the Reconnai ssance Phase is |less than or equal to
(saved rtt / 2) (see Section 4.2.1), the sender MJST enter stop
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usi ng Careful Resunme (logged as rtt_not_validated in [LOF) and
returns to use normal CC. This is because the calculation of a
sending rate froma saved_cwnd is directly inpacted by the RITT,
therefore a significant change in the RTT is a strong indication
that the previously observed CC paraneters are not valid for the
current path.

Note: When a path is not confirned, Careful Resume does not nodify
the CAND before it exits to use normal CC

The sender is pernitted to enter the Unvalidated Phase as descri bed
bel ow.

* Reconnai ssance Phase (Path confirmed): Wen the sender has
recei ved an acknow edgenent for all the initial data (usually the
IW without reported congestion, it MAY then enter the Unvali dated
Phase. Although a sender can inmmediately transition to the
Unval i dat ed Phase, this transition MAY be deferred to the tine at
which nore data is sent than would have normally permtted by the
CC al gorithm

I npl enent ati on notes are provided in Section 4.2.
3.3. Unvalidated Phase

The Unval i dated Phase is designed to enable the CAND to nore rapidly
get up to speed by using paced transm ssion of a tentatively
i ncreased CWAD.

On entry to the Unvalidated Phase, the follow ng actions are
per f or med:

* Unval idated Phase (Initialising PipeSize): The variable PipeSize
is initialised to the flight _size on entry to the Unvalidated
Phase. This records the used portion of the CWD before a junp is
appl i ed.

* Unval i dated Phase (Setting the junp_cwnd): To avoid starving other
flows that could have either started or increased their use of
capacity since observing the capacity of a path, the junp_cwnd
MUST be no nore than half of the saved cwnd. Hence, junp_cwnd is
| ess than or equal to M n(max_junp, (saved _cwnd/2)). CMD =
j unp_cwnd.

In the Validating Phase, the sender perforns the follow ng actions:

* Unval i dat ed Phase (Pacing transm ssion): Al packets sent in the
Unval i dat ed Phase MJUST use paci ng based on the current rtt.
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* Unval i dat ed Phase (Tracking PipeSize): The variable PipeSize is
i ncreased by the volume of data acknow edged by each received ACK
(This indicates a previously unvalidated packet has been
successfully sent over the path.)

The sender exits the Unvalidated Phase and enters the Safe Retreat
Phase when one of the follow ng events occurs:

* Unval i dated Phase (Confirm ng the path during transmission): |If
the sender determines that it is not valid to use the previous CC
paraneters due to a detected path change (e.g., a change in the
RTT or an explicit signal indicating a path change), the Safe
Retreat Phase MJUST be entered (logged as path_changed in [LOG).

* Unval i dat ed Phase (Detected congestion): If the sender detects
congestion (e.g., packet loss or ECN-CE narking), the Safe Retreat
Phase MJST be entered (| ogged as packet loss or ECN CE in [LOG).
(Note that insufficient time has passed in the Unvalidated Phase
for a sender to receive any feedback validating the junp in CAND
Therefore, any detected congestion nust have resulted from packets
sent before the Unvalidated Phase.)

The sender exits the Unval i dated Phase and eval uates whether to enter
the Validating Phase when one of the follow ng events occurs:

* Unval i dat ed Phase (Conpl eted sending all unvalidated packets): The
sender enters the Validating Phase when the flight_size equals the
CWN\D (| ogged as | ast_unval i dated packet _sent in [LOF).

* Unval i dat ed Phase (Receiving acknow edgenent for an unvali dated
packet): The sender enters the Validating Phase when an
acknow edgenent is received for the first packet nunber (or
hi gher) that was sent in the Unvalidated Phase (| ogged as
first_unvalidated packet acknow edged, see Section 2.3).

* Unvalidated Phase (Limting time in the Unvalidated Phase): The
sender enters the Validating Phase if nore than one RTT has
el apsed while in the Unvalidated Phase (|l ogged as rtt_exceeded,
see Section 2.3).

Unval i dat ed Phase (Check flight_size): Upon any of these events, if
the flight_size is less than or equal to the PipeSize, the CWND is
reset to the PipeSize (logged as rate limted in [LOF) and the
sender stops using Careful Resume and returns to use normal CC. (The
Pi peSi ze does not include the part of the junp_cwnd that was not
utilised.) Oherwi se, the CAND MJUST be set to the flight _size and
the sender progresses to the Validating Phase.
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| mpl enent ati on notes are provided in Section 4.3.
Notes for BBR are provided in Appendix B.1
3.4. Validating Phase

The Validating Phase checks whether all packets sent in the
Unval i dat ed Phase were received w thout inducing congestion. The
CWND remai ns unval i dated and the sender typically remains in this
phase for one RITT.

In the Validating Phase, the sender perforns the follow ng actions:

* Validating Phase (Tracking PipeSize): The PipeSize is increased by
the vol une of acknow edged data for each received ACK t hat
i ndi cates a packet was successfully sent over the path.

* Validating Phase (Updating CWND): The CWND i s updated using the
normal rules for the current congestion controller, this typically
will use "slow start”, which allows CAND to be increased for each
recei ved acknow edgenent that indicates a packet has been
successfully sent across the path.

The sender exits the Validating Phase when one of the follow ng
events occurs:

Val i dati ng Phase (Detected congestion): If the sender determ nes
that congestion was detected (e.g., packet |oss or ECN CE
mar ki ng), Careful Resune enters the Safe Retreat Phase (| ogged as
packet | oss or ECN CE, see Section 2.3).

Val i dati ng Phase (Receiving acknow edgenent of the unvali dated
packets): The sender enters stops using Careful Resume when an
acknow edgenent is received for the | ast packet nunber (or higher)
that was sent in the Unvalidated Phase (| ogged as

| ast _unval i dat ed_packet acknow edged, see Section 2.3). This
means that the packets sent in the Unvalidated Phase were

acknow edged wi t hout congesti on.

Notes for BBR are provided in Appendi x B. 2.
3.5. Safe Retreat Phase

Thi s phase is entered when congestion is detected for an unvali dated
packet. It drains the path of other unvali dated packets.

On entry to the Safe Retreat Phase, the follow ng actions are
per f or med:
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On

Saf e Retreat Phase (Renoving saved information): The set of saved
CC paraneters for the path are deleted, to prevent these from
bei ng used again by later flows.

Saf e Retreat Phase (Re-initializing CWND): The CWND MJST be
reduced to no nore than (PipeSize/2). This avoids persistent
starvation by allow ng capacity for other flows to regain their
share of the total capacity. (Note: The minimum CMD in QU Cis 2
packets, see: [RFCO002] section 4.8).

Saf e Retreat Phase (Loss Recovery): Loss recovery conmences using
the newy reduced CWND that was set on entry to the Safe Retreat
Phase. Wen the CWD is reduced, a QUI C sender can imredi ately
send a single packet prior to the reduction [ RFCO002] to speed up
| oss recovery. A simlar nmethod for TCP is described in Section 5
of [RFC6675]. The |loss recovery continues until acknow edgnent of
the | ast packet nunber (or a | ater packet) sent in the Unvali dated
or Validating Phase. Note: If the |ast unvalidated packet is not
cumul ati vely acknow edged, then additional packets nmight al so need
to be retransmtted.

the Safe Retreat Phase, the sender perforns the foll owi ng actions:

Saf e Retreat Phase (Tracking PipeSize): The sender continues to
update the PipeSize after processing each acknow edgenent. (The
Pi peSize will be used to update ssthresh when | eaving this phase,
but does not affect the CW\D.)

Saf e Retreat Phase (Mintaining CAND): The CWND MUST NOT be
increased in the Safe Retreat Phase.

Saf e Retreat Phase (Acknow edgenent of unvalidated packets): Wen
the | ast packet (or a |l ater packet) sent during the Unvali dated
Phase has been acknow edged, the sender stops using Careful Resune
and returns to use nornmal CC

| eaving the Safe Retreat Phase, the ssthresh MJUST be set to no

| arger than the nost recently neasured PipeSize * Beta, where Beta is
a scaling factor between 0.5 and 1. The default value is 0.5, chosen

to

reduce the probability of inducing a second round of congestion

Cubic defines a Beta__cubic of 0.7 [RFC9438] (logged as exit_recovery

in

[LOG ).

I mpl enent ati on notes are provided in Section 4.5.

Notes for BBR are described in Appendi x B. 3.
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3.

3.

4.

4.

6. Detecting Persistent Congestion while using Careful Resume

A sender that experiences persistent congestion (e.g., a

Retransmi ssion Tinme Qut, RTO expiry in TCP) ceases to use Carefu
Resunme. The sender stops using Careful Resune and returns to use
normal CC. |If using BBR the normal processing of packet |osses wll
cause it to enter the Drain state while the "carefully-resuning" flag
is set to True, see Appendi x B. 3.

As in loss recovery, data sent in the Unvalidated Phase could be
| at er acknow edged after an RTO event.

7. Returning to use normal CC

After exiting Careful Resune, the sender returns to using the nornal
CC algorithm (e.g., in congestion avoi dance when CW\D is nore than
ssthresh, or slow start when |l ess than or equal to ssthresh).

I mpl enent ati on notes are provided in Section 4.6.
I mpl enent ati on Notes and Cui del i nes
Thi s section provides guidance for inplenentation and use.
1. (Qbserving the Path Capacity

There are various approaches to neasuring the capacity used by a
connection. Congestion controllers, such as such as Reno [ RFC5681]
or Cubic [RFC9438], could estinate the capacity based on the CWD
flight_size, acknow edged rate, etc. A different approach could
estimate the same paraneters for a rate-based congestion controller
such as BBR [I-D.ietf-ccwg-bbr], or by observing the rate at which
data is acknow edged by the Renote Endpoint.

I npl enentations are required to calculate a saved rtt, neasuring the
m ni mum RTT whil e observing the capacity. For exanple, this could be
the mninmum of a set RTT of measurenents neasured over the previous 5
m nut es.

* There are cases where the current CAND does not reflect the path
capacity. At the end of slow start, the CWD can be significantly
| arger than needed to fully utilise the path (i.e., a CAND
overshoot). It is inappropriate to use an overshoot in the CAND
as a basis for estimating the capacity. |In npost cases, the CWD
will converge to a stable value after several nore RTTs. One
mtigation when a connection is in Slow Start could be to set the
saved_cwnd based on the validated pipe size (i.e., CWD / 2).
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4.

4.

* \When the sender is rate-limted, or in the RTT followi ng a burst
of transm ssion, a sender typically transnmts |ess data than
all oned by the CWND. Such observations coul d be di scounted when
estimating the saved cwnd (e.g., when a previ ous observation
recorded a hi gher val ue.)

2. Confirming the Path in the Reconnai ssance Phase

In the Reconnai ssance Phase, the sender initiates a connection and
starts sending initial data, while neasuring the current rtt. The CC
is not nodified. A sender therefore needs to limt the initial data,
sent in the first RTT of transnitted data, to not nore than the IW

[ RFCO002]. This transmission using the IWis assuned to be a safe
starting point for any path to avoid addi ng excessive load to a
potentially congested path.

Careful Resune does not permit mnultiple concurrent reuse of the saved
CC paraneters. Wen nultiple new concurrent connections are nmade to
a server, each can have a valid saved_renote_endpoint, but the
saved_cwnd can only be used for one connection at a time. This is to
prevent the sender fromperformng multiple junps in the CWD, each

i ndi vidually based on the sane saved _cwnd, and hence creating an
excessi ve aggregate | oad at the bottl eneck

The nethod that is used to prevent re-use of the saved CC paraneters
wi || depend upon the design of the server (e.g., if all connections
froma given client IP arrive at the sane server process, then the
server process could use a hash table, whereas when using sonme types
of load balancing, a distributed system m ght be needed to ensure
this invariant when the | oad bal anci ng hashes connections by 4-tuple
and hence nultiple connections fromthe sane client device are served
by different server processes.)

A sender that is rate-limted [RFC7661], sends insufficient data to
be able to validate transm ssion at a higher rate. Such as sender is
allowed to remain in the Reconnai ssance Phase and to not transition
to the Unvalidated Phase until there is nore data in the transm ssion
buffer than would normally be permtted by the CC al gorithm

2.1. Confirmng the Path

Path characteristics can change over tine for many reasons. This can
result in the previously observed CC paraneters beconming irrel evant.

To help confirmthe path, the sender conpares the saved_rrt with each
current rtt sanple.
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If the current rtt is less than a half of the saved_ rrt, this is
regarded as too small. This is an indicator of a path change. This
factor of two arises, because the junp_cwnd is calculated as half the
measur ed saved _cwnd and sending rate ought not to exceed the observed
rate when the saved _cwnd was neasured

If the current RTT is larger than the saved rtt, this would result in
a proportionally lower rate for the unvalidated packets, because the
transm ssion is paced based on the current rtt. Hence this rate is
still safe. If the current rtt has been incorrectly neasured as

| arger than the actual path RTT, the sender will receive an ACK for
an unval i dat ed packet before it has conpleted the Unvalidated Phase,
this ACK resets the CWND to reflect the flight_size, and the sender
then enters the Validating Phase. The flight_size reflects the
anount of outstanding data in the network rather than the maxi mum
that is pernmitted by the CAND.

A current rtt that is nmore than ten times the saved rrt is indicative
of a path change. The value of ten accommodates both increases in

| atency frombuffering on a path and any variati on between RTT

sampl es.

Note 1: In the Reconnai ssance Phase, the sender cal cul ates a m ni mum
RTT over the phase and checks this on entry to the Unvalidated Phase.
Thi s avoi ds needing to check after each current rtt sanple.

Note 2: During the Unvalidated Phase, the ninimum RTT cannot
i ncrease, and hence the mininmum RTT can never be |arger than than
(saved_rtt x 10) during the Unvalidated Phase.

The sender also verifies that the initial data was acknow edged. Any
| oss could be indicative of persistent congestion. |If a sender in
Reconnai ssance Phase detects congestion, it stops using Carefu

Resunme and returns to using normal CC. Some transport protocols

i mpl ement CC mechani sns that infer potential congestion froman
increase in the current rtt. Designs need to consider if such an
indication is a suitable trigger to revert to stop using Carefu
Resune.

4.3. Safety in the Unvalidated Phase
This section considers the safety for using saved CC paraneters to
tentatively update the CAND. This seek to avoid starving other flows

that could have either started or increased their use of capacity
since observing the capacity of a path
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To avoi d inducing significant congestion to any connections that have
started to use a shared bottl eneck, a sender nust not directly use
the previously saved _cwnd to directly initialise a new fl ow causi ng
it to resune sending at the sane rate. The junp _cwnd is therefore
limted to half the previously saved cwnd.

4.3.1. Lifetinme of CC Paraneters

The | ong-termuse of the previously observed parameters is not
appropriate, a Lifetinme needs to define the duration during which a
set of saved CC paranmeters can be safely re-used

[ RFCO040] provi des gui dance on the inplenentation of TCP Contro

Bl ock | nterdependence, but does not specify how | ong a saved
paraneter can safely be reused. [RFC/7661] specifies a method for
managi ng an unval i dated CAND. This states: "After a fixed period of
time (the non-validated period (NVP)), the sender adjusts the CWD
(Section 4.4.3). The NVP SHOULD NOT exceed five nminutes." Section 5
of [RFC7661] discusses the rationale for choosing that period.
However, RFC 7661 targets rate-limted connections using nornmal CC
Careful Resune includes additional nechanisns to avoid and nitigate
the effects of overshoot, and therefore a |onger period can be
justified when using a saved_cwnd with Careful Resune.

When the path characteristics are known to be dynam c, or the path
varies, a small Lifetime is desirable (e.g., neasured in mnutes).

For stable paths, and where the sender does not expect the path to be
shared by nmany senders, a longer Lifetinme (e.g., neasured in hours)
could be used. A bottleneck that is shared by a | arge nunber of
senders brings greater risk that CR connections could contribute
congestion that |leads to prol onged overload with starvation, this can
be mtigated by setting a small Lifetine.

4.3.2. Pacing in the Unvalidated Phase

The sender needs to avoid sending a burst of packets greater than |W
as a result of a step-increase in the CAND. This is consistent with
[ RFC8085], [ RFC9000].

Paci ng packets as a function of the current rtt, rather than the
saved rrt provides additional safety during the Unvalidated Phase,
because it avoids a snaller saved_rrt inflating the sending rate.
The | ower bound to the m ni mum acceptabl e current RTT avoi ds sending
unval i dat ed packets at a rate that woul d be hi gher than was

previ ously observed.
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The foll owi ng exanpl e provides a rel evant pacing rhythm An Inter-
packet Transm ssion Tine (ITT) is determ ned by using the current
Maxi mum Packet Size (MPS), including headers, the saved_cwnd and the
current RTT. A safety margin can be configured to avoi d sending nore
than a maxi mum (nmax_j unp):

junp_cwnd = M n(max_j unp, saved_cwnd/ 2)
ITT = (current RTT x MPS)/j unp_cwnd

This follows the idea presented in [ RFC4782],
[I-Dirtf-iccrg-sallantin-initial-spreading] and [ CONEXT15]. O her
sender mtigations have al so been suggested to avoid line-rate bursts
(e.g., [!-D hughes-restart]).

3. Exit fromthe Unvalidated Phase because of Vari abl e Network
Condi ti ons

* Careful Resune has been designed to be robust to changes in
network conditions due to variations in the forwardi ng path, such
as reconfiguration of equipnent, or changes in the link
conditions. This is mtigated by path confirmation

* Careful Resume has been designed to be robust to changes in
network traffic, including the arrival of new flows that conpete
for capacity at a shared bottleneck. This is mitigated by junping
to no nore than a half of the saved_cwnd and by pacing.

* Careful Resume has been designed to avoid unduly suppressing flows
that have used the capacity since the capacity was observed. This
is further mitigated by bounding the duration of the Unvalidated
Phase and the follow ng Validating Phase, and the conservative
design of the Safe Retreat Phase

The Val i dating Phase

The purpose of the Validating Phase is to trigger an entry to the
Saf e Retreat Phase if the capacity is not validated

When the sender conpletes the Unvalidated Phase, either by sending a
junp_cwnd of data or after one RTT or an acknow edgnent for an
unval i dat ed packet, it ceases to use the unvalidated CW\D.

If the flight_size was |less than or equal to the PipeSize, the sender
resets the CWND to the PipeSize, and stops using Careful Resune.
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O herwise, if the CAND is larger than the flight_size, the CWD is
reset to the flight_size. The sender then awaits reception of ACKs
to validate the use of this capacity.

New packets are sent when previously sent data is newy acknow edged.
The CWND is increased during the Validating Phase, based on received
ACKs. This allows new data to be sent, but this does not have any
final inmpact on the CAWND if congestion is subsequently detected.

4.5. Safety in the Safe Retreat Phase

This section considers the safety after congestion has been detected
for unvalidated packets.

The Safe Retreat Phase sets a safe CMWND val ue to drain any
unval i dat ed packets fromthe path after a packet |oss has been
detected or when ACKs that indicate sent packets were nmarked as ECN
CE. The CC paraneters that were used are invalid, and are renoved

The Safe Retreat reaction differs froma traditional reaction to

det ected congestion, because a junp_cwnd can result in a
significantly higher rate than would be allowed by Slow Start. Such
a junp could aggressively feed a congested bottleneck, resulting in
overshoot where a di sproportionate nunmber of packets from existing
flows are displaced fromthe buffer at the congested bottleneck. For
this reason, a sender in the Safe Retreat Phase needs to react to

det ect ed congestion by reducing CAND significantly bel ow the
saved_cwnd.

During | oss recovery, a receiver can cunul atively acknow edge data
that was previously sent in the Unvalidated Phase in addition to
acknow edgi ng the successful retransm ssion of data. [RFC3465]

descri bes how to appropriately account for such ACKs. ACKS received
for unvalidated packets are tracked to neasure the maxi num avail abl e
capacity, called the "PipeSize" (The first unvalidated packet can be
determ ned by recording the sequence nunber of the first packet sent
in the Unvalidated Phase.) This calculated PipeSize is later used to
reset the ssthresh. However, note that this is not a safe neasure of
the currently avail able share of the capacity whenever there was al so
a significant overshoot at the bottl eneck, and nust not be used to
reinitialise the CAND

Proportional Rate Reduction (PRR) [I-D.ietf-tcpmprr-rfc6937bi s]
assunes that it is safe to reduce the rate gradually when in
congestion avoidance. PRR is therefore not appropriate when there
m ght be significant overshoot in the use of the capacity, which can
be the case when the Safe Retreat Phase is entered.
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The recovery from |l oss depends on the design of a transport protocol
A TCP or SCTP sender is required to retransmt all |ost data

[ RFC5681]. For sone transports (e.g., QU C and DCCP), the need for
| oss recovery depends on the sender policy for retransnmission. On
entry to the Safe Retreat Phase, the CWND can be significantly
reduced. When there was nultiple | oss, a sender recovering all |ost
data could then take multiple RTTs to conplete.

4.6. Returning to Normal Congestion Control

After using Careful Resune, the CC controller returns to using nornal
CC

The CWND at entry to the phase will have been increased when a sender
has passed through the Unval i dated Phase. However, note that in sone
cases the value of the CWN\D could be significantly |ower than the
junp_cwnd (e.g., when a sender did not utilise the entire CWND in the
Unval i dat ed Phase).

The inplenentation details for different CC al gorithms depend on the
design of the al gorithm

Once a sender is no |onger using Careful Resune, the sender is
permitted to start observing the capacity of the path.

4.7. Limtations from Transport Protocols

The CWND is one factor that |linmts the sending rate of the sender
Q her nmechani sms can al so constrain the maxi mum sending rate of a

transport protocol. A transport protocol mght need to update these
mechanisms to fully utilise the CAMD nade avail abl e by Careful
Resune:

A TCP sender is |limted by the receiver window (rwnd). Unless
configured at a receiver, the rwnd constrains the rate of increase
for a connection and reduces the benefit of Careful Resune.

QUI C includes flow control mechani sms and mechani sms to prevent
anplification attacks. In particular, a QU C receiver mght need
to issue proactive MAX DATA frames to increase the flow contro
limts of a connection that is started when using Careful Resune
to gain the expected benefit.
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Appendi x A.  Notes on the Careful Resune Phases

The table belowis provided to illustrate the operation of Careful
Resurme. This table is informative, please refer to the body of the
docunent for the normative specification. The description is based
on a normal CC that uses Reno. The PipeSize tracks the validated
CVND.
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S S S T R T +
| Phase | Nor mal | Recon. | Unval i dated | Validating | Saf e Retreat|
R S R S R R R R +
| | Gbserving| Confirm |Send faster |Validate | Drain path; |
| | CC par ans| path | usi ng | new CVWAD; | Update PS |
| | | | saved _cwnd | Update PS | |
S S S T R T +
| On | - | OWND=I W | PS=FS | 1f (FS>PS) | CWND=( PS/ 2) |
| entry:| | | j unp_cwnd | { O\ND=FS} | |
| | | | =saved_cwnd | el se | |
I I I |/2; | { CWND=PS; | I
| | | | WD | use |

I I I | =j ump_cwnd | Normal CC} | I
Fom e e - - B B Fomm e oo - N Fomm e oo - +
| CWND: | When in | OAND | CWND i s not | CWND can | CWND i s not |
| | observe, |increases|increased | i ncrease | i ncreased |
| | masure |using SS | | usi ng | |
| | saved | | | normal CC | |
I | _cwnd I I I I I
Fom e e - - B B Fomm e oo - N Fomm e oo - +
| PS | - | - | PS+=ACked |
+o-m - - R R R S R +
| RTT: | Measure | Measure | - | - | - |
| | saved_rtt]|current | | | |
I I | _rtt I I I I
Fom e e - - B B Fomm e oo - N Fomm e oo - +
| 1f | Nor mal CC| Nor nral | Ent er | - |
|loss | | CC; | Saf e | |
| or | | CRis not| Ret r eat | |
| ECNCE: | | al l oned | | |
S S S T R T +
| Next | Gbserving|If ( | 1f (FS=CWAD | If (ACK | 1f (ACK |
| Phase: | (as | FS=CWND, |[or >1 RTT | >= | ast | >= | ast |
| | needed) |Lifetime,|has passed |unvalidated|unvalidated |
| | | and RTT |or ACK | packet), | packet), |
| | | confirnmed|>= first | use | ssthresh = |
| | |), enter |unvalidated |Normal CC |PS x Beta; |
| | | Unval i dat | packet), | | and use |
| | | ed el se |enter | | Normal CC |
| | | use | Validating | | |
I I | Normal CC| I I I
Fomm o - S S Fom e e o - Fom e oo Fom e e o - +

Figure 2: Illustration of the operation of Careful Resune
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The foll owi ng abbreviations are used SS = Slow Start FS =
flight_size; PS = PipeSize; ACK = highest acknow edged packet. The
Pi peSi ze tracks the validated portion of the CWND. It is set to the
CWND on entry to the Unvalidated Phase and is updated as each
addi ti onal packet is acknow edged. The default value of Beta is 0.5.

Note: For an inplenentation that keeps track of transmitted data in
terns of packets: In the Unvalidated Phase, the first unvalidated
packet corresponds to the highest sent packet recorded on entry to
this phase. In the Validating Phase and Safe Retreat Phase, the
sender tracks the last unvalidated packet (this is also the highest
sent packet nunber recorded on entry to this phase).

The remai ni ng subsections provide informative exanpl es of use.

Note: To sinplify the description, these exanples are described using
packet nunbers (whereas QLOG variabl es are expressed in bytes).

A.1l. Exanple with No Loss

In the first exanple of using Careful Resunme, the sender starts by
sendi ng | Wpackets, assuned to be 10 packets, in the Reconnai ssance
Phase, and then continues in a subsequent RTT to send nore packets
until the sender beconmes CWND-limited (i.e., flight_size = CM\ND).

The sender in the Reconnai ssance Phase then confirns the RTT and
other conditions for using Careful Resume. 1In this exanple, this is
confirmed when the sender has 29 packets in flight.

The sender then enters the Unvalidated Phase. (This path
confirmation could have happened earlier if data had been avail abl e
to send.) The sender initialises the PipeSize to the flight_size (in
this case, 29 packets) and then sets the CWND to 150 packets (based
upon hal f of the previously observed saved cwnd of 300 packets).

The sender now sends 121 unval i dated packets (the unused portion of
the current CWND). Each tine a packet is sent, the sender checks
whet her 1 RTT has passed since entering the Unvalidated Phase
(otherwi se, the Validating Phase is entered). This check triggers
only for cases where the sender is rate-limted, see the follow ng
exanpl e.

The Pi peSize increases after each ACK i s received.
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When the first unvalidated packet is acknow edged (packet nunber 30)
the sender enters the Validating Phase. (This transition would al so
occur if the flight_size increased to equal CWND.) During this
phase, the CW\D can be increased for each ACK t hat acknow edges an
unval i dat ed packet, because this indicates that the packet was
val i dat ed.

When an ACK is received for the | ast packet that was sent in the
Unval i dat ed Phase, the sender has conpleted using Careful Resume. It
then stops using Careful Resune. For exanple, if the CWND is |ess
than ssthresh, a Reno or Cubic sender using normal CCis permitted to
use Slow Start to grow the CAND towards the ssthresh, and will then
ent er congestion avoi dance.

A 2. Example with No Loss, Rate-Linited

Arate-limted sender will not fully utilise the avail abl e CWND when
using Careful Resume, and CAW\D is therefore reset on entry to the
Val i dati ng Phase, as described bel ow.

The sender starts by sending up to | Wpackets (10) in the

Reconnai ssance Phase. |t commences as described in the first
exanple, transitioning to the Unvalidated Phase, where the CW\D is
set to 150 packets, and the PipeSize is set to the flight_size (i.e.
29 packets).

The sender then becomes rate-limted, because the exanple only sends
50 unval i dat ed packets.

After about one RTT (e.g., by conparing the current tinme with | oca

ti mestanps for each sent packet or by receiving an ACK for the first
unval i dat ed packet), the sender will still not have fully-used the
CWD. It then enters the Validating Phase and resets the CAND to the
current flight _size, (i.e., 50 packets). During this phase, the CAND
can be increased for each received ACK that validates reception of an
unval i dat ed packet. The PipeSize also increases with each ACK
received, to reflect the discovered capacity.

The sender conpl etes using Careful Resume, when an ACK is received

for the |ast packet that was sent in the Unvalidated Phase. It then
stops using Careful Resune, as in the exanple with no | oss.
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A.3. Exanple with Loss detected in the Reconnai ssance Phase

VWhen a packet is lost in the Reconnai ssance Phase, the sender wl|l
stop using Careful Resune and recover the |oss using the nornal
algorithm It is considered that the sender has di scovered a
potential capacity limt and is not allowed to continue to use
Careful Resume, therefore there is no change to the CC al gorithm and
the CWND is the same as if Careful Resunme had not been attenpted.

A 4. Exanmple with Loss detected in the Validating Phase

As in the first exanple, the sender enters the Unvalidated Phase with
a CM\ND of 150 packets and with the PipeSize initialised to the
flight_size (i.e., 29 packets).

The sender now sends 121 unval i dated packets (consunmi ng the renmining
unused CVWAD). This exanpl e considers the case when one of the
unval i dat ed packets is lost. W assunme in the exanple, that the | ost
packet is 64 (the 35th packet sent in the Unvali dated Phase).

ACKs confirmreception of the first 34 unvalidated packets. The
Pi peSize at this time is equal to 63 (29 + 34) packets.

A loss is then detected (by a tiner or by receiving three ACKs that
do not cover packet nunber 35). The sender then enters the Safe
Retreat Phase because the CWD was not validated. The PipeSize at
this point is equal to 66 (29 + 34) packets. Assuming that the IW
was 10 packets, the CWND is reset to Max(10,PS/2) = Max(10,66/2) = 33
packets. This CWD is used during the Safe Retreat Phase, because
congestion was detected and the sender still does not yet know if the
remai ni ng unval i dated packets will be successfully acknow edged.

Thi s conservati ve CAND cal cul ati on ensures the sender drains the path
after this potentially severe congestion event. There is no further
increase in CWAD in this phase

The sender continues to receive ACKs for the renmining 86 (121-35)
unval i dat ed packets. Recall that the 35th unvali dated packet was

| ost and had packet number 64 (29+35). The Pi peSize tracks the
capacity di scovered by acknow edgments for the unvalidated packets
(i.e., the PipeSize is increased for each received ACK that

acknow edges new data). Although this PipeSize cannot be used to
safety initialise the CA\ND (because it was measured when the sender
had aggressively created overload), the estimated PipeSize (which, in
this case, is 121-1 = 120 packets) can be used to set the ssthresh on
exit from Safe Retreat, since it does indicate a measured upper limt
to the current capacity.
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At the point where all the unvalidated packets that were sent in the
Unval i dat ed Phase have been either acknow edged or have been decl ared
| ost, the sender updates the ssthresh to be no larger than the
recently neasured PipeSize multiplied by Beta (the final action of
the Safe Retreat Phase), and the sender stops using Careful Resune.
Because CMWND wi || now be | ess than ssthresh, a sender using normal CC
is permitted to use SlowStart to grow the CAND towards the ssthresh
after which it will enter congestion avoi dance.

endix B. Inplenmentation Notes for using BBR

Bott| eneck Bandwi dth and Round-trip propagation time (BBR) uses
recent neasurenments of a transport connection's delivery rate, round-
trip time, and packet loss rate to build an explicit nodel of the
network path. BBR then uses this nodel to control both how fast it
sends data and the maxi mum volune of data it allows in flight in the
network at any tine[l-D.ietf-ccwg-bbr].

When the flow is controlled using BBR Appendi x B, Careful Resune is
i mpl emented by setting the pacing rate fromthe saved CC paraneters,
with the foll ow ng precautions:

* The flag "carefully-resum ng" is added to the BBR state to
indicate that the sender is allowed to send unvalidated packets.
This is initialised to "False" when a BBR fl ow starts;

* Prerequisites for using Careful Resume are described in
Section 3. 2.

Sendi ng unval i dat ed packets using BBR

Careful Resune is allowed to transmit unvalidated packets only when
the BBR flowis in the Startup state.

The probing rate is configured to 1/2 of the bottl eneck bandw dt h,
derived fromthe CWD cal cul ation specified in the saved CC
paraneters according to the requirements in Section 3.3.

The sender starts the Unvalidated Phase at the beginning of a BBR
round, and sets the "carefully-resumng" flags to "True". Wen this
"carefully-resum ng" flag is set, the BBR congestion controller sets
the BBR pacing rate to the |larger of the nominal pacing rate (BBR bw
mul tiplied bytes BBRStartupPaci ngGai n) or the cal cul ated probing
rate. Then, CW\D is set to the larger of BBR bw and the probing
rate, multiplied by BBRrtt_mn times BBRStartupOwndGai n.
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The "carefully-resum ng" flag is reset to False two rounds after it
is set, i.e., after all the packets sent in the first round of
"carefully resum ng" have been received and acknow edged by the peer
At that stage (after the capacity has been validated), the neasured
delivery rate is expected to reflect the probing rate.

If congestion is detected while the "carefully-resuming" flag is
True, BBR exits the Startup state and enters the Drain state
(inplenmenting the Safe Retreat Phase)

B.2. Validation for BBR

When using BBR, the Validation Phase is realised using the BBR rul es
for exiting Startup. Upon exiting Startup, the connection estinmates
that the measured delivery rate will reflect the flow s share of the
actual bottleneck bandwidth. |If congestion is detected while using
Careful Resune (i.e, the "carefully-resumng" flag is True), BBR then
exits the Startup state and enters the Drain state.

B.3. Safe Retreat for BBR

When using BBR, the Safe Retreat Phase is entered if the Drain state
is entered while the "carefully-resuning" flag (see Appendix B) is
still True, i.e., if less than 2 full rounds have el apsed after the
sender entered the Unvalidated Phase. The delivery rates neasured in
these conditions are tainted, because packets sent during the attenpt
are still queued at the bottleneck and coul d have "pushed out”
conpeting traffic. Therefore any delivery rates neasured in the
Drain state MJUST be discarded if the "carefully-resum ng" flag is set
to True. This flag is cleared upon exiting the Drain state.

Appendix C. Internet Draft Revision details
RFC Editor -- please renove this section prior to publication
Previ ous individual subm ssions were discussed in TSVWAG and QUI C

W5 -00 included clarifications and restructuring to formthe 1st
WG draft.

WG -01 included review comments and suggesti ons from John Border,

and follows the setting of the TSVWAG nil estone with an intended
status of "Proposed Standard".
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Kuhn,

W5 -02 includes steps to conplete the spec. In particular,
consideration of rate-limted senders; selection of reasoned
paraneters; specification of the Safe Retreat Phase; and

i mprovenents to the consistency throughout. Added the Validating
Phase.

W5 -03, explain entry to Validating Phase, editorial tidy.
WG - 04, update based on review comments from Kazuho Oku.

WG 05, update based on review conmments from Neal Cardwell. WG
feedback from | ETF-118. Reviewed the requirenents v. guidelines;
clarified that CCis not changed in recon., but the recon. info is
used to steer the next phase; clarified saved_cwnd can be conputed
fromACK rate; use junp once; that real server platforns are
complex. Cdarified lifetinme for saved CC parans. |ncorporates
comments from Tong.

WG 06, SR updated foll owi ng Hackat hon conments from Kazuho Oku,
and rework of use of PipeSize. Added an informative sumary of
actions, on suggestion by Tong. Added exanpl es based on text by
Ana Custura.

WG 07, Use "rate-linmited" uniformy instead of application and
data |imted.

Updated to exit early when the unvalidated CAND not utilised,
detected in tests by Q Msell. Change pipe_size to be PipeSize.

WG 08, Updated CDDL, and nmade constraints to Cbhserving into

gui dance, they say what makes sense - but do not need to be

foll owed for conformance. Updated table in the appendix to align
W th text.

WG 09, Ceaning text to separate guidelines and specification and
adjust wording to inprove clarity based on questions received
during inpl enmentation.

WG 10, CH devel oped text to explain expected operation with BBR
This al so fixed sone typos introduced in previous edits. Fix XM
and fix CDDL bugs for subnission

Changed the ssthresh value used after an exit of Safe Retreat to
be (PipeSizel/?2).

WG 11, JD fixed mstakes. GF clarified text. RS added that after

SR, ssthresh ought to match the behavi our of Cubic/Reno. updated
the text to be allow for an inplenentation to update CAND ahead of
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entering the Unvalidated Phase, and to clarify that the

Unval i dat ed Phase starts when the first unvalidated packet is
actual ly sent.

WG 12, JD, MH and GF clarified text, and checked for typos.
WG 13, After WAL.C including NC and MK s revi ew coments.

WG 14, rempoved gqlog to a separate ID (LP), made relevant to other
transports (M.

WG 15, fixes typos and aligns with newrev of the Q og spec.

WG 16, updated after review by Kazuho, Nicolai Fischer and aligns
with latest rev of the CR Qog I-D.

WG 17, updated comments from Joerg Deutschnman, harnoni sed use of
"congestion detected" and nentions of ECN. Updated reference to
PRR. bi s.

W5 18, NiTs fixed to reconcile with logging in gqlog. Renoved
"current _renote_endpoint" as requested by Doc Shepherd.

WG 19, after W5 Shepherd review

WG 20, after AD review. Requested renam ng Normal Phase to nornal
CC, restructured each phase to have a consistent classification of
events (with no intended change of algorithny.

WG 21, fixed typos.
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