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Abstract

Thi s docunent defines the TLS Trust Anchors extension, a nechani sm

for relying parties to convey trusted certification authorities. It
describes individual certification authorities more succinctly than
the TLS Certificate Authorities extension.

Additionally, to support TLS clients with many trusted certification
authorities, it supports a node where servers describe their

avail abl e certification paths and the client selects fromthem
Servers may describe this during connection setup, or in DNS for

| ower | atency.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://tlswg.github.io/tls-trust-anchor-ids/draft-ietf-tls-trust-
anchor-ids.htm. Status information for this docunent may be found
at https://datatracker.ietf.org/doc/draft-ietf-tls-trust-anchor-ids/.

Di scussion of this docunent takes place on the Transport Layer
Security Wrking Goup mailing list (rmailto:tls@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/tls/. Subscribe
at https://ww. ietf.org/mailman/listinfo/tls/.

Source for this draft and an issue tracker can be found at
https://github.comtlswg/tls-trust-anchor-ids.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.
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Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 19 March 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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TLS [ RFC8446] authentication uses X 509 certificates [ RFC5280] to
associate the _authenticating party’'s_ TLS key with its application
identifiers, such as DNS nanmes. These associations are signed by
sonme certificate authority (CA). The peer, or
curates a set of CAs that are trusted to only sign correct

associ ati ons,
application identifiers.

server and the relying party is the client.

_relying party_,

which allows it to rely on the TLS to authenticate
Typically the authenticating party is the

An authenticating party nay need to interoperate with relying parties
that trust different sets of CAs. Section 4.2.4 of [RFC8446] defines
the certificate authorities extension to acconmodate this. It allows
the authenticating party to provision multiple certificates and

sel ect the one that wll
key.

Beck,

et al.

Expires 19 March 2026

allow the relying party to accept its TLS
This is anal ogous to paranmeter negotiation el sewhere in TLS.
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However, certificate authorities’'s size is inpractical for some
applications. Existing PKIs may have many CAs, and existing CAs may
have | ong X. 509 nanes. As of August 2023, the Mdyzilla CA Certificate
Program [ MXZI LLA- ROOTS] contai ned 144 CAs, with an average nane

| ength of around 100 bytes. Such TLS depl oynents often do not use
trust anchor negotiation at all

Wthout a negotiation mechanism the authenticating party nust obtain
a single certificate that simultaneously satisfies all relying
parties. This is challenging when relying parties are diverse. PK
transitions, including those necessary for user security, naturally
lead to relying party diversity, so the result is that service
availability conflicts with security and overall PKI evol ution

* For an authenticating party to use a CAin its single certificate,
all supported relying parties nust trust the CA PKl transitions
then becone difficult when authenticating parties support ol der,
unupdated relying parties. This inpacts both new keys from
exi sting CA operators and new CA operators

* \Wen a relying party nust update its policies to neet new security
requirenents, it adds to relying party diversity and the
chal | enges that authenticating parties and CAs face. The relying
party rmust then choose between conprom sing on user security or
burdening the rest of the ecosystem potentially inpacting
availability in the process.

To address this, this docunent introduces Trust Anchor ldentifiers
(Trust Anchor IDs). There are three parts to this nechani sm

1. Section 3 defines _trust anchor IDs_, which are short, unique
identifiers for X. 509 trust anchors.

2. Section 4 defines a TLS extension that comunicates the relying
party’s requested trust anchors, and the authenticating party’'s
avai |l abl e ones. Wen the relying party is a TLS client, it can
mtigate large lists by sending a, possibly enpty, subset of its
trust anchors to the TLS server. The server provides its list of
avail abl e trust anchors in response so that the client can retry
on m smat ch.

3. Section 5 allows TLS servers to advertise their available trust
anchors in HTTPS or SVCB [ RFC9460] DNS records. TLS clients can
then request an accurate initial subset and avoid a retry
penal ty.

Toget her, they reduce the size costs of trust anchor negotiation,
supporting flexible and robust PKlIs for nore applications.

Beck, et al. Expires 19 March 2026 [ Page 4]
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Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Thi s docunent additionally uses the TLS presentation | anguage,
defined in Section 3 of [RFC8446], and ASN. 1, defined in [X680].

1. Term nol ogy and Rol es
Thi s docunent di scusses three roles:

Aut henticating party: The party authenticating itself in the
protocol. In TLS, this is the side sending the Certificate and
CertificateVerify nessage.

Relying party: The party whomthe authenticating party presents its
identity to. In TLS, this is the side that validates a
Certificate and CertificateVerify nessage

Certification authority (CA): The service issuing certificates to
the authenticating party.

Additionally, there are several terns used throughout this docunent
to describe this proposal

Trust anchor: A pre-distributed X 509 name and public key that
relying parties use to determine whether a certification path is
trusted. See Section 6.1.1 of [RFC5280]. Trust anchors are
sometinmes configured as self-signed certificates

Certification path: An ordered list of X 509 certificates starting
with the target certificate. Each certificate is issued by the
next certificate, except the last, which is issued by a trust
anchor.

Trust Anchor ldentifiers

This section defines trust anchor |Ds, which are short, unique
identifiers for a trust anchor. To sinplify allocation, trust anchor
IDs are defined with object identifiers (O Ds) [X680] and | ANA-
registered Private Enterprise Nunbers (PENs) [RFC9371]:

Beck, et al. Expires 19 March 2026 [ Page 5]
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A trust anchor IDis defined with an O D under the O D arc of sone
PEN. For conpactness, they are represented as rel ative object
identifiers (see Section 33 of [X680]), relative to the OD prefix
1.3.6.1.4.1. For exanple, an organization with PEN 32473 ni ght
define a trust anchor IDwith the OD 1.3.6.1.4.1.32473.1. As a
relative object identifier, it would be the OD 32473.1

Dependi ng on the protocol, trust anchor IDs nmay be represented in one
of three ways:

* For use in ASN 1-based protocols, a trust anchor ID s ASN. 1
representation is the relative object identifier described above.
This may be encoded in DER [ X690], or sone other ASN. 1 encodi ng.
The example 1D s DER encoding is the six-octet sequence {0x0d,
0x04, 0x81, Oxfd, 0x59, 0x01}.

* For use in binary protocols such as TLS, a trust anchor ID s
bi nary representation consists of the contents octets of the
relative object identifier’s DER encoding, as described in
Section 8.20 of [X690]. Note this omts the tag and |l ength
portion of the encoding. The exanple ID s binary representation
is the four-octet sequence {0x81, Oxfd, 0x59, 0x01}.

* For use in ASCI|-conpatible text protocols, a trust anchor ID s
ASCI| representation is the relative object identifier in dotted
deci mal notation. The exanple IDs ASCI|I representation is
32473. 1.

Trust anchor | Ds SHOULD be allocated by the CA operator and conmon
among relying parties that trust the CA. They MAY be allocated by
anot her party, e.g. when bootstrapping an existing ecosystem if al
parties agree on the ID. In particular, the protocol requires
authenticating and relying parties to agree, and the authenticating
party’s configuration typically comes fromthe CA

The length of a trust anchor ID s binary representati on MUST NOT
exceed 255 bytes. It SHOULD be significantly shorter, for bandwi dth
efficiency.

3.1. Relying Party Configuration
Relying parties are configured with one or nore supported trust
anchors. Each trust anchor that participates in this protocol nust
have an associ ated trust anchor |D.
When trust anchors are represented as X 509 certificates, the X 509

trust anchor |ID extension MAY be used to carry this ID. The trust
anchor 1D extension has an extnl D of id-pe-trustAnchorlD and an

Beck, et al. Expires 19 March 2026 [ Page 6]
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extnVal ue contai ning a DER-encoded TrustAnchorl D structure, defined
bel ow. The TrustAnchorID is the trust anchor ID s ASN 1
representation, described in Section 3. This extension MJIST be non-
critical

i d- pe-trust Anchor| D OBJECT | DENTIFIER :: =
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) id-pe(l) TBD }

Trust Anchor I D :: = RELATIVE-Q D

Rel ying parties MAY instead or additionally configure trust anchor
I Ds via sone application-specific out-of-band infornation.

Rel ying parties MAY support trust anchors w thout associated trust
anchor 1Ds, but such trust anchors will not participate in this
protocol. Those trust anchors MAY participate in other trust anchor
negoti ati on protocols, such as the certificate authorities extension

3.2. Authenticating Party Configuration

Aut henticating parties are configured with one or nore candi date
certification paths to present in TLS, in sone preference order

This preference order is used when nultiple candidate paths are
usabl e for a connection. For exanple, the authenticating party nmay
prefer candidates that ninimze message size or have nore performnt
private keys.

Each candi date path which participates in this protocol nust be
configured with the trust anchor ID for its correspondi ng trust
anchor. It is RECOMMENDED, though not required, that this
informati on come fromthe CA. Section 6 defines a RECOMVENDED f or mat
for this information, along with an optional ACME [ RFC8555] extension
for CAs to send it.

Aut henticating parties MAY have candidate certification paths w thout
associ ated trust anchor |Ds, but such paths will not participate in
this protocol. Those paths MAY participate in other trust anchor
negoti ati on protocols, such as the certificate_authorities extension

4. TLS Extension
This section defines the trust_anchors extension, which is sent in

the CdientHell o, EncryptedExtensions, CertificateRequest, and
Certificate nessages in TLS 1.3 or later
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4.1. Overview
The trust_anchors extension is defined using the structures bel ow
enum { trust_anchors(TBD), (2716-1) } ExtensionType;
opaque Trust Anchorl D<1..2"8-1>;
Trust Anchor | D Trust Anchor I DLi st <0. . 2216- 1>;

When the extension is sent in the CientHello or CertificateRequest
nmessages, the extension data is a TrustAnchorl DLi st and indicates
that the sender supports the specified trust anchors. The list is
unordered, and MAY be enpty. Each Trust Anchorl D uses the binary
representation, as described in Section 3.

When the extension is sent in EncryptedExtensions, the extension_ data
is a TrustAnchorl DLi st containing the list of trust anchors that
server has available, in the server’s preference order, and MJST NOT

be enpty.

When the extension is sent in Certificate, the extension_data MJST be
enpty and indicates that the sender sent the certificate because the
certificate matched a trust anchor ID sent by the peer. When used in
this form the extension may only be sent in the first
CertificateEntry. It MJST NOT be sent in subsequent ones.

4.2. Certificate Sel ection

A trust_anchors extension in the dientHello or CertificateRequest is
processed simlarly to the certificate_ authorities extension. The
relying party indicates sonme set of supported trust anchors in the
ClientHello or CertificateRequest trust_anchors extension. The
authenticating party then selects a certificate fromits candi date
certification paths (see Section 3.2), as described in

Section 4.4.2.2 of [RFC8446] and Section 4.4.2.3 of [RFC8446]. This
process is extended as foll ows:

If the ientHello or CertificateRequest contains a trust_anchors
extension, the authenticating party SHOULD send a certification path
whose trust anchor I D appears in the relying party’'s trust_anchors
ext ensi on.

If the ientHello or CertificateRequest contains both trust_anchors
and certificate_authorities, certification paths that satisfy either
extension’s criteria my be used. This additionally applies to
future extensions which play a simlar role.
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If no certification paths satisfy either extension, the

aut henticating party MAY return a handshake_failure alert, or choose
anong fallback certification paths wi thout considering trust_anchors
or certification authorities. See Section 4.3 for additiona

gui dance on selecting a fallback when the CientHello contains
trust_anchors.

Sending a fall back allows the authenticating party to retain support
for relying parties that do not inplenent any formof trust anchor
negotiation. In this case, the authenticating party nust find a
sufficiently ubiquitous trust anchor, if one exists. However, only
those relying parties need to be considered in this ubiquity
determination. Updated relying parties nay continue to evol ve

wi thout restricting fallback certificate sel ection.

If the authenticating party sends a certification path that nmatches
the relying party’s trust_anchors extension, as described in

Section 4.2, the authenticating party MJIST send an enpty

trust _anchors extension in the first CertificateEntry of the
Certificate nessage. In this case, the certificate list flexibility
described in Section 4.4.2 of [RFC8446] no | onger applies. The
certificate |ist MJIST contain a conplete certification path, issued
by the matching trust anchor, correctly ordered and with no
extraneous certificates. That is, each certificate MIUST certify the
one imedi ately preceding it, and the trust anchor MJST certify the
final certificate. The authenticating party MJUST NOT send the
trust_anchors extension in the Certificate nmessage in other
situations.

If a relying party receives this extension in the Certificate
message, it MAY choose to disable path building [ RFC4158] and
validate the peer’s certificate list as pre-built certification path.
Doi ng so avoi ds the unpredictabl e behavior of path-building, and
hel ps ensure CAs and authenticating parties do not inadvertently
provi sion incorrect paths.

4.3. Retry Mechani sm

When the relying party is a client, it my choose not to send its
full trust anchor IDlist due to fingerprinting risks (see

Section 8), or because the list is too large. The client MAY send a
subset of supported trust anchors, or an enpty list. This subset nmay
be determ ned by, possibly outdated, prior know edge about the
server, such as Section 5 or past connecti ons.

To accommpdate this, when receiving a ClientHello with trust_anchors,
the server collects all candidate certification paths which

Beck, et al. Expires 19 March 2026 [ Page 9]
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* Have a trust anchor 1D, and

* Satisfy the conditions in Section 4.4.2.2 of [RFC8446], with the
exception of certification authorities, and any future extensions
that play a simlar role

If this collection is non-enpty, the server sends a trust_anchors
ext ensi on in EncryptedExtensi ons, containing the correspondi ng trust
anchor 1Ds in preference order

When a client sends a subset or enpty list in trust_anchors, it
SHOULD i npl enent the follow ng retry mechani sm

If the client receives either a connection error or an untrusted
certificate, the client looks in server’s EncryptedExtensions for a

trust anchor IDthat it trusts. |If there are multiple, it selects an
option based on the server’'s preference order and its loca
preferences. It then makes a new connection to the same endpoint,
sending only the selected trust anchor IDin the CientHello
trust_anchors extension. |f the EncryptedExtensions had no

trust _anchor extension, or no match was found, the client returns the
error to the application

Clients SHOULD retry at nost once per connection attenpt.

[[TODG Retrying in a new connection i s expensive and cannot be done
fromwithin the TLS stack in nost inplenentations. Consider
handshake nodifications to instead retry within the sane connection
https://github.comtlswy/tls-trust-anchor-ids/issues/53 ]]

Thi s mechani sm all ows the connection to recover froma certificate
selection failure, e.g. due to the client not revealing its ful
preference list, at additional |atency cost. Section 5 describes an
optim zation which can avoid this cost.

Thi s mechani smal so all ows servers to safely send fall back
certificates that may not be as ubiquitously acceptable. Wthout
some formof trust anchor negotiation, servers are limted to
selecting certification paths that are ubiquitously trusted in al
supported clients. This often neans sending extra cross-certificates
to target the | owest comon denoni nator at a bandwi dth cost. [|f the
ClientHell o contains trust_anchors, the server MAY opportunistically
send a | ess ubiquitous, nore bandwi dth-efficient path based on | oca
heuristics, with the expectation that the client will retry when the
heuristics fail.

Beck, et al. Expires 19 March 2026 [ Page 10]
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5.

5

DNS Servi ce Par amet er

This section defines the tls-trust-anchors SvcParanKey [ RFC9460] .

TLS servers can use this to advertise their available trust anchors
in DNS, and aid the client in fornulating its trust_anchors extension
(see Section 4.3). This allows TLS depl oynents to support clients
with many trust anchors without incurring the overhead of a
reconnect.

1. Syntax

The tls-trust-anchors paraneter contains an ordered list of one or
more trust anchor 1Ds, in server preference order

The presentation value of the SvcParanval ue is a non-enpty comma-
separated list (Appendix A 1 of [RFC9460]). Each elenent of the list
is atrust anchor IDin the ASCI| representation defined in

Section 3. Any other value is a syntax error. To enable sinpler
parsing, this SvcParam MJUST NOT contai n escape sequences.

The wire format of the SvcParanVal ue is determ ned by prefixing each
trust anchor IDwith its length as a single octet, then concatenating
each of these length-value pairs to formthe SvcParanval ue. These
pairs MJST exactly fill the SvcParanVal ue; otherw se, the
SvcParanval ue i s mal f or ned.

For exanple, if a TLS server has three available certification paths
i ssued by 32473.1, 32473.2.1, and 32473.2.2, respectively, the DNS
record in presentation syntax may be:

example.net. 7200 |IN SVCB 3 server.exanple.net. (
tls-trust-anchors=32473. 1, 32473.2.1,32473.2.2 )

The wire format of the SvcParanVal ue woul d be the 17 octets bel ow.
In the exanple, the octets conprising each trust anchor ID are placed
on separate lines for clarity

0x04, 0x81, Oxfd, 0x59, 0xO01,
0x05, 0x81, Oxfd, 0x59, 0x02, 0xO01,
0x05, 0x81, Oxfd, 0x59, 0x02, 0x02,

Beck, et al. Expires 19 March 2026 [ Page 11]
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5.2. Configuring Services

Servi ces SHOULD include the trust anchor ID for each of their

avail abl e certification paths, in preference order, in the tls-trust-
anchors of their HITPS or SVCB endpoints. As TLS configuration is
updat ed, services SHOULD update the DNS record to match. The
mechanismfor this is out of scope for this docunment, but services
are RECOMMENDED to automate this process.

Servi ces MAY have certification paths without trust anchor |Ds, but
those paths will not participate in this mechani sm

5.3. dient Behavior

VWhen connecting to a service endpoint whose HTTPS or SVCB record
contains the tls-trust-anchors paraneter, the client first conputes
the intersection between its configured trust anchors and the
server’s provided list. If this intersection is non-enpty, the
client MAY use it to determine the trust_anchors extension in the
ClientHell o (see Section 4.3).

If doing so, the client MAY send a subset of this intersection to
nmeet size constraints, but SHOULD offer nmultiple options. This
reduces the chance of a reconnection if, for exanple, the first
option in the intersection uses a signature algorithmthat the client
doesn’t support, or if the TLS server and DNS configuration are out
of sync.

Al t hough this service paraneter is intended to reduce trust anchor
m smat ches, m snatches may still occur in some scenarios. dients
and servers MJST continue to inplenment the provisions described in
Section 4.3, even when using this service paraneter.

6. Certificate Properties

As described in Section 3.2, certification paths participating in
this mechani sm must be configured with a trust anchor ID.  This
section introduces a RECOMVENDED ext ensi bl e CertificatePropertylLi st
structure for representing this and other additional properties of a
certification path. CertificatePropertyLists may be used as part of
aut henticating party configuration, and for CAs to conmunicate

addi tional properties during certificate issuance.

The extensibility ainms to sinplify application depl oynent as PK
mechani sms evol ve. \Wen certificate i ssuance and application
software is updated to pass this structure to the underlying TLS

i npl ementation, new properties may be transparently defined w thout
changes to certificate and configurati on nmanagenent.
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A CertificatePropertyList is defined using the TLS presentation
| anguage (Section 3 of [RFC8446]) bel ow

enum { trust_anchor _id(0), (2716-1) } CertificatePropertyType;

struct {
CertificatePropertyType type;
opaque dat a<0..2"16-1>;

} CertificateProperty;

CertificateProperty CertificatePropertylist<0..2"16-1>;

The entries in a CertificatePropertylList MJST be sorted nunerically
by type and MUST NOT contain values with a duplicate type. Inputs

that do not satisfy these invariants are syntax errors and MJST be

rejected by parsers.

Thi s docunent defines a single property, trust_anchor_id. The data
field of the property contains the binary representation of the trust
anchor 1D of the certification path’s trust anchor, as described in
Section 3.2. Future docunents may define other properties for use

wi th other nechanisns.

Aut henticating parties MJST ignore properties with unrecognized
CertificatePropertyType val ues.

6.1. Media Type

A certification path with its associated CertificatePropertylList may
be represented in a PEM[RFC7468] structure in a file of type
"application/pemcertificate-chain-with-properties". Files of this
type MIUST use the strict encoding and MJST NOT include expl anat ory
text. The ABNF [ RFC5234] for this format is as foll ows, where
"stricttextual nsg" and "eol" are as defined in Section 3 of

[ RFC7468] :

certchai nwi thproperties = stricttextual nsg eol stricttextual nmsg
*(eol stricttextual nsg)

The first elenment MJUST be the encoded CertificatePropertylList. The
second el enent MJST be an end-entity certificate. Each follow ng
certificate MUST directly certify the one preceding it. The
certificate representing the trust anchor MJST be onitted fromthe
pat h.

CertificatePropertylLists are encoded using the "CERTIFI CATE

PROPERTI ES" | abel. The encoded data is a serialized
CertificatePropertylList, defined in Section 6
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Certificates are encoded as in Section 5.1 of [RFC7468], except DER
[ X690] MJUST be used.

The following is an exanple file with a certification path containing
an end-entity certificate and an internediate certificate.

----- BEG N CERTI FI CATE PROPERTI ES- - - - -
TODO fill in an exanple

————— END CERTI FI CATE PROPERTI ES- - - - -
————— BEG N CERTI FI CATE- - - - -

TODO fill in an exanple

————— END CERTI FI CATE- - - - -

----- BEG N CERTI FI CATE- - - - -

TODO fill in an exanple

————— END CERTI FI CATE- - - - -

The 1 ANA registration for this nedia type is described in
Section 10. 2.

6.2. ACME Extension

The format defined in Section 6.1 can be used with ACME' s alternate
format nmechani sm (see Section 7.4.2 of [RFC8555]) as follows. Wen
downl oadi ng certificates, a supporting client SHOULD i ncl ude
"application/pemcertificate-chain-w th-properties"” inits HITP
Accept header (Section 12.5.1 of [RFC9110]). When a supporting
server sees such a header, it MAY then respond with that format to
include a CertificatePropertyList with the certification path. This
CertificatePropertyList MAY include a trust_anchor _id property for
use with this protocol, or other properties defined in another
docunent .

VWhen used with ACME's alternate certificate chain nechani sm (see
Section 7.4.2 of [RFC8555]), this protocol renoves the need for
heuristics in determ ning which path to serve to which relying party.

The authenticating party MAY conbine the resulting certification
paths with those from ot her ACME orders, or other sources, for a
compl ete set of candidate paths to serve.

7. Use Cases

trust_anchors, like certificate authorities, inplenents trust anchor
negotiation. That is, it allows an authenticating party to
incorporate relying party trust anchors into certificate selection
trust_anchors allows a wi der range of TLS applications to use trust
anchor negotiation, notably those that would be unable to use
certificate authorities due to size or privacy limtations.
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Wthout trust anchor negotiation, authenticating parties are limted
to CAs in the intersection of all supported relying parties.

However, trust anchors can vary significantly between different
relying party inplenentations and different versions of a single
relying party inplenentation, particularly as PKIs evolve to neet
user security needs.

As security-positive PKI changes increase variance, this intersection
shrinks. This leads to a conflict between user security and service
availability. Wen the authenticating party cannot serve a
certificate in the intersection, either the relying party nust risk
user security by not changing the PKI, or the authenticating party
must degrade service availability by dropping support for some
relying parties.

The rest of this section discusses uses cases for trust anchor
negoti ati on.

7.1. Making Use of New y-Trusted CAs

When one relying party trusts a new CA, other relying parties, such
as ol der ones, may not yet trust it. Trust anchor negotiation allows
an authenticating party to negotiate a certificate fromthe newer CA
with relying parties that do trust it, while continuing to negotiate
another certificate with relying parties that do not. This allows
PKI transitions to progress snmoothly. Connections can nmake use of,
for exanple, a new CA's stronger signature algorithms, stronger

val idation practices, better automation, or nore efficient
certificate sizes, without interruptions to other connections.

Wt hout negotiation, the authenticating party is limted to its
relying parties’ intersection and must wait for every supported
relying party to be updated before the transition even begins. This
wait could often take many years. |In sone cases, such as with IoT
devices, relying parties nay never receive updates.

In sone contexts, other fields can provide a partial signal. For
exanpl e, post-quantum capable relying parties may be detected with
the signature_algorithnms and signature_al gorithns_cert extensions.
However, this relies on all post-quantum CAs bei ng added at roughly
the sane tine and that they are sufficiently interchangeable to be
negotiated with these extensions. Trust anchor negotiation directly
addresses this problemand allows for both gradual and possibly

het er ogeneous depl oynment of post-quantum CAs across relying parties.
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7.2. Renmoving Untrustworthy CAs

VWhen CAs are determined to be untrustworthy, relying parties nust
renove themto nmitigate the risk to user security. Over tine, this
shrinks their intersection with older relying parties. Wthout
negotiation, the result is authenticating parties have fewer and
fewer CA choices available. Even determining the intersecting CAs
can be difficult. Oten, the only optionis to try the new
certificate and nmonitor errors. For authenticating parties that
serve many diverse relying parties, this is a disruptive and risky
process.

Trust anchor negotiation renoves this constraint. If an
authenticating party’s CAis distrusted, it can use a new CA in
addition to the existing one. The addition does not risk outages for
ol der relying parties and may be chosen froma w der set of CAs, as
it only needs to be conpatible with the relying parties that

di strusted the other CA

Over tine, the authenticating party can nonitor which certificates it
serves, and re-evaluate which CA or CAs to use. For exanple, it may
find the new CA was sufficient, or that older relying parties have
since all been updated. However, user security depends on the
relying party’s trust anchors, not the authenticating party’s choice
of CA, so this can occur asynchronously, based on serving needs and
costs, rather than delay the response to a security incident.

7.3. Key Rotation

Despite the severity of root CA private key conpromni se and the
benefits of routinely rotating cryptographic key material, such
rotation in PKIs is often very rare. In 2023, the oldest root in

[ CHROVE- ROOTS] and [ MXZI LLA- ROOTS] was 25 years old, dating to 1998.

Key rotation in PKIs used in TLS is challenging, as it conbines the
chal | enges described in both Section 7.1 and Section 7.2. W thout
trust anchor negotiation, authenticating parties cannot switch to the
new root as |long as any supported ol der relying party requires the
old root. That, in turn, nmeans relying parties cannot distrust the
old root, |eaving them vul nerable.

Trust anchor negotiation offers a smooth transition for CA key
rotation. The CA can provide certification paths for the old and new
roots. The authenticating party can then serve both paths wi thout

i mpacting older relying parties. Newrelying parties can then

di strust the old root.
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7.4. Oher Root Transitions

The nmechani sns in this docunent can aid PKI transitions beyond key
rotation. For exanple, a CA operator may generate a postquantum root
CA and issue fromthe classical and postquantumroots concurrently.
The authenticating party will then, transparently and with no
configuration change, serve both. As in Section 7.3, newer relying
parties can then renove the classical roots, while older relying
parties continue to function.

This same procedure may al so be used to transition between newer,
nore size-efficient signature algorithms, as they are devel oped.

7.5. Internedi ate Elision

In my PKIs, root CAs issue shorter-lived internediate certificates
which, in turn, issue end-entity certificates. This cones at a
bandwi dth cost: the TLS handshake includes an extra certificate,
whi ch includes a public key, signature, and X 509 netadata. Post-
quant um signature algorithnms will dramatically increase this cost.
M.- DSA- 65 [ FI PS204], for exanple, has a total public key and
signature size of 5,261 bytes.

[I-Dietf-tls-cert-abridge] predistributes a specific set of
intermedi ate CA certificates to relying parties so that these
certificates can be omtted from TLS connecti ons, as a conpression
schene. Negotiating internmediate CAs as short-lived trust anchors

al so achieves this effect, but is usable by nore relying parties than
the specific internediate set accommodat es.

In this nodel, a CA operator provides authenticating parties with two
certification paths: a |l onger path ending at a long-1ived root and
shorter path the other ending at a short-lived root. Relying parties
trust both the long-lived root and the npbst recent short-1lived root.
The authenticating party sends the shorter path when possibl e,
falling back to the |onger path when the relying party’ s short-lived
root is stale.

This achieves the same effect with a sinpler and nore fl exible,
gener al - pur pose nmechani sm
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7

7

6. Conflicting Relying Party Requirenents

An aut henticating party nmay need to support relying parties with
different, potentially conflicting requirenments. For exanple, in
contexts where online revocation checks are expensive, unreliable, or
privacy-sensitive, user security is best served by short-1lived
certificates. |In other contexts, long-lived certificates nay be nore
appropriate for, e.g., systems that are offline for |ong periods of
time or have unreliable clocks.

Trust anchor negotiation allows these conflicts to be resol ved by
different trust anchors where necessary. This avoids the need to
conmprom se on user security or service availability.

7. Backup Certificates

An authenticating party nay obtain certificate paths fromnultiple
CAs for redundancy. |f one CAis compromi sed and renoved from newer
relying parties, the TLS server software will be able to gracefully
serve a backup certificate path, avoiding the i mediate breakage that
woul d ot herwi se be caused by this renoval

7.8. Public Key Pinning

8.

To reduce security risk frommsissued certificates, relying parties
somet i mes enpl oy public key pinning [RFC7469]. Pinning effectively
reduces a relying party’s trust anchor list to a subset of the
original set.

As other relying parties in the PKI evolve, the pinning relying party
limts the authenticating party to satisfy both the pinning
constraint and newer constraints in the PKI. This can lead to
conflicts if, for exanple, the pinned CA is distrusted by a newer
relying party. The authenticating party is then forced to either
break the pinning relying party, or break the newer ones.

Trust anchor negotiation reduces this conflict, provided the pinning
relying party negotiates with its reduced trust anchor list. The
aut henticating party can then use a certificate fromthe pinned CA
with the pinning relying party, and another CA with other relying
parties.

Privacy Considerations
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8.1. Relying Parties

The trust_anchors extension is anal ogous to the

certificate authorities extension (Section 4.2.4 of [RFC8446]), but
nore size-efficient. Like certificate authorities, trust_anchors
reveal s sone information about the relying party' s trust anchors.
However, unlike certificate_authorities, trust_anchors allows a
relying party to only reveal a trust anchor in response to the

aut henticating party’s list, which reduces the fingerprinting
exposure. This section provides guidance for a relying party to
configure this mechanism based on its privacy goals.

When using this extension, a relying party’'s trust anchors may be
divided into three categories:

1. Trust anchors whose IDs the relying party never sends, but stil
trusts. These are trust anchors that do not participate in this
mechani sm

2. Trust anchors whose IDs the relying party sends _conditionally_,
i.e. only if the server offers them For exanple, the relying
party may indicate support for a trust anchor if its IDis listed
in the server’s HTTPS/ SVCB record or trust anchor list in
Encr ypt edExt ensi ons.

3. Trust anchors whose IDs the relying party sends
_unconditionally_, i.e. independently of the authenticating
party’s behavi or.

Each of these categories carries a different fingerprinting exposure:

Trust anchors that do not participate are not revealed by this

ext ensi on. However, they have sonme fingerprinting exposure due to
being trusted. Gven a certification path, an authenticating party
can probe whether the relying party trusts the trust anchor by seeing
if the relying party accepts it.

Trust anchor IDs sent in response to the authenticating party can
only be observed actively. That is, the authenticating party could
vary its list and observe how the client responds, in order to probe
for the client’s trust anchor list. This is simlar to the exposure
of trust anchors not participating in this extension, except that the
trust anchor can be probed by only know ng the trust anchor ID

Trust anchor |IDs sent unconditionally can be observed passively.
This node is anal ogous to the certificate authorities extension
Rel ying parties SHOULD NOT unconditionally advertise trust anchor
lists that are unique to an individual user. Rather,
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uncondi tional | y-advertised |lists SHOULD be enpty or conputed only
fromthe trust anchors common to the relying party’s anonymty set
(Section 3.3 of [RFC6973]).

Rel ying parties SHOULD determ ne which trust anchors participate in
this mechanism and whether to advertise themunconditionally or
conditionally, based on their privacy goals. PKIs that reliably use
the DNS service paraneter (Section 5) can rely on conditiona

adverti senent for stronger privacy properties without a round-trip
penal ty.

Additionally, a relying party that conputes the trust_anchors

ext ensi on based on prior state nmay all ow observers to correl ate
across connections. Relying parties SHOULD NOT nai ntain such state
across connections that are intended to be uncorrelated. As above,

i npl ementing the DNS service paraneter can avoid a round-trip penalty
wi t hout such state.

8.2. Authenticating Parties

If the authenticating party is a server, the mechanisms in Section 5
and Section 4.3 enunerate the trust anchors for the server’s

avail abl e certification paths. This nechani sm assunes they are not
sensitive. Servers SHOULD NOT use this nechanismto negotiate
certification paths with sensitive trust anchors.

In servers that host nultiple services, this protocol only enunerates
certification paths for the requested service. |If, for exanple, a
server uses the server_nane extension to select services, the
addition to EncryptedExtensions in Section 4.3 is expected to be
filtered by server_nane. Likew se, the DNS paraneter in Section 5
only contains information for the corresponding service. In both
cases, co-located services are not reveal ed.

The above does not apply if the authenticating party is a client.
This protocol does not enunerate the available certification paths
for a client.

9. Security Considerations

9.1. Incorrect Selection Metadata
If the authenticating party has provisioned certification paths with
incorrect trust anchor IDs, it may negotiate inaccurately and send an
untrusted path to the relying party when anot her candi date woul d have

been trusted. This will not result in the untrusted path becom ng
trusted, but the connection will fail.
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9.2. Trust Anchor Negotiation

Both the trust_anchors and certificate_authorities (Section 4.2.4 of
[ RFC8446]) extensions inplenent trust anchor negotiation, so security
considerations are |argely unchanged fromcertificate authorities.
Thi s section discusses security considerations for trust anchor
negotiati on i n general

9.2.1. Relying Party Policies

PKI - based TLS aut hentication depends on the relying party’s
certificate policies. |If the relying party trusts an untrustworthy
CA, that CA can intercept TLS connections made by that relying party
by issuing certificates associating the target name with the wong
TLS key.

This attack vector is available with or wi thout trust anchor
negotiati on. The negotiation nechani smdescribed in this docunent
allows certificate selection to reflect a relying party’s certificate
policies. It does not determine the certificate policies thensel ves.
Rel ying parties remain responsible for trusting only trustworthy CAs,
and untrustworthy CAs remain a security risk when trusted.

9.2.2. Agility

As with other TLS paraneters, negotiation reduces a conflict between
availability and security, which allows PKIs to better mitigate
security risks to users. Wen relying parties in an existing TLS
ecosysteminprove their certificate policies, trust anchor

negoti ati on hel ps authenticating parties navigate differences between
those relying parties and existing relying parties. Each set of
requirenents may be satisfied without conpatibility risk to the
other. Section 7 discusses such scenarios in nore detail.

Negoti ati on al so reduces pressures on relying parties to sacrifice
user security for conpatibility. |If a relying party does not trust
an authenticating party's current CA, connections between the two
will fail until either the relying party trusts the CA or the

aut henticating party uses an already trusted CA. Wthout trust
anchor negotiation, the authenticating party is limted to one
certificate, and therefore switching CAs risks conpatibility problens
with other relying parties. The relying party then faces
conmpatibility pressure to add this CA even if it deens the CA a
security risk. Wth trust anchor negotiation, the authenticating
party can use its existing CA _in addition to_ another CA trusted by
the relying party. This allows the ecosystemto inprove
interoperability without sacrificing user security.
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9.2.3. Serving Multiple Certificates

Trust anchor negotiation reduces conpatibility pressures agai nst

aut henticating parties serving certificates froma | ess common CA, as
they can be served with other certificates. In sone cases, the CA
may have been distrusted, but still used to support ol der relying
parties. As discussed in Section 7 and Section 9.2.2, this
capability aids PKI transitions that mtigate security risks to
users.

Even if the CAis untrustworthy, these certificates do not enable the
CA to decrypt or intercept the connection. |If a certificate asserts
the correct information about the authenticating party, notably the
correct public key, the authenticating party can safely present it.
Issuing a certificate for the authenticating party’s public key does
not grant the CA access to the corresponding private key.

Conversely, if the attacker already has access to the authenticating
party’'s private key, they do not need to be in control of a CAto

i ntercept a connection

Rather, it is the relying party’s choice of trusted CAs that

determ nes susceptibility to interception. |If the relying party
trusts a m shehaving or attacker-controlled CA, the attacker can

i ntercept the connection with a public key certified by that CA
regardl ess of which CA is used by the intended authenticating party.
Conversely, if the relying party does not trust the attacker’s CA,
the attacker cannot successfully intercept the connection using a
public key certified by this CA

Choosing trusted CAs is a conplex, security-critical process, the
full considerations of which are outside the scope of this docunent.
Rel ying parties thus SHOULD NOT interpret the authenticating party’s
choi ce of CA as an endorsenent of the CA. Trusting a CA means
trusting _all_certificates issued by that CA, so it is not enough to
observe correct certificates froman authenticating party. An
untrustworthy CA may sign one correct certificate, but also sign
incorrect certificates, possibly in the future, that can attack the

relying party.

9.2.4. Targeting TLS Interception
A network attacker in possession of a msissued certificate could use
trust anchor negotiation to differentiate clients and only enable TLS

interception with clients that accept the certificate. The network
attacker may wish to do this to reduce the odds of detection.
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However, trust anchor negotiation only inpacts detection where this
differentiation was not already possible. 1In TLS, the client offers
all its available TLS features, including cipher suites and ot her
extensions, in the TLS dientHello. Any variation in client TLS
policies, related or unrelated to trust anchors, nmay be used as a
fingerprint. Transport properties, such as |P geolocation, may al so
be used. Wile fingerprinting’ s heuristic nature makes broad,
legitimate use difficult, a network attacker’s single interception
service can easily use it for targeted attacks

If the attacker targets any clients that enforce Certificate
Transparency [ RFC6962], the m sissued certificates will need to be
publicly logged. 1In this case, detection is nore robust, and client
differentiation, with or without trust anchor negotiation, has no
significant inpact.

10. | ANA Consi derations
10.1. TLS ExtensionType Updates

IANA is requested to create the following entry in the TLS
Ext ensi onType Val ues registry, defined by [ RFC8446]:

[ ool s oo ey e e oo e el e e
| Value | Extension | TLS] DTLS-Only | Recommended | Reference |
I | Name | 1.3 I I I
[ Sl e e el s s sy ey
| TBD | trust_anchors |CH | N | Y | [this-RFC] |
I I | EE, | I I I
I I | CR | I I I
I I | CT | I I I
+------- i I R I R +
Table 1

10.2. Media Type Updates

I ANA is requested to create the following entry in the "Media Types”
registry, defined in [ RFC6838]:

Type name: application
Subtype nane: pemcertificate-chain-wth-properties
Requi red paraneters: None

Opti onal parameters: None
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10.

Encodi ng consi derations: 7bit

Security considerations: Carries a cryptographic certificate and its
associated certificate chain and additional properties. This
medi a type carries no active content.

Interoperability considerations: None

Publ i shed specification: [this-RFC, Section 6.1]

Applications that use this nmedia type: ACME clients and servers,
HTTP servers, other applications that need to be configured with a
certificate chain

Addi tional information: Deprecated alias nanes for this type: n/a

Magi ¢ nunber(s): n/a
File extension(s): .pem
Maci ntosh file type code(s): n/a

Person & email address to contact for further information: See
Aut hors’ Addresses secti on.

I nt ended usage: COMVON

Restrictions on usage: n/a

Aut hor: See Authors’ Addresses section.
Change controller: |ETF

3. PKI X Registry Updates

IANA is requested to create the following entry in the SM Security
for PKI X Module Identifier registry, defined by [ RFC7299]:

F oo e s s e
| Decimal | Description | References |
o oo o=+
| TBD | id-nod-trustAnchorl Ds-2025 | [this-RFC |
+---- - - - e i I i +

Table 2

I ANA is requested to create the following entry in the SM Security
for PKIX Certificate Extension registry, defined by [ RFC7299]:
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[ oo e, e e e o)
| Decimal | Description | References |
B e el sy e e
| TBD | id-pe-trustAnchorID | [this-RFC |
L I i I I I +

Table 3

CertificatePropertyType Registry

[[TODG Establish a CertificatePropertyType registry.]]
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Trust Anchor | Ds- 2025
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod-trust Anchor | Ds-2025(TBD) }

DEFI NI TIONS EXPLICI T TAGS :: =
BEGA N

| MPORTS
EXTENSI ON
FROM PKI X- CormonTypes- 2009 -- From [ RFC5912]
{ iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani snms(5) pkix(7)
i d-mod( 0) i d-nod- pki xConmon-02(57) };

-- Trust Anchor IDs Certificate Extension
ext - Trust Anchor | D EXTENSI ON :: = {
SYNTAX Trust Anchor | D
| DENTI FI ED BY i d- pe-trust Anchorl D
CRITICALITY { FALSE } }
i d- pe-trust Anchor| D OBJECT | DENTIFIER :: =
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani snms(5) pkix(7) id-pe(1l) TBD}
Trust Anchor I D :: = RELATI VE-O D
END
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