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Abst r act

A nunber of extensions are proposed in the TLS working group that
carry no interesting informati on except the 1-bit indication that a
certain optional feature is supported. Such extensions take 4 octets
each. This docunent defines a flags extension that can provide such
i ndications at an average margi nal cost of 1 bit each. More
precisely, it provides as many flag extensions as needed at 4 + the
order of the last set bit divided by 8.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 18 March 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roducti on

Since the publication of TLS 1.3 ([I-D.ietf-tls-rfc8446bis]) there
have been several proposals for extensions to this protocol, where
the presence of the content-free extension in both the CientHello
and either the ServerHell o or EncryptedExtensions indicates nothing
except either support for the optional feature or an intent to use
the optional feature. Exanples:

* An extension that allows the server to tell the client that cross-
SNI resunmption is allowed: [I-D.sy-tls-resunption-group].

* An extension that is used to negotiate support for authentication
usi ng both certificates and external PSKs:
[I-Dietf-tls-tlsl3-cert-wth-extern-psk].

* The post_handshake_auth extension fromthe TLS 1.3 base docunent
indicates that the client is willing to perform post-handshake
aut henti cati on.

Thi s docunent proposes a single extension called tls flags that can

enunerate such flag extensions and allowi ng both client and server to
i ndi cate support for optional features in a concise way.
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None of the current proposed extensions allow for indication of
support in ServerHello (SH), EncryptedExtensions (EE), Certificate
(CT), or HelloRetryRequest (HRR) without first being indicated in
ClientHello (CH). Simlarly, none of the current proposed extensions
all ow for an indication of support in the client-side Certificate
(CT) message without first being indicated in the server’'s
CertificateRequest (CR) nmessage. This restriction is enforced by the
rules in Section 3.

1.1. Requirenents and Gt her Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14 [ RFC2119]

[ RFC8174] when, and only when, they appear in all capitals, as shown
here.

The term"flag extension"” is used to denote an extension where the
extension_data field is always zero-length in a particul ar context,
and the presence of the extension denotes either support for somne
feature or the intent to use that feature.

The term"flag-type feature" denotes an optional TLS 1.3 feature the
support for which is negotiated using a flag extension, whether that
flag extension is its own extension or a value in the extension
defined in this docunent.

2. The tls_flags Extension
Thi s docunent defines the follow ng extension code point:
enum {
t1s_flags(TBD),
(65535)
} Ext ensi onType;

Thi s docunent al so defines the data for this extension as a vari abl e-
length bit string, allowing for the encoding of up to 2040 features.

struct {
opaque flags<1..255>;
} Fl agExt ensi ons;

The Fl agExtensions field contains 8 flags in each octet. The length
of the extension is the minimal length that allows it to encode all
of the present flags. Wthin each octet, the bits are packed such
that the first bit is the least significant bit and the eighth bit is
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the nost significant. Using zero-based indexing, the first octet

hol ds flags 0-7, the second octet holds bits 8-15 and so on. For
exanple, if we want to encode only flag nunber zero, the

Fl agExtension field will be 1 octet long, that is encoded as follows:

00000001
If we want to encode flags 1 and 5, the field will still be 1 octet
| ong:
00100010
If we want to encode flags 3, 5, and 23, the field will have to be 3

octets | ong:
00101000 00000000 10000000

An inplementation that receives an all-zero value for this extension
or a value that contains trailing zero bytes MJIST generate a fata
illegal _paraneter alert.

Note that this docunment does not define any particular bits for this
string. That is left to the protocol docunents such as the ones in
the exanples fromthe previous section. Such docunments will have to
define which bit to set to show support.

3. Rules for The Fl ags Extension

Any TLS inplenentation that intends to propose or indicate support
for a flag extension SHALL send this extension with the relevant bits
set.

Thi s specification does not require every flag extension to be
acknow edged. Acknow edging a flag extension is typically needed to
informthe peer proposing the extension that the other side
under st ands and supports the extension, but sone extensions do not
requi re this acknow edgemnent.

For a flag that does require a response, the only proper response is
the sane flag in a flags extension. This extension MJST NOT be used
to specify extensions where the response is a proper extension with

content.

A flag proposed by the client in CientHello (CH) that requires
acknow edgenent SHOULD be acknow edged in either ServerHello (SH), in
Encrypt edExt ensions (EE), in Certificate (CT), or in

Hel | oRet ryRequest (HRR) as the correspondi ng flag docurment specifies.
Simlarly, a flag proposed by the server in the CertificateRequest
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(CR) message that requires acknow edgenent SHOULD be acknow edged in
the client’s Certificate (CT) message. A flag proposed by the server
in the NewSessionTi cket (NST) nessage is never acknow edged as there
is not client-side response nessage.

Multiple flags can be proposed or acknow edged in the sanme extension.
In all of the above cases, a flag MJUST NOT be acknow edged in SH, EE
CT, or HRR without first having been proposed in CH or CR
Unsolicited flags may appear only in CH CR and NST. An endpoint
that receives an unsolicited flag in another nessage (HRR, SH, EE, or
CT) MUST generate a fatal illegal paraneter alert.

A client that supports this extension and at |east one flag extension
SHALL send this extension with the flags field having bits set only
for those extensions that it intends to set. It MJST NOT send this
extension with a |l ength of zero.

An inplenentation that receives an invalid tls_flags extensi on MIUST
term nate the TLS handshake with a fatal illegal paraneter alert.

Interaction with the 0-RTT Handshake

The 0- RTT handshake, defined in section 2.3 of
[I-Dietf-tls-rfc8446bis], has a CientHello nmessage, a ServerHello
message, and an Encrypt edExt ensi ons nessage. Those can include the
tls_flags extension just as they can in a regul ar handshake.

Future flag extensions MJST define their interaction with 0-RTT, just
as other extensions are required to.

| ANA Consi der ati ons

I ANA is requested to assign a new value fromthe TLS Extensi onType
Val ues registry:

* The Extension Nane should be tls_flags

* The TLS 1.3 val ue should be CH, SH HRR, EE, CR, CT, NST
* The DTLS-Only val ue should be N

*  The Recommended val ue should be Y

* The Reference should be this docunent

IANA is also requested to create a new registry under the TLS
nanespace with nane "TLS Flags" and the follow ng fields
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* Value, which is a nunmber between 0 and 2039. All potential val ues
are avail able for assignnent.

* Flag Nanme, which is a string

*  Message, which like the "TLS 1.3" field in the ExtensionType
registry contains the abbreviations of the nessages that may
contain the flag: CH SH, EE, etc.

*  Recommended, which is a Y/ N D val ue; see Section 3 of
[I-Dietf-tls-rfc8447bis].

* Reference, which is a link to the docunent defining this flag.

The policy for this shall be "Specification Required" as described in
Section 4.6 of [RFC8126] with the exception of flags nunbered from
0-15, which follow the "Standards Action" policy (Section 4.9 of

[ RFC8126]). Designated expert(s) are advised to follow the advice in
Section 17 of [RFC8447] when review ng registration requests.

The initial contents of the registry shall be one entry, as foll ows:
* Value shall be 8

* Flag Narme shall be resunption_across_nanes

* Message shall be NST

* Recommended shall be set to no (N)

* The reference shall the the RFC-to-be
[I-D.ietf-tls-cross-sni-resunption].

5. Security Considerations

The extension described in this docunent provides a nore concise way
to express data that could otherw se be expressed in individua
extensions. It does not send in the clear any information that woul d
ot herw se be sent encrypted, nor vice versa. For this reason this
extension is neutral as far as security is concerned.

Ext ensi on aut hors shoul d be aware that acknow edging flags in a
tls_flags extension of the ServerHell o and Hel | oRet ryRequest nessages
expose this response to passive observers. Unless there is a specia
reason to place the response in the ServerHello, nobst flags should go
in other (encrypted) nessages.
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The idea for witing this was expressed at the mc during the TLS
session at | ETF 104 by Eric Rescorl a.

The current bitwi se formatting was suggested on the mailing list by
Ni kos Mavr ogi annopoul os.

I mprovenent to the encodi ng were suggested by Ilari Liusvaara, who
al so asked for a better explanation of the semantics of nissing
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Useful comments received from Martin Thonson, including the
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Appendi x A. Change Log

RFC EDI TOR: PLEASE REMOVE THI'S SECTION AS I T IS ONLY MEANT TO Al D THE
WORKI NG GROUP | N TRACKI NG CHANGES TO THI' S DOCUMENT.

draft-ietf-tls-tlsflags-15 text inprovenent by Bob Beck
draft-ietf-tls-tlsflags-13 align with 8446bis and 8447bis

draft-ietf-tls-tlsflags-02 set the nmaxi mum nunber of flags to 2048,
and added gui dance for the | ANA experts.
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draft-ietf-tls-tlsflags-01 allows server-only flags and allows the
client to send an enpty extension. Also nodified the packing order
of the bits.

draft-ietf-tls-tlsflags-00 had the sane text as draft-nir-tls-
tlsflags-02, and was re-subnitted as a working group docunent
foll owi ng the adoption call.

Version -02 replaced the fixed 64-bit string with an unlimted
bitstring, where only the necessary octets are encoded.

Version -01 replaced the enuneration of 8-bit values with a 64-bit
bitstring.

Version -00 was a qui ckly-thrown-together draft with the list of
supported features encoded as an array of 8-bit val ues.
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