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Abst ract

Thi s docunent allocates code points for the use of RSASSA- PKCS1-v1 5
with client certificates in TLS 1.3. This renpoves an obstacle for
some depl oynments to migrate to TLS 1. 3.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://tlswg.github.io/tlsl13-pkcsl/draft-ietf-tls-tlsl3-pkecsl. htm.
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-tls-tlsl13-pkcsl/.

Di scussion of this docunent takes place on the Transport Layer
Security Wirrking Goup mailing list (rmailto:tls@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/tls/. Subscribe
at https://ww. ietf.org/mailman/listinfo/tls/.

Source for this draft and an issue tracker can be found at
https://github.comtlswg/tlsl13-pkcsl.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

TLS 1.3 [ RFCB446] rempved support for RSASSA- PKCS1-v1 5 [ RFC8017] in

OO OITORPRWWN

CertificateVerify messages in favor of RSASSA-PSS. Wil e RSASSA- PSS

is a long-established signature algorithm sone |egacy hardware
crypt ographi ¢ devices | ack support for it. Wile uncommon in TLS
servers, these devices are sonetinmes used by TLS clients for client
certificates.

For exanple, Trusted Platform Mdules (TPMs) are ubiquitous hardware

crypt ographi c devices that are often used to protect TLS client

certificate private keys. However, a |large nunber of TPMs are unabl e

to produce RSASSA-PSS signatures conpatible with TLS 1.3. TPM
specifications prior to 2.0 did not define RSASSA-PSS support (see
Section 5.8.1 of [TPML2]). TPM 2.0 includes RSASSA-PSS, but only
those TPM 2.0 devices conpatible with FIPS 186-4 can be relied upon
to use the salt length matching the digest length, as required for
conpatibility with TLS 1.3 (see Appendix B.7 of [TPM]).
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TLS connections that rely on such devices cannot migrate to TLS 1. 3.
Staying on TLS 1.2 leaks the client certificate to network attackers
[ PRIVACY] and additionally prevents such depl oynents from protecting
traffic against retroactive decryption by an attacker with a quantum
computer [I-D.ietf-tls-hybrid-design].

Additionally, TLS negotiates protocol versions before client
certificates. Cients send CientHellos w thout know ng whether the
server will request to authenticate with | egacy keys. Conversely,
servers respond with a TLS version and CertificateRequest without
knowing if the client will then respond with a | egacy key. If the
client and server, respectively, offer and negotiate TLS 1.3, the
connection will fail due to the |egacy key, when it previously
succeeded at TLS 1.2.

To recover fromthis failure, one side nust globally disable TLS 1.3
or the client nust inplenent an external fallback. Disabling TLS 1.3
i npacts connections that woul d otherw se be unaffected by this issue,
whil e external fallbacks break TLS s security anal ysis and may

i ntroduce vul nerabilities [POODLE].

Thi s docunent allocates code points to use these | egacy keys with
client certificates in TLS 1.3. This reduces the pressure on

i npl ementations to sel ect one of these problematic mtigations and
unbl ocks TLS 1.3 depl oynent.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capital s, as shown here

3. PKCs#l v1.5 SignatureSchene Types

The foll owi ng Si gnatureScheme values are defined for use with TLS
1.3.

enum {
rsa_pkcsl sha256 | egacy(0x0420),
rsa _pkcsl sha384 | egacy(0x0520),
rsa_pkcsl shab512 | egacy(0x0620),
} Si gnat ur eScherne;

The above code points indicate a signature al gorithm usi ng RSASSA-

PKCS1-v1l 5 [ RFC8017] with the correspondi ng hash al gorithm as defined
in [SHS]. They are only defined for signatures in the client
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CertificateVerify message and are not defined for use in other
contexts. In particular, servers intending to advertise support for
RSASSA- PKCS1-v1_5 signatures in the certificates thensel ves shoul d
use the rsa_pkcsl * constants defined in [ RFC8446].

Clients MJST NOT advertise these values in the signature_al gorithns
extension of the ClientHello. They MJST NOT accept these values in
the server CertificateVerify nessage

Servers that wish to support clients authenticating with | egacy
RSASSA- PKCS1-v1 5-only keys MAY send these values in the

signature_al gorithns extension of the CertificateRequest nessage and
accept themin the client CertificateVerify message. Servers MJST
NOT accept these code points if not offered in the CertificateRequest
message

Clients with such | egacy keys MAY negotiate the use of these
signature algorithnms if offered by the server. dients SHOULD NOT
negotiate themw th keys that support RSASSA-PSS, though this nay not
be practical to determine in all applications. For exanple,
attenpting to test a key for support mght display a nessage to the
user or have other side effects.

TLS i npl enent ati ons SHOULD di sabl e t hese code points by default. See
Section 4.

4. Security Considerations

The considerations in Section 1 do not apply to server keys, so these
new code points are forbidden for use with server certificates.
RSASSA- PSS continues to be required for TLS 1.3 servers using RSA
keys. This mnimzes the inpact to only those cases necessary to
unbl ock TLS 1.3 depl oynent.

When i npl emented incorrectly, RSASSA-PKCS1-vl 5 adnits signature

forgeries [ MFSA201473]. | nplenmentations producing or verifying
signatures with these al gorithns MJST inpl enent RSASSA- PKCS1-v1 5 as
specified in section 8.2 of [RFC8017]. |In particular, clients MJST

i nclude the mandatory NULL paranmeter in the Digestlnfo structure and
produce a valid DER [ X690] encoding. Servers MJST reject signatures
whi ch do not neet these requirenents.

5. |1 ANA Consi derations
IANA is requested to create the following entries in the TLS
Si gnatureSchene registry, defined in [RFC8446]. The "Recommended"

col um should be set to "N', and the "Reference" columm should be set
to this docunent.
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