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Abst r act

Use of TLS 1.3, which fixes sone known deficiencies in TLS 1.2, is
growi ng. This docunent specifies that outside of urgent security
fixes (as determne by TLS WG consensus), new TLS Exporter Labels, or
new Appli cation-Layer Protocol Negotiation (ALPN) Protocol IDs, no
changes will be approved for TLS 1.2. This prescription does not
pertain to DTLS (in any DTLS version); it pertains to TLS only.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-ietf-tls-tlsl2-frozen/.

Di scussion of this docunent takes place on the Transport Layer
Security Wirrking Goup mailing list (rmailto:tls@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/tls/. Subscribe
at https://ww. ietf.org/mailman/listinfo/tls/.

Source for this draft and an issue tracker can be found at
https://github.comtlswg/tlsl2-frozen.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Use of TLS 1.3 [TLS13] is growing, and it fixes nost known
deficiencies with TLS 1.2 [TLS12]. Exanples of this include
encrypting nore of the traffic so that it is not readable by
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out siders and renoving nost cryptographic primtives now consi dered

weak. Inportantly, TLS 1.3 enjoys robust security proofs.

Bot h versions have several extension points. Itens |ike new
crypt ographi c al gorithns, new supported groups (fornerly "named

curves"), etc., can be added wi thout defining a new protocol. This

docunent specifies that outside of urgent security fixes (as
determne by TLS WG consensus), and the exceptions listed in
Section 4, no changes will be approved for TLS 1.2.

This prescription pertains to TLS only. As such, it does not pertain

to DTLS, in any DILS version
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I mplications for Post-Quantum Cryptography (PQC)

Cryptographically rel evant quantum conputers, once avail able, are
likely to greatly lessen the tinme and effort needed to break RSA,
finite-field-based Diffie-Hellman (FFDH), or Elliptic Curve

Crypt ography (ECC) which are currently used in TLS. |n 2016, the US
National Institute of Standards and Technol ogy (N ST) started a
multi-year effort to standardize algorithns that will be "safe" once
quant um conmputers are feasible [PQC]. First discussions in the |ETF
communi ty happened around the sane tinme [ CFRGSLI DES].

In 2024 NI ST rel eased standards for [M.-KEM, [M-DSA], and

[ SLH-DSA]. WMany other countries and organi zati ons are publi shing
their roadmaps, including the multi-national standards organi zation
ETSI, [ETSI].

While the industry was waiting for NIST to finish standardization,
the | ETF has had several efforts underway. A working group was
formed in early 2023 to work on use of Post-Quantum Cryptography
(PQC) in IETF protocols [PQUI PW5 . Several other working groups,
including TLS [ TLSWE, are working on specifications to support
hybrid algorithns and identifiers, for use during a transition from
classic to a post-quantum worl d.

It is inportant to note that the focus of efforts within the TLS
Wirking Goup is exclusively TLS 1.3 or later. Put bluntly, PQC for
TLS 1.2 will not be specified (see Section 4) at any time and anyone
wi shing to depl oy PQC should expect to be using TLS 1. 3.

Security Considerations

This entire document is about security, and provi des post-quantum
concerns as an additional reason to upgrade to TLS 1.3.

I ANA Consi derations

No TLS registries [TLS13REG are being closed by this docunent.

Rat her, this docunment nodifies the instructions to | ANA and the TLS
Desi gned Experts to constrain what type of entries can be added to
existing registries.

Thi s docunent does not introduce any new linits on the registrations
for either of the following two registries:

* TLS Application-Layer Protocol Negotiation (ALPN) Protocol |Ds

* TLS Exporter Labels
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other TLS registries should have this Note added to them Any
TLS entry added after the | ESG approves publication of {TH S RFC}
is intended for TLS 1.3 or later, and nakes no sinilar requirenent

on DTLS.

col um.

f ol | ows:

*

TLS

TLS

TLS

TLS

TLS

TLS

TLS

TLS

TLS

TLS

TLS

TLS

TLS

TLS

TLS

TLS

TLS

TLS

TLS

Alerts

Aut hori zati on Data Formats
Cachedl nf ormati onType Val ues
Certificate Conpression AlgorithmlDs
Certificate Status Types
Certificate Types

Ci pher Suites
ClientCertificateType Identifiers
Cont ent Type

EC Curve Types

EC Poi nt Formats

Ext ensi onType Val ues
HandshakeType

HashAl gorithm

Hear t beat Message Types

Hear t beat Mddes

KDF I dentifiers
PskKeyExchangeMode

Si gnatureAl gorithm
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Such entries should have an i nfor mal
"For TLS 1.3 or later" in that entry,

indication |ike
such as the "Coment"

the list of other TLS registries is as
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* TLS Si gnatureSchene

* TLS Suppl enental Data Formats (Suppl enment al Dat aType)
* TLS Supported G oups

* TLS User Mappi ngType Val ues

Any TLS registry created after this docunent is approved for
publication should indicate whether the actions defined here are
appl i cabl e.
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