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Abst ract

TLS 1.3 records limt the inner plaintext (TLSInnerPlaintext) size to
2714 + 1 bytes, which includes one byte for the content type. DILS
1.3 uses the sane plaintext size limt. This docunent defines a TLS
extension that allows endpoints to advertise |larger per-direction
maxi mum i nner pl ai ntext sizes, up to 2730 - 256 bytes, while reducing
overhead in TLS 1.3 and DTLS 1.3 record headers.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://tlswg. github.iof/super-junbo-record-limt/draft-ietf-tls-
super-junbo-record-limt.htm. Status information for this docunent
may be found at https://datatracker.ietf.org/doc/draft-ietf-tls-
super-junbo-record-limt/.

Di scussion of this docunent takes place on the Transport Layer
Security Wirrking Goup mailing list (rmailto:tls@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/tls/. Subscribe
at https://ww. ietf.org/mailman/listinfo/tls/.

Source for this draft and an issue tracker can be found at
https://github. com tl swg/ super-junbo-record-limt.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 9 Cctober 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

TLS 1.3 records limt the inner plaintext (TLSInnerPlaintext) size to
2714 + 1 bytes, which includes one byte for the content type.

Records al so have a 3-byte overhead due to the fixed opaque_type and
| egacy record version fields. TLS-based protocols are increasingly
used to secure long-lived interfaces in critical infrastructure, such

as tel ecommuni cation networks. In sone infrastructure use cases, the
upper |ayer of DILS expects a nmessage oriented service and uses
message sizes much |arger than 2214-bytes. 1In these cases, the

2"14-byte Iimt in TLS necessitates an additional protocol |ayer for
fragmentation, resulting in increased CPU and nenory consunption and
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additional conplexity. Allow ng 2730-byte records would elimnate
additional fragmentation in alnost all use cases. In [RFC6083] (DTLS
over SCTP), the 2714-byte limt is a severe restriction

Thi s docunent defines a "large record _size |imt" extension. The
extension is negotiated during the handshake, and each endpoi nt

i ndependently advertises the maxi num inner plaintext
(TLSInnerPlaintext) size it is willing to receive. Therefore, the
two traffic directions can use different limts. This extension is
valid in TLS 1.3 and DTLS 1.3. The extension works simlarly to the
"record _size limt" extension defined in [ RFC8449]. Additionally,
thi s docunent defines new TLS 1.3 TLSLargeC phertext and DTLS 1.3
uni fied_hdr structures to enable inner plaintexts up to 230 - 256
bytes with reduced overhead. For exanple, ciphertexts up to 64 bytes
can be supported with 4 bytes | ess overhead and ci phertexts up to
2"14 bytes can be supported with 3 bytes | ess overhead, which is
useful in constrained |oT environments. The
"large_record_size_|limt" extension is incompatible with ni ddl eboxes
expecting TLS 1.2 records.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. The "large_ record size |limt" Extension

The ExtensionData of the "large_record_size lint" extension is
Lar geRecor dSi zeLim t:

ui nt 32 LargeRecordSi zeLimt;

LargeRecor dSi zeLimt denotes the maxi mum size, in bytes, of inner
plaintexts that the endpoint is willing to receive. It includes the
content type and padding (i.e., the conplete | ength of

TLSI nner Pl ai ntext). AEAD expansion is not included. This is the
sanme val ue as RecordSizeLimt negotiated in the "record size |imt'
ext ensi on [ RFC8449].

The large record size limt only applies to records sent toward the
endpoi nt that advertises the limt. An endpoint can send records
that are larger than the limt it advertises as its own limt. A TLS
endpoint that receives a record larger than its advertised Iimt MJST
generate a fatal "record overflow' alert; a DTLS endpoint that
receives a record larger than its advertised linmt SHOULD discard the
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record and SHOULD NOT generate a fatal "record_overflow' alert. An
endpoi nt MJUST NOT add padding to records that woul d cause the length
of TLSInnerPlaintext to exceed the |imt advertised by the other
endpoi nt ..

Endpoi nts MUST NOT send a "large record _size |limt" extension with a
val ue smaller than 64 or larger than 27230 - 256. An endpoint MJST
treat receipt of a smaller or larger value as a fatal error and
generate an "illegal paraneter” alert.

The server sends the "large record size |limt" extension in the
Encrypt edExt ensi ons nmessage. During resunption, the linmt is
renegoti ated. Records are subject to the limts that were set in the
handshake that produces the keys that are used to protect those
records. This admts the possibility that the extension m ght not be
negotiated during resunption. |If the extension is not negotiated in
a subsequent handshake, records protected with keys fromthat
handshake are not subject to "large record size limt" and are

i nstead subject to the record size linits and record formats defi ned
by TLS 1.3 [ RFCB446bis] and DTLS 1.3 [RFC9147], unl ess anot her
negoti at ed extensi on specifies otherw se.

Unprot ect ed nmessages and records protected with early traffic_secret
or handshake traffic_secret are not subject to the |arge record size
limt and remain subject to the record size limts and record formats
defined by TLS 1.3 [RFC8446bis] and DTLS 1.3 [RFC9147]. In
particul ar, these records MJST use TLSC phertext (TLS) or the

DTLSCi phertext unified _hdr | ength encoding from][RFC9147] (DTLS)

rat her than TLSLargeCi phertext or the varuint |ength encodi ng defined
in this docunent.

When the "large_ record_size limt" extension is negotiated:

* Al TLS 1.3 records protected with application traffic keys
(derived fromapplication_traffic_secret N) MJIST use the
TLSLar geCi phertext structure instead of the TLSC phert ext
structure.

Instead of using a fixed-length field, this specification defines
a variable-length unsigned integer type, referred to as varuint,
as specified in Section 2.1.2 of [RFC9420]. The varuint encoding
is simlar to the variable-length integer encoding defined in
Section 16 of [RFC9000], but requires m nimumsize encoding. As
defined in Section 2.1.2 of [RFC9420], the two nost significant
bits of the first byte indicate the base 2 logarithmof the

i nteger encoding length in bytes. The renmaining bits encode the
i nteger value in network byte order. The encoded representation
MUST use the smallest nunber of octets necessary to represent the

Preu Mattsson, et al. Expires 9 Cctober 2026 [ Page 4]



I nternet-Draft Large Record Sizes for TLS April 2026

integer value to ensure a unique wire representation. Wen
decodi ng, any val ue that uses nore octets than necessary is an
invalid |l ength encoding and MJST be treated as if the record
exceeded the peer’s advertised record size limt. This neans that
integers are encoded in 1, 2, or 4 bytes and can encode 6-, 14-,
or 30-bit values, respectively. The varuint type is defined only
for the record length fields specified in this docunment. Table 1
summari zes the encodi ng properties from Section 2.1.2 of

[ RFC9420] .

struct {

varui nt | ength;

opaque encrypted_record[ TLSLargeG phertext.|ength];
} TLSLar geCi phertext;

B ety Ll ety el st ety
| Prefix | Length | Usable Bits | Mn | Max |
f ety ety el Ly gl o
| 00 | 1 | 6 | 0 | 63 |
+-------- I I +------- R +
| 01 | 2 | 14 | 64 | 16383 |
+-------- +---- - - - i i +------- I i +
| 10 | 4 | 30 | 16384 | 1073741823 |
F----- - - R I +------- I +
| 11 | invalid | - | - | - |
+-------- I I +------- R +

Table 1. Summary of varuint Encodi ngs.

If the first two bits of the length field are 11, the encoded | ength
is invalid and MJUST be treated as if the record exceeded the peer’s
advertised record size limt.

*

Al DTLS 1.3 records protected with application traffic keys
(derived fromapplication_ traffic_secret N) and with length
present MJST use a unified hdr structure with a varuint |ength
equal to the TLS 1.3 length field defined above.
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* An endpoi nt MAY generate records protected with application
traffic keys (derived fromapplication_ traffic_secret_ N wth
inner plaintext length that is equal to or smaller than the
LargeRecordSi zeLimt value it receives fromits peer. An endpoint
MUST NOT generate a protected record with inner plaintext |ength
that is larger than the LargeRecordSi zeLimt value it receives
fromits peer.

The "large_record_size_ |limt" extension is not conpatible with

m ddl eboxes expecting TLS 1.2 records and SHOULD NOT be negoti at ed
where such mi ddl eboxes are expected. Endpoints that support this
specification SHOULD prefer "large record size linmt" over
"record_size limt" and "max_fragnent | ength", and a client SHOULD
offer at nost one of these extensions. A server MJST NOT send

ext ensi on responses to nore than one of "large_record_size limt",
"record size limt", and "max_fragment _length". A client MJST treat
recei pt of nore than one of "large record size limt",
"record size limt", and "max_fragment length" as a fatal error, and
it SHOULD generate an "illegal _paranmeter" alert.

The Path Maxi mum Transm ssion Unit (PMIU) in DILS also limts the
size of records. The record size linmt does not affect PMIU

di scovery and SHOULD be set independently. The record size limt is
fixed during the handshake and so shoul d be set based on constraints
at the endpoint and not based on the current network environment. In
comparison, the PMIU is determ ned by the network path and can change
dynani cal |y over tine.
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4.

7

Limts on Key Usage

TLS 1.3 [ RFC8446bis] and DTLS 1.3 [RFC9147] limt the nunber of full-
size records that may be encrypted under a given set of keys.

I ncreasi ng the maxi muminner plaintext size to nore than 2714 bytes
whi | e keeping the sane confidentiality and integrity advantage per
wite key therefore requires lower AEAD linmits. VWhen
"large_record_size |limt" has been negotiated with a record size
limt larger than 2214 + 1 bytes, existing AEAD limts SHALL be
decreased by a factor of (LargeRecordSizeLimt) / (2714). For AES-
GCM usage against the confidentiality Iimt is block-based: each
protected record consunes ceil (record plaintext length / 16) * 16
bytes. For exanple, when AES-GCMis used in TLS 1.3 [ RFC8446bi s]
with a 64 kB record limt, only around 2722.5 full-size records
(about 6 mllion) may be encrypted under a given set of keys. For
ChaCha20/ Pol y1305, the record sequence nunber would still wap before
the safety Iimt is reached.

Security Considerations

Large record sizes mght require nore nenory allocation for senders
and receivers. Additionally, larger record sizes al so neans that
nore processing is done before verification of non-authentic records
fails. TLS inplenmentations MJST NOT provide access to the decrypted
message content until after its integrity is confirned.
The use of larger record sizes can either sinplify or conplicate
traffic analysis, depending on the application. The

LargeRecordSi zeLimt is just an upper limt and it is still the
sender that decides the size of the inner plaintexts up to that
limt.

I ANA Consi derati ons

I ANA is requested to assign a new value in the TLS Extensi onType
Val ues registry defined by [ RFC8447]:

* The Extension Nane should be large_record_size limt
* The TLS 1.3 val ue should be CH EE

* The DTLS-Only val ue should be N

*  The Recommended val ue should be Y

* The Reference should be this docunent

Ref er ences
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Change Log
This section is to be renmoved before publishing as an RFC
Changes from-02 to -03:

* Addressed WALC comment s from Magnus Westerlund, Ilari
Li usvaara, Val ery Snyslov, Eric Rescorla and Martin Thonson.

Changes from-01 to -02:

* Variable length field equal to the one defined in M.S
* (Carification that the extension value is equal to RFC8449
* (Carification and corrections on AEAD limts

Changes from-00 to -01:

* Keep alive

Changes from-05 to -00:

* WG adoption

Changes from-04 to -05:

* Gammar and conprehensi on tweaks.

* Added change | og

Changes from-03 to -04:

* Corrected uint24 to uint32.

Changes from-02 to -03:

* Major rewite based on discussions at | ETF 119

* New i ndependent extension instead of flag extension used together
with record size limt

* New record format without opaque_type and | egacy_record_version
fields. This reduces overhead

* Support inner plaintext size up to 2732 - 256 bhytes
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