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Abst ract

Thi s docunent updates the changes to TLS and DTLS | ANA registries
made in RFC 8447. It adds a new value "D' for discouraged to the
Recomended col um of the selected TLS registries and adds a
"Comment" colum to all active registries that do not already have a
"Comment" colum. Finally, it updates the registration request

i nstructions.

Thi s docunent updates RFC 8447.
About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-tls-rfc8447bis/.

Di scussion of this docunent takes place on the Transport Layer
Security Wirrking Goup nailing list (rmailto:tls@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/tls/. Subscribe
at https://ww.ietf.org/mailman/listinfo/tls/.

Source for this draft and an issue tracker can be found at
https://github. comtlswy/rfc8447bis.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 22 January 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1.

I nt roducti on

Thi s docunent instructs | ANA to make changes to a nunber of the | ANA
registries related to Transport Layer Security (TLS) and Dat agram
Transport Layer Security (DTLS). These changes update the changes
made in [ RFC8447].

| RFC EDI TOR NOTE: Pl ease renove the note that follows.

| NOTE for | ANA: This docunent specifies changes to the registry
| to update the changes nmade in [ RFC8447].

This specification adds a new value "D' for discouraged to the
Recommended col um of the selected TLS registries and adds a
"Coment" colum to all active registries that do not already have a
"Coment" col um.

Thi s specication also updates the registration request instructions.
Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Updati ng "Recommended" Col umm’s Val ues

The instructions in this docunent update the Recomrmended col um,
originally added in [RFC8447] to add a third value, "D', indicating
that a value is "Di scouraged". The permtted values of the
"Recommended" col um are:

Y: Indicates that the | ETF has consensus that the itemis
RECOMMENDED. This only neans that the associated nmechanismis fit
for the purpose for which it was defined. Careful reading of the
docunentati on for the nechanismis necessary to understand the
applicability of that nmechanism The | ETF could recomrend
mechani sns that have linmted applicability, but will provide
applicability statenents that describe any limtations of the
mechani sm or necessary constraints on its use

N: Indicates that the item has not been evaluated by the | ETF and
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3.

1.

that the | ETF has made no statenent about the suitability of the
associ ated nechanism This does not necessarily mean that the
mechanismis flawed, only that no consensus exists. The |ETF

m ght have consensus to leave an itens marked as "N' on the basis
of its having limted applicability or usage constraints.

D: Indicates that the itemis discouraged. This marking could be
used to identify nechanisns that mght result in problenms if they
are used, such as a weak cryptographic algorithmor a mechani sm
that mght cause interoperability problens in deploynent. Wen
marking a registry entry as “D” , either the References or the
Conments Col um MJST include sufficient information to determ ne
why the marki ng has been applied. |Inplenenters and users SHOULD
consult the linked references associated with the itemto
determ ne the conditions under which the item SHOULD NOT or MJST
NOT be used.

Setting a value to "Y' or "D' or transitioning the value from"Y" or
"D'" in the "Recomended" colum requires | ETF Standards Action with
Expert Review or | ESG Approval [RFC8126]. Not all itenms defined in
St andards Track RFCs need to be set to "Y' or "D'. Any item not

ot herw se specified is set to "N'. The colum is blank for val ues

that are unassigned or reserved unless specifically set.

Recomrended Not e

Exi sting registries have a note on the neani ng of the Recommended
colum. For the registries discussed in the subsequent sections this
note is updated with a sentence describing the "D' value as foll ows:

Note: |If "Recommended" columm is set to "N', it does not necessarily
mean that it is flawed; rather, it indicates that the itemeither
has not been through the | ETF consensus process, has linted
applicability, or is intended only for specific use cases. |If the
"Recommended" colum is set to "D' the itemis discouraged and
SHOULD NOT or MJUST NOT be used, depending upon the situation;
consult the item s references for clarity.

TLS Extensi onType Val ues Registry

In order to reflect the changes in the Recommended col unm al |l ocati on,
I ANA is requested to update the TLS ExtensionType Val ues registry as
fol | ows:

* Adjust the registration procedure related to setting the
“Recommended” col um as fol | ows:
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Setting a value to "Y' or "D' or transitioning the value from
"Y' or "D' in the "Recormmended" colum requires
| ETF Standards Action with Expert Review or | ESG Approval [RFC8126].

* Add a reference to this docunent under the reference heading.

* Update the "Recommended"” colum with the changes as |isted bel ow
Entries keep their existing "Y' and "N' entries except for the
entries in following table. IANA is requested to add a reference
to this docunent for these entries

E ool ool e e g
| Value | Extension | Recommended

[ e s s s s s s oo s s s sl sl
| 4 | truncated_hmac | D |
+------- e i i i +
| 53 | connection_id (deprecated) | D |
+------- I T I +
| 40 | Reserved | D |
+------- B T i I +
| 46 | Reserved | D |
+------- e i i i +

Table 1
* Update note on the Recommended colum with text in Section 3.1

* For the truncated hnac, add the following link to Reference
columm: https://ww.iacr.org/archive/
asi acrypt 2011/ 70730368/ 70730368. pdf

* For the two Reserved val ues above, add the following Iink in the
Ref erence colum: https://mailarchive.ietf.org/arch/nsg/tls-reg-
revi ew 5BD62HBFj o AsW Y8ohVuWEelgl /

5. TLS Cipher Suites Registry

Several categories of ciphersuites are discouraged for general use
and are marked as "D'.

Ci phersuites that use NULL encryption do not provide the
confidentiality normally expected of TLS. Protocols and applications
are often designed to require confidentiality as a security property.
These ci phersuites MJUST NOT be used in those cases.

Ci phersuites marked as EXPORT use weak ci phers and were deprecated in
TLS 1.1 [ RFC4346].
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Ci pher suites marked as anon do not provide any authentication and
are vulnerable to on-path attacks and are deprecated in TLS 1.1
[ RFC4346] .

RC4 is a weak cipher and is deprecated in [ RFC7465].

DES and | DEA are not considered secure for general use and are
deprecated in [ RFC5469]. Nor is MD5 or SHA-1 and these are
deprecated in [ RFC9155].

In order to reflect the changes in the Recommended col unm al |l ocati on,
I ANA is requested to update the TLS ExtensionType Val ues registry as
fol | ows:

* Adjust the registration procedure related to setting the
“Recommended” col um as fol | ows:

Setting a value to "Y' or "D' or transitioning the value from
"Y' or "D'" in the "Recommended" columm requires
| ETF Standards Action with Expert Review or | ESG Approval [RFC8126].

* Add a reference to this docunent under the reference headi ng.

* Update the "Recomended" colum with the changes as |isted bel ow
Entries keep their existing "Y' and "N' entries except for the
entries in following table. IANA is requested to add a reference
to this docunment for these entries. This docunent does not nake
any changes to the DILS-OK col um.

| Val ue | Cipher Suite Name | Recommended |
| O0x00, Ox1E | TLS_KRB5_W TH_DES_CBC_SHA | D |
S o e m e e e e e e e e e e e m—— oo oo S +
| 0x00,0x20 | TLS_KRB5_W TH_RC4_128_SHA | D |
Fom e oo o m e e e e e e e e e ee e S +
| 0x00,0x21 | TLS_KRB5_W TH_| DEA CBC_SHA | D |
N o e e e e e e e e e e e e e e mmemamao o o m e e e oo - +
| 0x00,0x22 | TLS_KRB5_W TH _DES_CBC M5 | D |
S o e m e e e e e e e e e e e m—— oo oo S +
| 0x00,0x24 | TLS_KRB5_W TH RC4_128_MD5 | D |
Fom e oo o m e e e e e e e e e ee e S +
| 0x00, 0x25 | TLS_KRB5_W TH_| DEA_CBC_MD5 | D |
N o e e e e e e e e e e e e e e mmemamao o o m e e e oo - +
| 0x00,0x26 | TLS_KRB5_EXPORT_W TH _DES_CBC 40_SHA | D |
S o e m e e e e e e e e e e e m—— oo oo S +
| 0x00, 0x27 | TLS_KRB5_EXPORT_W TH_RC2_CBC 40_SHA | D |
Fom e oo o m e e e e e e e e e ee e S +
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| 0x00, 0x28 | TLS_KRB5_EXPORT_W TH_RC4_40_SHA | D |
| 0x00, 0x28 | TLS KRES.EXPORT W TH DES.CBC 40 M5 | D |
| 0x00, Ox2A | TLS_KRES.EXPORT W TH RC2_CBC 40 M5 | D |
| 0x00, 0x2B | TLS KRES._EXPORT W TH R4 4005 | b]
| 0x00, 0x2C | TLS PSKWTHNUL SHA Ty
Fom e e o mm e e e e e e e e e memo— oo Fom e e +
| O0x00, 0x8A | TLS_PSK W TH RC4_128_SHA | D |
| 0x00,0xBO | TLS PSK WTHNULL_SHAzss Y
| 0x00, OxBL | TLS PSK WTH NULL SHAsed Ty
| 0x00, 0x06 | TLS_EODHE.ECDSA WTH NULL_SHA Ty
| 0x00, 0x07 | TLS ECOME_ECDSA W TH ROA_128.8HA | b]
| 0x00, 0x10 | TLS EODHERSA WTH NULL_SHA Ty
| 0x00, Ox11 | TLS ECDHE RSA WTH R4 128 SHA | b|
| 0x00,0x33 | TLS ECOME PSK WTH ROA 128.5HA | b]
| 0x00, 0x38 | TLS EODHEPSKWTH NULL_SHA Ty
| 0x00, OX3A | TLS_ECDHE.PSK W TH NULL_ SHAZs6 Ty
| 0x00, 0x3B | TLS ECOME.PSK W TH NULL_SHA3ss Y
| oxo0, OxB4 | TLS SHAzse.sHa2ss Ty
Fom e e o mm e e e e e e e e e memo— oo Fom e e +
| OxCO, 0xB5 | TLS_SHA384_SHA384 | D |
R —— o m oo R +
Tabl e 2

* Update note on the Recommended columm with text in Section 3.1.
6. TLS Supported G oups Registry
In order to reflect the changes in the Recormended col umm al |l ocati on,
I ANA is requested to update the TLS Supported G oups registry as
fol | ows:

* Update the registration policy to include:
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Setting a value to "Y' or "D' or transitioning the value from
"Y' or "D' in the "Recormmended" colum requires
| ETF Standards Action with Expert Review or | ESG Approval [RFC8126].

* Add a reference to this docunent under the reference heading.

* Update the "Recommended"” colum with the changes as |isted bel ow
Entries keep their existing "Y' and "N' entries except for the
entries in following table. IANA is requested to add a reference
to this docunent for these entries

[ ety C————————— e p———————
| Value | Curve | Recommended

[ e oo ool oo oo )
| 1 | sect 163kl | D |
E M S +
| 2 | sect163r1l | D |
L IR T - +
| 3 | sect163r2 | D |
B S, o m e e e - o e e e e oo o +
| 4 | sect193r1 | D |
E M S +
| 5 | sect193r2 | D |
L IR T - +
| 6 | sect 233kl | D |
B S, o m e e e - o e e e e oo o +
| 7 | sect233r1 | D |
E M S +
| 8 | sect 239kl | D |
L IR T - +
| 15 | secpl6Okl | D |
B S, o m e e e - o e e e e oo o +
| 16 | secpl6Orl | D |
E M S +
| 17 | secpl60r2 | D |
L IR T - +
| 18 | secpl92k1l | D |
B S, o m e e e - o e e e e oo o +
| 19 | secpl92r1l | D |
E M S +
| 20 | secp224kl | D |
L IR T - +
| 21 | secp224r1 | D |
B S, o m e e e - o e e e e oo o +

Table 3

* Update note on the Recommended columm with text in Section 3.1
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7

* Remove the "Elliptic curve groups" note fromthe registration
procedures table.

* For each of the entries above, add the following link to the
Coment col umm:
https://datatracker.ietf.org/ meeting/ 118/ material s/slides-118-tls-
rfc8447bi s-00

TLS Exporter Labels Registry

Thi s docunent updates the registration procedure for the TLS Exporter
Label s registry and updates the Recomended col um all ocation. | ANA
is requested to update the TLS Exporter Labels Registry as foll ows:

* Change the registration procedure from Specification Required to
Expert Review and update it to include:

Setting a value to "Y' or "D' or transitioning the value from
"Y' or "D'" in the "Recommended" columm requires
| ETF Standards Action with Expert Review or | ESG Approval [RFC8126].

* Add a reference to this docunent under the reference headi ng.

* Entries keep their existing Recommended columm "Y' and "N' entries
* Update note on the Recommended colum with text in Section 3.1

* Update the note on the role of the expert reviewer as follows.

Note: The role of the designated expert is described in [ RFC3447],
Section 17. Even though this registry does not require a
speci fication, the designated expert [RFC38126] will strongly
encourage registrants to provide a link to a publicly avail abl e
specification. An Internet-Draft (that is posted and never
publi shed as an RFC) or a docunent from another standards body,
i ndustry consortium university site, etc. are suitable for these
pur poses. The expert may provide nore in-depth reviews, but their
approval should not be taken as an endorsement of the exporter
| abel . The expert also verifies that the label is a string
consisting of printable ASCI| characters beginning with
"EXPORTER'. | ANA MJST al so verify that one | abel is not a prefix
of any other label. For exanple, |abels "key" or "nmaster
secretary" are forbidden.

*  Rename the Note colum to Comment col um.
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8.

TLS Certificate Types Registry

In order to reflect the changes in the Recormended col umm al |l ocati on,
I ANA is requested to update the TLS Certificate Types registry as
fol |l ows:

* Adjust the registration procedure related to setting the
“Recommended” columm as foll ows:

Setting a value to "Y' or "D' or transitioning the value from
"Y' or "D' in the "Recommended" columm requires
| ETF Standards Action with Expert Review or | ESG Approval [RFC8126].

* Add a reference to this docunment under the reference heading.

* Entries keep their existing Recomended colum "Y' and "N’
entries.

* Update note on the Recomended colum with text in Section 3.1

TLS HashAl gorithm Registry
Though TLS 1.0 and TLS 1.1 were deprecated [ RFC8996], TLS 1.2 will be
in use for some tinme. 1In order to reflect the changes in the
Reconmended columm all ocation, IANA is requested to update the TLS
HashAl gorithm Registry as foll ows:
* Update the registration procedure to include:

Setting a value to "Y' or "D' or transitioning the value from

"Y' or "D' in the "Recommended" col umm requires

| ETF Standards Action with Expert Review or | ESG Approval [RFC8126].
* Add a reference to this docunent under the reference headi ng.

* Update the TLS HashAlgorithmregistry to add a "Recomended"
columm as foll ows:
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b ool oo sy s )
| Value | Description | Recomrended |
[ s puml o oo e sy e o}
| O | none | Y |
S oo oo +
| 1 | md5 I D |
S R o o +
| 2 | shal | D |
S om e o om e o +
| 3 | sha224 | D |
S oo oo +
| 4 | sha256 | Y |
S R o o +
| 5 | sha384 | Y |
S om e o om e o +
| 6 | shab512 | Y |
S oo oo +
| 8 | I'ntrinsic | Y |
S R o o +
Table 4

* Add note on the Recommended columm with text in Section 3.1.
10. TLS SignatureAl gorithm Registry

Though TLS 1.0 and TLS 1.1 were deprecated [ RFC8996], TLS 1.2 will be
in use for some time. 1In order to reflect the changes in the
Recomended col umm al l ocation, IANA is requested to update the TLS
SignatureAl gorithmregistry as foll ows:
* Update the registration procedure to include:

Setting a value to "Y' or "D' or transitioning the value from

"Y' or "D' in the "Recomended" colum requires

| ETF Standards Action with Expert Review or | ESG Approval [RFC8126].

* Add a reference to this docunment under the reference heading.

* Update the TLS SignatureAlgorithmregistry to add a "Recommended"
colum as follows:
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[ el ety el o
| Value | Description | Recomrended |
E Sl s e s s ety o
| O | anonynous | N |
+------- I i I I R L i +
| 1 | rsa | Y |
+----- - I I I R I i +
| 2 | dsa | N |
+------- I I I R F-- - - - - - +
| 3 | ecdsa | Y |
+------- I i I I R L i +
| 7 | ed25519 | Y |
+----- - I I I R I i +
| 8 | ed448 | Y |
+------- I I I R F-- - - - - - +
| 64 | gostr34102012_256 | N |
+------- I i I I R L i +
| 65 | gostr34102012_512 | N |
+----- - I I I R I i +

Table 5
* Add note on the Recommended columm with text in Section 3.1.
11. TLS dientCertificateType Identifiers Registry
Though TLS 1.0 and TLS 1.1 were deprecated [ RFC8996], TLS 1.2 will be
in use for some tinme. 1In order to refect the changes in the
Recomended col umm al l ocation, IANA is requested to update the TLS
ClientCertificateType Identifiers registry as follows:
* Update the registration procedure to include:
Setting a value to "Y' or "D' or transitioning the value from
"Y' or "D' in the "Recomended" colum requires
| ETF Standards Action with Expert Review or | ESG Approval [RFC8126].

* Add a reference to this docunment under the reference heading.

* Update the TLS CientCertificateType Identifiers registry to add a
"Recommended" columm as foll ows:
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[ ool s sy e
| Value | Description | Recommended

[ ettty e ————————(——(———(———————_ Ll —(—(————— L
| 1 | rsa_sign | Y

S S - +
| 2 | dss_sign | N |
I T . +
| 3 | rsa_fixed_dh | N |
R, o e e e e e S +
| 4 | dss_fixed_dh | N |
S S - +
| 5 | rsa_epheneral dh_RESERVED | D |
I T . +
| 6 | dss_epheneral _dh_RESERVED | D |
R, o e e e e e S +
| 20 | fortezza_dns_RESERVED | D |
S S - +
| 64 | ecdsa_sign | Y

I T . +
| 65 | rsa_fixed_ecdh | N |
R, o e e e e e S +
| 66 | ecdsa_fixed_ecdh | N |
S S - +
| 67 | gost _sign256 | N |
I T . +
| 68 | gost_sign512 | N |
R, o e e e e e S +

Table 6

* Add note on the Recommended colum with text in Section 3.1
12. TLS PskKeyExchangeMbde Regi stry

In order to reflect the changes in the Recommended col unm al |l ocati on,
I ANA is requested to update the TLS PskKeyExchangeMode registry as
fol | ows:
* Update the registration procedure to include:

Setting a value to "Y' or "D' or transitioning the value from

"Y' or "D' in the "Recommended" col um requires

| ETF Standards Action with Expert Review or | ESG Approval [RFC8126].
* Add a reference to this docunent under the reference heading.

* Entries keep their existing Recomrended colum "Y' and "N’
entries.
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13.

14.

* Update note on the Recomended colum with text in Section 3.1
TLS Si gnat ureSchene Registry

In order to reflect the changes in the Recommended col unm al |l ocati on,
I ANA is requested to update the TLS Si gnatureSchene registry as
fol | ows:
* Update the registration procedure to include:

Setting a value to "Y' or "D' or transitioning the value from

"Y' or "D' in the "Recommended" col um requires

| ETF Standards Action with Expert Review or | ESG Approval [RFC8126].

* |ANA is requested to add a reference to this docunment under the
ref erence headi ng.

* Entries keep their existing Recomended colum "Y' and "N’
entries.

* Update note on the Recomrmended columm with text in Section 3.1
Addi ng " Coment" Col um

I ANA is requested to add a "Coment"” colum to the foll ow ng
registries:

* TLS ExtensionType Val ues

* TLS Application-Layer Protocol Negotiation (ALPN) Protocol IDs
* TLS Cachedl nformati onType Val ues

* TLS Certificate Conpression Al gorithmIDs

* TLS CientCertificateType Identifiers

* TLS G pher Suites

* TLS Content Type

* TLS EC Point Formats

* TLS EC Curve Types

* TLS Suppl enental Data Formats (Suppl enent al Dat aType)

* TLS User Mappi ngType Val ues
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15.

16.

* TLS Signature Al gorithm

* TLS Hash Al gorithm

* TLS Authorization Data Formats
* TLS Heartbeat Message Types

* TLS Heartbeat Mdes

* TLS SignatureSchene

* TLS PskKeyExchangeMde

* TLS KDF ldentifiers

* TLS SSLKEYLOGFI LE Label s

This list of registries is all registries that do not already have a
"Comment" or "Notes" column or that were not orphaned by TLS 1. 3.

I ANA is requested to renane the "Note" colum to "Comrent" columm in
TLS Exporter Labels registry.

Expert Review of Current and Potential |ETF and | RTF Documents

The intent of the Specification Required choice for TLS code points
is to allow for easy registration for code points associated with
protocols and algorithns that are not being actively devel oped inside
| ETF or IRTF. When TLS-based technol ogi es are bei ng devel oped i nsi de
the I RTF/ I ETF they should be done in coordination with the TLS W5 in
order to provide appropriate review. For this reason, unless the TLS
W5 chairs indicate otherwi se via email, designated experts should
decl i ne code point registrations for docunments whi ch have al ready
been adopted or are being proposed for adoption by | ETF working
groups or | RTF research groups.

Regi strati on Requests
Regi stration requests MJST be submitted in one of two ways:
1. By sending email to iana@ana.org; this emai|l SHOULD use an
appropri ate subject (e.g., "Request to register value in TLS bar

registry").

2. Using the online format https://ww.iana.org/form protocol -
assi gnnent .
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17.

18.

19.

Speci fication Required [ RFC8126] registry requests are registered
after a three-week review period on the advice of one or nore

desi gnated experts. However, to allow for the allocation of val ues
prior to publication, the designated experts nmay approve registration
once they are satisfied that such a specification will be published.

Security Considerations

Recommended al gorithnms are regarded as secure for general use at the
time of registration; however, cryptographic algorithns and

paraneters will be broken or weakened over tinme. It is possible that
the "Recomrended" status in the registry |ags behind the nost recent
advances in cryptanalysis. |Inplenmenters and users need to check that

the cryptographic algorithms |isted continue to provide the expected
| evel of security.

Desi gnat ed experts ensure the specification is publicly avail abl e.
They may provide nore in-depth reviews. Their review should not be
taken as an endorsenent of the cipher suite, extension, supported
group, etc.

| ANA Consi der ati ons

Thi s docunent is entirely about changes to TLS-rel ated | ANA
registries.

IANA is requested to nodify the note applied to all TLS Specification
Required registries instructing where to send regi stration requests
as foll ows:

| RFC EDITOR Please replace "This RFC' in the following with the
| RFC nunber assigned to this specification

Requests for assignnments fromthe registry’'s Specification Required
range should be sent to the nmailing list described in [This RFC
Section 16]. |f approved, designated experts should notify | ANA
within three weeks. For assistance, please contact iana@ ana.org.
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