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Abstract

The pre-shared key nechanismavailable in TLS 1.3 is not suitable for
usage with | owentropy keys, such as passwords entered by users.

Thi s docunent describes an extension that enabl es the use of

passwor d- aut henti cat ed key exchange protocols with TLS 1. 3.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://tlswg. org/
tls-pake/draft-ietf-tls-pake.htm . Status information for this
docunent may be found at https://datatracker.ietf.org/doc/draft-ietf-
tls-pake/.

Di scussion of this docunent takes place on the Transport Layer
Security Wrking Goup nmailing list (rmailto:tls@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/tls/. Subscribe
at https://ww.ietf.org/mailman/listinfo/tls/.

Source for this draft and an issue tracker can be found at
https://github. com tlswy/tls-pake.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1.

Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . . .. 16
I nt roduction

DI SCLAI MER: Much of this text is copied from|[FI RST-DRAFT] and is in
the process of being updated. This is a work-in-progress draft and
has not yet seen significant security analysis. See Section 8 and
Section 8.4 for nore infornmation

In sone applications, it is desirable to enable a client and server
to authenticate to one another using a | owentropy pre-shared val ue,
such as a user-entered password.

In prior versions of TLS, this functionality has been provided by the
integration of the Secure Renote Password PAKE protocol (SRP)

[ RFC5054]. The specific SRP integration described in RFC 5054 does
not imrediately extend to TLS 1.3 because it relies on the dient Key
Exchange and Server Key Exchange nessages, which no |onger exist in
1.3.

TLS 1.3 itself provides a nmechanismfor authentication with pre-
shared keys (PSKs). However, PSKs used with this protocol need to be
"full -entropy", because the binder values used for authentication can
be used to nount a dictionary attack on the PSK. So while the TLS
1.3 PSK nechanismis suitable for the session resunption cases for
which it is specified, it cannot be used when the client and server
share only a | owentropy secret.

Enabling TLS to address this use case effectively requires the TLS
handshake to execute a password-authenticated key establishnent
(PAKE) protocol. This docunent describes a TLS extension pake that
can carry data necessary to execute a PAKE

This extension is generic, in that it can be used to carry key
exchange information for nultiple different PAKEsS. W assune that
prior to the TLS handshake the client and server will both have
know edge of the password or PAKE-specific values derived fromthe
password (e.g. augnented PAKEs only require one party to know the
actual password). The choice of PAKE and any required paraneters
will be explicitly specified using | ANA assigned values. As a first
case, this docunment defines a concrete protocol for executing the
SPAKE2+ PAKE protocol [RFC9383].

Bauman, et al. Expires 8 March 2026 [ Page 3]



I nternet-Draft TLS 1.3 PAKE Sept enber 2025

2

4.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

The nmechani sns described in this docunent also apply to DILS 1.3
[ RFC9147], but for brevity, we will refer only to TLS throughout.

Set up

In order to use the extension specified in this docunent, a TLS
client and server need to have pre-provisioned a password (or derived
val ues as described by the desired PAKE protocol (s)). The details of
this pre-provisioned information are specific to each PAKE al gorithm
and are not specified here.

Servers will of course have nultiple instances of this configuration
information for different clients. Cients may also have multiple
identities, even within a given server

PAKE Integration in TLS

Thi s section describes how the PAKE protocol is integrated and
executed in the TLS handshake.

1. dient Behavior

To offer support for a PAKE protocol, the client sends a pake
extension in the ClientHello carrying a PAKEC i entHel | o val ue:

enum {
pake(OxTODO), (65535)
} Ext ensi onType;

The payl oad of the client extension has the follow ng PAKEC i entHel |l o
structure:
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enum {
SPAKE2PLUS V1 ( OxXXXX) ,
} PAKEScherne;

struct {
PAKESchene pake_scherne;
opaque pake_message<l..2716-1>;

} PAKEShar e;

struct {
opaque client_identity<0..2"16-1>;
opaque server _identity<0..2"16-1>;

PAKEShare client_shares<0..2"16-1>;
} PAKEC i ent Hel | o;

The PAKECIientHello structure consists of an identity pair under
which the client can authenticate alongside a list of PAKE al gorithns
and the client’s first message for each underlyi ng PAKE protocol
Concretely, these structure fields are defined as follows:

client_shares A list of PAKEShare val ues, each one with a distinct
PAKESchene al gorithm

client_identity The client identity used for the PAKE. It may be
enpty.

server_identity The server identity used for the PAKE. It may be
enpty.

pake_schene The 2-byte identifier of the PAKE al gorithm

pake_nmessage The client PAKE nmessage used to initialize the
pr ot ocol

The client and server identity fields are common to all PAKEShares to
prevent client enuneration attacks; see Section 8.

The PAKESchene field in the PAKEShare all ows inplenentations to
support multiple PAKEs and negotiate which to use in the context of

t he handshake. For instance, if a client knows a password but not

whi ch PAKE t he server supports it could send correspondi ng PAKEShar es
for each PAKE. If the client sends multiple PAKEShare val ues, then
they MUST be sorted in nonotonically increasing order by the
NanmedPAKE val ue. Mreover, the client MJUST NOT send nore than one
PAKEShare wi th the sane NanedPAKE val ue.
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Section 9.2 of [TLS13] specifies that a valid dientHello nust
include either a pre_shared_key extension or both a

signature_al gorithnms and supported_groups extension. Wth the
addition of the pake extension specified here, the new requirenment is
that a valid dientHello nust satisfy at |east one of the follow ng
options:

* includes a pre_shared_key extension

* includes signature_al gorithns, supported_groups, and key share
ext ensi ons

* includes pake, supported_groups, and key_share extensions

If a client sends the pake extension, then it MJST also send a
supported_groups and key_share extension. Like PSK-based

aut hentication in psk _dhe ke node as defined in Section 4.2.0 of

[ TLS13], authentication with the pake extension is always conbi ned
with the normal TLS key exchange mechanism See Section 4.3 for
detail s.

Conbi ni ng the pake extension with the nornmal TLS key exchange

mechani smusing a hybrid or PQ key agreenment protects agai nst Harvest
Now Decrypt Later Attacks where traffic recorded today nmay be
decrypted by a Cryptographically Rel evant Quantum Conputer (CRQC) in
the future.

A client which sends both a pake and signature_al gorithns extension
indicates the client requires both PAKE aut hentication and standard
server certificate authentication.

The client MAY al so send a pre_shared_key extension along with the
pake extension, to allow the server to choose an authenticati on node.

The server identity value provided in the PAKEC ientHello structure
are disjoint fromthat which the client may provide in the
Server Namel ndi cation (SNI') field.

4.2. Server Behavi or

A server that receives a pake extension exanmnes its contents to
determine if it is well-formed. |In particular, if the list of
PAKEShare val ues is not sorted in nonotonically increasing order by
PAKESchene values, or if there are duplicate PAKEScheme entries in
this list, the server aborts the handshake with an

"illegal _paraneter"” alert.
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If the list of PAKEShare values is well-fornmed, the server then scans
the |ist of PAKEShare values to determne if there is one

corresponding to a server supported PAKESchenme. |f the server does
not support any of the offered PAKESchenmes in the client PAKEShares
then the server MUST abort the protocol with an "illegal parameter"
alert.

If the server has a PAKEScheme in comon with the client then the
server uses the client_identity and server_identity alongside its

| ocal database of PAKE registration information to determne if the
request corresponds to a legitimate client registration record. |If
one does not exist, the server MAY sinulate a PAKE response as
described in Section 4.4. Sinulating a response prevents client
enuneration attacks on the server’s PAKE dat abase; see Section 8.

If there exists a valid PAKE registration, the server indicates its
sel ection by including a pake extension in its ServerHello. The
content of this extension is a PAKEServerHello val ue, specifying the
PAKE t he server has selected, and the server’'s first nmessage in the
PAKE protocol. The format of this structure is as foll ows:

struct {
PAKEShar e server_share;
} PAKEServer Hel | o;

The server_share value of this structure is a PAKEShare, which echoes
back the PAKE al gorithm chosen and the server’s PAKE nessage
generated in response to the client’s PAKE nessage.

If a server uses PAKE authentication, then it MJST NOT send an
ext ensi on of type pre_shared_key, or early_data.

Use of PAKE authentication MAY be used with certificate-based

aut hentication of both clients and servers. |If use of a PAKE is
negotiated and the client included the signature_al gorithns

ext ension, then servers MJST include Certificate and
CertificateVerify nmessages in the handshake. The server MAY send a
CertificateRequest for client certificate authentication. See
Section 8 for a discussion on different security considerations
depending on if certificates are used or not.
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Key Schedul e Modifications

VWhen the client and server agree on a PAKE to use, a shared secret
derived fromthe PAKE protocol is concatenated with the regul ar
ECDH(E) input and used as part of the ECDH(E) input to the TLS 1.3
key schedule. Details for the shared secret conputation are left to
the specific PAKE algorithm See Section 6 for information about how
the SPAKE2+ vari ant operates.

As with client authentication via certificates, the server has not
authenticated the client until after it has received the client’s

Fi ni shed message. When a server negotiates the use of this nechani sm
for authentication, it SHOULD NOT send application data before it has
received the client’s Finished nessage, as it would ot herw se be
sendi ng data to an unaut henticated client.

Server Sinmulation
To simul ate a fake PAKE response, the server does the follow ng:
* Select a PAKEScheme supported by the client and server, as normnal

* Include the pake extension in its ServerHello, containing a
PAKEShare val ue with the sel ected PAKESchene and correspondi ng
pake_message. To generate the pake _nessage for this PAKEShare
val ue, the server selects a value unifornmly at randomfromthe set
of possible values of the PAKE al gorithm shares.

* Performthe rest of the protocol as nornal.

Because the server’s share was selected uniformy at random the
server will reject the client’s Finished nessage wth overwhel n ng
probability.

A server that perforns the sinulation of the protocol acts only as an
all-or-nothing oracle for whether a given (identity, password) pair
is correct. |If an attacker does not supply a correct pair, they do
not | earn anything beyond this fact.

Conpati bl e PAKE Protocol s

In order to be usable with the pake extension, a PAKE protocol nust
specify some syntax for its messages, and the protocol itself nust be
compatible with the nmessage fl ow descri bed above. A specification
describing the use of a particular PAKE protocol with TLS nust
provide the followi ng details:

man, et al. Expires 8 March 2026 [ Page 8]



I nternet-Draft TLS 1.3 PAKE Sept enber 2025

* A PAKESchene registered val ue indicating pre-provisioned
par aret er s;

* Content of the pake _nessage field in a dientHello;
* Content of the pake nmessage field in a ServerHello;
*  How the PAKE protocol is executed based on those nessages; and

* How the outputs of the PAKE protocol are used to create the PAKE
portion of the(EC)DHE input to the TLS key schedul e.

In addition, to be conpatible with the security requirenments of TLS
1.3, PAKE protocols defined for use with TLS 1.3 MJST provi de forward
secrecy.

Several current PAKE protocols satisfy these requirenments, for
exanpl e:

* CPace [ CPACEH]
* SPAKE2+ (described in Section 6) [RFC9383]
*  OPAQUE [ OPAQUE]

6. SPAKE2+ Integration

Thi s section describes the SPAKE2+ instantiation of the pake
extension for TLS. The SPAKE2+ protocol is described in

[ SPAKE2PLUS]. Section 6.1 describes the setup required before the
protocol runs, and Section 6.2 describes the protocol execution in
TLS.

6.1. Protocol Setup

The TLS client and server roles map to the Prover and Verifier roles
in the SPAKE2+ specification, respectively. dients are configured
with a client identity, server identity, and password verifier (w0
and wl according to [ SPAKE2PLUS]). Simlarly, servers are configured
with a list of client identity, server identity, and password
registration values (W0 and L according to [ SPAKE2PLUS]). Servers
use this list when conpl eting the SPAKE2+ protocol. The val ues for
the password verifiers and registration records (w0, wl, and L) are
not specified here; see Section 3.2 of [SPAKE2PLUS] for nore

i nformati on.
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The PAKESchene val ue for SPAKE2+ fully defines the paraneters
associated with the protocol, including the prime-order group G

crypt ographi ¢ hash function Hash, key derivation function KDF, and
message aut hentication code MAC. Additionally, the PAKESchene val ue
for SPAKE2+ fully defines the constants for Mand N as needed for the
protocol; see Section 4 of [SPAKE2PLUS].

6. 2. Pr ot ocol Execution

The content of one PAKEShare value in the PAKEC ientHello structure
consi sts of the PAKESchene val ue SPAKE2PLUS V1 and the val ue shareP
as conmputed in Section 3.3 of [SPAKE2PLUS] .

The content of the server PAKEShare value in the PAKEServerHell o
structure consists of the PAKESchene val ue SPAKE2PLUS V1 and the

val ue shareV || confirnV, i.e., shareV and confirnV concatenated, as
conputed in Section 3.3 of [ SPAKE2PLUS].

G ven shareP and shareV, the client and server can then both conpute
K main, the root secret in the protocol as described in Section 3.4
of [ SPAKE2PLUS]. The "Context" val ue for SPAKE2+ may be specified by
the application to include additional context in the protoco
transcript or left enpty. See Section 3 of [SPAKE2PLUS]. The rest
of the values needed for the transcript derivation are as configured
in Section 6.1, exchanged over the wire, or conputed by client and
server.

Using K main, the client and server both conpute K shared which is
conbi ned with the (EC)DHE shared secret as input to the TLS 1.3 key
schedul e, where the (EC)DHE shared secret is as specified in

Section 7.1 of [TLS13] or as the concatenated_shared_secret as
specified in Section 3.3 of [I-D.ietf-tls-hybrid-design].
Specifically, K shared || (ECDHE is used as the (EC)DHE input to the
key schedule in Section 7.1 of [TLS13], as shown bel ow.
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0
I

%
0 -> HKDF-Extract = Early Secret

S > Derive-Secret(...)
R S > Derive-Secret(...)
oo - > Derive-Secret(...)
|
%
Derive-Secret(., "derived", "")
I
v
K_shared || (EC)DHE -> HKDF- Extract = Handshake Secr et
ANNAANNNNNNAN |
R > Derive-Secret(...)
fommm - > Derive-Secret(...)
I
v
Derive-Secret (., "derived", "")
|
%

0 -> HKDF- Extract = Master Secret
I

+----- > Derive-Secret(...)
Fomm - > Derive-Secret(...)
+----- > Derive-Secret(...)
+--- - > Derive-Secret(...)

Note that the server does conpute and send confirnV as defined in
Section 3.4 of [SPAKE2PLUS] since it can do so within the structure
of the TLS 1.3 handshake and the client MJST verify it. |If
verification of confirnV fails, clients SHOULD abort the handshake
with a "decrypt _error" alert. The client and server do not
additionally compute or verify confirnP as described in Section 3.4
of [ SPAKE2PLUS]. See Section 8.4 for nore information about the
safety of this approach.

7. Privacy Considerations

Client and server identities are sent in the clear in the

PAKECl i ent Hel | 0 extension. Wile normally the TLS server identity is
already in the clear -- carried in the SNI extension -- TLS client
identities are encrypted under the TLS handshake secrets. Thus, the
PAKEC i ent Hel | o extension reveals nore information to a passive
network attacker than normal, nutually-authenticated TLS handshakes.
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8.

8.

8.

The inplications of |eaking the client identity to a passive network
attacker vary. For instance, a successful TLS handshake after

negoti ati ng use of a PAKE indicates that the chosen client identity
is valid. This is relevant in settings where client enuneration may
be a concern

Applications for which this leak is a problemcan use the TLS
Encrypted CientHell o (ECH extension to encrypt the PAKEC ientHell o
extension in transit to the server [ECH|

Security Considerations
1. Dictionary attack mitigation

Because PAKE security is based on know edge of a | owentropy secret,
an attacker can performa "dictionary attack"” by repeatedly
attenpting to guess the | owentropy secret.

Clients and servers SHOULD apply mtigations agai nst dictionary
attacks. Reasonable mitigations include rate-limting authentication
attenpts, inposing a backoff time between attenpts, limting the
nunber of failed attenpts, or limting the total nunber of attenpts.

Clients SHOULD treat each time they receive an invalid
PAKEServerHello as a failed authentication attenpt for the identity
in the previously sent PAKECIientHello. Servers SHOULD treat each
time they send a PAKEServerHell o extension as a failed authentication
attenpt for the selected identity, until they receive a correct

Fi ni shed nessage fromthe client. Once the server receives a correct
Fi ni shed nessage, the authentication attenpt MAY be treated as
successf ul

2. Protection of client identities

Many of the security properties of this protocol will derive fromthe
PAKE protocol being used. Security considerations for PAKE protocols
are noted in Section 5.

If a server doesn’'t recognize the identity supplied by the client in
the CientHell o pake extension, the server MAY abort the handshake
with an "illegal paraneter" alert. |In this case, the server acts as
an oracle for identities, in which each handshake allows an attacker
to learn whether the server recogni zes a given identity.
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Alternatively, if the server wishes to hide the fact that a client
identity is unrecognized, the server MAY sinulate the protocol as if
an identity was recogni zed, but the password was incorrect. This is
simlar to the procedure outlined in [ RFC5054]. The sinmulation
nmechani smis described in Section 4.4.

8.3. Ranmifications of |ow entropy secret conprom se

As with PSK based authentication, if only PAKE authentication is in
use, then an attacker that learns the | ow entropy secret could

i npersonate either the client or the server. |In situations where a
notion of stable identity is available, then certificate-based

aut henti cati on MAY be used as well to reduce this risk. For exanple,
requiring the server to authenticate with a certificate in addition
to PAKE aut hentication nmeans an attacker that |earns the password
could only inpersonate a client to a server, but could not

i npersonate a server to a client. This is an inportant distinction
in situations where the client sends sensitive data to the server

8.4. SPAKE2+ Security Considerations

Section 6 describes how to integrate SPAKE2+ into TLS using the pake
extension in this docunent. This integration deviates fromthe
SPAKE2+ protocol in [SPAKE2PLUS] in one inportant way: the explicit
key confirmati on checks required in [ SPAKE2PLUS] are replaced with
the TLS Fi ni shed messages. This is because the TLS Fi ni shed nessages
compute a MAC over the TLS transcript, which includes both the shareP
and shareV val ues exchanged for SPAKE2+

[[OPEN | SSUE: this requires formal analysis to confirm]]
9. | ANA Consi derati ons

Thi s docunent requests that | ANA add a value to the TLS ExtensionType
Registry with the follow ng contents

b oo e oo sl

| Value | Extension Nane | TLS 1.3 | Ref erence

B S sty e e e ety

| OxTODO | pake | CH, SH| (this docunent)

F-------- I I T L I +
Table 1

[[ RFC EDI TOR: Pl ease replace "TODO' in the above table with the
val ue assigned by | ANA, and replace "(this docunent)" with the RFC
nunber assigned to this docunent. ]]
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9.1. PAKE Schene registry

Thi s docunent requests that 1 ANA create a new registry call ed "PAKE
Schenes" with the foll owi ng contents:

E e oo oo s oo s et b g g
| Value | PAKESchemne | Ref erence | Notes |
[ ool ool s sl el
| OxTODO | SPAKE2PLUS V1 | (this docunent) | NA |
+-------- i I I i T +------- +

Table 2

The SPAKE2PLUS V1 PAKESchene variant has the foll ow ng paraneters
associ ated with it:

* G P-256

* Hash: SHA256

*  KDF: HKDF- SHA256

* MAC. HMAC- SHA256

Additionally, it uses the Mand N val ues from Section 4 of

[ SPAKE2PLUS], included bel ow, as conpressed points on the P-256

curve, for conpl et eness.

M =
02886e2f 97ace46e55ba9dd7242579f 2993b64el6ef 3dcab95af d497333d8f al2f

N =
03d8bbd6c639c62937b04d997f 38c3770719c629d7014d49a24b4f 98baal292h49

Acknowl edgnent s
The authors would like to thank the original authors of [FIRST-DRAFT]
for providing a firmbasis for the extension nechani smspecified in
thi s docunent.

Change Log
Since draft-bmwtls-pakel3-02
* Updated boilerplate after WG adoption

Since draft-bmatl s-pakel3-01
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* Require standard TLS Key exchange to be conbined with pake
* Al ow conbi ni ng PAKEs and certificates
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