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Abst r act

This meno defines M.- KEM 512, M.- KEM 768, and M.- KEM 1024 as

NanmedG oups and and registers | ANA values in the TLS Supported G oups
registry for use in TLS 1.3 to achi eve post-quantum (PQ key

est abl i shnent.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-ietf-tls-mkeni.

Di scussion of this docunent takes place on the Transport Layer
Security Wrking Goup nmailing list (mailto:tls@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/tls/. Subscribe
at https://ww.ietf.org/mailman/listinfo/tls/.

Source for this draft and an issue tracker can be found at
https://github. comtlswg/draft-ietf-tls-m kem

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 7 May 2026.
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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I ntroduction
1. Mbtivation

FI PS 203 (M.-KEM [FIPS203] is a FIPS standard for post-quantum

[ RFC9794] key establishnent via lattice-based key establishnent
mechani sm (KEM . Having a purely post-quantum (not hybrid) key
establ i shment option for TLS 1.3 is necessary for mgrating beyond
hybrids and for users that want or need post-quantum security without
hybri ds.
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Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Key encapsul ati on nechani sns

Thi s docunent nodels key establishnment as key encapsul ati on
mechani sms (KEMs), which consist of three algorithns:

*  KeyGen() -> (pk, sk): A probabilistic key generation algorithm
whi ch generates a public encapsul ati on key pk and a secret
decapsul ati on key sk

* Encaps(pk) -> (ct, shared _secret): A probabilistic encapsul ation
al gorithm which takes as input a public encapsul ation key pk and
outputs a ciphertext ct and shared secret shared_secret.

* Decaps(sk, ct) -> shared_secret: A decapsulation algorithm which
takes as input a secret decapsul ation key sk and ci phertext ct and
outputs a shared secret shared_secret.

M.- KEM 512, M.- KEM 768 and M.- KEM 1024 conformto this interface:

* M- KEM 512 has encapsul ati on keys of size 800 bytes, expanded
decapsul ati on keys of 1632 bytes, decapsul ati on key seeds of size
64 bytes, ciphertext size of 768 bytes, and shared secrets of size
32 bytes

* M.-KEM 768 has encapsul ati on keys of size 1184 bytes, expanded
decapsul ati on keys of 2400 bytes, decapsul ati on key seeds of size
64 bytes, ciphertext size of 1088 bytes, and shared secrets of
size 32 bytes

* M- KEM 1024 has encapsul ati on keys of size 1568 bytes, expanded
decapsul ati on keys of 3168 bytes, decapsul ati on key seeds of size
64 bytes, ciphertext size of 1568 bytes, and shared secrets of
size 32 bytes

Construction

The KEMs are defined as NamedG oups, sent in the supported_groups
extension. Section 4.2.7 of [RFC8446]
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4.1. Negotiation

Each paraneter set of M.-KEMis assigned an identifier, registered by
IANA in the TLS Supported G oups registry:

enum {

L)

/* M.- KEM Key Est abl i shrrent Met hods */
m kenb12(0x0200),
m ken¥68(0x0201),
m keml024( 0x0202)

} NamedG oup;
4.2. Transmitting encapsul ation keys and ci phertexts

The public encapsul ation key and ci phertext val ues are each directly
encoded with fixed lengths as in [FIPS203].

In TLS 1.3 a KEM public encapsul ati on key pk or ciphertext ct is
represented as a KeyShareEntry Section 4.2.8 of [RFC8446]:

struct {

NanmedG  oup group;

opaque key_ exchange<l..2"16-1>;
} KeyShareEntry;

These are transmitted in the extension data fields of
KeyShareC i ent Hel | o and KeyShar eServer Hel | o ext ensi ons:

struct {
KeyShareEntry client_shares<0..2"16-1>;
} KeyShared i entHell o;

struct {
KeyShar eEntry server_share;
} KeyShareServer Hel | o;

The KeyShareC ientHello includes a |ist of KeyShareEntry structs that
represent the key establishment algorithms the client supports. For
each paraneter of M.-KEMthe client supports, the correspondi ng
KeyShar eEntry consists of a NanedG oup that indicates the appropriate
paraneter, and a key_exchange value that is the pk output of the
KeyGen al gorithm
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For the client’s share, the key_exchange val ue contains the pk output
of the correspondi ng KEM NanedG oup’ s KeyGen al gorithm

For the server’'s share, the key_exchange val ue contains the ct output
of the correspondi ng KEM NanedG oup’ s Encaps al gorithm

For all paranmeter sets, the server MJST performthe encapsul ati on key
check described in Section 7.2 of [FIPS203] on the client’s
encapsul ati on key, and abort with an illegal parameter alert if it
fails.

For all paraneter sets, the client MJST check if the ciphertext
| ength nmatches the sel ected paraneter set, and abort with an
illegal _paraneter alert if it fails.

I f M.-KEM decapsul ation fails for any other reason, the connection
MUST be aborted with an internal error alert.

4.3. Shared secret calculation

The shared secret output fromthe M-KEM Encaps and Decaps al gorithns
over the appropriate keypair and ciphertext results in the sane
shared secret shared secret as its honest peer, which is inserted
into the TLS 1.3 key schedule in place of the (EC)DHE shared secret,
as shown in Figure 1.
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I

%
PSK -> HKDF-Extract = Early Secret

S > Derive-Secret(...)
oo o > Derive-Secret(...)
R > Derive-Secret(...)
|
%
Derive-Secret(., "derived", "")
I
v
shared_secret -> HKDF-Extract = Handshake Secr et
NNNNNNNANNNNNNN |
R > Derive-Secret(...)
O > Derive-Secret(...)
I
v
Derive-Secret (., "derived", "")
|
%

0 -> HKDF- Extract = Master Secret
I

+----- > Derive-Secret(...)
Fomm - > Derive-Secret(...)
+----- > Derive-Secret(...)
+--- - > Derive-Secret(...)

Figure 1: Key schedul e for key establishnent
5. Security Considerations
5.1. I NDCCA

The main security property for KEMs is indistinguishability under
adaptive chosen ci phertext attack (I ND CCA), which neans that shared
secret val ues shoul d be indistinguishable fromrandom strings even
given the ability to have other arbitrary ciphertexts decapsul at ed.

I ND- CCA corresponds to security against an active attacker, and the
public key / secret key pair can be treated as a | ong-term key or
reused. M.-KEM satisfies |IND CCA security in the random oracl e nodel
[ KYBERV] .

TLS 1. 3 does not prohibit key re-use; sone inplenentations may use
the sanme epheneral public key for nore than one key establishnment at
the cost of limted forward secrecy. Care nust be taken to ensure
that keys are only re-used if the algorithms from which they are
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derived are designed to be secure under key-reuse. M-KEM s | ND CCA
security satisfies this requirement such that the public key/secret
key pair can be used long-termor re-used w thout conprom sing the
security of the keys. However, it is still reconmended that

i npl ementations avoid re-use of any keys (including M-KEM keys) to
ensure perfect forward secrecy.

I mpl enent ati ons MJUST NOT reuse randommess in the generation of M-KEM
ci phertexts.

5.2. Binding properties
TLS 1.3 s key schedule conmits to the the M.-KEM encapsul ati on key
and the ciphertext as the key_exchange field as part of the key_share
extension are popul ated with those values are included as part of the
handshake nessages, providing resilience against re-encapsul ation
attacks agai nst KEMs used for key establishnent [ CDMR3].

6. | ANA Consi derations
Thi s docunent requests/registers three new entries to the TLS Named
Group (or Supported Group) registry, according to the procedures in
Section 6 of [tlsiana].
Val ue:  0x0200
Description: MKEM12
DILS-OK: Y
Reconmended: N
Ref erence: This docunent
Comment: FIPS 203 version of M.-KEM 512
Val ue: 0x0201
Description: MKEM/68
DILS-OK: Y
Reconmended: N

Ref erence: This document

Comrent: FIPS 203 version of M.-KEM 768
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Val ue: 0x0202

Description: MKEML024

DILS- OX:

Y

Recomended: N

Ref er ence:

Comment :

7. Ref er ences

Thi s docunent

FI PS 203 version of M.-KEM 1024
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