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Abst ract

This meno specifies how t he post-quantum signature scheme M.- DSA
(FIPS 204) is used for authentication in TLS 1. 3.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://tlswg.github.io/tls-mdsa/draft-ietf-tls-mdsa.htm. Status
information for this docunent nmay be found at
https://datatracker.ietf.org/doc/draft-ietf-tls-nldsa/.

Di scussion of this docunent takes place on the Transport Layer
Security Wirking Goup mailing list (mailto:tls@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/tls/. Subscribe
at https://ww.ietf.org/mailman/listinfo/tls/.

Source for this draft and an issue tracker can be found at
https://github.comtlswg/tls-nldsa.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 23 Septenber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

M.- DSA i s a post-quantum nodul e-1 attice-based digital signature
al gorithm standardi sed by NI ST in [Fl PS204].

This menmo specifies how M.- DSA can be negotiated for authentication
in TLS 1.3 via the signature_algorithnms and signature_al gorithns_cert
ext ensi ons.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
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3.

3.

3.

M.- DSA Si gnat ur eSchene val ues

As defined in [RFC8446], the SignatureSchene nanespace is used for
the negotiation of signature schene for authentication via the
signature_al gorithnms and signature_al gorithns_cert extensions. This
docunent adds three new SignhatureSchene val ues for the three M.- DSA
paraneter sets from [ FI PS204] as foll ows.

i d- M- DSA- 44 |
(2.16.840. 1. 101. 3. 4. 3. 17) |

| m dsa65(0x0905) | M.-DSA-65 | i d- M- DSA- 64 |
| | | (2.16.840.1.101.3. 4. 3. 18) |

| m dsa87(0x0906) | M.-DSA-87 | id- M- DSA-87 |
| | | (2.16.840.1.101.3. 4. 3. 19) |

Table 1: SignatureSchenes for M.- DSA

Note that these are different fromthe HashM.-DSA pre-hashed variants
defined in Section 5.4 of [FlIPS204].

1. Certificate chain

For the purpose of signalling support for signatures on certificates
as per Section 4.2.3 of [RFC8446], these values indicate support for
signing using the given Algorithmdentifier shown in Table 1 as
defined in [ MLDSACERTS] .

2. Handshake signature

When one of those SignatureSchene values is used in a
CertificateVerify message, then the signature MJST be conputed and
verified as specified in Section 4.4.3 of [RFC8446], and the
correspondi ng end-entity certificate MJST use the correspondi ng
Algorithmdentifier from Table 1.

If the signhature or public key is of the wong length, the client
MJST treat this a verification failure, and thus term nate the
handshake with decrypt_error alert.

The context paraneter defined in [FIPS204] Al gorithm2 and 3 MJUST be
the enpty string. Note that the context paraneter of FIPS 204 is
different fromthe context string of Section 4.4.3 of [RFC3446].
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3.3. TLS 1.2

The schenes defined in this docunent MJST NOT be used in TLS 1.2
[ RFC5246] or earlier versions. A peer that receives

Server KeyExchange or CertificateVerify nmessage in a TLS 1.2
connection with schenmes defined in this docunent MJST abort the
connection with an illegal _parameter alert.

4. Security Considerations

The security considerations of [RFC8446] (eg. appendices C. 2, E. 1 and
Section 4.4.3) and [FIPS204] (Section 3.4 and 3.6) apply.

5. | ANA Consi der ati ons

Thi s docunent requests new entries to the TLS Si gnatureSchene
registry, according to the procedures in Section 6 of [TLSI ANA].

b oo oo e, s oo gl e
| Value | Description | Recomrended | Reference |
[ gl Cbumsboms s oo s oo ool s pul
| 0x0904 | m dsa44 | N | This docurent.

e Fom e o - o a o +
| O0x0905 | m dsa65 | N | This document. |
R R R o a o +
| O0x0906 | mnidsa87 | N | This docunent.

Fomm oo S S o e +

Table 2
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