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Abst ract

Hybrid key exchange refers to using nmultiple key exchange al gorithns
si mul taneously and conbining the result with the goal of providing
security even if a way is found to defeat the encryption for all but
one of the conponent algorithms. It is notivated by transition to
post - quant um crypt ography. This docunment provides a construction for
hybrid key exchange in the Transport Layer Security (TLS) protoco
version 1. 3.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 11 March 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
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described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

Thi s docunent gives a construction for hybrid key exchange in TLS
1.3. The overall design approach is a sinple, "concatenation"-based
approach: each hybrid key exchange conbi nati on should be viewed as a
singl e new key exchange nethod, negotiated and transmitted using the
exi sting TLS 1.3 nechani sns.

Thi s docunent does not propose specific post-quantum nmechani sns; see
Section 1.4 for nore on the scope of this docunent.

1.1. Revision history

*RFC Editor’s Note:* Please renpve this section prior to
publication of a final version of this docunent.

Earlier versions of this docunent categorized various design

deci si ons one coul d make when i nplenenting hybrid key exchange in TLS
1.3.
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* draft-ietf-tls-hybrid-design-12
- Editorial changes
- Change Kyber references to M.- KEM ref erences
* draft-ietf-tls-hybrid-design-10:
- Cdarifications on shared secret and public key generation
* draft-ietf-tls-hybrid-design-09
- Renove | ANA registry requests
- Editorial changes
* draft-ietf-tls-hybrid-design-09
- Renoval of TBD hybrid conbi nati ons using Kyber512 or secp384r1
- Editorial changes
* draft-ietf-tls-hybrid-design-08:
- Add reference to ECP256R1Kyber 768 and KyberDraft00 drafts
* draft-ietf-tls-hybrid-design-07
- Editorial changes
- Add reference to X25519Kyber 768 draft
* draft-ietf-tls-hybrid-design-06
- Bunp to version -06 to avoid expiry
* draft-ietf-tls-hybrid-design-05:
- Define four hybrid key exchange net hods
- Updates to reflect NIST's sel ection of Kyber
- Carifications and rewordi ngs based on working group conments
* draft-ietf-tls-hybrid-design-04:

- Sone wordi ng changes
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- Renove design considerations appendi x
* draft-ietf-tls-hybrid-design-03:

- Renove specific code point exanpl es and requested codepoi nt
range for hybrid private use

- Change "Open questions" to "D scussion”

- Sone wordi ng changes
* draft-ietf-tls-hybrid-design-02

- Bunp to version -02 to avoid expiry
* draft-ietf-tls-hybrid-design-01

- Forbid variable-length secret keys

- Use fixed-length KEM public keys/ciphertexts
* draft-ietf-tls-hybrid-design-00:

- Al ow key_exchange values fromthe same algorithmto be reused
across multiple KeyShareEntry records in the same ClientHello

* draft-stebila-tls-hybrid-design-03:

- Add requirenent for KEMs to provide protection against key
reuse.

- darify FIPS-conpliance of shared secret concatenation method.
* draft-stebila-tls-hybrid-design-02
- Design considerations fromdraft-stebila-tls-hybrid-design-00
and draft-stebila-tls-hybrid-design-01 are noved to the
appendi X.
- A single construction is given in the main body.
* draft-stebila-tls-hybrid-design-01
- Add (Comb- KDF-1) and (Conb-KDF-2) options.
- Add two candidate instantiations.

* draft-stebila-tls-hybrid-design-00: Initial version
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1.2. Termi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

For the purposes of this docunent, it is helpful to be able to divide
cryptographic algorithns into two cl asses:

* "Traditional" algorithns: Algorithms that are w dely depl oyed
today, but nay be deprecated in the future. 1In the context of TLS
1.3, exanples of traditional key exchange al gorithms include
elliptic curve Diffie-Hellman using secp256r1 or x25519, or
finite-field Diffie-Hellman.

*  "Next-generation" (or "next-gen") algorithms: Al gorithnms that are
not yet w dely deployed, but may eventually be wi dely depl oyed.
An additional facet of these algorithns may be that the
crypt ographi c comunity has | ess confidence in their security due
to thembeing relatively new or |ess studied. This includes
"post - quantuni al gorithns.

"Hybrid" key exchange, in this context, neans the use of two (or
nmore) key exchange al gorithnms based on different cryptographic
assunptions, e.g., one traditional algorithmand one next-gen
algorithm with the purpose of the final session key being secure as
|l ong as at | east one of the conponent key exchange al gorithns remains
unbr oken. When one of the algorithns is traditional and one of them
is post-quantum this is a Post-Quantum Traditional Hybrid Schene
[PQUP-TERM; while this is the initial use case for this docunent,
the docunent is not limted to this case. This docunent uses the
term "conponent” algorithns to refer to the algorithns conbined in a
hybrid key exchange.

Sone researchers prefer the phrase "conposite" to refer to the use of
multiple algorithns, to distinguish from"hybrid public key
encryption” in which a key encapsul ati on mechani sm and dat a
encapsul ati on nechani smare conbined to create public key encryption

It is intended that the conponent algorithnms within a hybrid key
exchange are to be perforned, that is, negotiated and transnitted,
within the TLS 1.3 handshake. Any out-of-band nmet hod of exchangi ng
keying material is considered out-of-scope.
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The primary notivation of this docunent is preparing for post-quantum
al gorithms. However, it is possible that public key cryptography
based on alternative mathematical constructions will be desired to
mtigate risks independent of the advent of a quantum conputer, for
exanpl e because of a cryptanal ytic breakthrough. As such this
docunment opts for the nore generic term "next-generation" algorithns
rat her than exclusively "post-quantuni al gorithns.

Note that TLS 1.3 uses the phrase "groups” to refer to key exchange
algorithms -- for exanple, the supported _groups extension -- since
all key exchange algorithns in TLS 1.3 are Diffie-Hell man-based. As
a result, some parts of this docunment will refer to data structures
or nmessages with the term"group” in them despite using a key
exchange algorithmthat is neither Diffie-Hell man-based nor a group

1.3. Motivation for use of hybrid key exchange

A hybrid key exchange algorithmallows early adopters eager for post-
quantum security to have the potential of post-quantum security
(possibly froma less-well-studied algorithn) while still retaining
at least the security currently offered by traditional algorithns.
They nmay even need to retain traditional algorithns due to regulatory
constraints, for exanple US National Institute of Standards and
Technol ogy (NI ST) FIPS conpliance.

I deal |y, one would not use hybrid key exchange: one woul d have
confidence in a single algorithmand parameterization that will stand
the test of time. However, this may not be the case in the face of
quant um conputers and cryptanal yti c advances nore generally.

Many (though not all) post-quantum al gorithms currently under
consideration are relatively new, they have not been subject to the
same depth of study as RSA and finite-field or elliptic curve Diffie-
Hel | man, and thus the security community does not necessarily have as
much confidence in their fundanental security, or the concrete
security level of specific paraneterizations.

Moreover, it is possible that after next-generation algorithns are

defined, and for a period of time thereafter, conservative users may
not have full confidence in sone al gorithns.
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1.

1.

Sone users may want to accel erate adoption of post-quantum
cryptography due to the threat of retroactive decryption (al so known
as harvest-nowdecrypt-later): if a cryptographic assunption is
broken due to the advent of a quantum conputer or sone ot her
cryptanal yti c breakthrough, confidentiality of information can be
broken retroactively by any adversary who has passively recorded
handshakes and encrypted comunications. Hybrid key exchange enabl es
potential security against retroactive decryption while not fully
abandoni ng traditional cryptosystens.

As such, there may be users for whom hybrid key exchange is an
appropriate step prior to an eventual transition to next-generation
al gorithnms. Users shoul d consider the confidence they have in each
hybrid conmponent to assess that the hybrid system neets the desired
nmot i vati on.

4. Scope

Thi s docunent focuses on hybrid ephenmeral key exchange in TLS 1.3
[TLS13]. It intentionally does not address:

* Sel ecting which next-generation algorithns to use in TLS 1.3, or
algorithmidentifiers or encoding nmechani sms for next-generation
al gorithns.

* Authentication using next-generation algorithnms. Wile quantum
computers could retroactively decrypt previous sessions, session
aut hentication cannot be retroactively broken.

5. Coals

The primary goal of a hybrid key exchange mechanismis to facilitate
the establishnent of a shared secret which remains secure as |ong as
one of the conmponent key exchange mechani sns remai ns unbroken

In addition to the primary cryptographic goal, there may be severa
additional goals in the context of TLS 1.3:

*  *Backwards conpatibility:* Cients and servers who are "hybrid-
aware", i.e., conpliant with whatever hybrid key exchange standard
is devel oped for TLS, should renmain conpatible with endpoints and
m ddl e- boxes that are not hybrid-aware. The three scenarios to
consi der are:

1. Hybrid-aware client, hybrid-aware server: These parties should
establish a hybrid shared secret.
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2. Hybrid-aware client, non-hybrid-aware server: These parties
shoul d establish a non-hybrid shared secret (assuming the
hybrid-aware client is willing to downgrade to non-hybri d-
only).

3. Non-hybrid-aware client, hybrid-aware server: These parties
shoul d establish a non-hybrid shared secret (assuming the
hybri d-aware server is willing to downgrade to non-hybri d-
only).

I deal | y backwards conpatibility should be achi eved without extra
round trips and w thout sending duplicate information; see bel ow.

* *H gh performance:* Use of hybrid key exchange shoul d not be
prohibitively expensive in terns of conputational performance. In
general this will depend on the perfornmance characteristics of the
specific cryptographic algorithnms used, and as such is outside the
scope of this docunment. See [PST] for prelimnary results about
performance characteristics

* *Low latency:* Use of hybrid key exchange shoul d not substantially
increase the | atency experienced to establish a connection
Factors affecting this may include the foll ow ng.

- The conputational perfornmance characteristics of the specific
al gorithms used. See above.

- The size of nmessages to be transmtted. Public key and
ci phertext sizes for post-quantum al gorithns range from
hundreds of bytes to over one hundred kil obytes, so this inpact
can be substantial. See [PST] for prelimnary results in a
| aboratory setting, and [LANGLEY] for prelimnary results on
nmore realistic networks.

- Additional round trips added to the protocol. See bel ow

* *No extra round trips:* Attenpting to negotiate hybrid key
exchange should not lead to extra round trips in any of the three
hybri d- awar e/ non- hybri d- aware scenarios |isted above.

* *Mnimal duplicate information:* Attenpting to negotiate hybrid
key exchange should not nmean having to send multiple public keys
of the same type

The tol erance for | ower performance / increased |atency due to use of

hybrid key exchange will depend on the context and use case of the
systens and t he network invol ved.
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2

Key encapsul ati on nmechani sns

Thi s docunent nodels key agreenent as key encapsul ati on nechani sns
(KEMs), which consist of three al gorithns:

*  KeyGen() -> (pk, sk): A probabilistic key generation al gorithm
whi ch generates a public key pk and a secret key sk

* Encaps(pk) -> (ct, ss): A probabilistic encapsul ation algorithm
whi ch takes as input a public key pk and outputs a ciphertext ct
and shared secret ss.

* Decaps(sk, ct) -> ss: A decapsulation algorithm which takes as
i nput a secret key sk and ciphertext ct and outputs a shared
secret ss, or in sone cases a distinguished error val ue.

The main security property for KEMs is indistinguishability under
adaptive chosen ci phertext attack (I ND CCA2), which neans that shared
secret val ues shoul d be indistinguishable fromrandom strings even
given the ability to have other arbitrary ciphertexts decapsul at ed.

I ND- CCA2 corresponds to security against an active attacker, and the
public key / secret key pair can be treated as a | ong-term key or
reused (see for exanple [KATZ] or [HHK] for definitions of |ND CCA2
and | ND- CPA security). A common design pattern for obtaining
security under key reuse is to apply the Fujisaki-Ckanoto (FO
transform [FQ or a variant thereof [HHK].

A weaker security notion is indistinguishability under chosen

pl ai ntext attack (I ND CPA), which nmeans that the shared secret val ues
shoul d be indistinguishable fromrandom strings given a copy of the
public key. |ND CPA roughly corresponds to security against a
passi ve attacker, and sonetines corresponds to one-time key exchange.

Key exchange in TLS 1.3 is phrased in terns of Diffie-Hell man key
exchange in a group. DH key exchange can be nobdeled as a KEM with
KeyGen corresponding to selecting an exponent x as the secret key and
computing the public key g*x; encapsul ation corresponding to

sel ecting an exponent y, conputing the ciphertext g”y and the shared
secret g”(xy), and decapsul ation as conputing the shared secret
gM(xy). See [HPKE] for nore details of such Diffie-Hell nan-based key
encapsul ati on nechanisns. Diffie-Hell man key exchange, when vi ewed
as a KEM does not fornally satisfy | ND-CCA2 security, but is stil
safe to use for epheneral key exchange in TLS 1.3, see for exanple

[ DOALI NG .

TLS 1.3 does not require that epheneral public keys be used only in a
singl e key exchange session; sone inplenentations my reuse them at
the cost of limted forward secrecy. As a result, any KEM used in

Stebila, et al. Expires 11 March 2026 [ Page 9]



I nternet-Draft ietf-tls-hybrid-design Sept enber 2025

3.

3.

3.

the manner described in this document MJST explicitly be designed to
be secure in the event that the public key is reused. Finite-field
and elliptic-curve Diffie-Hell man key exchange methods used in TLS
1.3 satisfy this criteria. For generic KEMs, this nmeans satisfying
I ND- CCA2 security or having a transformlike the Fujisaki-Ckanoto
transform [FQ [HHK] applied. Wile it is recommended that

i mpl ement ations avoid reuse of KEM public keys, inplenentations that
do reuse KEM public keys MJST ensure that the nunber of reuses of a
KEM publ i ¢ key abides by any bounds in the specification of the KEM
or subsequent security analyses. |nplenentations MJST NOT reuse
randommess in the generation of KEM ci phertexts.

Construction for hybrid key exchange
1. Negotiation

Each particul ar conbination of algorithns in a hybrid key exchange
will be represented as a NanmedGroup and sent in the supported groups
extension. No internal structure or granmar is inplied or required
in the value of the identifier; they are sinply opaque identifiers.

Each val ue representing a hybrid key exchange will correspond to an
ordered pair of two or nore algorithns. (Note that this is

i ndependent from future docunents standardi zi ng sol ely post-quantum
key exchange net hods, which would have to be assigned their own
identifier.)

2. Transmitting public keys and ciphertexts

Thi s docunent takes the relatively sinple "concatenation approach":
the messages fromthe two or nore algorithms being hybridized will be
concat enated together and transmitted as a single value, to avoid
havi ng to change existing data structures. The values are directly
concat enated, wi thout any additional encoding or length fields; the
representation and length of elenents MJST be fixed once the
algorithmis fixed

Recall that in TLS 1.3 [TLS13] Section 4.2.8, a KEM public key or KEM
ci phertext is represented as a KeyShareEntry:

struct {

NanedG oup group;

opaque key_exchange<l..2716-1>;
} KeyShareEntry;

These are transmitted in the extension data fields of
KeyShareC i ent Hel | o and KeyShareServer Hel | o ext ensi ons:
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struct {
KeyShareEntry client_shares<0..2"16-1>;
} KeyShared i ent Hel | o;

struct {
KeyShar eEntry server_share;
} KeyShareServer Hel | o;

The client’s shares are listed in descending order of client
preference; the server selects one algorithmand sends its
correspondi ng share.

For a hybrid key exchange, the key_exchange field of a KeyShareEntry
is the concatenation of the key exchange field for each of the
constituent algorithnms. The order of shares in the concatenation
MUST be the sane as the order of algorithns indicated in the
definition of the NamedG oup.

For the client’s share, the key_exchange val ue contains the
concatenati on of the pk outputs of the correspondi ng KEMs’ KeyGen
algorithms, if that algorithmcorresponds to a KEM or the (EC)DH
epheneral key share, if that algorithmcorresponds to an (EC)DH
group. For the server’s share, the key exchange val ue contains
concatenati on of the ct outputs of the correspondi ng KEMs' Encaps
algorithms, if that algorithmcorresponds to a KEM or the (EC)DH
epheneral key share, if that algorithmcorresponds to an (EC)DH

group.

[ TLS13] Section 4.2.8 requires that ‘‘The key_exchange val ues for
each KeyShareEntry MUST be generated independently.’’ In the context
of this docunent, since the sane algorithm nay appear in multiple
naned groups, this docunent rel axes the above requirenment to all ow
the sane key_exchange value for the same algorithmto be reused in
mul ti pl e KeyShareEntry records sent within the sane CientHello.
However, key exchange values for different algorithms MJST be
generated i ndependently. Explicitly, if the NamedG oup is the hybrid
key exchange MYECDHWPQKEM the KeyShareEntry. key_exchange val ues
MJST be generated in one of the follow ng two ways:

Ful |y i ndependently:
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My ECDHMy PQKEM KeyGen() = ( MyECDH. KeyGen(), MyPQKEM KeyGen())

KeyShareCientHell o {
KeyShar eEntry {
NanedG oup: ' MyECDH
key_exchange: M/ECDH. KeyGen()
}1
KeyShareEntry {
NanmedG oup: ' MyPQKEM ,
key exchange: MyYPQKEM KeyGen()
}1
KeyShar eEntry {
NanmedG oup: ' MyECDHMyPQKEM
key_exchange: MyECDHWPQKEM KeyGen()
}1
}

Reusi ng key exchange val ues of the same conponent algorithmw thin
the sane CientHello:

myecdh_key share = MyECDH. KeyGen()
mypgkem key share = MyPQKEM KeyGen()
myecdh_nypgkem key share = (nyecdh_key share, nypgkem key share)

KeyShareC ientHell o {
KeyShar eEntry {
NanmedGr oup: ' MyECDH
key exchange: nyecdh_key share
|3
KeyShar eEntry {
NanmedG oup: ' MyPQKEM ,
key_exchange: nypgkem key_share
1
KeyShareEntry {
NamedG oup: ' MyECDHW PQKEM ,
key exchange: nyecdh_mypgkem key share
b

3.3. Shared secret calculation

Here this docunent al so takes a sinple "concatenation approach": the
two shared secrets are concatenated together and used as the shared
secret in the existing TLS 1.3 key schedule. Again, this docunent
does not add any additional structure (length fields) in the

concat enati on procedure: for both the traditional groups and post
quant um KEMs, the shared secret output length is fixed for a specific
elliptic curve or paraneter set.
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In other words, if the NamedG oup is MYECDHWPQKEM the shared secret
is calculated as

concat enat ed_shared_secret = MyECDH. shared_secret || M/PQKEM shared_secr et

and inserted into the TLS 1.3 key schedule in place of the (EC)DHE
shared secret, as shown in Figure 1.

0
I

v
PSK -> HKDF-Extract = Early Secret

I > Derive-Secret(...)
R > Derive-Secret(...)
o e m - > Derive-Secret(...)
I
v

Der| Ve- Secret ( ., nderl Vedn , " n)
I
v

concat enat ed_shared_secret -> HKDF-Extract = Handshake Secret
NNNNNNNNNNNNNNNNNNNNNNNNNN |

S > Derive-Secret(...)
omm - > Derive-Secret(...)
I
v

Derive-Secret (., "derived", "")
I
v

0 -> HKDF- Extract = Master Secret
I

+----- > Derive-Secret(...)
+--- - > Derive-Secret(...)
+--- - > Derive-Secret(...)
o= > Derive-Secret(...)

Figure 1: Key schedule for hybrid key exchange
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*FI PS-conpl i ance of shared secret concatenation.* The US Nationa
Institute of Standards and Technol ogy (NI ST) docunents

[ NI ST- SP-800-56C] and [ NI ST- SP-800-135] gi ve recomendati ons for key
derivation nethods in key exchange protocols. Sonme hybrid

conbi nations may conbine the shared secret froma N ST-approved
algorithm (e.g., ECDH using the nistp256/secp256rl curve) with a
shared secret froma non-approved algorithm (e.g., post-quantun.

[ NI ST- SP-800-56C] |ists sinple concatenation as an approved nethod
for generation of a hybrid shared secret in which one of the
constituent shared secret is froman approved nethod.

4. Discussion

*Larger public keys and/or ciphertexts.* The key_exchange field in
the KeyShareEntry struct in Section 3.2 limts public keys and

ci phertexts to 2716-1 bytes. Sone post-quantum KEMs have | arger
public keys and/or ciphertexts; for exanple, O assic MEliece' s
smal | est paraneter set has public key size 261,120 bytes. However,
all defined paranmeter sets for M-KEM [ N ST-FI PS-203] have public
keys and ci phertexts that fall within the TLS constraints (although
may result in CientHello nmessages |arger than a single packet).

*Duplication of key shares.* Concatenation of public keys in the

key exchange field in the KeyShareEntry struct as described in
Section 3.2 can result in sending duplicate key shares. For exanpl e,
if aclient wanted to offer support for two conbi nations, say

" SecP256r IMLKEM768" and " X25519M_KEM768" [ ECDHE- MLKEM, it woul d end
up sending two M.- KEM 768 public keys, since the KeyShareEntry for
each conbination contains its own copy of a M.-KEM 768 key. This
duplication may be nore problematic for post-quantum al gorithns which
have | arger public keys. On the other hand, if the client wants to
of fer, for exanple "SecP256r IMKEM/68" and "secp256r1" (for backwards
compatibility), there is relatively little duplicated data (as the
secp256r1 keys are conparatively small).

*Fai l ures.* Sone post-quantum key exchange al gorithns, including M-
KEM [ NI ST- FI PS-203], have non-zero probability of failure, neaning
two honest parties may derive different shared secrets. This would
cause a handshake failure. M.-KEM has a cryptographically smal
failure rate; if other algorithnms are used, inplenenters should be
aware of the potential of handshake failure. Clients MAY retry if a
failure is encountered.
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5

| ANA Consi der ati ons

IANA will assign identifiers fromthe TLS Supported G oups registry
[ ANATLS] for the hybrid conbinations defined following this
docunent. These assignnents should be nade in a range that is
distinct fromthe Finite Field G oups range. For these entries in
the TLS Supported G oups registry, the "Recommended" col utmm SHOULD be
"N' and the "DTLS-OK" col um SHOULD be "Y"

Security Considerations

The shared secrets conputed in the hybrid key exchange shoul d be
conputed in a way that achieves the "hybrid" property: the resulting
secret is secure as long as at |east one of the conponent key
exchange al gorithns is unbroken. See [G@ ACON] and [ BINDEL] for an

i nvestigation of these issues. Under the assunption that shared
secrets are fixed length once the conbination is fixed, the
construction from Section 3.3 corresponds to the dual - PRF conbi ner of
[ BINDEL] which is shown to preserve security under the assunption
that the hash function is a dual - PRF

As noted in Section 2, KEMs used in the manner described in this
docunent MUST explicitly be designed to be secure in the event that
the public key is reused, such as achieving | ND-CCA2 security or
having a transformlike the Fujisaki-Ckanoto transform applied. M-
KEM has such security properties. However, some other post-quantum
KEMs designed to be I ND-CPA-secure (i.e., wthout counterneasures
such as the FO transform are conpletely insecure under public key
reuse; for exanple, sone |attice-based | ND-CPA-secure KEMs are

vul nerable to attacks that recover the private key after just a few
t housand sanpl es [ FLUHRER] .

*Public keys, ciphertexts, and secrets should be constant |ength.*
Thi s docunent assunes that the length of each public key, ciphertext,
and shared secret is fixed once the algorithmis fixed. This is the
case for M- KEM

Note that variable-length secrets are, generally speaking, dangerous.
In particular, when using key material of variable |ength and
processing it using hash functions, a timng side channel may ari se.
In broad ternms, when the secret is |longer, the hash function may need
to process nore blocks internally. |In sonme unfortunate
circunmstances, this has led to timng attacks, e.g., the Lucky
Thirteen [ LUCKY13] and Raccoon [ RACCOON] attacks.

Furthernore, [AVIRAM identified a risk of using variable-length
secrets when the hash function used in the key derivation function is
no |l onger collision-resistant.
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8.

8.

If concatenation were to be used with values that are not fixed-
length, a length prefix or other unanbi guous encodi ng woul d need to
be used to ensure that the conposition of the two values is injective
and requires a mechanismdifferent fromthat specified in this
docunent .

Therefore, this specification MJST only be used with al gorithns which
have fi xed-I1ength shared secrets (after the variant has been fixed by
the algorithmidentifier in the NanedG oup negotiation in

Section 3.1).
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Appendi x A,  Related work

Quantum conputi ng and post-quantum crypt ography in general are
outside the scope of this docunent. For a general introduction to
quant um conputing, see a standard textbook such as [NIELSEN]. For
overvi ew of post-quantum cryptography as of 2009, see [ BERNSTEIN];
whil e not containing nore recent advances, it still provides a

hel pful introduction. For the current status of the N ST Post -
Quantum Crypt ography Standardi zation Project, see [NIST]. For

addi tional perspectives on the general transition fromtraditional
post - quant um crypt ogr aphy, see for exanple [ETSI], anobng others.

There have been several Internet-Drafts describing nechanisns for
enbeddi ng post-quantum and/ or hybrid key exchange in TLS:

* Internet-Drafts for TLS 1.2: [WHYTEL12], [ CAMPAGNA]
* Internet-Drafts for TLS 1.3: [KIEFER], [SCHANCK], [WHYTEL13]

There have been several prototype inplenentations for post-quantum
and/ or hybrid key exchange in TLS:

* Experinental inplenmentations in TLS 1.2: [BCNS15], [ CECPQ1],
[FRODQ, [OQ-102], [S2N

*  Experimental inplenentations in TLS 1.3: [CECPQ], [OQS-111],
[ OQS- PROV], [ PST]

an

to

These experinmental inplenentations have taken an ad hoc approach and

not attenpted to inplenment one of the drafts |listed above.
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Unrel ated to post-quantum but still related to the issue of conbining
multiple types of keying material in TLS is the use of pre-shared
keys, especially the recent TLS working group docunment on incl uding
an external pre-shared key [ EXTERN- PSK].

Consi dering other |ETF standards, there is work on post-quantum
preshared keys in IKEv2 [I KE-PSK] and a franmework for hybrid key
exchange in I KEv2 [I KE-HYBRID]. The XMSS hash-based signature scheme
has been published as an informational RFC by the | RTF [ XM5S] .

In the academic literature, [EVEN] initiated the study of conbining
mul tiple symmetric encryption schenmes; [ZHANG, [DODI S], and [ HARNI K]
exam ned conbining nultiple public key encryption schemes, and

[ HARNI K] coined the term "robust combiner” to refer to a conpiler
that constructs a hybrid schene fromindividual schemes while
preserving security properties. [G ACON] and [ BI NDEL] exanmni ned

conbi ning nmultiple key encapsul ati on nechani sns.
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