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Abst ract

TLS 1.3 ensures forward secrecy by perform ng an epheneral Diffie-
Hel | man key exchange during the initial handshake, protecting past
communi cations even if a party’'s long-termkeys are |ater

conprom sed. Wile the built-in KeyUpdate nechani sm al | ows
application traffic keys to be refreshed during a session, it does
not incorporate fresh entropy froma new key exchange and therefore
does not provide post-conpromn se security. This limtation can pose
a security risk in long-lived sessions, such as those found in

i ndustrial 10T or tel ecomunications environnents.

To address this, this specification defines an extended key update
mechani smthat perforns a fresh Diffie-Hell man exchange w thin an
active session, thereby ensuring post-conpromnise security. By
forcing attackers to exfiltrate new key material repeatedly, this
approach mitigates the risks associated with static key conpromi se.
Regul ar renewal of session keys hel ps contain the inpact of such
conprom ses. The extension is applicable to both TLS 1.3 and DTLS
1.3.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 6 May 2026.
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1. Introduction

The Transport Layer Security (TLS) 1.3 protocol provides forward
secrecy by using an epheneral Diffie-Hell man (DHE) key exchange
during the initial handshake. This ensures that encrypted

communi cation remains confidential even if an attacker |ater obtains
a party’'s long-termprivate key, protecting agai nst passive
adversaries who record encrypted traffic for |later decryption

TLS 1.3 also includes a KeyUpdate nmechanismthat allows traffic keys
to be refreshed during an established session. However, this
mechani sm does not provi de post-conprom se security, as it applies
only a key derivation function to the previous application traffic
secret as input. Wile this design is generally sufficient for
short-lived connections, it may present security linmtations in
scenari os where sessions persist for extended periods, such as in

i ndustrial 10T or tel ecommunications systens, where continuous
availability is critical and session renegotiation or resunption is
i mpracti cal

Earlier versions of TLS supported session renegotiation, which

al | oned peers to negotiate fresh keying material, including
performng new Diffie-Hell man exchanges during the session |ifetine.
Due to protocol conplexity and known vul nerabilities, renegotiation
was first restricted by [ TLS- RENEGOTI ATION] and ultinmately renmpoved in
TLS 1.3. Wiile the KeyUpdate nessage was introduced to offer linited
rekeying functionality, it does not fulfill the same cryptographic
role as renegotiation and cannot refresh long-term secrets or derive
new secrets fromfresh DHE i nput.

Security guidance from national agencies, such as ANSSI (France
[ANSSI]), recommends the periodic renewal of cryptographic keys
during long-lived sessions to limt the inpact of key conpronmi se.
Thi s approach encourages designs that force an attacker to perform
dynanmi c key exfiltration, as defined in [ CONFI DENTI ALITY]. Dynanmc
key exfiltration refers to attack scenari os where an adversary nust
repeatedly extract fresh keying material to maintain access to
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protected data, increasing operational cost and risk for the
attacker. In contrast, static key exfiltration, where a long-term
secret is extracted once and reused, poses a greater |ong-term
threat, especially when session keys are not refreshed with fresh key
exchange input rather than key derivation

This specification defines a TLS extension that introduces an

ext ended key update mechanism Unlike the standard key update, this
mechani sm al |l ows peers to performa fresh Diffie-Hell man exchange
within an active session using one of the groups negotiated during
the initial handshake. By periodically rerunning (EC)DHE, this
extension enables the derivation of new traffic secrets that are

i ndependent of prior key material. As noted in Appendix F of [TLS],
this approach mtigates the risk of static key exfiltration and
shifts the attacker burden toward dynamic key exfiltration

The proposed extension is applicable to both TLS 1.3 [TLS] and DTLS
1.3 [DILS]. For clarity, the term"TLS" is used throughout this
docunment to refer to both protocols unless otherw se specified.

2. Term nol ogy and Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

To distinguish the key update procedure defined in [TLS] fromthe key
updat e procedure specified in this docunment, we use the terns
"standard key update" and "extended key update", respectively.

In this docunment, we use the term post-conproni se security, as
defined in [CCGL6]. W assune that an adversary nmmy obtain access to
the application traffic secrets but is unable to conpromi se the |ong-
term secret.

Unl ess ot herwi se specified, all references to traffic keys in this
docunent refer to application traffic keys and because the Extended
Key Update procedure occurs after the handshake phase has conpl et ed,
no handshake traffic keys are invol ved.

In this docunment, send key refers to the [sender]_wite_key, and
receive key refers to the [receiver] _wite_key. These keys are
derived fromthe active client_application_traffic_secret_N and
server_application_traffic _secret N, as defined in (D)TLS 1.3 [TLS],
and are replaced with new ones after each successful Extended Key
Updat e.
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3.

Negoti ati ng the Extended Key Update

Client and servers use the TLS flags extension [TLS-FLAGS] to
i ndi cate support for the functionality defined in this docunent. W
call this flag "Extended _Key Update" fl ag.

The "Extended_Key_ Update" flag proposed by the client in the
ClientHell o (CH MUST be acknow edged in the EncryptedExtensions
(EE), if the server also supports the functionality defined in this
docunent and is configured to use it.

If the "Extended Key Update" flag is not set, servers ignore any of
the functionality specified in this document and applications that
require post-conprom se security will have to initiate a ful
handshake.

Ext ended Key Update Messages

If the client and server agree to use the extended key update
mechani sm the standard key update MJUST NOT be used. 1In this case,
the extended key update fully replaces the standard key update
functionality.

I mpl enent ati ons that receive a classic KeyUpdate nessage after
successfully negotiating the Extended Key Update functionality MJST
term nate the connection with an "unexpected_nessage" alert.

The extended key update nessages are signaled in a new handshake
message naned ExtendedKeyUpdate (EKU), with an internal uint8 nessage
subtype indicating its role. This specification defines three

Ext endedKeyUpdat e nessage subtypes

* key_updat e_request (0)

* key_update response (1)

* new_key_update (2)

New Ext endedKeyUpdat e message subtypes are assigned by | ANA as
described in Section 12.3.

A TLS peer which receives a ExtendedKeyUpdate with an unexpected
message subtype MJST abort the connection with an
"unexpect ed_nessage" alert.
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The extended key update process can be initiated by either peer after
it has sent a Finished nessage. |Inplenentations that receive an

Ext endedKeyUpdat e nessage prior to the sender having sent Finished
MUST term nate the connection with an "unexpected_nessage" alert.

The KeyShareEntry carried in a key update request and in a

key update_response MJST use the group that was negotiated by the
client and server during the initial handshake. An inplementation
that receives an algorithmother than previously negotiated MJST
term nate the connection with an "illegal paraneter” alert.

Figure 1 shows the interaction graphically. First, support for the
functionality in this specification is negotiated in the dientHello
and t he EncryptedExtensi ons nmessages. Then, the Ext endedKeyUpdate
exchange is sent to update the application traffic secrets.

The extended key update exchange is perfornmed between the initiator

and the responder; either the TLS client or the TLS server may act as
initiator.
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Key

dient Server

N CdientHell o

Exch | + key_share

| + signature_al gorithns

v + extended key update -------- >
ServerHello " Key
+ key_share | Exch
%
{ Encr ypt edExt ensi ons N Server
+ extended_key update} | Parans
{CertificateRequest} v
{Certificate} ~
{CertificateVerify} | Auth
{Finished} v
-,
N {Certificate}
Auth | {CertificateVerify}
v {Finished} = -------- >
[ Application Data] N <mmmmm-- > [Application Data] N
[ EKU(key update request)]N SRS
S [ EKU(key updat e_response)] N
[ EKU(new key update)]N  -------- >
Cemmmmman [ EKU(new _key update)] N
[ Appl i cation Data] N+1 <> [ Application Data] N+1
Legend:
+ I ndi cat es noteworthy extensions sent in the

previ ously noted nessage.

- I ndi cates optional or situation-dependent
nmessages/ extensi ons that are not always sent.

() I'ndicates nmessages protected using keys
derived froma client_early traffic_secret.

{} Indicates nessages protected using keys
derived froma [sender] handshake traffic_secret.

[IN I ndicates nmessages protected using keys
derived from|[sender]_application_traffic_secret_N

Figure 1: Extended Key Update Message Exchange in TLS 1. 3.

The ExtendedKeyUpdate wire format is:
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enum {

key_updat e_request (0),
key_updat e_response(1),
new key update(2),
(255)

} Ext endedKeyUpdat eType;

struct {

Ext endedKeyUpdat eType eku_type;
sel ect (eku_type) {
case key update_request: {
KeyShar eEntry key share;
}

case key_update_response: {
KeyShar eEntry key_share;

}

case new key update: {
[* empty */

}

b

} Ext endedKeyUpdat e;

Fi el ds:

*

*

eku_type: the subtype of the ExtendedKeyUpdate nessage.

key _share: key share information. The contents of this field is
determ ned by the specified group and its correspondi ng definition
(see Section 4.2.8 of [TLY]).

TLS 1.3 Consi derations

The following steps are taken by a TLS 1.3 inpl enentation; the steps
executed with DILS 1.3 differ slightly.

1.

The initiator sends ExtendedKeyUpdate(key update request)
carrying a KeyShareEntry. While an extended key update is in
progress, the initiator MJST NOT initiate another key update.

Upon recei pt, the responder sends its own KeyShareEntry in a

Ext endedKeyUpdat e( key updat e_response) nessage. Wile an
extended key update is in progress, the responder MJST NOT
initiate another key update. The responder MAY defer sending a
response if systemload or resource constraints prevent inmediate
processing. In such cases, the response MJST be sent once
sufficient resources becone avail abl e.
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3. Upon receipt of an Ext endedKeyUpdat e( key_updat e_response) the
initiator derives the new secrets fromthe exchanged key shares.
The initiator then sends an enpty
Ext endedKeyUpdat e( new _key update) nessage to trigger the switch
to the new keys.

4. After the initiator sends ExtendedKeyUpdate(new key update) it
MUST update its send keys. Upon receipt of this nessage, the
responder MJST update its receive keys and then send
Ext endedKeyUpdat e( new _key update), after which it MJST update its
send keys.

5. After receiving the responder &g
Ext endedKeyUpdat e( new_key _update), the initiator MJST update its
recei ve keys.

Bot h sender and receiver MJST encrypt their

Ext endedKeyUpdat e( new _key update) nessages with the ol d keys. Both
sides MUST ensure that the new key update encrypted with the old key
is received before accepting any nessages encrypted with the new key.

If TLS peers independently initiate the extended key update and the
requests cross in flight, the ExtendedKeyUpdate(key_ update request)
with the | ower |exicographic order of the key_exchange value in
KeyShareEntry MJST be ignored. This prevents each side from
advanci ng keys by two generations. |If the tie-break conparison
yields equality (an event that should be inpossible for genuine
asymetric key pairs), the endpoint MJST treat this as a protoco
viol ation, send an "unexpected nessage" alert, and cl ose the
connecti on.

The handshake frami ng uses a single HandshakeType for this nessage
(see Figure 2)
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struct {
HandshakeType mnsg_type; /* handshake type */
ui nt 24 | engt h; /* bytes in nmessage */
sel ect (Handshake.nsg type) {
case client _hello: ClientHell o;
case server_hell o: Server Hel | o;
case end_of _early_data: EndOf Ear | yDat a;
case encrypted_extensions: Encrypt edExt ensi ons;
case certificate_request: CertificateRequest;
case certificate: Certificate;
case certificate verify: CertificateVerify;
case finished: Fi ni shed,;
case new session_ticket: NewSessi onTi cket ;
case key_update: KeyUpdat e;
case extended_key_updat e: Ext endedKeyUpdat e;
b
} Handshake;

Figure 2: TLS 1.3 Handshake Structure.
5.1. TLS 1.3 Extended Key Update Exanple
Wiile Figure 1 shows the high-level interaction between a TLS 1.3
client and server, this section shows an exanpl e nessage exchange
with information about the updated keys added.
There are two phases:
1. The support for the functionality in this specification is
negotiated in the CientHello and the EncryptedExtensions
nessages.

2. Once the initial handshake is conpleted, a key update can be
triggered.

Fi gure 3 provides an overview of the exchange starting with the
initial negotiation foll owed by the key update.
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dient Server

Key "~ dientHello

Exch | + key_share
| + signature_al gorithns
v + extended key update

-------- >
ServerHello " Key
+ key_share | Exch
%
{ Encr ypt edExt ensi ons N Server
+ extended_key update} | Parans
{CertificateRequest} v
{Certificate} ~*
{CertificateVerify} | Auth
{Finished} v
Cemm e e - -
N {Certificate}
Auth | {CertificateVerify}
v {Finished} -------- >
sone time |ater
[ EKU(key update request ~  -------- >
(with key_share))]
R [ EKU(key_updat e_response

(with key_share))]
# Server derives new secrets
# Client derives new secrets
[ EKU(new key update)] -------- >

# Cient updates SEND keys here

# Server updates RECElI VE keys here

S [ EKU( new_key_update) ]
# Server updates SEND keys here

# Cient updates RECEI VE keys here
Figure 3: Extended Key Update Exanpl e.
6. DTLS 1.3 Consi derations
Unlike TLS 1.3, DTLS 1.3 inplenmentations nust take into account that

handshake nessages are not transmitted over a reliable transport
pr ot ocol .
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Due to the possibility of an ExtendedKeyUpdat e( new key update)
message being lost and thereby preventing the sender of that nessage
fromupdating its keying material, receivers MIST retain the pre-
update keying material until receipt and successful decryption of a
message usi ng the new keys.

Due to packet | oss and/or reordering, DTLS 1.3 peers MAY receive
records froman earlier epoch. |If the necessary keys are avail abl e,

i mpl ement ati ons SHOULD attenpt to process such records; however, they
MAY choose to discard them The exchange has the foll ow ng steps:

1.

The initiator sends an Ext endedKeyUpdat e( key updat e _request)
message, which contains a key share. Wile an extended key
update is in progress, the initiator MJST NOT initiate further
key updates. This nmessage is subject to DILS handshake

retransm ssion, but delivery is only confirnmed when the initiator
either receives the correspondi ng

Ext endedKeyUpdat e( key updat e_response) or an ACK

Upon receipt, the responder sends its own KeyShareEntry in a

Ext endedKeyUpdat e( key_updat e_response) nessage. VWhile an
extended key update is in progress, the responder MJST NOT
initiate further key updates. The responder MAY defer sending a
response if systemload or resource constraints prevent inmnediate
processing. |In such cases, the responder MJST acknow edge
recei pt of the key update_request with an ACK and, once
sufficient resources becone available, retransnmit the

key update _response until it is acknow edged by the initiator

On recei pt of ExtendedKeyUpdat e(key update response) the

initiator derives a secret key based on the exchanged key shares.
Thi s nmessage al so serves as an inplicit acknow edgrment of the
initiator# /i ExtendedKeyUpdate(key_update_request), so no separate
ACK is required

The initiator transmts an ExtendedKeyUpdat e(new key update)
message. This nessage is subject to DTLS retransni ssion unti
acknow edged.

Upon recei vi ng Ext endedKeyUpdat e(new _key update), the responder
MUST update its receive keys and epoch val ue.

The responder acknow edges the received nessage by sending its
own ExtendedKeyUpdat e( new _key_ update).
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7. After the initiator receives the responder g /H
Ext endedKeyUpdat e( new_key _update), the initiator MJST update its
send key and epoch value. Wth the receipt of that nmessage, the
initiator MUST al so update its receive keys.

8. The initiator MJST acknow edge the responder g {H
Ext endedKeyUpdat e( new_key_update) with an ACK nessage.

9. On receipt of the ACK message, the responder updates its send key
and epoch value. |If this ACK is not received, the responder re-
transmits its ExtendedKeyUpdate(new key update) until ACK is
received. The key update is conplete once this ACK is processed
by the responder.

The handshake fram ng uses a single HandshakeType for this nessage
(see Figure 4).
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enum {

client_hello(1),
server_hell o(2),

new sessi on_ti cket (4),
end_of early data(b),
encrypt ed_ext ensi ons(8),
request _connection_id(9),
new _connection_i d(10),
certificate(1l),
certificate request(13),
certificate verify(15),
fini shed(20),

key update(24),

struct {

ext ended_key updat e(TBD), [*
message_hash(254),
(255)
} HandshakeType;
HandshakeType mnsg_type; /*

ui nt 24 | engt h;

ui nt 16 nessage_seq;

ui nt24 fragnment of fset;
ui nt24 fragnent | ength;
sel ect (msg_type) {

/*
/*
/*
/*

Novenber 2025

new */

handshake type */
bytes in nessage */
DTLS-required field */
DTLS-required field */
DTLS-required field */

ClientHello;
Server Hel | o;

case client_hello:

case server _hell o:

case end _of early data:

case encrypt ed_extensions:

case certificate request:

case certificate:

case certificate verify:

case finished:

case new session_ticket:

case key_update:

case extended key update:

case request _connection_i d:

case new connection_id:
body;

} DTLSHandshake;

6. 1.

The followi ng exanple illustrates a successfu

EndOf Ear | yDat a;

Encr ypt edExt ensi ons;
CertificateRequest;
Certificate;
CertificateVerify;
Fi ni shed;
NewSessi onTi cket ;
KeyUpdat e;

Ext endedKeyUpdat e;
Request Connecti onl d;
NewConnect i onl d;

Fi gure 4: DTLS 1.3 Handshake Structure.

DTLS 1.3 Extended Key Update Exanpl e

ext ended key update,

i ncludi ng how t he epochs change during the exchange.

Tschof eni g,

et al.
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dient Server
(I'nitiator) (Responder)
I e I \
| Initial Handshake |
R e I R /
[C tx=3, rx=3] [S tx=3, rx=3]
[Application Data] ~  -------- >
[C tx=3, rx=3] [S: tx=3, rx=3]
[C tx=3, rx=3] [S: tx=3, rx=3]
<-me----- [ Appl i cation Dat a]
[C tx=3, rx=3] [S tx=3, rx=3]
I e I \
| Sone tine |ater |
R e I R /
[C tx=3, rx=3] [S tx=3, rx=3]
[ EKU(key update request)] =-------- >
# no epoch change yet
Commmmma [ EKU(key updat e_response)]
# still old epochs
[ EKU(new key update)] -------- >

# Sent under OLD epoch. Cient does NOT bunp yet.

# Step 6: responder bunps RECEI VE epoch on NKU-in:
# (rx:=rx+1l; tx still old)
[C tx=3, rx=3] [S tx=3, rx=4]

<-------- [ EKU( new key update)]
# Responder #/H NKU is tagged with OLD tx (3).

# Epoch switch point:
# Step 8: initiator bunmps BOTH tx and rx on NKUi n:

[C tx=4, rx=4] [S tx=3, rx=4]

[ACK] (tag=new) -=------ >

# Step 10: responder bunps SEND epoch on ACK-in:

[C tx=4, rx=4] [S tx=4, rx=4]
<-------- [ Application Dat a]

[C tx=4, rx=4] [S: tx=4, rx=4]
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[Application Data] -------- >
[C tx=4, rx=4] [S tx=4, rx=4]
Figure 5: Exanple DTLS 1.3 Extended Key Update: Message Exchange.
Figure 6 shows the steps, the nessage in flight, and the epoch

changes on both sides. The A/B -> X/ Y notation indicates the change
of epoch values for tx/rx before and after the message transm ssion

o e e e e oo S R +
| Message | dient tx/rx | Server tx/rx
o e e oo o a o oo s +

| APP -- - > | 3/3 ->3/3 | 3/3 -> 3/3

| <-----eeee--- APP | 3/3 -> 3/3 | 3/3 -> 3/3

| req ------------- >| 3/3 ->3/3 | 3/3 -> 3/3 |
R resp | 3/3 -> 3/3 | 3/3 ->3/3 |

| NKU -----ommm--- > 3/3 ->3/3 | 3/3 ->3/4 | <- step 6
| <----mmeee--- NKU | 3/3 -> 4/4 | 3/4 ->3/4 | <- step 8
| ACK ------mmmo-- > | 4/4 -> 4/4 | 3/4 ->4/4 | <- step 10
I APP | 4/4 -> 4/4 | 4/4 -> 4/4

| APP ------mmmoo - > | 4/4 -> 4/4 | 4/4 -> 4/4

o e e e e oo S R +

Figure 6: Exanple DTLS 1.3 Extended Key Update: Epoch Changes.
7. Updating Traffic Secrets

When t he extended key update nessage exchange is conpleted both peers
have successfully updated their application traffic secrets. The key
derivation function described in this docunent is used to perform
this update.

The design of the key derivation function for conputing the next
generation of application_traffic _secret is notivated by the desire
to include

* a secret derived fromthe (EC)DHE exchange (or fromthe hybrid key
exchange / PQ KEM exchange),

* a secret that allows the new key exchange to be cryptographically
bound to the previously established secret,

* the concatenation of the ExtendedKeyUpdate(key_ update_request) and
t he Ext endedKeyUpdat e( key_updat e_response) messages, which contain
the key shares, binding the encapsul ated shared secret ciphertext
to IKMin case of hybrid key exchange, providing MAL-BI ND-K-CT
security (see [CDWR3]), and
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* new |l abel strings to distinguish it fromthe key derivation used
in TLS 1. 3.

The foll owi ng di agram shows the key derivation hierarchy.

Main Secret N
I
v
Derive-Secret(., "derived", "")
I
%
(EC) DHE -> HKDF-Extract = Main Secret N+1

Fomm - > Derive-Secret(., "c ap traffic",

| EKU( key_updat e_request) ||

| EKU( key_updat e_response))

| = client _application_traffic_secret N+1
I

+----- > Derive-Secret(., "s ap traffic",

| EKU( key_updat e_request) ||

| EKU( key_updat e_r esponse))

| = server _application_traffic_secret N+1
I

+--- - > Derive-Secret(., "exp master",

| EKU( key_updat e_request) ||
| EKU( key_updat e_r esponse))
| = exporter_secret N+1
I

+--- - > Derive-Secret(., "res master",
| EKU( key_update_request) ||
| EKU( key_updat e_r esponse))
= resunption_mai n_secret N+1

During the initial handshake, the Main Secret is generated (see
Section 7.1 of [TLS]). Since the Main Secret is discarded during the
key derivation procedure, a derived value is stored. This stored

val ue then serves as the input salt to the first key update procedure
that incorporates the epheneral (EC)DHE- established val ue as input
keying material (IKM to produce main_secret {N+1}. The derived val ue
fromthis new master secret serves as input salt to the subsequent
key update procedure, which also incorporates a fresh epheneral
(EC)DHE value as IKM This process is repeated for each additional
key update procedure.

The traffic keys are re-derived from

client _application traffic_secret N+1 and
server_application_traffic_secret N+1, as described in Section 7.3 of
[TLS].
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Once client_/server_application_traffic_secret_N+1 and its associ ated
traffic keys have been computed, inplementations SHOULD del ete
client_/server_application_traffic_secret_N and its associ ated
traffic keys as soon as possible. Note: The client /

server _application_traffic_secret N and its associated traffic keys
can only be deleted after receiving the

Ext endedKeyUpdat e( new_key_updat e) nessage.

When using this extension, it is inportant to consider its
interaction with ticket-based session resunption. |[|f resunption
occurs without a new (EC)DH exchange that provides forward secrecy,
an attacker could potentially revert the security context to an
earlier state, thereby negating the benefits of the extended key
update. To preserve the security guarantees provided by key updates,
endpoi nts MJST either invalidate any session tickets issued prior to
the key update or ensure that resunption always involves a fresh

(EC) DH exchange.

If session tickets cannot be stored securely, devel opers SHOULD
consi der disabling ticket-based resunption in their deploynents.
VWil e this approach may inmpact perfornmance, it provides inproved
security properties.

8. Post-Quantum Crypt ography Consi derations

Hybrid key exchange refers to the sinultaneous use of nultiple key
exchange al gorithnms, with the resulting shared secret derived by
conbi ning the outputs of each. The goal of this approach is to

mai ntain security even if all but one of the conponent algorithns are
| ater found to be vul nerable.

The transition to post-quantum cryptography has notivated the
adoption of hybrid key exchanges in TLS, as described in
[TLS-HYBRID]. Specific hybrid groups have been registered in

[ TLS- ECDHE- MLKEM .  When hybrid key exchange is used, the
key_exchange field of each KeyShareEntry in the initial handshake is
fornmed by concatenating the key_exchange fields of the constituent
algorithms. This same approach is reused during the Extended Key
Updat e, when new key shares are exchanged.

The specification in [TLS-M.KEM registers the |lattice-based M.- KEM
algorithmand its variants, such as M- KEM 512, M.-KEM 768 and M-
KEM 1024. The KEM encapsul ati on key or KEM ci phertext is represented
as a 'KeyShareEntry’ field. This same approach is reused during the
Ext ended Key Update, when new key shares are exchanged.
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9

10.

SSLKEYLOGFI LE Updat e

As a successful extended key update exchange invalidates previous
secrets, SSLKEYLOGFI LE [ TLS- KEYLOGFI LE] needs to be popul ated with
new entries. As a result, two additional secret |abels are utilized
in the SSLKEYLOGFI LE

1. CLIENT_TRAFFI C_SECRET _N+1: identifies the
client_application_traffic_secret_N+1 in the key schedul e

2. SERVER TRAFFI C SECRET N+1: identifies the
server_application_traffic_secret N+1 in the key schedul e

3. EXPORTER SECRET_N+1: identifies the exporter_secret N+1 in the
key schedul e

Similar to other entries in the SSLKEYLOGFILE, the label is followed
by the 32-byte value of the Randomfield fromthe dientHell o nessage
that established the TLS connection, and the correspondi ng secret
encoded i n hexadeci mal .

SSLKEYLOGFI LE entries for the extended key update MJUST NOT be
produced i f SSLKEYLOGHFI LE was not used for other secrets in the
handshake.

Not e that each successful Extended Key Update invalidates al
previ ous SSLKEYLOGFI LE secrets including past iterations of
CLI ENT_TRAFFI C_SECRET_, SERVER TRAFFI C_SECRET_ and EXPORTER_SECRET_

Exporter

Protocol s such as DTLS- SRTP and DTLS-over-SCTP rely on TLS or DILS
for key establishment, but reuse portions of the derived keying
material for their own specific purposes. These protocols use the
TLS exporter defined in Section 7.5 of [TLS]. Exporters are also
used for deriving authentication related val ues such as nonces, as
described in [ RFC9729].

Once the Extended Key Update mechanismis conplete, such protocols
woul d need to use the newly derived exporter secret to generate
Exported Keying Material (EKM to protect packets. The "sk" derived
in the Section 7 will be used as the "Secret" in the exporter
function, defined in Section 7.5 of [TLS], to generate EKM ensuring
that the exported keying material is aligned with the updated
security context.
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11.

11.

When a new exporter secret becones active follow ng a successfu
Ext ended Key Update, the TLS or DTLS i npl enentati on woul d have to
provi de an asynchronous notification to the application indicating
t hat :

* A new epoch has becone active; and

* The corresponding EKMis obtained by the application through the
TLS/ DTLS exporter interface using its chosen | abel and context
val ues as defined in Section 4 of [ RFC5705].

Delivering the derived EKMin this notification allows applications
that depend on exporter-based keying material to install new
application-layer keys in synchronization with the epoch transition

To prevent desynchronization, the application will have to retain
both the previous and the newy derived exporter secrets for a short
period. For TLS, the previous exporter secret woul d be discarded
once data derived fromthe new exporter has been successfully
processed, and no records protected with the old exporter secret are
expected to arrive. For DILS, the previous exporter secret needs to
be retained until the retention tinmer expires for the prior epoch, to
all ow for processing of packets that may arrive out of order. The
retention policy for exporter secrets is application-specific. For
exampl e, in DTLS-SRTP, the application mght retain the previous
exporter secret until its replay wi ndow no | onger accepts packets
protected with keys derived fromthat secret, as described in
Section 3.3.2 of [RFC3711].

Security Considerations

Thi s section discusses additional security and operational aspects
i ntroduced by the Extended Key Update nechanism Al security
considerations of TLS 1.3 [TLS] and DTLS. 13 [DILS] continue to apply.

1. Scope of Key Conprom se

Ext ended Key Update assumes a transient conprom se of the current
application traffic keys, not a persistent attacker w th ongoi ng
access to key material. The procedure itself does not rely on | ong-
termprivate keys; those are assuned to renmain secure, as they are
stored in a secure elenent, such as a Trusted Execution Environnent
(TEE), Hardware Security Mdule (HSM, or Trusted Pl atform Mdul e
(TPM. In contrast, application traffic keys are stored within the
rich operating system where short-term exposure due to nenory

di scl osure or transient conpronise nay occur. Post-conprom se
security can be re-established, provided the conpronise is no |onger
active when an Extended Key Update is perforned.
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11.

11.

Ext ended Key Update can restore confidentiality only if the attacker
no | onger has access to either peer and cannot interfere with the
Ext ended Key Update procedure. |If an adversary retains access to
current application traffic keys and can act as a man-in-the-mddl e
during the Extended Key Update, then the update cannot restore
security. In that case, the attacker can inpersonate each endpoint
and substitute key shares, naintaining control of the conmunication.
Theref ore, Extended Key Update provides recovery only in the case
where the conmprom se has ended before the procedure begins.

If a conprom se occurs before the handshake conpl etes, the epheneral
key exchange, client_handshake traffic_secret, and

server _handshake traffic_secret could be exposed. 1In that case, only
the initial handshake messages and the application data encrypted
with these secrets can be decrypted until the Extended Key Update
procedure conpletes. The Extended Key Update procedure derives fresh
application traffic secrets froma new epheneral key exchange,
ensuring that all subsequent application data renains confidential

2. Post-Conpronise Security

Ext ended Key Update provi des post-conproni se security for long-lived
TLS sessions. To ensure post-conprom se security guarantees:

* Each update MJST use freshly generated epheneral key-exchange
material. Inplementations MIUST NOT reuse epheneral key-exchange
mat eri al across updates or across TLS sessions.

3. Denial -of-Service (DoS)

The Extended Key Update nechani smincreases conputational and state-
managenment overhead. A malicious peer could attenpt to exhaust CPU
or menory resources by initiating excessive update requests.

| mpl enent ati ons SHOULD apply the followi ng nmitigations:

* Limt the frequency of accepted Extended Key Update requests per
sessi on.

* A peer that has sent an Extended Key Update MJUST NOT initiate
anot her until the previous update conmpletes. |If a peer violates
this rule, the receiving peer MIST treat it as a protoco
viol ation, send an "unexpected_nessage" alert, and termnate the
connecti on.
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11.4. Operational Cuidance
Depl oyment s SHOULD eval uat e Ext ended Key Update performance under
| oad and fault conditions, such as high-frequency or concurrent
updates. TLS policies SHOULD define explicit rate limts that
bal ance post-conpromi se security benefits against potential DoS
exposure.

12. | ANA Consi derations

12.1. TLS Fl ags

I ANA is requested to add the following entry to the "TLS Fl ags”
extension registry [ TLS-Ext-Registry]:

* Val ue: TBD1

* Flag Nanme: extended_key update

* Messages: CH EE

* Recommended: Y

* Reference: [This docunent]
12.2. TLS HandshakeType

IANA is requested to add the following entry to the "TLS
HandshakeType" registry [ TLS-Ext-Registry]:

*  Val ue: TBD2
* Description: extended_key_ update
* DILS-OK: Y
* Reference: [This docunent]
12. 3. ExtendedKeyUpdate Message Subtypes Registry
I ANA is requested to create a new registry "TLS Ext endedKeyUpdat e
Message Subtypes", within the existing "Transport Layer Security
(TLS) Paraneters" registry [TLS-Ext-Registry]. This newregistry

reserves types used for Extended Key Update entries. The initia
contents of this registry are as foll ows.
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B ool oo el ool e o}
| Value | Description | DTLS-OK | Reference |
[ ettty e ———————————————— _pp—p————— = —p—(—(———(—(———r L
| O | key_update_request | Y | This docunent |
omm - oo ommee - B TR +
| 1 | key_update_response | Y | This document |
e R L e oo R +
| 2 | new _key update | Y | This docunent

R, o e e e e e oo - S R T +
| 3-255 | Unassigned | | |
omm - L TP ommee - B TR +

Table 1

New assi gnnents in the "TLS Ext endedKeyUpdate Types" registry will be
adm ni stered by | ANA through Specification Required procedure

[ RFC8126]. The role of the designated expert is described in

Section 17 of [RFC8447]. The designated expert [RFC8126] ensures
that the specification is publicly available. It is sufficient to
have an Internet-Draft (that is posted and never published as an RFC)
or to cite a docunent from another standards body, industry
consortium or any other location. An expert may provide nore in-
depth reviews, but their approval should not be taken as an

endor senment of the ExtendedKeyUpdate Message Subtype.

12. 4. SSLKEYLOGFI LE | abel s

IANA is requested to add the following entries to the "TLS
SSLKEYLOGFI LE Label s" extension registry [ TLS-Ext-Registry]:
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| Val ue | Description | Reference | Comment |
[ oo ey sy e oo
| CLI ENT_TRAFFI C_SECRET_N+1 | Secr et | This | N |
| | protecting | docunment | represents |
| | client | | iteration |
| | records | | of |
| | after | | Extended |
| | Extended | | Key Update |
I | Key Update | I I
e e e e e e e eaea oo n Fom e o - Fom e Fom ek +
| SERVER TRAFFI C SECRET N+1 | Secret | This | N |
| | protecting | docunment | represents |
| | server | | iteration |
| | records | | of |
| | after | | Extended |
| | Extended | | Key Update |
I | Key Update | I I
o e e e e e e e e e e oo - R R T +
| EXPORTER_SECRET_N+1 | Exporter | This | N |
| | secret | document | represents |
| | after | | iteration |
| | Extended | | of |
| | Key Update | | Extended |
I I I | Key Update |
Tt o m e e e oo - N Fomm e oo - +

Tabl e 2
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Appendi x B. State Machi nes

The sections bel ow describe the state machi nes for the extended key
updat e operation for TLS 1.3 and DTLS 1. 3.

For editorial reasons we abbreviate the protocol nessage types:
* Req - ExtendedKeyUpdat e(request)
* Resp - ExtendedKeyUpdat e(response)

*  NKU - ExtendedKeyUpdat e( new _key updat e)
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*

ACK - Acknow edgement mnessage from Section 7 of [DTLS]

*

APP - application data payl oads

In the (D)TLS 1.3 state nmachi nes discussed bel ow, the terns SEND and

RECEI VE keys refer to the send and receive key variabl es defined in
Section 2.

B.1. TLS 1.3 State Machi nes

This section describes the initiator and responder state machines.

B.1.1. Initiator State Machine
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| START |
| send_key=current, |
| receive_key=current |
| updating=0 |

I
(1) send Req with | ocal KeyShareEntry
set updating=1

| WAI T_RESP |
| updating=1 |

\' (A recv peer Req (crossed updates):
\  conpare peer. key_exchange to | ocal . key_exchange
\' - if peer < local: |IGNORE peer Req (send nothing)
\ - if peer == local: ABORT "unexpected_nessage"
\ - if peer > local: ABANDON | ocal update:
* set updating=0
* act as RESPONDER send Resp with KeyShareEntry,
derive new secrets, then proceed as in responder flow

(B) recv Resp with key_share:
derive new secrets
send NKU (encrypted under ol d keys)
updat e SEND keys (send_key := new)
--> WAI T_R_NKU

o —— ——

| SENT_NKU / WAI T_R NKU |
| send_key=new, |
| receive_key=current, |
| updating=1 |

I
(5) recv NKU (encrypted under ol d keys)
updat e RECEI VE keys (receive_key := new)
set updating=0
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*  Both NKU nmessages are sent under old keys. The ol d-key NKU nust
be received before accepting traffic under new keys.

* |f a classic KeyUpdate arrives (EKU negoti ated), ABORT
"unexpect ed_nessage".

* Crossed-requests: ignore the request with LOAER | exi cographic
key_exchange; if equal, abort.

B.1.2. Responder State Machine

| START |
| send_key=current, |
| receive_key=current |
| updating=0 |

I
(2) recv Reqg
set updating=1

| send Resp with KeyShareEntry

| (rmay defer sending if under | oad;
| must send once resources free)

| derive new secrets

|  --> WAIT_I _NKU

| WAIT_I _NKU |
| updating=1 |

I
(4) recv NKU (encrypted under ol d keys)
updat e RECEI VE keys (receive_key := new)
send NKU (encrypted under ol d keys)
updat e SEND keys (send_key := new)
set updating=0
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* No "accept/reject" or status in Resp; wire format has only a
KeyShar eEntry.

* Responder may defer Resp under |load (no status reply), then nust
send it once resources are free.

* |If a classic KeyUpdate arrives (EKU negoti ated), ABORT
"unexpect ed_nessage".

DTLS 1.3 State Machines
This section describes the initiator and responder state machines.
1. Terns and Abbreviations

The foll owi ng variabl es and abbreviations are used in the state
machi ne di agrans.

* rx - current, accepted receive epoch

* tx - current transmt epoch used for taggi ng outgoi ng messages.
* E - initial epoch val ue.

* updating - true while a key-update handshake is in progress.

* old_rx - the previous receive epoch remenbered during retention
* retain_old - when true, receiver accepts tags old rx and rx.

* tag=... - the TX-epoch value witten on an outgoi ng nessage.

* ==... - the epoch tag carried on an incom ng nmessage (what the
peer sent).

* FINISHED / START / WAIT_RESP / WAIT_I _NKU / WAIT_R NKU / ACTI VATE
RETENTI ON / RESPOND / WAI T_ACK - di agram states; FIN SHED denot es
the steady state after success.

Crossed requests. |f both peers independently initiate the extended
key update and the key update_request nessages cross in flight,

conpare the KeyShareEntry. key _exchange val ues. The request with the
| ower | exicographic value nust be ignored. |f the values are equal,
the endpoi nt nust abort with an "unexpected_message"” alert. If the
peer’s value is higher than the |ocal one, the endpoint abandons its
in-flight update and processes the peer’s request as responder

hof eni g, et al. Expires 6 May 2026 [ Page 31]



I nternet-Draft Ext ended Key Update for TLS Noverber 2025

No status in responses. ExtendedKeyUpdate(key_update_response)
carries only a KeyShareEntry; there is no accept/reject/status field
inthe wire format. |Inplementations either proceed normally or abort
on error; there is no benign "reject"” reply.

B.2.2. State Machine (Initiator)

The initiator starts in the START state with matchi ng epochs (rx :=
E;, tx :=E). It sends a Req and enters WAIT_RESP (updating := 1).
While waiting, APP data nay be sent at any tinme (tagged with the
current tx) and received according to the APP acceptance rul e bel ow

Once the responder returns Resp with a tag matching the current rx,
the initiator derives new key material. It then sends NKU stil
tagged with the old tx, noving to WAI T_R NKU

If a peer key update request arrives while in WAIT_RESP (crossed
updates), apply the crossed-request rule above. |If the peer’s

key exchange i s higher, abandon the | ocal update (updating := 0) and
continue as responder: send key_update_response, derive new secrets,
then proceed with the responder flow. If lower, ignore the peer’s
request; if equal, abort with "unexpected nessage"

Upon receiving the responder’s NKU (tag equal s the current rx,

meani ng the responder is still tagging with its old tx), the
initiator:

1. activates retention (old rx :=rx; retain old := 1),

2. increnents both epochs (rx++, tx++),

3. sends ACK tagged with the new tx (which now equals the new rx),
4. clears updating and enters FI N SHED.

Retention at the initiator ends automatically on the first APP
recei ved under the newrx (then retain_old := 0). APP trafficis
otherwi se permitted at any time; reordering is tolerated by the
acceptance rul e.

APP acceptance rule (receiver): accept if e == rx or (retain_old & e

== old rx). |If retain oldis set and an APP with the new rx arrives,
cl ear retain_old.
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o m e e e e e e e eee— oo +
| START |
| rx :=E tx :=E, updating := 0
oo m e e e e e e e e e e ao - +
I
(1) send Req [tag=tx]
set updating := 1
v
o e e e e e e e e e o +
| WAI T_RESP
o e e e e e e eee e +
N N N N
I I I I
I I I I
| | | +-- (A) recv peer Req
| | | if peer < |oca
| | | if peer == |oca
| | | if peer > loca
I I I
I I I
o ,
| | +-- APP send (anytine) (
I I
| +-- APP recv: retain old & e == old _rx
I
+-- APP recv: e ==r1X
| recv Resp [e == rX]
| derive secrets; send NKU [tag=old
v
o m e e e e e i e +
| WAIT_R NKU |
o e e e e e e e e e o +
I
| APP send/recv all owed
(6) recv NKU [e==rx]
(Responder still tags old tx)
%
o e e e e e oo oo +
| ACTI VATE RETENTI ON
| old_rx=rx; |
| retain_ol d=1; |
| rx=rx+1; tx=tx+1 |
T +

I
(8) send ACK [tag=tx]
set updating := O;

assert tx==rx

Tschofenig, et al. Expires 6 May 2026
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(crossed):
-> | GNORE (Sel f-Loop)
-> ABORT (Error)
-> ABANDON updat €;
updating := O;
act as RESPONDER

Sel f - Loop)
(Sel f-Loop)

(Sel f-Loop)

t x]
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v
o m e e e e e e e e e e e e e e e e e e e e e e e e e o +
| FI Nl SHED |
| (retain_old=0 after first APP at new rx)

o m e e e e e e e e e e e e e e mee—ooon +

B.2.3. State Machi ne (Responder)

The responder starts in the START state with synchroni zed transmt
and receive epochs (rx := E, tx := E) and no update in progress.
Application data can be transmtted at any tine using the sender’s
current transmt epoch. A receiver nust accept application data if
the epoch tag on the DTLS record equals the receiver’s current
recei ve epoch. |If the receiver has retention active (retain_old ==
true), the receiver nust al so accept DILS records whose epoch tag
equal s the renenbered previ ous epoch

Upon receiving an ExtendedKeyUpdat e(key update request) (Req), the
responder transitions to RESPOND. The responder may defer sending
key updat e_response under |load; in that case it nust acknow edge the
request with an ACK and retransmt the response until it is

acknow edged by the initiator, as specified in DILS considerations.
When sent, key update response is tagged with the current tx. After
sendi ng the response, the responder enters WAI T | _NKU

When a new key update (NKU) is received with the correct epoch, the
responder activates retention node: the old epoch is renmenbered, the
recei ve epoch is increnented, and application data is accepted under
bot h epochs for a transition period. The responder then sends its
own NKU tagged with the old transmt epoch and nmoves to WAIT_ACK

Finally, upon receipt of an ACK matchi ng the updated epoch, the
responder conpletes the transition by synchronizing transnmt and
recei ve epochs (tx :=rx), disabling retention, and clearing the
update flag. The state machine returns to FIN SHED, ready for
subsequent updat es.

Thr oughout the process:

* Duplicate nessages are tolerated (for retransm ssion handling).

*  Tenporary epoch misnmatches are permitted while an update is in
progress.

* Application data flows continuously, subject to epoch acceptance
rul es.

Tschofenig, et al. Expires 6 May 2026 [ Page 34]



I nternet-Draft Ext ended Key Update for TLS Noverber 2025

(3) recv Req [e==rx]
set updating := 1

I
| send Resp [tag=tx]

| (may defer; if deferred, ACK Req and later retransnmit Resp
| until acknow edged by the initiator)
%

oo +

| WAIT I _NKU |

| (updating=1) |

N N +

(5) recv NKU [ e==rx] (assert accepted)
%

o e e e e oo s +

| ACTI VATE RETENTI ON |
| ol d_rx=rx; |
| retain_old=1; rx++ |

| WAIT_ACK |

I
(7/8) recv ACK [e==rx]

tx=rx; retain_old=0; updating := 0
v
S +
| FINISHED |
- +
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