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Abst ract

TLS 1.3 ensures forward secrecy by perform ng an epheneral Diffie-
Hel | man key exchange during the initial handshake, protecting past
communi cations even if a party’'s long-termkeys are |ater

conprom sed. Wile the built-in KeyUpdate nechanismallows traffic
keys to be refreshed during a session, it does not introduce new
forward-secret key material. This Iimtation can pose a security
risk in long-lived sessions, such as those found in industrial |0T or
t el econmuni cati ons envi ronnents.

To address this, this specification defines an extended key update
mechani smthat perforns a fresh Diffie-Hell man exchange within an
active session, thereby re-establishing forward secrecy beyond the
initial handshake. By forcing attackers to exfiltrate new key
materi al repeatedly, this approach mitigates the risks associated
with static key conprom se. Regular renewal of session keys hel ps
contain the inpact of such conpromi ses. The extension is applicable
to both TLS 1.3 and DTLS 1. 3.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

The Transport Layer Security (TLS) 1.3 protocol provides forward
secrecy by using an epheneral Diffie-Hell man (DHE) key exchange
during the initial handshake. This ensures that encrypted

communi cation remains confidential even if an attacker |ater obtains
a party’'s long-termprivate key, protecting agai nst passive
adversaries who record encrypted traffic for |ater decryption

TLS 1.3 also includes a KeyUpdate nmechanismthat allows traffic keys
to be refreshed during an established session. However, this
mechani sm does not introduce new forward-secret key material, as it
applies only a key derivation function to the previous application
traffic secret as input. While this design is generally sufficient
for short-lived connections, it may present security limtations in
scenari os where sessions persist for extended periods, such as in

i ndustrial 10T or tel ecommunications systens, where continuous
availability is critical and session renegotiation or resunption is
i mpracti cal

Earlier versions of TLS supported session renegotiation, which

al | oned peers to negotiate fresh keying material, including
performng new Diffie-Hell man exchanges during the session |ifetine.
Due to protocol conplexity and known vul nerabilities, renegotiation
was first restricted by [ RFC5746] and ultimately renmoved in TLS 1. 3.
Wil e the KeyUpdate nmessage was introduced to offer limted rekeying
functionality, it does not fulfill the same cryptographic role as
renegoti ati on and cannot refresh |ong-termsecrets or derive new
secrets fromfresh DHE i nput.

Security guidance from national agencies, such as ANSSI (France),
recomrends the periodic renewal of cryptographic keys during |ong-
lived sessions to limt the inpact of key conpromi se. This approach
encour age designs designs that force an attacker to performdynanc
key exfiltration, as defined in [RFC7624]. Dynamic key exfiltration
refers to attack scenarios where an adversary nust repeatedly extract
fresh keying material to naintain access to protected data,

i ncreasing operational cost and risk for the attacker. In contrast,
static key exfiltration, where a long-termsecret is extracted once
and reused, poses a greater long-termthreat, especially when session
keys are not refreshed with forward-secret input.

This specification defines a TLS extension that introduces an

ext ended key update mechanism Unlike the standard key update, this
mechani sm al |l ows peers to performa fresh Diffie-Hellman exchange
within an active session using one of the groups negotiated during
the initial handshake. By periodically rerunning (EC)DHE, this
extension enabl es the derivation of new traffic secrets that are
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i ndependent of prior key material. As noted in Appendix F of
[I-Dietf-tls-rfc8446bis], this approach mtigates the risk of static
key exfiltration and shifts the attacker burden toward dynam c key
exfiltration.

The proposed extension is applicable to both TLS 1.3 and DTLS 1. 3.
For clarity, the term"TLS" is used throughout this docunment to refer
to both protocols unless otherw se specified.

2. Term nol ogy and Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

To distinguish the key update procedure defined in
[I-Dietf-tls-rfc8446bis] fromthe key update procedure specified in
this docunment, we use the terns "standard key update" and "extended
key update", respectively.

3. Negotiating the Extended Key Update

Client and servers use the TLS fl ags extension
[I-Dietf-tls-tlsflags] to indicate support for the functionality
defined in this docunment. W call this the "extended_key_ update"
ext ensi on and the corresponding flag is called "Extended_Key_ Update"
flag.

The "Extended _Key Update" flag proposed by the client in the
ClientHell o (CH MJUST be acknow edged in the EncryptedExtensions
(EE), if the server also supports the functionality defined in this
docunent and is configured to use it.

If the "Extended Key Update" flag is not set, servers ignore any of
the functionality specified in this docunent and applications that
require perfect forward security will have to initiate a ful
handshake.

4. Extended Key Update Messages

======= |f the client and server agree to use the extended key update
mechani sm the standard key update MJUST NOT be used. 1In this case,
the extended key update fully replaces the standard key update
functionality.

I mpl enentati ons that receive a classic KeyUpdate nessage after

successfully negotiating the Extended Key Update functionality MJST
termi nate the connection with an "unexpected_nessage" alert.
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The extended key update handshake nmessage exchange used to perform an
updat e of cryptographic keys. This key update process can be sent by
either peer after it has sent a Finished message. |nplenentations
that receive a Ext endedKeyUpdat eRequest nmessage prior to receiving a
Fi ni shed nessage MJUST terminate the connection with an

"unexpect ed_nessage" alert.

The KeyShareEntry in the ExtendedKeyUpdat eRequest nmessage and in the
Ext endedKeyUpdat eResponse nessage MJST be the same al gorithmmutually
supported by the client and server during the initial handshake. An
i npl ementation that receives an algorithmnot previously negotiated
MUST term nate the connection with an "illegal _paranmeter” alert.

Figure 1 shows the interaction graphically. First, support for the
functionality in this specification is negotiated in the CientHello
and t he Encrypt edExt ensi ons nmessages. Then, the Ext endedKeyUpdate
exchange is sent to update the application traffic secrets.

The extended key update exchange is perforned between the initiator

and the responder whereby the initiator may be the TLS client or the
TLS server.
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dient Server

Key "~ dientHello
Exch | + key_share
| + signature_al gorithns

v + extended key update = -------- >
ServerHello " Key
+ key_share | Exch
%
{ Encr ypt edExt ensi ons N Server
+ extended_key update} | Parans
{CertificateRequest} v
{Certificate} ~
{CertificateVerify} | Auth
{Finished} v
-,
N {Certificate}
Auth | {CertificateVerify}
v {Finished} = -------- >
[ Application Data] N <mmmmm-- > [Application Data] N
[ Ext endedKeyUpdat eRequest]N  -------- >
S [ Ext endedKeyUpdat eResponse] N
[ NewKeyUpdate]N  -------- >
<-me----- [ NewKeyUpdat e] N
[ Appl i cation Data] N+1 <------- > [Application Data] N+1

Legend:

I ndi cat es noteworthy extensions sent in the
previ ously noted nessage.

- I ndi cates optional or situation-dependent
nmessages/ extensi ons that are not always sent.

() I'ndicates nmessages protected using keys
derived froma client_early traffic_secret.

{} Indicates nessages protected using keys
derived froma [sender] handshake traffic_secret.

[IN I ndicates nmessages protected using keys
derived from|[sender]_application_traffic_secret_N

Figure 1. Extended Key Update Message Exchange.

The structure of the ExtendedKeyUpdate nessage is shown bel ow.
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struct {
KeyShar eEntry key_share;
} Ext endedKeyUpdat eRequest ;

enum {
accepted(0),
retry(1),
rejected(2),
cl ashed(3),
(255)
} Ext endedKeyUpdat eResponsesSt at us;

struct {
Ext endedKeyUpdat eResponseSt at us st at us;
sel ect (ExtendedKeyUpdat eResponse. st at us)
case accepted: KeyShareEntry key_ share;
case retry: uint8 del ay;

}
} Ext endedKeyUpdat eResponse;

struct {
} NewKeyUpdat €;

key_share: Key share information. The contents of this field are
determ ned by the specified group and its correspondi ng definition
The structures are defined in [I-D.ietf-tls-rfc8446bis].

status: Response to ExtendedKeyUpdat eRequest. This status field
i ndi cat es whet her responder accepted or declined Extended Key Update
Request .

del ay: Delay in seconds for the initiator to retry the request.
There are three rejection reasons defi ned:

1. retry: request was declined tenporarily as responder is too busy.
In this case ExtendedKeyUpdat eResponse contains delay in seconds
for initiator to retry. Initiator MIJST NOT retry within this
interval and SHOULD retry after it |lapsed. Note that responder
MAY apply an overall rate limt to extended key update that woul d
not be specific to given TLS session. |If initiator cannot
proceed w t hout imredi ate Extended Key Update it MJST terninate
the connection with TLS alert "extended_key_update_required"
(alert nunber TBD).
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2. rejected: request was declined permanently. Initiator MJST NOT
retry and if it cannot proceed w thout Extended Key Update it
MJST ternminate the connection with alert
"ext ended_key update required" (alert nunber TBD).

3. clashed: request was declined because responder already initiated
its own extended key update.

The exchange has the foll ow ng steps:

1. Initiator sends a ExtendedKeyUpdat eRequest nessage, which
contains a key share. Wile an extended key update is in
progress, the initiator MUST NOT initiate further key updates.

2. On receipt of the ExtendedKeyUpdat eRequest message, the responder

sends the Ext endedKeyUpdat eResponse nmessage. |f the responder
accepts the request, it sets the status to accepted and incl udes
its own key share. |If the responder declines the request, it

sets the status accordingly and does not include the key share.
VWi | e an extended key update is in progress, the responder MJST
NOT initiate further key updates.

3. On receipt of the ExtendedKeyUpdat eResponse nessage with accepted
status, the initiator is able to derive a secret key based on the
exchanged key shares. The NewKeyUpdate nessage is intentionally
an enpty structure that triggers the transition to new keyi ng
mat eri al

4. On receipt of the NewKeyUpdate nessage by the responder, it MJST
update its receive keys. |In response, the responder transmits a
NewKeyUpdat e nessage and MJUST update its sendi ng keys.

5. After receiving the NewKeyUpdate nessage fromthe responder, the
initiator MJUST update its traffic keys and MJST send all its
traffic using the next generation of keys.

Bot h sender and recei ver MJST encrypt their NewKeyUpdate nessages
with the old keys. Both sides MJST ensure that the NewKeyUpdate
encrypted with the old key is received before accepting any nmessages
encrypted with the new key.

I f TLS peers independently initiate the extended key update procedure
and the requests cross in flight, the ExtendedKeyUpdateRequest
message with the | ower |exicographic order for the key_exchange val ue
in the KeyShareEntry will be rejected by the responder using clashed
status i n ExtendedKeyUpdat eResponse nessage. This approach prevents
each side increnenting keys by two generations.
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5

struct {
HandshakeType mnsg_type; /* handshake type */
ui nt 24 | engt h; /* bytes in nmessage */
sel ect (Handshake.nsg type) {
case client _hello: ClientHell o;
case server_hell o: Server Hel | o;
case end_of _early_data: EndOf Ear | yDat a;
case encrypted_extensions: Encrypt edExt ensi ons;
case certificate_request: CertificateRequest;
case certificate: Certificate;
case certificate verify: CertificateVerify;
case finished: Fi ni shed,;
case new session_ticket: NewSessi onTi cket ;
case key_update: KeyUpdat e;
case extended_key_updat e: Ext endedKeyUpdat e;
b
} Handshake;

Fi gure 2: Handshake Structure.
Updating Traffic Secrets

When t he extended key update nessage exchange is conpleted both peers
have successfully updated their application traffic secrets. The key
derivation function described in this docunent is used to perform
this update.

The design of the key derivation function for conputing the next
generation of application_traffic _secret is notivated by the desire
to include

* a secret derived fromthe (EC)DHE exchange (or fromthe hybrid key
exchange / PQ KEM exchange),

* a secret that allows the new key exchange to be cryptographally
bind the previously established secret to the newy derived
secret,

* the concatenation of the ExtendedKeyUpdat eRequest and the
Ext endedKeyUpdat eResponse nessages, which contain the key shares,
bi ndi ng the encapsul ated shared secret ciphertext to |IKMin case
of hybrid key exchange, providing MAL-BI ND-K-CT security (see
[ CDWR3]), and

* new |label strings to distinguish it fromthe key derivation used
in TLS 1.3.

The foll owi ng di agram shows the key derivation hierarchy.
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Master Secret N
I
%
Derive-Secret(., "key derived", "")
I
v
(EC) DHE -> HKDF- Extract = Master Secret N+1

+----- > Derive-Secret(., "c ap traffic2",

| Ext endedKeyUpdat eRequest | |

| Ext endedKeyUpdat eResponse)

| = client _application_traffic_secret N+1
I

Fomm - > Derive-Secret(., "s ap traffic2",

| Ext endedKeyUpdat eRequest | |

| Ext endedKeyUpdat eResponse)

| = server _application_traffic_secret N+1
I

+----- > Derive-Secret(., "exp master2",

| Ext endedKeyUpdat eRequest | |

| Ext endedKeyUpdat eResponse)

| = exporter_master_secret N+1
I

+--- - > Derive-Secret(., "res master2",
| Ext endedKeyUpdat eRequest | |
| Ext endedKeyUpdat eResponse) )
= resunption_master_secret N+1

During the initial handshake the Master Secret is generated, see
Section 7.1 of [I-D.ietf-tls-rfc8446bis]. Since the Master Secret is
di scarded during the key derivation procedure, a derived value is
stored. This value then serves as input to another key derivation
step that takes the (EC)DHE-established value as a second paraneter
into account.

The traffic keys are re-derived from
client_application_traffic_secret_N+1 and
server_application_traffic_secret N+1, as described in Section 7.3 of
[I-D.ietf-tls-rfc8446bis].

Once client /server_application traffic_secret N+1 and its associ ated
traffic keys have been conputed, inplenmentations SHOULD del ete
client_/server_application_traffic_secret_N and its associ ated
traffic keys as soon as possible. Note: The client_/
server_application_traffic_secret_N and its associated traffic keys
can only be del eted after receiving the NewKeyUpdat e nessage.
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When using this extension, it is inportant to consider its
interaction with ticket-based session resunmption. |[If resunption
occurs wi thout a new (EC) DH exchange that provides forward secrecy,
an attacker could potentially revert the security context to an
earlier state, thereby negating the benefits of the extended key
update. To preserve the security guarantees provided by key updates,
endpoi nts MJST either invalidate any session tickets issued prior to
the key update or ensure that resunption always involves a fresh

(EC) DH exchange.

If session tickets cannot be stored securely, devel opers SHOULD
consi der disabling ticket-based resunption in their deploynents.
Wil e this approach may inpact perfornance, it provides inproved
security properties.

6. Exanple
Figure 1 shows the interaction between a TLS 1.3 client and server
graphically. This section shows an exanpl e nmessage exchange where a
client updates its sending keys.
There are two phases:
1. The support for the functionality in this specification is
negotiated in the CientHello and the EncryptedExtensions

nmessages.

2. Once the initial handshake is conpleted, a key update can be
triggered.

Fi gure 3 provides an overview of the exchange starting with the
initial negotiation foll owed by the key update.
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dient Server

Key "~ dientHello

Exch | + key_share
| + signature_al gorithns
v + extended key update

-------- >
ServerHello " Key
+ key_share | Exch
%
{ Encr ypt edExt ensi ons N Server
+ extended_key update} | Parans
{CertificateRequest} v
{Certificate} ~*
{CertificateVerify} | Auth
{Finished} v
Cemm e e - -
N {Certificate}
Auth | {CertificateVerify}
v {Finished} -------- >
sone time |ater
[ Ext endedKeyUpdat eRequest - ------- >
(with key_share)]
R [ Ext endedKeyUpdat eResponse
(with key_share)]
[ NewKeyUpdate] — -------- >
S [ NewKey Updat €]

Figure 3: Extended Key Update Message Exchange.
7. DILS 1.3 Consi derations

Due to the possibility of a NewKeyUpdate nessage being | ost and
thereby preventing the sender of the NewKeyUpdate nessage from
updating its keying material, receivers MJST retain the pre-update
keying material until receipt and successful decryption of a nessage
usi ng the new keys.

Due to |l oss and/or reordering, DILS 1.3 inplenentations may receive a
record with an ol der epoch than the current one. They SHOULD attenpt
to process those records with that epoch but MAY opt to discard such
out - of - epoch records.
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8.

10.

Post - Quant um Crypt ogr aphy Consi derati ons

Hybrid key exchange refers to using nmultiple key exchange al gorithns
si mul taneously and conbining the result with the goal of providing
security even if all but one of the conponent algorithns is broken
The transition to post-quantum cryptography notivates the

i ntroduction of hybrid key exchanges to TLS, as described in
[I-D.ietf-tls-hybrid-design]. Wen the hybrid key exchange is used,
then the key_exchange field of a KeyShareEntry in the initial
exchange is the concatenation of the key exchange field for each of
the algorithns. The sanme approach is then re-used in the extended
key update when key shares are exchanged.

SSLKEYLOGFI LE Updat e

As a successful extended key update exchange invalidates previous
secrets, SSLKEYLOGHFILE [I-D.ietf-tls-keylogfile] needs to be
popul ated with new entries. As a result, two additional secret

| abel s are utilized in the SSLKEYLOGFI LE

1. CLIENT_TRAFFIC SECRET_N+1: identifies the
client _application traffic_secret N+1 in the key schedul e

2. SERVER TRAFFI C SECRET N+1: identifies the
server_application_traffic_secret _N+1 in the key schedul e

Simlar to other entries in the SSLKEYLOGFI LE, the |abel is followed
by the 32-byte value of the Randomfield fromthe CdientHell o nessage
that established the TLS connection, and the correspondi ng secret
encoded i n hexadeci nal .

SSLKEYLOGFI LE entries for the extended key update MJUST NOT be
produced i f SSLKEYLOGFI LE was not used for other secrets in the
handshake.

Not e that each successful Extended Key Update invalidates al
previ ous SSLKEYLOGFI LE secrets including past iterations of
CLI ENT_TRAFFI C_SECRET_ and SERVER TRAFFI C_SECRET .

Exporter

Protocols |ike DTLS-SRTP and DTLS-over-SCTP utilize TLS or DTLS for
key establishment but repurpose some of the keying material for their
own purpose. These protocols use the TLS exporter defined in
Section 7.5 of [I-D.ietf-tls-rfc8446bis].
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Once the Extended Key Update mechanismis conplete, such protocols
woul d need to use the newly derived key to generate Exported Keying
Material (EKM to protect packets. The "sk" derived in the Section 5
will be used as the "Secret" in the exporter function, defined in
Section 7.5 of [I-D.ietf-tls-rfc8446bis], to generate EKM ensuring
that the exported keying material is aligned with the updated
security context.

11. Security Considerations
This entire docurment is about security.

12. | ANA Consi derations

12.1. TLS Alerts
I ANA is requested to allocate value TBD for the
"extended_key update required" alert in the "TLS Alerts" registry.
The value for the "DILS-OK" colum is "Y"

12.2. TLS Fl ags

I ANA is requested to add the following entry to the "TLS Fl ags”
extension registry [ TLS-Ext-Registry]:

* Val ue: TBD1

* Flag Nanme: extended_key update

*  Messages: CH, EE

* Recommended: Y

* Reference: [This docunent]
12.3. TLS HandshakeType

I ANA is requested to add the following entries to the "TLS
HandshakeType" registry [TLS-Ext-Registry].

12.3.1. extended key update request Message
*  Val ue: TBD2
* Description: extended_key_ update

* DILS-OK: Y
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* Reference: [This docunent]
*  Comment :
12.3.2. extended _key update response Message
* Val ue: TBD3
* Description: extended_key_ update_response
* DILS-OK: Y
* Reference: [This docunent]
*  Comment :
12.3.3. new key update Message
* Val ue: TBD3
* Description: new key update
* DILS-OK: Y
* Reference: [This docunent]
*  Comment :
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