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Abstract

This draft defines three hybrid key agreenments for TLS 1. 3:
X25519M_KEM768, SecP256r IMLKEM768, and SecP384r 1IMLKEML024 whi ch
combi ne a post-quantum KEMwith an elliptic curve Diffie-Hellnman
( ECDHE) .

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at
https://tlswg.github.io/draft-ietf-tls-ecdhe-m kenmidraft-ietf-tls-
ecdhe-m kem htm . Status information for this docunment nmay be found
at https://datatracker.ietf.org/doc/draft-ietf-tls-ecdhe-nl keni.

Di scussion of this docunent takes place on the Transport Layer
Security Wrking Goup mailing list (mailto:tls@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/tls/. Subscribe
at https://ww. ietf.org/mailman/listinfo/tls/.

Source for this draft and an issue tracker can be found at
https://github.comtlswg/draft-ietf-tls-ecdhe-m kem

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

The [hybrid] docunent defines a framework for conbining traditiona
key exchanges with next-generation key exchange in TLS 1.3. The goa
of this approach is to provide security against both classical and
guantum adversaries while maintaining conpatibility with existing

i nfrastructure and protocols.

Thi s docunent applies the framework to M.-KEM a key encapsul ation
mechani sm defined in [N ST-FI PS-203], and specifies code points for
the hybrid groups.

1.1. Motivation

Thi s docunent introduces three new supported groups for hybrid post-
quant um key agreenents in TLS 1.3: the X25519M_.KEM/68,

SecP256r IMLKEM768, and SecP384r 1IM_LKEML024 whi ch conbi ne M- KEM wi t h
ECDH i n the manner of [hybrid].

* The first one uses X25519 [rfc7748], is w dely deployed, and often
serves as the nost practical choice for a single PQ T hybrid
conmbi ner in TLS 1. 3.

* The second group uses secp256rl (NI ST P-256). This group supports
use cases that require both shared secrets to be generated by
FI PS- appr oved mechani sms.

* The third group uses secp384rl (NIST P-384). This group is
i ntended for high-security environnents that require FIPS-approved
mechani sms with an increased security nargin.

Key establishnent using NI ST curves is outlined in Section 6.1.1.2 of
[ KEYAGREEMENT] .

1.2. Term nol ogy

The [hybrid] document defines "traditional" algorithns as those that
are already w dely adopted and "next-generation" algorithnms as those
that are not yet w dely adopted, such as post-quantumalgorithms. In
this docunment, ECDH using Curve25519, P-256, or P-384 is considered
traditional, while M.-KEM is consi dered next-generation

The [hybrid] docunent defines a "hybrid" key exchange as one that

combi nes a traditional key exchange with a next-generation key
exchange. This docunment uses the term"hybrid" in the same way.
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3.

3.

3.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Negoti at ed G oups
1. dient share

When the X25519MLKEM/68 group is negotiated, the client’s
key_exchange value is the concatenation of the client’s M-KEM 768
encapsul ati on key and the client’s X25519 epheneral share. The size
of the client share is 1216 bytes (1184 bytes for the M.- KEM part and
32 bytes for X25519).

Not e: The group nane X25519M KEM768 does not adhere to the naming
convention outlined in Section 3.2 of [hybrid]. Specifically, the
order of shares in the concatenation has been reversed. This is due
to historical reasons

When the SecP256r IMLKEM/68 group is negotiated, the client’s
key_exchange value is the concatenation of the secp256rl1 epheneral
share and M.- KEM 768 encapsul ati on key. The ECDHE share is the
serialized value of the unconpressed ECDH point representation as
defined in Section 4.2.8.2 of [RFC8446]. The size of the client
share is 1249 bytes (65 bytes for the secp256rl part and 1184 bytes
for M-KEM.

When t he SecP384r IM_.KEML024 group is negotiated, the client’s
key_exchange value is the concatenation of the secp384r1 ephenera
share and the M.- KEM 1024 encapsul ati on key. The ECDH share is the
serialized value of the unconpressed ECDH point representation as
defined in Section 4.2.8.2 of [RFC8446]. The size of the client
share is 1665 bytes (97 bytes for the secp384rl1l and the 1568 for the
M.- KEM .

2. Server share

When the X25519MLKEM/68 group i s negotiated, the server’'s key
exchange value is the concatenation of an M.- KEM ci phertext returned
fromencapsulation to the client’s encapsul ati on key, and the
server’s epheneral X25519 share. The size of the server share is
1120 bytes (1088 bytes for the M.-KEM part and 32 bytes for X25519).
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When the SecP256r IMLKEM/68 group is negotiated, the server’s key
exchange val ue is the concatenation of the server’s ephenera
secp256r1 share encoded in the sane way as the client share and an
M.- KEM ci phertext returned from encapsulation to the client’s
encapsul ati on key. The size of the server share is 1153 bytes (1088
bytes for the M.-KEM part and 65 bytes for secp256rl).

When t he SecP384r IM.KEML024 group is negoti ated, the server’s key
exchange value is the concatenation of the server’s ephenera
secp384r1 share encoded in the sane way as the client share and an
M.- KEM ci phertext returned from encapsulation to the client’s
encapsul ati on key. The size of the server share is 1665 bytes (1568
bytes for the M.-KEM part and 97 bytes for secp384rl)

For all groups, the server MJST performthe encapsul ati on key check
described in Section 7.2 of [N ST-FIPS-203] on the client’s
encapsul ati on key, and abort with an illegal parameter alert if it
fails.

For all groups, the client MJST check if the ciphertext |ength

mat ches the sel ected group, and abort with an illegal _paraneter alert
if it fails. |[|f M-KEM decapsulation fails for any other reason, the
connecti on MJST be aborted with an internal _error alert.

For all groups, both client and server MJST process the ECDH part as
described in Section 4.2.8.2 of [RFC38446], including all validity
checks, and abort with an illegal paranmeter alert if it fails.

3.3. Shared secret

For X25519M_KEM/68, the shared secret is the concatenation of the M-
KEM shared secret and the X25519 shared secret. The shared secret is
64 bytes (32 bytes for each part).

For SecP256r 1IM_.KEM768, the shared secret is the concatenation of the
ECDHE and M.- KEM shared secret. The ECDHE shared secret is the
x-coordi nate of the ECDH shared secret elliptic curve point
represented as an octet string as defined in Section 7.4.2 of

[ RFC8446]. The size of the shared secret is 64 bytes (32 bytes for
each part)

For SecP384r IMLKEML024, the shared secret is the concatenation of the
ECDHE and M.- KEM shared secret. The ECDHE shared secret is the
x-coordi nate of the ECDH shared secret elliptic curve point
represented as an octet string as defined in Section 7.4.2 of

[ RFC8446]. The size of the shared secret is 80 bytes (48 bytes for
the ECDH part and 32 bytes for the M.- KEM part).
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For all groups, both client and server MJST cal cul ate the ECDH part
of the shared secret as described in Section 7.4.2 of [RFC8446],
including the all-zero shared secret check for X25519, and abort the
connection with an illegal _paraneter alert if it fails.

4. Discussion

*FI PS- conpl i ance*. All groups defined in this docunent permt FIPS-
approved key derivation as per [N ST-SP-800-56C] and

[ NI ST- SP-800-135]. NI ST's special publication 800-56Cr2

[ NI ST- SP-800-56C] approves the usage of HKDF [HKDF] with two distinct
shared secrets, with the condition that the first one is conmputed by
a Fl PS-approved key-establishment schene. FIPS also requires a
certified inplementation of the scheme, which will remain nore

ubi qui tous for secp256rl in the com ng years. For this reason we put
the M.- KEM shared secret first in X25519M_.KEM/68, and the ECDH shared
secret first in SecP256r IMLKEM768 and SecP384r IMLKEMLO24. Thi s means
that for SecP256r IMLKEM/68 and SecP384r 1IMLKEML024, the ECDH

i mpl emrentati on nust be certified whereas the M- KEM i npl ement ati on
does not require certification. 1In contrast, for X25519M_KEM768, the
M.- KEM i npl ement ati on nust be certified.

5. Security Considerations

The sane security considerations as those described in [hybrid] apply
to the approach used by this document. The security analysis relies

crucially on the TLS 1.3 nessage transcript, and one cannot assune a

simlar hybridisation is secure in other protocols.

I npl enenters are encouraged to use inplenmentations resistant to side-
channel attacks, especially those that can be applied by renote
att ackers.

Al'l groups defined in this docunent use and generate fixed-1ength
public keys, ciphertexts, and shared secrets, which conplies with the
requi renents described in Section 6 of [hybrid].

6. | ANA Consi derations
Thi s docunent requests/registers three new entries to the TLS
Supported G oups registry, according to the procedures in Section 6
of [tlsiana]. These identifiers are to be used with the final,
ratified by NI ST, version of M-KEM which is specified in
[ NI ST- FI PS- 203] .

6.1. SecP256r 1IM_KEM/68

Val ue: 4587 (0x11EB)
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Description: SecP256r 1M KEM/68

DTLS-OK: Y

Recomrended: N

Ref erence: This docunent

Conment: Conbi ni ng secp256r1l ECDH with M.- KEM 768

6.2. X25519M_KEM/68

Val ue: 4588 (0x11EC)

Description: X25519M_KEM/68

DTILS-OK: Y

Recomrended: N

Reference: This docunent

Comment :  Conbi ni ng X25519 ECDH wi th M.- KEM 768

6.3. SecP384r 1IM_.KEML024

Val ue: 4589 (0x11ED)

Description: SecP384r 1M_KEML024

DILS-OK: Y

Recommended: N

Ref erence: This docunent

Conment: Conbi ni ng secp384r1 ECDH with M.- KEM 1024

6.4. (bsol eted Supported G oups
Thi s docunent obsol etes X25519Kyber 768Dr aft 00 (25497) and
SecP256r 1Kyber 768Dr af t 00 (25498) in the TLS Supported G oups
registry.
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Appendi x A. Change | og

*

draft-ietf-tls-ecdhe-m kem O1:
- Alignment with the final version of [hybrid]

- Added new section called D scussion and noved FlPS-conpliance
and Failures text there.

- The Construction section has been renoved.

draft-ietf-tls-ecdhe-m kem 00:

-  Change a nane of the draft, follow ng adoption by TLS WG

- Fixes references to the to NI ST ECC CDH

draft-kw at kowski -tls-ecdhe-m kem 03:

- Adds P-384 conbined with M-KEM 1024

- Adds text that describes error-handling and outlines how the
client and server nust ensure the integrity of the key exchange

process.

- Adds note on the inconpatibility of the codepoint name
X25519MLKEM768 wi th [hybrid].

- Various cosnetic changes.
draft-kw at kowski -tl s-ecdhe-m kem 02:

- Adds section that nmentions supported groups that this docunent
obsol et es.

- Fix areference to encapsulation in the FIPS 203.
draft-kw at kowski-tl s-ecdhe-m kem 01:

- Add X25519MLKEM768

draft-kw at kowski -t1s-ecdhe-m kem 00:

- Change Kyber name to M.- KEM

- Swap reference to |-D. cfrg-schwabe-kyber wth FIPS-203

- Change codepoint. New value is equal to old value + 1.
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* draft-kw at kowski -tl s-ecdhe-kyber-01: Fix size of key shares
generated by the client and the server

* draft-kw at kowski -tl| s-ecdhe-kyber-00: updates foll ow ng | ANA
revi ew
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