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Abstract

For (D)TLS 1.2, this docunment deprecates the use of two key
exchanges, nanely Diffie-Hellman over a finite field and RSA, and it
di scourages the use of static elliptic curve Diffie-Hellnan cipher
suites.

These prescriptions apply only to (D)TLS 1.2 since (D)TLS 1.0 and TLS
1.1 are deprecated by RFC 8996 and (D) TLS 1.3 either does not use the
af fected al gorithm or does not share the relevant configuration
options. (There is no DTLS version 1.1.)

Thi s docunment updates RFCs 9325, 4346, 5246, 4162, 6347, 5932, 5288,
6209, 6367, 8422, 5289, 5469, 4785, 4279, 5487, 6655, and 7905.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 24 Decenber 2025.
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1. Introduction

(D) TLS 1.2 supports a variety of key exchange al gorithns, including
RSA, Diffie-Hellman over a finite field, and elliptic curve Diffie-

Hel | man ( ECDH) .

Diffie-Hell man key exchange, over any group, cones in ephemeral and
non- epheneral varieties. Non-ephemeral DH algorithns use static DH
public keys included in the authenticating peer’'s certificate; see

[ RFC4492] for discussion. |n contrast, epheneral DH al gorithns use
epheneral DH public keys sent in the handshake and aut henticated by
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the peer’s certificate. Epheneral and non-epheneral finite field DH
algorithms are called DHE and DH (or FFDHE and FFDH), respectively,
and epheneral and non-epheneral elliptic curve DH algorithns are
call ed ECDHE and ECDH, respectively [ RFC4492].

In general, non-epheneral cipher suites are not recomended due to
their lack of forward secrecy. Miyreover, as denonstrated by the

[ Raccoon] attack on finite-field DH, public key reuse, either via
non- ephemer al ci pher suites or reused keys with ephemeral cipher
suites, can lead to timng side channels that may | eak connection
secrets. For elliptic curve DH, invalid curve attacks simlarly
exploit secret reuse in order to break security [ICA], further
demonstrating the risk of reusing public keys. Wile both side
channel s can be avoided in inplenentations, experience shows that in
practice, inplenentations may fail to thwart such attacks due to the
conpl exity and nunber of the required nmitigations.

Addi tionally, RSA key exchange suffers fromsecurity problens that
are independent of inplenmentation choices as well as problens that
stempurely fromthe difficulty of inplenenting security
count er measures correctly.

At a rough glance, the problens affecting FFDHE in (D) TLS 1.2 are as
fol | ows:

1. FFDHE suffers frominteroperability probl ems because there is no
mechani sm for negotiating the group, and sone inplenentations
only support small group sizes (see [RFC7919], Section 1).

2. FFDHE groups may have small subgroups, which enabl es severa
attacks [subgroups]. Wen presented with a custom non-
st andar di zed FFDHE group, a handshaki ng client cannot practically
verify that the group chosen by the server does not suffer from
this problem There is also no nechani smfor such handshakes to
fall back to other key exchange paraneters that are acceptable to
the client. Custom FFDHE groups are wi despread (as a result of
advi ce based on [weak-dh]). Therefore, clients cannot sinply
rej ect handshakes that present custom and thus potentially
danger ous, groups.

3. In practice, sone operators use 1024-bit FFDHE groups since this
i s the nmaxi mum si ze that ensures wi de support (see [ RFC7919],
Section 1). This size leaves only a snall security margin vs.
the current discrete |log record, which stands at 795 bits
[ DLOG795] .
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4. Expanding on the previous point, just a handful of very large
comput ations allow an attacker to cheaply decrypt a relatively
|l arge fraction of FFDHE traffic (nanmely, traffic encrypted using
particul ar standardi zed groups) [weak-dh].

5. Wen secrets are not fully epheneral, FFDHE suffers fromthe
[ Raccoon] side channel attack. (Note that FFDH is inherently
vul nerable to the Raccoon attack unless constant-time mtigations
are enpl oyed.)

The problens affecting RSA key exchange in (D) TLS 1.2 are as foll ows:
1. RSA key exchange offers no forward secrecy, by construction

2. RSA key exchange may be vul nerable to Bl ei chenbacher’s attack
[BLEI]. Experience shows that variants of this attack arise
every few years because i nplenenting the rel evant counterneasure
correctly is difficult (see [ROBOT], [NEWBLEI], [DROM]).

3. In addition to the above point, there is no conveni ent mechani sm
in (D)TLS 1.2 for the domain separation of keys. Therefore, a
single endpoint that is vulnerable to Bl ei chenbacher’s attack
woul d affect all endpoints sharing the sanme RSA key (see [ XPROT],

[ DRON] ) .

Thi s docunent updates [ RFC9325], [RFC4346], [RFC5246], [RFC4162],

[ RFC6347], [RFC5932], [RFC5288], [RFC6209], [RFC6367], [RFC8422],

[ RFC5289], [RFCA785], [RFC4279], [RFC5487], [RFC6655], [RFC7905] and
[ RFC5469] to renediate the above probl ens.

[ RFC9325] contains the |atest | ETF recommendations for users of the
(D) TLS protocol (and specifically, (D)TLS 1.2) and this docunent
supersedes it in several points. Appendix F details the exact
differences. Al other recommendati ons of the BCP document renain
val i d.

1.1. Requirements

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here
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2.  Non-Ephemeral Diffie-Hellman

Clients MJUST NOT offer and servers MJST NOT sel ect non-epheneral FFDH
ci pher suites in (D) TLS 1.2 connections. (Note that (D)TLS 1.0 and
TLS 1.1 are deprecated by [RFC8996] and (D) TLS 1.3 does not support
FFDH [I-D.ietf-tls-rfc8446bis][RFC9147].) This includes all cipher
suites listed in the table in Appendix A

Clients SHOULD NOT of fer and servers SHOULD NOT sel ect non-ephermer al
ECDH ci pher suites in (D)TLS 1.2 connections. (This requirenent is
al ready present in [RFC9325]. Note that (D)TLS 1.0 and TLS 1.1 are
deprecated by [ RFC8996] and (D) TLS 1.3 does not support ECDH
[I-Dietf-tls-rfc8446bis][RFC9147].) This includes all cipher suites
listed in the table in Appendi x B.

In addition, to avoid the use of non-epheneral Diffie-Hell man,
clients SHOULD NOT use and servers SHOULD NOT accept certificates
with fixed DH paraneters. These certificate types are rsa_fixed dh,
dss_fixed_dh, rsa_fixed_ecdh and ecdsa_fixed_ecdh as listed in
Appendi x E.  These values only apply to (D) TLS versions of 1.2 and
bel ow.

3. Epheneral Finite Field Dffie-Hellmn

Clients MJUST NOT of fer and servers MJST NOT sel ect FFDHE ci pher
suites in (D)TLS 1.2 connections. This includes all cipher suites
listed in the table in Appendix C. (Note that (D)TLS 1.0 and TLS 1.1
are deprecated by [RFC8996].) FFDHE ci pher suites in (D) TLS 1.3 do
not suffer fromthe problens presented in Section 1; see
[I-Dietf-tls-rfc8446bis] and [ RFC9147]. Therefore, clients and
servers MAY of fer FFDHE ci pher suites in (D) TLS 1.3 connecti ons.

4. RSA

Clients MJST NOT offer and servers MJST NOT sel ect RSA ci pher suites
in (D)TLS 1.2 connections. (Note that (D)TLS 1.0 and TLS 1.1 are
deprecated by [ RFC8996], and (D) TLS 1.3 does not support static RSA
[I-Dietf-tls-rfc8446bis][RFC9147].) This includes all cipher suites
listed in the table in Appendix D. Note that these cipher suites are
al ready marked as not recommended in the "TLS Ci pher Suites"
registry.
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5.

| ANA Consi der ati ons

Thi s docunent requests IANA to mark the cipher suites fromthe "TLS
Ci pher Suites" registry listed in Appendi x A, Appendi x B, Appendix C
Appendi x D, and the certificate types fromthe "TLS
ClientCertificateType Identifiers" registry listed in Appendi x E as
"D'" in the "Recommended"” colum, see [I-D.ietf-tls-rfc8447his].

For each regsitry entry in Appendi x A, Appendi x B, Appendi x C,
Appendi x D, and Appendix E, IANA is also requested to update the
registry entry’'s Reference columm to refer to the this docunent.

Security Considerations

Non- epheneral finite field DH cipher suites (TLS DH *), as well as
epheneral key reuse for finite field DH ci pher suites, are prohibited
due to the [Raccoon] attack. Both are already considered bad
practice since they do not provide forward secrecy. However, Raccoon
reveal ed that timing side channels in processing TLS prenaster
secrets may be exploited to reveal the encrypted premaster secret.

As for non-epheneral elliptic curve DH cipher suites (TLS ECDH *),
forgoing forward secrecy not only allows retroactive decryption in
the event of key conprom se but nay al so enable a broad category of
attacks where the attacker exploits key reuse to repeatedly query a
crypt ographi c secret.

This category includes, but is not necessarily limted to, the
fol | owi ng exanpl es:

1. Invalid curve attacks, where the attacker exploits key reuse to
repeatedly query and eventually learn the key itself. These
attacks have been shown to be practical against real-world TLS
i npl ementations [ICA].

2. Side channel attacks, where the attacker exploits key reuse and
an additional side channel to learn a cryptographic secret. As
one exanpl e of such attacks, refer to [ MAY4].

3. Fault attacks, where the attacker exploits key reuse and
incorrect calculations to learn a cryptographic secret. As one
exanpl e of such attacks, see [ PARI S256].
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8.

8.

Such attacks are often inpl enentation-dependent, including the above
exanpl es. However, these exanples denonstrate that building a system
that reuses keys and avoids this category of attacks is difficult in
practice. |In contrast, avoiding key reuse not only prevents
decryption in the event of key conpromi se, but also precludes this
category of attacks altogether. Therefore, this docunent discourages
the reuse of elliptic curve DH public keys.

As for epheneral finite field Diffie-Hellman in (D)TLS 1.2 (TLS_DHE *
and TLS PSK DHE *), as expl ai ned above, clients have no practical way
to support these cipher suites while ensuring they only negotiate
security paraneters that are acceptable to them |In (D)TLS 1.2, the
server chooses the Diffie-Hell man group, and custom groups are

preval ent. Therefore, once the client includes these cipher suites
in its handshake and the server presents a custom group, the client
cannot conpl ete the handshake whil e ensuring security. Verifying the
group structure is prohibitively expensive for the client. Using a
safelist of known-good groups is also inpractical, since server
operators were encouraged to generate their own custom group

Further, there is no nechani smfor the handshake to fall back to

ot her parameters, that are acceptable to both the client and server
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Appendi x A.  DH Ci pher Suites Deprecated by This Docunent
B ity ety
| G phersuite | Reference |
R T el R S S
| TLS_DH_DSS_EXPORT W TH_DES40_CBC_SHA | [ RFC4346] |
| TLS D DSS WTH DES cBC st | Recsase] )
| TLS DH DSS WTH 3DES EDE 0BG SHA | lRees2as] )
| TLS_DH RSA EXPCRT_WTH DESI0_CBC.SHA | [RFCA346] ]
| TLS DH RSA WTH DES cBCStA | Recsase] )
| TLS DH RSA WTH 3DES EDE 0BG SHA | lRees2as] )
| LS DH_anon_BXEGRT W TH ROt 40 w5 | [Recasas] [RecoaaT] |
| TLS D anon WTH RoL 128 W05 | [Recs246] [ RECB347] |
| TLS_DH anon EXPCRT W TH DES40_CBG. SHA | [RFCA346] )
| TLS D anon WTH DES cBC StA | [Reesass] )
| TLS. D anon_WTH 3DES EDE CBC. SHA | Recs2ae] )
| TLSDH DSS WTH AES 128 CBG.SHA | lRees2as] )
| TLS D RsA W TH AES 128 cao s G ]
| TLS D anon WTH AES 128 0BG SHA | Recs2ae] )
| TLS_DH DSS WTH AES 256 CBG.SHA | lRees2as] )
| TLS DH RS W TH AES 256 cac st G ]
| TLS. D anon_WTH AES 256_0BC. SHA | Recs2ae] )
| TLS_DH DS WTH AES 128 CBG_SHA256 | lRees2as] )
| TLS DH RSA W TH AES, 128_CBG SHA256 | [Recs2as] ]
o e e e mmmmmmeaaann s +
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| TLS DH DSS_W TH CAMELLI A 128 CBC SHA | [ RFC5932] |
| TLS DH RSA WTH CAVELLI A 128 CBC St | [REGse32] \
| TLS DH anon_WTH GAVELLIA 128 CBC.SHA | [RFGS932 ]
| TS DH DS W TH AES. 256, CBC. SHA266 Clrecszas) T \
| TLS D RSA W TH AES 256, CBC SHAZSG U lrecsoae \
| TLS DH anon_ W TH AES 128 CBC. SHA2s6 | lRecs2ae ]
| TS DH anon W TH AES. 256 CBG. SAzss Clrecszas) T \
| TLS DH DSS WTH CAVELLI A 266 CBC SHA | [RFGse32] \
| TLS_DH RSA W TH CAVELLI A 256 CBC SHA | [RFCs932] ]
| TS DH anon W TH CAVELLI A 256 CBC SHA | [RFCs932] \
| TUS DH DSS WTH SEED ceC.sma Cireones \
| TUS DH RSA WTH SEED CBC. sA Clreonen \
| TUs DH anon wTH seeD o s e \
| TLS DH_RSA W TH AES 128 GOM SHAZSG U lrecsoss \
| TLS DH RSA W TH AES. 256_COM SHAsed e ]
| TS DH DS W TH AES. 128 GOM SHA266 U lrrcszee) \
| TLS D DSS. W TH AES 256 GOM SHAsed U lrecsoss \
| TLS DH anon_ W TH AES 128 GOM SHa2s6 e ]
| TS DH anon W TH AES 256 GCM Sazsa U lrrcszee) \
| TLS DH DSS W TH CAVELLI A 128 CBC SHA256 | [REGs932] \
| TLS_DH RSA W TH CAVELLI A 128 CBC SHA2s6 | [RFCs932] ]
| TS DH anon W TH CAVELLI A 128, CBC. SHA2s6 | [RFCs932] \
| TLS DH DSS W TH CAVELLI A 266 CBC SHA256 | [RECs932] \
| TLS_DH RSA W TH CAVELLI A 256 CBC SHAzs6 | [RFCs932] ]
o e o e e e e e e meeee e o e e e ee oo +
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| TLS DH anon W TH CAMELLI A 256_CBC SHA256 | [RFC5932] |

| TLS DH 0SS WTH ARIA 128, cBC SHazss | [REcez00] )
U LS Th oS W THL AR A 256, B0 apaea | iReazos )
LS Dl RSA W TH AR A 126 ome smess 1 Treossos T )
| TLS DH RSA WTH ARIA 256 CBC SHased | [Recez0e] )
| TLS DH anon WTH AR A 128 CBC. SHAZss | [RFGs209] )
" ILS Dt anon WTH AR A 256 e Smaes 1 Treossos T )
| TLS DH RSA WTH ARIA 128 coM SHazss | [REcez00] )
LS Dhd HoA WTLLAR A 266, coM See 1 recezon )
LS Dt DSS WL AR A 126 cov smess 1 Treossos T )
| TLS DH 0SS WTH ARIA 256 CoM SHasea | [Recez00] )
| TLS DH anon W TH AR A 128 GOV SHAZS6 | [RFcB200] )
LS Dt anon WL AR A 256 oo Smaes 1 Treossos T )
LS D A W TH CAMELLI A 125, G Sriose | iReasser T )
TS D A W TH CAVELLT A 256, cod ke | [eassen T )
LS D DSS W TH CAVELLI A 128, co sess 1 Treossen T )
LS D DSS W TH CAVELLI A 256, G Sriaes | iReasser T )
" TLS. D anon. W TH CAVELLI A 128 oM SHaoss | [RFGsssT] )
LS Dt anon WTH CAVELLI A 256 a0 smass 1 Trreossen T )
Fom e e e e e e e e e e e e e e e e e e e e o= Fom e e e e e e e e oo - +
Table 1
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Appendi x B. ECDH Ci pher Suites Wose Use |Is Discouraged by This

Docunent
RS S ST e R S S ST
| G phersuite | Reference |
B e e e e e e e e e e e e e
| TLS_ECDH ECDSA W TH NULL_SHA | [ RFC8422] |
| TLS ECOH ECOSA WTH RO 128 sA | [RFcBa22] [ RFOS347] |
| TLS ECDH ECDSA W TH 3DES EDE GBCSHA | Receazzl )
| TLS ECDH ECDSA W TH AES 128 cBC st Clresazz) )
| TLS ECOH_ECDSA WTH AES 256 CBCSHA lReesazz) )
| Tls EooH RAWTHNLL s | lRresazz) )
| TLS ECOM RSA WTH RO 128 A | [RecBa22] [ RFCB347] |
| TLS ECOH RSA W TH 3DES EDE CBC.SHA lReesazz) )
| TLS ECOH RSA WTH AES 128_cBC. S | lRresazz) )
| TLS ECOH RSA W TH AES 256_CBC.SHA | Recsaze] )
| Tl ECOH anon WTH NULL s lReesazz) )
| TLS ECOH anon W TH R4 128 A | [RFcBaz2] [ RFOS347] |
| TLS_ECDH anon_W TH 3DES.EDE cBC. st Clresazz) )
| TLS ECOH anon_W TH AES 128_cBC.SHA lReesazz) )
| TLS ECDH anon WTH AES 256 cBC SA Ul ]
| TLS_ECDH ECDSA W TH AES, 128, CBC_ StA256 | Recs2es] )
| TLS ECOH_ECDSA W TH AES_ 256 CBC_SHA384 | Recs2ee] )
| TLS_ECDH RSA_ W TH AES 128 CBG SHAZS6 | [Recs2se] )
| TLS ECDH RSA W TH AES 256_0BC. SHhass | Recs2es] )
| TLS ECOH_ECDSA W TH AES_ 128 GOM SHA256 | Recs2ee] )
| TLS ECOH ECOSA WTH AES 256 GoM sHA3sa | [Resase] )
o e e e mmmmmeeeaaan s +
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TLS_ECDH RSA W TH_AES 128 _GCM SHA256

Table 2
Appendi x C. DHE C pher Suites deprecated by This
+:::::::::::::::::::::::::::::::::::::::::::+
| G phersuite |
[ oo s s e e s e s s e s e e
| TLS_DHE DSS EXPORT_W TH _DES40_CBC_SHA |
oo e o e e e e e e e e e e e e e e e m e mm i m—— oo oo +
| TLS_DHE DSS W TH _DES CBC_SHA |
o m e e e e e e e e e e e e e e e eeee e +

Expi res 24 Decenber 2025

Deprecati ng RSA and FFDH(E)

June 2025
| [ RFC5289] |
Fom e e e e oo o +
| [ RFC5289] |
o e e e e oo +
| [ RFC6209] |
o e e oo +
| [ RFC6209] |
Fom e e e e oo o +
| [ RFC6209] |
o e e e e oo +
| [ RFC6209] |
o e e oo +
| [ RFC6209] |
Fom e e e e oo o +
| [ RFC6209] |
o e e e e oo +
| [ RFC6209] |
o e e oo +
| [ RFC6209] |
Fom e e e e oo o +
| [ RFC6367] |
o e e e e oo +
| [ RFC6367] |
o e e oo +
| [ RFC6367] |
Fom e e e e oo o +
| [ RFC6367] |
o e e e e oo +
| [ RFC6367] |
o e e oo +
| [RFC6367] |
Fom e e e e oo o +
| [ RFC6367] |
o e e e e oo +
| [ RFC6367] |
o e e oo +

Docunent
:::::::::::::::::::::+
Ref er ence |
:::::::::::::::::::::+
[ RFCA346] |
_____________________ +
[ RFC5469] [ RFC8996] |
_____________________ +
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| TLS DHE_DSS_W TH 3DES_EDE_CBC SHA | [ RFC5246] |
| TLS DHE RSA EXPORT W TH DES10_CBC SHA | [Recasas) \
| TUS DHE RSA WTH DES BC SHA | [Recsa69] [ RFCBO9S] |
| TLS DHE RSA W TH 30ES EDE cBO SA U lrrsaas) T \
| TS DHE PSK WTH NULL sma T Ulreoares, \
| TUS DHE DSS W TH AES 128 CBC.sHA lRecs2ae \
| TS DHE RSA WTH AES 128 CBC.smA U lrrsaas) T \
| TLS DHE DSS. W TH AES 256 cBC.sa Ulrecszae T \
| TLS DHE RSA WTH AES 256 CBC.sA lRecs2ae \
| TLS DHE DSS W TH AES 128 CBG. Sazss U lrrsaas) T \
| TLS DHE DSS. W TH CAVELLI A 128 CBC SHA | [Recseaz] \
| TLS DHE RSA WTH CAVELLIA 128 CBC SHA | [Recseaz \
| TLS DHE RSA W TH AES 128 CBC. SHazss U lrrsaas) T \
| TS DHE DSS. W TH AES 256, CBC. SHA2s6 Ulrecszae T \
| TLS DHE RSA W TH AES 256 CBC. SHA2s6 lRecs2ae \
| TLS DHE DSS WTH CAVELLI A 256 CBO A | [Recseas \
| TLS DHE RSA WTH CAVELLI A 256 CBC SHA | [Recseaz) \
| TUS DHE PSK WTH ROA 128 sma | [REcA279] [RFO8347] |
| TUS DHE PSK W TH 30ES EDE cBO SA Ulrrore T \
| TLS DHE PSK W TH AES 128 CBC.suA Ulreoazze T \
| TLS DHE PSK W TH AES 256 CBC.sA Clreoazze T \
| Tis D Dss wH seen o s e \
| TUS DHE RA WTH SEED cBG. sma Clreoney T \
| TLS DHE RSA W TH AES 128 GOM SHa2s6 | lRecs2se \
o e e e e e e e e meeee—oo- o e ee oo +
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| TLS DHE_RSA W TH AES 256_GCM SHA384 | [ RFC5288] |
| TS DHE DSS. W TH AES 128 GOM SHA2s6 U lrecsose \
| TLS DHE DSS. W TH AES 256 GOM SHassa | lRecs2se \
| TLS DHE PSK W TH AES 128 GOM SHazss Clresasr T \
| TLS DHE PSK W TH AES 256 OOM SHassa Ulreesasn T \
| TLS DHE PSK W TH AES 128 CBC. SHA2s6 Clrecsasn \
| TLS DHE PSK W TH AES 256 CBG. SHassa Clresasr T \
| LS DHE PSK WTH NULL sass Ulreesasn T \
| TUS DHE PSK WTH NULL skassa Clrecsasn \
| TLS DHE DSS W TH CAVELLI A 128 CBO Sazss | [Recsea] \
| TLS DHE RSA W TH CAVELLI A 128, CBC SHAos6 | [Recseaz] \
| TLS DHE DSS. W TH CAVELLI A 256 CBC SHAos6 | [Recseaz] \
| TLS DHE RSA W TH CAVELLI A 256 CBOC Sazss | [Recsea] \
| TS DHE DSS. W TH AR A 128 CBG SHAzs6 Ulreszo T \
| TLS DHE DSS. W TH AR A 256 CBG Srassd U lReozo \
| TLS DHE RSA W TH ARI A 128 CBO Sazss Ulrros0a) T \
| TLS DHE RSA W TH AR A 256 CBG SHazad Ulreszo T \
| TLS DHE RSA WTH AR A 128 GOM SHAZS6 U lReozo \
| TLS DHE RSA W TH ARI A 256 GoM Sazea Ulrros0a) T \
| TLS DHE DSS. W TH AR A 128 GOM SHA2s6 U lres2o T \
| TLS DHE DSS W TH AR A 256 GOM SHAzsd U lReozo \
| TLS DHE PSK W TH ARI A 128 CBO Sazss U lrros0a) T \
| TLS DHE PSK W TH AR A 256 CBG SHazad U lRes2o T \
| TLS DHE PSK W TH AR A 128 GOM SHA2S6 U lReozo \
o e o e e e e e e e e meemea—oo - o e ee oo +
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| TLS_DHE PSK W TH ARI A 256_GCM SHA384 | [ RFC6209] |

| TLS DHE_RSA W TH CAMELLI A 128 GOM SHAZs6 | [RFGB3e7] )
| TLS DHE_RSA W TH CAMELLI A 256, GOM SAsed | [RFGe3e7] )
| TLS DHE_DSS W TH_CAVELLI A 128 oM Sazse | [RFosss7] )
| TLS DHE DSS W TH CAMELLI A 256, GOM SAsed | [RFese?] )
| TLS DHE_PSK_W TH CAMELLI A 128 GOM SHAZs6 | [RFGB367] )
| TLS DHE_PSK W TH_CAVELLI A 256, oM Sa3s4 | [RFosss?] )
| TLS DHE_PSK_W TH CAMELLI A 128 CBC SHAZs6 | [RFGB367] )
| TLS DHE_PSK_W TH CAVELLI A 256, CBC. SHAsed | [RFGe3s7] )
| TLS DHE_RSA WTH AES 128 0oM | [Recsess] )
| TLS DHE_RSA WTH AES 256 0oM | [Recoess] )
| TLS DHE RSA WTH AES 128 coMB | [Reooess] )
| TLS DHE_RSA W TH AES 256 0oMB | [Recsess] )
| TLs DHE_PSK WTH AES 128 0oM | [Recoess] )
| TLS DHE PSK WTH AES 256 0oM | [Reooess] )
| TLS DHE_RSA W TH_OHAGHAZO_POLYL305_SHa2s6 | [RFCTe0s] )
| TLS.DHE_ PSK_W TH_CHACHAZ0_POLY1305. SHAZSG | [RFCTe08] )
| TLS PSK DHE WTH AES 128 0OMB | [Reooess] )
| TLS PSK_DHE W TH AES 256 0oMB | [Recsess] )
o e e e e e e e e e e e e e e e mmmmmmaa— o e e e e e aaa o - +

Table 3
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Appendi x D. RSA C pher Suites Deprecated by This Docunent

R gttt bttt ettt ettt bttt ettty ettt bttty
| G phersuite | Reference |
B S e e
TLS RSA W TH NULL_MD5 | [ RFC5246] |
TLS RSA WTH NULL_SHA | Recs2as) )
| TLS_RSA_EXPORT_WTH RCA_40_MD5 | [RFo4346] [ RFCB347] |
TLS RSA WTH RCA_128_MD5 | [Recs246] [ RFGB347] |
TLS RSA WTH RC4_128_SHA | [Recs246] [ RFO8347] |
"TLS RSA EXPORT W TH RC2.CBC 40 M5 | [RFoasas] )
TLS RSA WTH IDEA CBC.SHA | [Recsace] [ Rrcsess] |
'TLS RSA_EXPORT W TH DES40_CBC_SHA lreoasas) )
TLS RSA WTH DES_CBC SHA | [Recsass] [RFC8996] |
LS RSA WTH 3DES EDE CBC_SHA | [Recs2a6] )
TLS RSA PSK_WTH NULL_SHA | lrecares) )
TLS RSA WTH AES_128_CBC SHA | (Rees2as] )
TLS RSA WTH AES_256_CBC SHA | [Recs2a6] )
TLS RSA WTH NULL_SHA26 | Recs2as) )
LS RSA WTH AES_128_CBC SHA256 | (Rees2as] )
LS RSA WTH AES_256_CBC SHA256 | [Recs2a6] )
'TLS RSA WTH CAMELLIA 128_CBC_SHA | Resesz) )
TLS RSA WTH CAMELLI A 256_CBC_SHA | [Reesesz) )
TLS_RSA PSK_WTH RCA_128_SHA | [Reo1279] [ RFGB347] |
'TLS RSA_PSK_W TH 3DES_EDE_CBC_SHA lreoizze) )
LS RSA_PSK_WTH AES_128_CBC SHA | lReoazze) )
LS RSA_PSK_WTH_AES_256_CBC SHA | lreoizre] )
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| TLS ReA WTH sEED O S | (rReorez] )
| TLS RSA WTHAES 128 coM sHa2se | [Recses] )
| TLS RSA WTH AES 256 coM srssd | recsaee )
| TLS RSA_PSK W TH AES. 128_cOM SHAZSS | Recsasn )
| TLS RSA_PSK W TH AES. 256_cOM SHAsed | lRecsasn )
| TLS RSA_PSK_WTH AES 128 CBC.SHAZSS lResaen )
| TLS RSA_PSK W TH AES. 256_0BC SHAsed | Recsasn )
| TLS RSA PSK W TH NULL_SHA2ss | lRecsasn )
| TLS ReA PSCWTH UL sHasss lResaen )
| TLS RSA W TH CAVELLI A 128_CBC. SHA256 | (Recsesz] )
| TLS RSA W TH_CAVELLI A_256_CBC. SHA256 | (Recsesz] )
| TLS RSA W TH AR A_128_0BC Sa2ss | lReos200 )
| TLS RSA WTHAR A 256.cBC Stassd | [Recs200] )
| TLS RSA WTHAR A 128 coM 256 | [Recs200] )
| TLS RSA W TH AR A_256_coM SHass4 | lReos200 )
| TLS RSA_PSK W TH ARI A 128_CBC. SHA256 | [Recs200] )
| TLS RSA_PSK W TH_ARI A_256_CEC. SHAsss | [Recs200] )
| TLS RSA_PSK_WTH AR A 126 GOM SHAZS6 | lReos200 )
| TLS RSA_PSK W TH ARI A_256_CoM SHAasd | [Recs200] )
| TLS RSA W TH. CAVELLI A_128_GOM SHAZS6 | (Ressen] )
| TLS_RSA_W TH CAVELLI A 256 GoM SHAsed lReossen )
| TLS RSA_PSK W TH_CAVELLI A 128 GOM SHazse | [RFosas7] )
| TLS RSA_PSK W TH_CAVELLI A 256 GOM SHa3s4 | [RFosas7] )
o m mm oo oo +

| TLS RSA PSK_ W TH CAMELLI A 128 CBC SHA256 | [ RFC6367] |
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Fo m o e e e ee e e +
| TLS_RSA PSK W TH CAMELLI A 256 _CBC SHA384 | [RFC6367] |
oo e e e e e e e e e e e e e e e e e oo —— oo o e e e e e e oo - +
| TLS_RSA W TH_AES 128 CCM | [ RFC6655] |
o m o oo Fom oo +
| TLS_RSA W TH_AES 256 _CCM | [ RFC6655] |
Fo m o e e e ieeiaao--- Fom e +
| TLS_RSA WTH AES 128 CCM 8 | [ RFC6655] |
oo e e e e e e e e e e e e e e e e e oo —— oo o e e e e e e oo - +
| TLS_RSA W TH_AES 256_CCM 8 | [ RFC6655] |
o m o oo Fom oo +
| TLS _RSA PSK W TH CHACHA20 POLY1305 SHA256 | [ RFC7905] |
Fo m o e e eiaaoo-- Fom e +

Table 4
Appendix E. TLS ClientCertificateType Identifiers Deprecated by This
Docunent
[ sl oo
| Certificate Type | Reference |
[S e fems e emses e fesee e ese e pe s fespe sty e pep—r o}
| rsa_fixed dh (3) | [ RFC5246] |
Fom e S +
| dss_fixed_dh (4) | [RFC5246] |
o m e e e e e e e oo o m e e e - +
| rsa_fixed_ecdh (65) | [ RFC8422] |
o e e e e oo oo M +
| ecdsa fixed ecdh (66) | [RFC8422] |
Fom oo S +
Table 5
Appendi x F. Updating RFC 9325

Thi s docunent updates [ RFC9325] with respect to the use of (D) TLS

1.2, and the table below lists the exact changes.

4.1 is the source of all details |isted.

/!l Note to RFC Editor:
/'l nunber.

pl ease replace XXX bel

Avi r am
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ow by the current RFC
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| | RFC 9325 | RFC XXX |
[} g —————————————————— Ll —p—_—_—————— Ll p—p—p—(—_——r L
| Non-epheneral FFDH | SHOULD NOT | MUST NOT |
e . S TR +
| Non-epheneral ECDH | SHOULD NOT | No change |
L . I S ISRy +
| Fixed DH certificate types | Unspecified | SHOULD NOT |
o e e e e e e e e a oo - S R +
| Ephereral FFDH | SHOULD NOT | MJUST NOT |
e . S TR +
| Static RSA | SHOULD NOT | MUST NOT |
L -, I S ISRy +
Table 6

Aut hor’ s Addr ess

Ni mrod Aviram
Emai | : ninrod. avi ram@nmai | . com
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