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1. Introduction

The TLS 1.3 [I-D.ietf-tls-rfc8446bi s] handshake protocol provides two
mutual |y exclusive fornms of server authentication. First, the server
can be authenticated by providing a signature certificate and
creating a valid digital signature to denpbnstrate that it possesses
the corresponding private key. Second, the server can be

aut henti cated by denonstrating that it possesses a pre-shared key
(PSK) that was established by a previous handshake. A PSK that is
established in this fashion is called a resunption PSK. A PSK that
is established by any other neans is called an external PSK

A TLS 1.3 server that is authenticating with a certificate may
optionally request a certificate fromthe TLS 1.3 client for
aut hentication as described in Section 4.3.2 of
[I-D.ietf-tls-rfc8446bis].
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Thi s docunent specifies a TLS 1.3 extension pernmitting certificate-
based aut hentication and providing an external PSK to be input to the
TLS 1. 3 key schedul e.

Pl ease see Appendix A for a list of changes since the publication of
RFC 8773.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

3. Mdtivation and Design Rationale

There are two notivations for using a certificate with an externa
PSK.

One notivation is confidentiality protection against the future

i nvention of a Cryptographically Relevant Quantum Conputer (CRQC),
whi ch woul d pose a serious challenge for the asymretric cryptographic
algorithms that are widely deployed today, including the digita
signature algorithnms that are used to authenticate the server in the
TLS 1. 3 handshake protocol and key agreenent al gorithmused to
establish a pairw se shared secret between the client and server. It
is an open question whether or not it is feasible to build such a
quant um conputer, and if so, when that night happen. However, if
such a quantum conputer is invented, many of the cryptographic

al gorithms and the security protocols that use them woul d becone

vul nerable. In particular, The TLS 1.3 handshake protocol enploys
key agreenent algorithms that could be broken by the invention of a
CRQC [I-D.ietf-pquip-pqc-engineers]. Including a strong external PSK

in the TLS 1.3 key schedule offers confidentiality protection against
the Il ong-term quantum conputing threat; it requires the attacker to
|l earn the external PSK as well as the shared secret produced by the
key agreenent algorithmto break confidentiality.

The term strong external PSK is used to nean that the PSK that has
been generated and distributed in such a way that the invention of a
CRQC will not allow the owner of that quantum conputer to learn the
PSK. Wil e generation and distribution of the PSK are outside the
scope of this document, in the context of a CRQC, security of the TLS
1.3 session using the strong external PSK relies on and inplicitly
tied to the confidentiality, entropy, and authenticity of the PSK
Thus, the security clains in this docunment depend on generation and
distribution of the strong external PSK
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Wien a certificate is used for authentication, the authentication is
provided by the existing certificate and digital signature

mechani sms.  This authentication cannot be relied upon if a CRQCis
ever invented. The addition of a strong external PSK in the TLS 1.3
key schedul e does not offer inprovenent against the | ong-term quantum
conmputing threat regardi ng authentication

Li kewi se, a raw public key can be provided as described in [ RFC7250].

Quantumresi stant public-key cryptographic algorithns are becom ng
standards, but it will take many years for TLS 1.3 ciphersuites that
use these algorithns to be devel oped and depl oyed. In sone

envi ronments, deploynment of a strong external PSK provides protection
until these quantumresistant al gorithns are depl oyed.

Anot her notivation is the use of a public key with a factory-
provi sioned secret value for the initial enrollment of a device in an
enterprise network [I-D.ietf-enu-bootstrapped-tls].

4, Ext ensi on Overvi ew

This section provides a brief overview of the
"tls_cert_wth_extern_psk" extension.

The client includes the "tls _cert_with_extern_psk" extension in the
ClientHell o nessage. The "tls_cert_w th_extern_psk"” extension MJST
be acconpani ed by the "key_share", "supported_groups”,

"psk_key exchange nodes", and "pre_shared key" extensions. Since the
"tls _cert_with_extern_psk" extension is intended to be used only with
initial handshakes, it MJUST NOT be sent al ongside the "early data"
extension. These extensions are all described in Section 4.2 of
[I-Dietf-tls-rfc8446bis], which also requires the "pre_shared_key"
extension to be the | ast extension in the dientHell o nmessage.

If the client includes both the "tls cert_wth _extern _psk" extension
and the "early data" extension, then the server MIST term nate the
connection with an "illegal _paraneter” alert.

If the server is willing to use one of the external PSKs listed in
the "pre_shared_key" extension and performcertificate-based

aut hentication, then the server includes the

"tls _cert_with_extern_psk" extension in the ServerHell o nessage. The
"tls_cert_wth_extern_psk" extensi on MIST be acconpani ed by the
"key_share" and "pre_shared_key" extensions. |f none of the externa
PSKs in the list provided by the client is acceptable to the server,
then the "tls cert_with extern psk" extension is onmitted fromthe
Server Hel | o nessage.
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When the "tls_cert_wth_extern_psk" extension is successfully

negoti ated, the TLS 1.3 key schedul e processing includes both the

sel ected external PSK and the (EC)DHE shared secret value. (EC) DHE
refers to Diffie-Hell man over either finite fields or elliptic
curves. As a result, the Early Secret, Handshake Secret, and Min
Secret (previously known as the Master Secret) values all depend upon
the value of the selected external PSK. O course, the Early Secret
does not depend upon the (EC)DHE shared secret.

The authentication of the server and optional authentication of the
client depend upon the ability to generate a signhature that can be
validated with the public key in their certificates. The

aut henti cation processing is not changed in any way by the sel ected
external PSK. As aresult, if a CRQCis ever invented, the digita
signature algorithmw |l need to be replaced with a quantum resi st ant
one. Failure to do so will result in vulnerable entity and data

aut henti cati on mechani sns.

Each external PSK is associated with a single hash al gorithm which
is required by Section 4.2.11 of [I-D.ietf-tls-rfc8446bis]. The hash
al gorithm MJUST be set when the PSK is established, with a default of
SHA- 256.

5. Certificate with External PSK Extension

This section specifies the "tls _cert_with_extern_psk" extension,

whi ch MAY appear in the CientHell o nmessage and ServerHell o nmessage.
It MJUST NOT appear in any other nessages. The
"tls_cert_wth_extern_psk" extension MJST NOT appear in the
ServerHel |l o nessage unless the "tls cert_with _extern psk" extension
appeared in the preceding CientHello nessage. |If an inplenmentation
recogni zes the "tls cert_wi th_extern_psk" extension and receives it
in any other message, then the inplenentati on MIST abort the
handshake with an "illegal paraneter" alert.

The general extension nechanisns enable clients and servers to
negotiate the use of specific extensions. dients request extended
functionality fromservers with the extensions field in the
ClientHell o nessage. |If the server responds with a Hell oRetryRequest
message, then the client sends another ClientHell o nessage as
described in Section 4.1.2 of [I-D.ietf-tls-rfc8446bis], including
the sane "tls _cert_with extern_psk" extension as the origina
ClientHell o nessage, or aborts the handshake.

Many server extensions are carried in the EncryptedExtensions
message; however, the "tls cert_with_extern_psk"” extension is carried
in the ServerHell o nessage. Successful negotiation of the
"pre_shared_key" extension enables certificate verification to take
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place in addition to the inclusion of the external PSK in the key
schedule. The external PSK is identified by the "key_share"
extension, and the inclusion of the external PSK in the key schedul e
affects the key used for encryption. The "tls cert_wth_extern_psk"
extension is only present in the ServerHello nessage if the server
recogni zes the "tls cert_with extern_psk" extension and the server
possesses one of the external PSKs offered by the client in the
"pre_shared_key" extension in the dientHello nmessage.

The Extension structure is defined in [I-D.ietf-tls-rfc8446bis]; it
is repeated here for conveni ence.

struct {
Ext ensi onType ext ensi on_type;
opaque extensi on_dat a<0..2"16-1>;
} Extension;

The "extension_type" identifies the particular extension type, and
the "extension_data" contains information specific to the particul ar
ext ensi on type.

Thi s docunent specifies the "tls _cert_wth _extern _psk" extension,
addi ng one new type to ExtensionType:

enum {
tls_cert_wth_extern_psk(33), (65535)
} Ext ensi onType;

The "tls cert_with _extern_psk" extension is relevant when the client
and server possess an external PSK in common that can be used as an
input to the TLS 1.3 key schedule. The "tls_cert_wth_extern_psk"
extension is essentially a flag to use the external PSK in the key
schedule, and it has the foll owi ng syntax:

struct {
sel ect (Handshake.nsg type) {
case client_hello: Enpty;
case server_hell o: Empty;

}
} Cert Wt hExt er nPSK
5.1. Conpani on Extensions
Section 4 lists the extensions that are required to acconpany the
"tls_cert_wth_extern_psk" extension. Mst of those extensions are

not inpacted in any way by this specification. However, this section
di scusses the extensions that require additional consideration
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The "psk_key_exchange_npdes" extension is defined in Section 4.2.9 of
[I-Dietf-tls-rfc8446bis]. The "psk_key_ exchange_nodes" extension
restricts the use of both the PSKs offered in this CientHello and
those that the server mght supply via a subsequent NewSessionTi cket.
As a result, when the "psk _key exchange nobdes" extension is included
in the CientHello nmessage, clients MJST include psk _dhe ke node. In
addition, clients MAY al so include psk_ke node to support a
subsequent NewSessionTi cket. Wen the "psk_key_ exchange_nodes"
extension is included in the dientHello message, servers MJIST sel ect
the psk _dhe ke node for the initial handshake. Servers MJST select a
key exchange node that is listed by the client for subsequent
handshakes that include the resunption PSK fromthe initial

handshake.

The "pre_shared_key" extension is defined in Section 4.2.11 of
[1-Dietf-tls-rfc8446bis]. The syntax is repeated bel ow for
convenience. Al of the listed PSKs MJST be external PSKs. |If a
resunption PSK is listed along with the "tls_cert_with_extern_psk"
extension, the server MJUST abort the handshake with an

"illegal _paraneter" alert.

struct {
opaque identity<1..2"16-1>;
ui nt 32 obfuscated_ticket age;
} Pskldentity;

opaque PskBi nder Entry<32..255>;

struct {
Pskldentity identities<7..2"16-1>;
PskBi nder Entry bi nders<33..2"16-1>;
} O f eredPsks;

struct {
sel ect (Handshake.nsg type) {
case client_hello: OferedPsks;
case server_hello: uintl6 selected_identity;
3
} PreShar edKeyExt ensi on;

"Of f eredPsks" contains the list of PSK identities and associ at ed

bi nders for the external PSKs that the client is willing to use with
the server.
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The identities are a |list of external PSK identities that the client

iswilling to negotiate with the server. Each external PSK has an
associated identity that is knowm to the client and the server; the
associated identities nay be known to other parties as well. In

addition, the binder validation (see below) confirns that the client
and server have the sane key associated with the identity.

The "obfuscated ticket_age" is not used for external PSKs. As stated
in Section 4.2.11 of [I-D.ietf-tls-rfc8446bis], clients SHOULD set
this value to 0, and servers MJST ignore the val ue.

The binders are a series of HVAC [ RFC2104] val ues, one for each
external PSK offered by the client, in the same order as the
identities list. The HVMAC value is conputed using the binder_key,
which is derived fromthe external PSK, and a partial transcript of
the current handshake. Generation of the binder_key fromthe
external PSK is described in Section 7.1 of
[I-Dietf-tls-rfc8446bis]. The partial transcript of the current
handshake includes a partial ClientHello up to and including the

Pr eShar edKeyExt ensi on.identities field, as described in

Section 4.2.11.2 of [I-D.ietf-tls-rfc8446bis].

The "selected identity" contains the index of the external PSK
identity that the server selected fromthe list offered by the
client. As described in Section 4.2.11 of [I-D.ietf-tls-rfc8446bis],
the server MJST validate the binder value that corresponds to the

sel ected external PSK, and if the binder does not validate, the
server MJST abort the handshake with an "illegal paraneter” alert.

5.2. Authentication

VWhen the "tls_cert_w th_extern_psk"” extension is successfully

negoti ated, authentication of the server depends upon the ability to
generate a signature that can be validated with the public key. Wen
the server uses a certificate, this is acconplished by the server
sending the Certificate and CertificateVerify nmessages, as descri bed
in Sections 4.4.2 and 4.4.3 of [I-D.ietf-tls-rfc8446bis].

Al ternatively, the server can use a raw public key as described in

[ RFC7250] .

TLS 1.3 does not permt the server to send a CertificateRequest
message when a PSK is being used. This restriction is renoved when
the "tls_cert_wth_extern_psk" extension is negotiated, allow ng
certificate-based authentication for both the client and the server.
If certificate-based client authentication is desired, this is
acconpl i shed by the client sending the Certificate and
CertificateVerify messages as described in Sections 4.4.2 and 4.4.3
of [I-D.ietf-tls-rfc8446bis].
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5.3. Keying Material

Section 7.1 of [I-D.ietf-tls-rfc8446bis] specifies the TLS 1.3 key
schedul e. The successful negotiation of the
"tls_cert_with_extern_psk" extension requires the key schedul e
processing to include both the external PSK and the (EC)DHE shared
secret val ue.

If the client and the server have different val ues associated with
the selected external PSK identifier, then the client and the server
will conmpute different values for every entry in the key schedul e,
which will lead to the client aborting the handshake with a
"decrypt_error" alert.

6. | ANA Consi der ations

Once this docunent is approved, |ANA is asked to update the "TLS
Ext ensi onType Val ues" registry [1ANA] entry for the
"tls_cert_with_extern_psk" extension to reference this docunent.

7. Security Considerations

The Security Considerations in [I-D.ietf-tls-rfc8446bis] remain
rel evant.

TLS 1.3 [I-D.ietf-tls-rfcB8446bis] does not permt the server to send
a CertificateRequest nmessage when a PSK i s being used. This
restriction is renoved when the "tls cert_w th_extern_psk" extension
is offered by the client and accepted by the server. However, TLS
1.3 does not permt an external PSK to be used in the sanme fashion as
a resunption PSK, and this extension preserves that restriction.

I mpl enent ati ons nust protect the external pre-shared key (PSK)
Conprom se of the external PSK will nake the encrypted session
content vulnerable to the future devel opnent of a Cryptographically
Rel evant Quant um Conputer (CRQC). However, the generation,

di stribution, and managenent of the external PSKs is out of scope for
this specification.

I npl enenters should not transmt the sane content on a connection
that is protected with an external PSK and a connection that is not.
Doi ng so may all ow an eavesdropper to correlate the connections,
maki ng the content vulnerable to the future invention of a CRQC

I mpl enent ati ons nmust generate external PSKs with a secure key-
managenent techni que, such as pseudorandom generati on of the key or
derivation of the key fromone or nore other secure keys. The use of
i nadequat e pseudor andom nunber generators (PRNGs) to generate
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external PSKs can result in little or no security. An attacker may
find it nuch easier to reproduce the PRNG environnment that produced
the external PSKs and search the resulting small set of
possibilities, rather than brute-force searching the whol e key space.
The generation of quality random nunbers is difficult. [RFC4086]

of fers inportant guidance in this area

| mpl enent ati ons must use a ciphersuite that includes a symretric
encryption algorithmw th sufficiently |large keys. For protection
agai nst the future invention of a CRQC, the symetric key needs to be
at least 128 bits. Wile Gover’ s algorithm (described in

Section 2.1 of [I-D.ietf-pquip-pgc-engineers]) allows a quantum
computer to performa brute force key search using quadratically
fewer steps than would be required with classical conputers, there
are a nunber of mitigating factors suggesting that Gover’ s algorithm
will not speed up brute force symmetric key search as dramatically as
one nmight suspect. First, quantum conmputing hardware will |ikely be
nmore expensive to build and use than cl assical hardware. Second, to
obtain the full quadratic speedup, all the steps of Gover’ s

al gorithm must be performed in series. However, attacks on

crypt ography use massively parallel processing, the advantage of
Gover's algorithmw Il be snmaller

I mpl enent ati ons nust use sufficiently |large external PSKs. For
protection against the future invention of a CRQC, the external PSK
needs to be at | east 128 bits.

TLS 1.3 [I-D.ietf-tls-rfc8446bis] has received careful security

anal ysis, and the follow ng informal reasoning shows that the
addition of this extension does not introduce any security defects in
the threat nodel of a traditional adversary, that is an adversary
that does not have access to a CRQC. This extension requires the use
of certificates for authentication, but the processing of
certificates is unchanged by this extension. This extension requires
an external PSK in the key schedul e as part of the conputation of the
Early Secret. In the initial handshake w thout an external PSK in
[I-Dietf-tls-rfc8446bis], the Early Secret is conputed as:

Early Secret = HKDF-Extract (0, 0)
Wth this extension, the Early Secret is conputed as:

Early Secret = HKDF-Extract (0, External PSK)
Any entropy contributed by the external PSK can only nake the Early
Secret better; the External PSK cannot neke it worse. Thus, TLS 1.3

continues to neet well-studied confidentiality goals when this
extension is used.
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Even when the external PSK is not known to any party other than the
client and the server, then the external PSK MJST NOT be the sole
basis for authentication. The reasoning is explained in Section 4.2
of [K2016]. The authentication of the server and optiona

aut hentication of the client depend upon the ability to generate a
signature that can be validated with the public key in their
certificates. The authentication processing is not changed in any
way by the sel ected external PSK

This external PSK preserves sone confidentiality and authentication
even if the (EC)DH key agreenment is broken by cryptanalysis or the
future invention of a CRQC. As long as the attacker does not know
the PSK and the key derivation algorithmremains unbroken, the
attacker cannot derive the session secrets, even if the attacker is
able to compute the (EC)DH shared secret. VWhile the ephemeral (EC)DH
private key used during a given TLS 1.3 session is destroyed before
the end of a session, the (EC)DH private key woul d neverthel ess be
recoverabl e due to the break of the (EC)DH al gorithm However, a
nmore general notion of "secrecy after key material is destroyed"
woul d still be achi evable using external PSKs, if they are managed in
a way that ensures their destruction when they are no | onger needed,
and with the assunption that the symetric algorithns renain safe
agai nst the invention of a CRQC

The forward-secrecy advantages traditionally associated with
epheneral (EC)DH keys are not easily replaced by external PSKs. The
confidentially and authentication provided by the external PSK depend
on whether the external PSK is used for nore than one TLS 1.3 session
and the parties that know the external PSK. Assuning the (EC)DH key
agreenent is broken:

* |f the external PSKis used for a single TLS 1.3 session and it is
known only by the client and server, then the usual TLS 1.3
confidentially and authentication is provided, including the
crypt ographi c separation between TLS 1.3 sessions. O course,
this places a significant burden on the generation and
di stribution of external PSKs.

* |f the external PSK is used for nore than one TLS 1.3 session and
it is known only by the client and server, then the confidentially
is limted to the client and server, but there is no cryptographic
separati on between TLS 1.3 sessions.

* |f the external PSK is used for nore than one TLS 1.3 session and
it is known by the client, server and others, then the
confidentially is limted to the group that knows the externa
PSK, but there is no cryptographi c separation between TLS 1.3
sessi ons.

Housl ey Expires 8 March 2026 [ Page 11]



I nternet-Draft Certificate with External PSK Sept enber 2025

This specification does not require that the external PSK is known
only by the client and server. The external PSK may be known to a
group. Since authentication depends on the public key in a
certificate, know edge of the external PSK by other parties does not
enabl e i npersonation. The authentication of the server and optiona
aut hentication of the client depend upon the ability to generate a
signature that can be validated with the public key in their
certificates. The authentication processing is not changed in any
way by the sel ected external PSK

Confidentiality depends on the shared secret from (EC)DH, so

know edge of the external PSK by other parties does not enable
eavesdroppi ng. However, group menbers can record the traffic of

ot her nenbers and then decrypt that traffic if they ever gain access
to a CRQC. Also, when many parties know the external PSK, there are
many opportunities for theft of the external PSK by an attacker.
Once an attacker has the external PSK, they can decrypt stored
traffic if they ever gain access to a CRQC, in the same manner as a
| egitimate group nmenber.

TLS 1.3 key derivation makes use of the HMAC based Key Derivation
Function (HKDF) al gorithm which depends upon the HVAC [ RFC2104]
construction and a hash function. This extension provides the
desired protection for the session secrets, as long as HVAC with the
sel ected hash function is a pseudorandom function (PRF) [ GGVL986] .

TLS 1.3 [I-D.ietf-tls-rfc8446bis] takes a conservative approach to
PSKs; they are bound to a specific hash function and KDF. By
contrast, TLS 1.2 [RFC5246] allows PSKs to be used with any hash
function and the TLS 1.2 PRF. Thus, the safest approach is to use a
PSK exclusively with TLS 1.2 or exclusively with TLS 1.3. G ven one
PSK, one can derive a PSK for exclusive use with TLS 1.2 and derive
anot her PSK for exclusive use with TLS 1.3 using the nechani sm
specified in [ RFC9258] .

8. Privacy Considerations

Appendix F.6 of [I-D.ietf-tls-rfc8446bis] discusses identity-exposure
attacks on PSKs. Also, Appendix C. 4 of [I-D.ietf-tls-rfc8446bi s]

di scusses tracking prevention. The guidance in these sections renmain
rel evant.

If an external PSK identity is used for multiple connections, then an
observer will generally be able track clients and/or servers across
connections. The rotation of the external PSK identity or the use of
the Encrypted Client Hello extension [I-D.ietf-tls-esni] can nitigate
this risk.
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9.

9.

9.

Thi s extensi on makes use of external PSKs to inprove resilience

agai nst attackers that gain access to a CRQC in the future and

provi des authentication for initial enrollment of devices in an
enterprise network. This extension is always acconpani ed by the
"pre_shared_key" extension to provide the PSK identities in plaintext
in the CientHell o nmessage. Passive observation of the these PSK
identities will aid an attacker in tracking users or devices that
make use of this extension.
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Appendi x A. Changes Since RFC 8773

The status el evation from Experinental RFC to Standards Track RFC i s
the nost significant change in this docunent.

In addition to mnor editorial updates, which include a change to the
title, the followi ng changes were nade:

* Correct the order of the argunents to HKDF- Extract when an
external PSK is present.

* Expand the notivation discussion to talk about protection against
the future devel opnment of a Cryptographically Rel evant Quantum
Conputer (CRQC) and enrollment in enterprise networks.

* Separate the discussion of confidentiality and authentication.
The inclusion of the external PSK offers sone confidentiality
protection against the future invention of a CRQC, but the
ext ernal PSK does not inprove authentication.

* Correct RFC Errata 7598 [ Err7598].

* Add a discussion of TLS Encrypted Cient Hello to the Privacy
Consi der ati ons.

* Adopt term nol ogy that has becone wi dely accepted, such as CRQC
and Main Secret (instead of Master Secret).

*  Provide URLs for all references.
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