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Abst ract

Deep space conmuni cations involve |ong delays (e.g., Earth to Mars
has one-way del ays 4-24 mnutes) and internmittent comruni cations,
mai nl y because of orbital dynamcs. The IP protocol stack used on
the Internet is based on the assunptions of shorter delays and nostly
uni nterrupted communi cations. This docunent describes the key
characteristics, use cases, and requirenments for deep space
net wor ki ng, intended to help when profiling IP protocols in such

envi ronment .
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
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material or to cite themother than as "work in progress."
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Copyri ght Notice
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1. I nt roduction

Deep space conmuni cations involve long delays (e.g., Earth to Mars is
4-24 mnutes one way) and intermttent conmunications, mainly because
of orbital dynamics. Up to now, communications have typically been
done on a layer-2 point to point basis, in sone cases with rel ays
operating at layer-2 or below. Mst m ssions have operated on their
own, w thout direct data exchanges between spacecrafts at higher

| ayers.
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Use of networking technol ogies, including IP, has becone established
wi t hi n space vehicles that have their own onboard networks. Conpl ex
human expl orati on and col | aborative science m ssions are driving

i ncreased networking between vehicles. Additionally, there is a
rising need for interoperability between m ssion end-users and

mul tiple service providers. As the scale of missions, link

i nterconnections, and application interactions grows, it will be
increasingly inportant to support standard | P-based network data
flows.

Thi s docunent describes the key characteristics and use cases for
networking in deep space. It provides exanples taken fromthe
current conmunications facilities to reach the Moon and Mars, as well
as future plans. Wile these exanpl es provide great insight on what
is possible today, the resulting architecture should al so consi der
future possibilities and farther celestial bodies. For exanple,
whil e the nunber of relays and orbiters around the Moon and Mars is
currently limted, it is expected that their nunber will increase
significantly, therefore providing inproved coverage around those
celestial bodies, resulting in an inpact on comruni cati ons and
networking traffic patterns, intermttence and alternate paths.

Initially the needs considered in this docunment are to support |P-
based applications in or between private networks, w thout assunption
of reachability to/fromthe global Internet. At least initially,
interplanetary IP networks are likely to be protected fromthe
Internet, and vice-versa the Internet is protected fromthem (since
they may have uni que routing, congestion control, and other

behavi ors). However, over tine it is possible that connectivity to
the Internet nay becone avail able for sone nission assets, and
eventual ly interplanetary networks coul d becone part of the Internet.

This work is a followp of an assessment on the use of the IP
protocol stack in deep space [I|-D. many-deepspace-i p-assessnent].

1.1. Limtations of this docunent

Conmuni cation in deep space is vastly different than on Earth. This
docunent does not describe space conmunication technol ogi es bel ow I P,
but only the information relevant fromthe | P protocol stack

vi ewpoi nt for the purpose of its engineering. Mre information is
avai |l abl e for the Mon [ioagnoon] and Mars [i oagmars].

Position, Navigation and Timng (PNT) is not directly discussed in
this meno, but is a vital offering from space network service
providers, in addition to data comrunications. Networking can
support sone of the data exchanges that facilitate PNT services.
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Near Earth orbits, such as Low Earth Obit (LEO, MediumEarth Obit
(MEOQ, and CGeosynchronous Earth Orbit (GEO conmunications and
networking to and fromEarth are out of scope for this meno.

However, given the relatively snmall distance to the Moon, there are
possibilities to use spacecraft around Earth or at Lagrange points as
relays to communicate with lunar assets. In this context, these
possibilities are in scope.

Ter mi nol ogy

* Deep space: while the ITU definition [deepspacew ki pedi a] of deep
space is beyond 2 million km in this docunent, the Mon and its
environs are included since networking for this reginme bears nore
simlarities to other deep space bodies than to terrestrial and
Eart h-orbiting conditions.

* Direct-with-Earth (DWE): conmunications fromto a spacecraft
directly to/fromEarth, w thout the use of relays.

* Mbon, Lunar: refers to Earth's Moon.

* Deep Space Network (DSN): NASA’ s international array of giant
radi o antennas that supports interplanetary spacecraft m ssions

[ DSN] .

* LunaNet Service Providers (LNSP): service providers to the |unar
surface and orbital regions, including private comrerci al
operators, as defined in the LunaNet Interoperability
Specification [Inis].

* Lagrange Points: special points in the gravitational fields
bet ween bodies (e.g. Earth-Mon, Earth-Sun, etc.), that are
popul ar m ssion | ocations due to stability (i.e. |ow fuel usage),
visibility for communications or science instrunents, or other
reasons. Also known as "libration points".

* Lunar Gateway: a space station orbiting the Mon, that can serve
as a waypoi nt or other supporting infrastructure for |unar
expl oration [ Gat eway].

Docunment and Di scussi on Locati ons
The source of this docunent is |ocated at
https://github. com marcbl anchet/draft-tiptop-usecase. Coments or

changes are wel coned by filing a PR or an issue agai nst that
repository.
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Thi s subject should be discussed on the | ETF tiptop working group
mailing list.

2. Characteristics

Conpared to Internet on Earth, deep space commruni cati ons and
net wor ki ng have multiple chall enges, such as:

* Significant and vari able delays (e.g. round trips of multiple
seconds, mnutes, or hours).

* Frequent and long interruptions of comruni cations, often with no
alternate path. Because of orbital dynam cs, a spacecraft nay not
be reachable from Earth because it is occluded by a cel estial
body. However, spacecraft |ocation and reachability can be
general ly precal cul ated so that the conmuni cati on wi ndows can be
pl anned between pairs of spacecraft or between a spacecraft and a
cel estial body such as Earth, Mon or Mars.

* Lower bandwi dth, sonetimes even neasured in "bits per second”
rather than typical terrestrial Mps and Gops rates.

* One-way / unidirectional |inks are sonetines used.

* Highly asynmetrical bandwi dth and data rates are often present
bet ween uplink (DWE to a spacecraft) and downlink (DVWE from a
spacecraft), due to varying transm ssion power |evels, antenna
sizes, and other physical |ink properties.

* Limted onboard computing resources can lead to sinplified or
stream i ned protocol inplenentations.

* Limted energy supply can further reduce contact opportunities and
per f or mance.

Wthout any changes, a typical Internet application will not work in
this environment, though sone Internet stack protocols are nore
suitable than others. Anong the challenges in this list, the primary
factors inmpacting Internet stack protocols are del ays and

di sruptions, discussed in this neno.

Thi s section describes the followi ng cases of mi ssion operating
environnments: Mon (surface and orbiting), Mars (surface and
orbiting), Lagrange points, cruising spacecraft, and onboard
spacecraft, starting with some comonal ity between all cases
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2.1. Common Aspects

The Consultative Conmttee for Space Data Systens (CCSDS) is an
organi zation conpri sed of nmany space agenci es that has devel oped
various |ink-layer protocols used on the |inks between Earth,
orbiters and surface assets. Exanples include Tel ecommand (TC)
[CCSDS _TC], Telenmetry (TM [CCSDS_TM, Advanced Orbiting Systens
(ACS) [CCSDS_AOS], and Proximtyl (Prox1l) [CCSDS PROX1]]. A newer
Uni fied Space Data Link Protocol (USLP) [CCSDS USLP], has been
designed to replace these in the future. A generic encapsul ation
mechani smis defined by CCSDS to support networki ng and ot her uses
over these link layer protocols, including |Pv4, 1Pv6, and | P header
conpr essi on options [|Pover CCSDSSpaceLi nks] [ SANAI PEHeader Regi stry] .
| P packets can be transported over any CCSDS |ink |ayers.

Surface assets on cel estial bodies, such as habitats, rovers,
stations and others may comunicate with each other while on the
surface network using Earth terrestrial technol ogi es such as | EEE
802. 11 and 3GPP technol ogi es [ioagnoon][ioagmars] using IP, simlar
to the Internet, where links are al nost always connected and there
are no significant delays. They may al so communicate using a rel ay
orbiter.

Mul tiple providers, such as the LNSPs for the Mwon, wll provide
various services including conmuni cati ons and networ ki ng.

O biters acting as comunications relays are al ready depl oyed or

pl anned for both the Moon and Mars. A sufficient nunber of orbiters
can create a constellation which may provide full coverage of the
cel estial body surface [ioagnmoon][ioagnars], or at |east key regions
(e.g. the lunar south pole). Relaying fromone surface asset to
anot her surface asset through these orbiters may use either CCSDS
link-layers or link-layers simlar to LEO constellations on Earth.

Space missions are typically planned nmany years in advance and are

| ong-1ived, spanning over nany years or decades. Spacecraft are
controlled fromEarth and therefore shoul d al ways be manageabl e from
Earth. Gven the renpteness and the difficulty to physically access
the spacecraft, software upgrades and configuration changes are

avoi ded whenever possible and backward conpatibility is paranount.

Space exploration is nore than ever carried by multiple stakehol ders.
A mxture of assets operated by government, commercial, and academ c/
research organi zations fromnultiple nations are deployed. They wll
operate |largely independently, but collaboration over tine is
expected to neet shared science goals, joint exploration mssions,
and nission cross-support needs (e.g. in contingency and energency
cases).
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While Iinks can be noisy due to weak signals, interference, etc.,
often packet delivery is actually virtually error-free due to the
strong coding available within the link layer. Delivery is generally
in-order. Queuing in nodens, gateways, and other systens nmay be
significant in conparison to typical terrestrial device queues. In
some planetary proximty regimes, CCSDS COP-1 or COP-P link |ayer
retransm ssions nmay be performed, further inproving reliability at
the I P layer (at sone expense to delays). Packet |osses m ght be
nmore conmon in sone specific cases of either very low |link margins or
aggressi ve Adaptive Codi ng and Modul ati on (ACM, even though they

m ght generally be avoi ded through physical |ink engineering and
contact planning. See Section 4.2 for requirenents related to tiners
used for | oss detection

2. 2. Mbon

There are currently very few orbiters around Moon but there are plans
to establish nultiple constellations of themto be used as

communi cation relays. As few as 5 cooperating orbiters at the right
orbits is sufficient to provide full coverage [ioagnoon], and smaller
sets of orbiters can be targeted to provide full coverage of specific
limted regions such as the far side or the polar regions
[intonstellation]. Until full coverage is acconplished,

i nterruptions of comunications are expected. Wile Earth ground
stations are able to directly cover assets on the near side of Moon,
use of relays may still be desirable to inprove power usage, data
capacity, and spectrum efficiency.

D fferent types of networking nodes are expected on the |unar
surface, with a wide range of capabilities, fromthose that have very
limted functionality (sinmilar to |oT devices on Earth), up to nore
hi ghl y- capabl e i nfrastructure hub nodes that provide access for other
surface users (e.g. in a habitat or |ander), and in-between cases
such as crewed or uncrewed rovers that nmay have conbi nations of
direct-to-Earth, with proximty orbiters, or via |local wreless LAN
or cellular capabilities.

The LunaNet Interoperability Specification (LNIS) [Inis] is a
framework including | P networking support for lunar service providers
and users to acheive interoperability.

For human / crewed operations, nearly continuous coverage and data
flows night be expected. However, for other types of network users
(such as science mssions), only limted communi cati on opportunities
may be avail abl e.
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Sone nodes (such as those supporting human m ssi ons) may have

mul ti pl e/ redundant |inks avail abl e simultaneously, but this should
not be expected in general, and even then it is likely to be nore for
failover use than for nmultipath network transport.

Data |ink operation is schedul ed i n advance through coordi nation

bet ween the end-user mission operations centers and LNSPs. The tine
wi ndows for operation and data rates are well-known in advance
(typically days or nore). Successful |ink operation generally
requires both directional pointing/tracking (with know edge of
vehicle | ocations and notion) of antenna systens, as well as pre-
configuration of nodem/ signal processing and gateway systemns that
require prior coordination on many paraneters. Ad hoc or random
access may be available at sonme later point, but is likely to be rare
for at least proximty and direct-with-Earth |inks.

Near or on the surface, it is currently expected that the nobile
spacecraft such as rovers or humans will be noving slowy conpared to
fast-noving vehicules on terrestrial networks where specific

requi renents are needed for handover.

Wil e interoperability and cross support are frequently expected,
there is no assunption in-general that different parties can sinply
connect at the link |ayer or trade packets at the network | ayer
(either directly or through internediaries). Network routing and
interconnection is likely to be closely coordinated and limted by
policies established jointly between cooperating organizations. It
is not likely to be directly like the Internet, with BG, DNS, etc.
generally avail abl e to support interdomain operations.

One-way delay fromEarth to Moon is around 1.3 seconds.

Capacity is expected to eventually be in the range of hundreds of
Mops over radio |inks and Gbhps via optical |inks between Earth and
Moon assets [ioagnoon].

2. 3. Mar s

There are currently sone orbiters around Mars, of which 4 are
actively in use as relays, and 2 active rovers. Miltiple mssions
are planned[ioagmars] in the coming years. Conmunications are from
ground stations on Earth, such as the DSN, to Mars orbiters acting as
layer0-1 relays to surface assets such as rovers, and reverse. The
rel ays do not have notion of frames, and only forward bits at
different frequencies for each segnent, a mechani sm naned "bag of
bits"[ioagmars]. These orbiters can do as "bent-pi pe" when the two
segnents are active, or by storing the bits as "store-and-forward"
until the next segment becones available. Since the current set of
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orbiters do not provide full coverage of Mars, the communi cation

wi ndows are cal cul ated and pl anned between Earth and each orbiter,
and between each orbiter and each surface asset. Currently, only one
rover can use a relay link at any given tine. The MaRCS

proj ect[ maros] sponsored by the Jet Propul sion Laboratory acts as a
broker to enable nissions to enter data about the communi cations
capabilities such as frequenci es, bandw dth, w ndow of comunication
time, ... so that rover missions can schedul e the avail able

communi cati ons wi ndows for transmtting and receiving. Mst orbiters
are used and scheduled in MAROS. One of the Mars orbiters is Mrs
Reconnai ssance Orbiter(MRO[mro]. It was |aunched in 2005 and has a
singl e 40Whz processor but over 100G of solid state nmenory. MRCS
experience over years shows that the current bottleneck is not the
tenmporary storage of the relays but the bandwi dth from Mars surface
assets to Mars orbiter relays. As denonstrated by a

st udy[ mar scommst udy] on Mars communi cation wi ndows, the comruni cation
wi ndows seemto happen at a constant frequency, but the reality shows
that the tinming is pretty variable, which neans a very |arge range of
resulting round-trip tine (RTT) for comruni cations fromEarth to Mars
and back. For exanple, within 3 months in 2024, the calculated RTT
of the various conbinations of orbiters and rovers varied from 30

m nutes to 170 hours.

Surface assets are commuanded directly fromEarth but at a very | ow
rate. The traffic fromthe assets to Earth goes through rel ays.

It is expected that future constellations of Mars orbiters acting as
relays will also have optical inter-satellite |inks[ioagmars]. The
current orbiters were put in various orbits for the purpose of

sci ence, and usually have a small nunber of short relay opportunities
per day. However, dedicated relay orbiters could be put at mnuch

hi gher altitudes to provide much better coverage.

About every two years, a solar conjunction happens for a period of
around 2 weeks, where the Sun is between Earth and Mars, therefore
causing the interruption of conmunications between Earth and Mars.

One-way delay fromEarth to Mars is from4 to 24 ninutes, depending
on the actual relative distance between them

It is envisioned that optical |inks between Earth and Mars may
del i ver hundreds of Mops[ioagmars].
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2.4. Lagrange Points

Sun- Earth and Earth- Moon Lagrange points, such as Earth-Mon (EM) -
1,2,4,5 and Earth-Sun (ESL)-1,2, are popular for science mssion
obj ectives and al so being considered for conmunication rel ays and
therefore potential network forwarders.

Sets of cooperating spacecraft may al so be used to increase data
return and streamline operations for science mssions co-located at
Lagrange points, by networking locally and sharing a conmon DWE
“trunk Iink".

2.5. Cruising Spacecraft

Spacecraft that are cruising towards a deep space destination are
assuned to generally be reached via direct point-to-point |inks from
Earth using CCSDS |ink-Iayers.

2.6. Spacecraft Onboard

Modern spacecraft generally contain nultiple conputers typically
linked with wired realtinme buses or |inks such as CAN, SpaceWre, RS-
422, and others, but also increasingly using Ethernet or Tine-
Triggered Ethernet [tte] (TTE), with IP as the networking |ayer.
Especially in conpl ex human-crewed vehicles, WFi is becom ng

i mportant, and has been used extensively in the International Space
Station and pl anned for the Lunar Gateway.

I P networ ki ng onboard a spacecraft (or within a habitat) can support
applications within the | ocal network, w thout experiencing nost of
the typical space comunications chal |l enges described prior

Consi derations need to be made, however, in order to make sure these
applications do not rely on typical wder infrastructure (e.g. DNS
NTP, etc.) that may not be externally avail able in space.
Additionally, sone nodes on the network nay be nobil e/dynam ¢, such
as astronaut suits and personal electronics, rovers, etc.

3. Use Cases

Multiple countries are devel oping systens ained for a sustained | unar
presence conbi ning crewed and robotic m ssions. The technol ogies
devel oped for lunar use are intended to be applied later for Mars as
wel |, and might equally apply for missions to asteroids and ot her
deep space bodies. |P has been included in the stack for the
International Deep Space Interoperability Standards [idsis], and the
LunaNet Interoperability Specification [Inis]. There is a genera
intention to extend and reuse systens devel oped for |unar use to

| ater Mars use.
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Separ at e space agencies and private conpani es are depl oying | unar
space stations, orbiters, |anders, rovers, habitats, crewed m ssion
el ements, and other assets. Due to pervasive use and support of IP
in nodern conputing systens, it is used onboard many space systens
al ready, and between co-located systens (e.g. onboard ISS), and

pl anned to be needed for networking on the Lunar Gateway, in Lunar
3CPP surface networks, and in Lunar habitat LAN and W.AN net wor ks.

As nore-and-nore | P-enabl ed assets becone deployed in lunar vicinity,
it wll increasingly create opportunities to interconnect them In
fact, internetworking of lunar (and future Mars) systens is becomn ng
essential, as plans call explicitly for cooperation between m ssion
el ement s and communi cati ons/ navi gati on system assets operated by

di fferent space agencies and/or private conpanies acting as service
provi ders.

There are expected to be several different interoperabl e LNSPs
offering a variety of relay and/or DWE services, to provide w de
coverage and cross-support opportunities. As nore significant
nunbers of missions target Mars and other bodies, the sanme concepts
shoul d apply.

It may be expected that planetary |IP networks should over tine becone
united into | arger aggregates, and even into a single interoperable
network (as intended within the LunaNet conception).

It is expected that surface assets (for Mwon, Mars, asteroids, etc.)
will comunicate with other surface assets on the sanme body through
typical Earth-based wreless technol ogies such as WFi or 4G 53 6G

or via a orbiting rel ays.

Regardi ng applications, the following is an inconplete |ist:

* Tel econmand: Commandi ng can take different forns, either
i ndi vi dual commands or batching commands together. |ndividua
commands sent to a mission/spacecraft fromEarth are typically
small (may fit within a single packet in nmany cases), and should
typically be received reliably and in-order to be processed.
Conmands wi th dependencies or other rel ations nmay be grouped
together for transmi ssion and to hel p assure coherent execution
rather than sent individually. This can resenble small file
transfer, for instance. Commands nay be tinme-sensitive, or have
an "expiration date" after which they are not useful to store/
carry in the network. Required data rates may typically be in
kbps and bursty.
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* Telemetry: Spacecraft streamtelenmetry data (periodically measured
onboard status, nmetrics, etc.) to Earth for nonitoring and ot her
purposes. Timely delivery is useful, but storage in the network
is fine, if needed. Required data rates nay be approaching the
Mops range, and often a constant/steady streamof data is
pr oduced.

* (On-denmand/real -time medi a(audi o, video, ...): when a active path
fromthe asset to Earth, the asset sends a media feed. The delay
is only the propagation del ay.

* Delayed nmedia: the asset sends the nedia, but it is expected that
there is no active path fromthe asset to Earth, so data may be
tenmporarily stored in the network.

* Enmergency and Search and Rescue (SAR) nessagi ng: sent from an
asset to one or many other assets (e.g. via broadcast or
mul ticast) that support energency operations. Since crew or
m ssion safety may be at risk, this traffic should be prioritized
over nost other types of packets when encountering queuing or
storage within the network. Timely delivery is necessary, but it
shoul d al so be delivered reliably.

* Science data: Typically science data nay take the form of |arge
bulk file transfers unicasted froma spacecraft to Earth. In many
cases, storage and | arge delays in delivery can be tol erated.

File transfer applications such as CCSDS File Delivery Protoco
(CFDP) [ CCSDS_CFDP] are typically used, that might be configured to
either operate unidirectionally or nmay provide reliability through
retransm ssions, and require at |least small anount of feedback
Sone science applications may al so use nessaging patterns to

col | aborate between different types of instrunents in order to
draw attention to events (e.g. gamma ray bursts, etc.) and bring
different types of instrunents to bear. These nessages nay need
to be quickly delivered and/or nulticasted.

* Messagi ng: Many different types of machi ne-to-nmachi ne nmessagi ng
need to be supported, including for uses such as (1) providing PNT
dat a/ measurenents to feed positioning, orbit determnation, and
time transfer or clock calibration, (2) providing space weather
alerts, (3) providing advisory or other network information (e.qg.
al manac data such as epheneris data for relay and ot her network
el ements, schedul ed future contacts, or other service nmanagenent
rel ated messaging). Messages are generally small (though may vary
dependi ng on type) and m ght be unicast, broadcast, or mnulticast.
In cases where they are advisory, for instance, they may not need
reliable transport, though often it will be inportant to provide
tinmely transm ssion.
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*  Network and Asset nmnagenent: sending requests and getting answers
fromassets about their overall status, status of their
components, energy |levels, storage capacities, etc.

4. Requirenents
4.1. Store-and-Forward

Until full coverage by orbiter constellations is achieved around a
celestial body, the orbiters and other assets that are facing
intermttent conmunications should provide store-and-forward
capability. These can be inplenented at - layer-1, like the current
Mars orbiters, where frames are not seen ("bag of bits"), at layer-2
doing frane storage or at |ayer-3 doing packet storage. Storage

hi gher in the stack enabl es nore versatile, agile and policy-based
routing. A key factor for designing the store and forward capability
of an orbiter is its storage capacity.

Surface assets that are facing internittent conmunications al so need
the store-and-forward capability.

Mechani sns shoul d be defined to avoid as nmuch as possi bl e storage
full events on a relay. This may include sone in-advance signaling
to the network about future full storage event, so that the network
and/ or the source can throttle down or reroute packets to avoid that
event .

In the event of full storage, a policy should be determ ned on which
packets shoul d be dropped, such as the | ast one in the queue, the
first one in the queue, ones based on policies related to packet or
transport fields |ike source or destination addresses, traffic
classes, flowids, etc. , simlar to queue managenment used in
terrestrial networks. These policies are inportant for
differentiated trafic such as Energency and Search and Rescue.

Even if cal cul ati ons can be done based on known orbital dynam cs,
events happen that result in missed conmunication wi ndows. For
exanpl e, sone comuni cati on wi ndows were not used on Mars because a
rover may be still charging and therefore does not have enough energy
to perform comruni cations. Random events can al so happen because of
space weat her. Therefore, while the wi ndow of comms can be

cal cul ated and used, the system should be able to cope with random

I ong interruption events.

Proper guards shoul d be designed to avoi d denial -of -service attacks
by filling storage in the network.
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4.2. Time

Timers are used in transport protocols, application protocols and
applications thensel ves for various purposes, such as detecting/
presum ng packet loss or data lifetime. Tiners should be therefore
adj usted and configured based on the expected travel tinme and RTT
fromthe source to destination. G ven variations and possible
dynani ¢ changes in the network that can cause nuch | onger | atency,
appropri ate saf eguards should be put for tiner val ues.

There are two nmain chall enges that deep space networks pose for use
of timers in loss detection. First, for cases like Mars, the tine
needed to infer a | oss and request retransmi ssion is nmuch | onger than
what protocols are designed for in the Internet, and can be so | ong
as to preclude retransm ssion within the sane contact w ndow.

Second, for cases where the timng can vary w dely, finding
appropriate tineout values and adjusting themautomatically rmay be a
challenge. Mtigating the |ong propagation delays could be
approached t hrough various techni ques such as higher-1level erasure
coding (e.g. in application or transport protocols), nore aggressive
retransm ssion policies, or other methods. Mtigating varying del ays
can be approached through the use of planning/orchestration systens
to provide guidance on proper val ues over tinme, or other nethods.

Lifetime is also attached to sone data, such as content, security
keys, certificates, tokens, session keys and nam ng records.
Simlarly, the lifetime should be adjusted and confi gured based on
the characteristics of the applications and expected travel tine and
RTT.

Current Internet protocols and applications typically use UTC as
their tine reference. There are currently work to define Lunar
Standard Tinme, also called Coordinated Lunar Time and Mars Standard
Time [lunartine]. Depending on the application and use case, it my
be necessary to adapt the protocol or the application to use another
time reference.

4. 3. Locati on

Sone | ETF protocols such as [ RFC5870] [ RFC8805] use a Earth coordinate
system such as [WGS84] or address-based reference[ RFC8805] for
encodi ng | ocation. Deep space uses various coordi nate systems such
as celestial body references[ SANACel esti al BodyRef erence] or orbit-
relative references[ SANAObi t Rel ati veReference]. Therefore, |ETF
protocols carrying location information may need to be updated to

al so support space coordi nate reference systens. An exanple of such
space coordinate reference systemaddition for |ETF protocols is in

[ RFC9179] .
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4.4. Signaling and Exchanges

G ven the large | atency of space communi cations, nultiple steps of
exchanges or handshakes may still work but are far fromoptiml and
may never converge. Therefore, applications and protocols should be
adapted to minimze the nunber of exchanges.

Simlarly, applications, protocols or networking stack that depend on
signaling back to the source or to somewhere in the path may arrive

too late for any useful ness, because of the latency. Therefore, any
signaling should be carefully designed based on the expected | atency.

4.5. Bandwi dth

G ven that space comunications will always have nuch | ower bandwi dth
than what is possible in shorter distances such as on Earth,
optinmization of the bandwi dth usage is inportant. This can be

i npl emrented at nmany levels in the networking stack, starting from
layer-2 to | P header conpression to transport and application data
comnpr essi on.

4.6. Transport

Since IP (and UDP) does not provide reliable transport services, such
as loss, duplicates and reordered recovery, a reliable transport
shoul d be used and configured properly for space del ays and
intermttence for applications and protocols requiring it.

Congestion control algorithms may decl are congestion based on
heuristics such as when delays are increasing. |n that case, sources
pace down to decrease their usage of the bandwi dth. However, given
that forwarders in space apply the store-and-forward techni que when
link intermttence happen, the congestion seen by the source is not
actual |y congestion in the typical Internet sense, but deep buffer
usage in forwarders, as a nornal and expected operation. Therefore,
congestion control should be adapted or not used because of
intermttence. At least early on, while the networks are small
scal e, coordinated resource planning and managenent may be performed
to avoid creating congestion

4.7. Addressing and Routing
To minimze routing and forwardi ng tables, optinmal address

aggregation is preferred, and it starts with proper allocation of
addr esses.
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The network in deep space, not including the surface networks on
celestial bodies, will grow at a small pace, which does not warrant
compl ex routing schemes. However, over tinme, the network will become
sufficiently conplex not only because of the nunber of forwarders but
al so because of the intrinsic intermttent and del ay comunication
patterns, which may warrant nore conplex routing solutions and
orchestrati on.

4.8. Recovery on Reboot

On a well-connected and | ow del ay network such as Internet, an
unexpect ed reboot of an internedi ate node or a endpoint is recovered
relatively fast: adjacency can be restored with nei ghbors for

i nt ermedi at e nodes, and endpoints can resume or restart their
connections with their peers within short time. On the contrary,
given the intermttence and | ong del ays in deep space, this fast
recovery is unlikely.

For intermedi ate nodes, storing in permanent nenory the contact
schedul e or the expected next opportunities for neighbors may hel p
faster recovery.

For endpoints, applications may keep a state context in permanent
menory, either at the application layer or at the transport |ayer or
bot h.

4.9. Energy

El ectrical power and energy are constrained in systens operating in
deep space conpared to the terrestrial Internet, although with
increasing growh of the Internet of Things (l10T) on Earth, simlar
constraints are also present in many terrestrial systens.

Since there are a variety of different types and sizes of deep space
expl oration hardware systens, there are different options to generate
power including solar panels or radi oi sotope thernoel ectric
generators (RTGs). Operating off of batteries is comon, since
sufficient power is not always able to be generated. |In any case,
the available power is limted and when transnmtting, a substantial
anmount mnust go to operating anplifiers and other conmunications
system hardware. Transmissions nmay be linmted to specific tines in
order to conserve power and budget it during times when nore is not
avail abl e to generate (e.g. when operating in lunar "night" on a part
of the moon not exposed to sunlight). Some |inks and physical |ayer
prot ocol s operate synchronously and transmt continuously when active
(e.g. using idle franes), while others transmt only data franmes and
use "Barker codes" or other burst transm ssion synchronization

met hods.

Bl anchet, et al. Expires 25 July 2026 [ Page 16]



I nternet-Draft I P in Deep Space January 2026

7

7

The inplications of this are that there are a variety of different
nmodes that networking nodes nay be in at any tinme, and sone coul d
mani f est as tenporary "di sconnections”, even if there is antenna

visibility and connectivity woul d ot herwi se have been schedul abl e.

Security Considerations

The CCSDS has created a reference docunent covering general security
threats agai nst space mssions, as well as classes of mtigations

[ CCSDS- Threats]. This is a useful high-level reference, though it
does not go into depth on networking protocols.

Security protocols and nitigations are nost often based on time, such
as keys and certificate lifetines, tokens lifetine, firewall opened
ports time w ndows, etc. Keys and certificates have also a lifecycle
where they should be renewed.

G ven the delays to act, for exanple fromEarth to a celestial body,
notifications of security issues and mitigation actions will be

del ayed, which may increase the inpact of security issues such as
deni al of service attacks.

Security validation, such as certificate validation, based on on-line
i medi ate queries to validation databases, such as done with OCSP

[ RFC6960], or with a certificate chain will likely take too long if
the validation database is far fromthe validation querier.

Techni ques such as preenptive caching of validation chain and certs
shoul d be investigated.

Certificate lifecycle should be well planned to take into account
del ays and intermttence, so that for exanple certificate renewal s
are done sufficiently in advance.

Devi ces operating in deep space often have limted conputational and
menory resources. Key agreenent - especially key updates - should be
efficient and scalable. Gven the potential lifetime of space
systens and risk of quantum conputing to cryptography, this includes
requirenents for efficiency and scalability in use of post quantum

crypt ogr aphy.
I ANA Consi derati ons

There are no actions for ANA in this docunent.
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