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Abst ract

Thi s docunent specifies a protocol that installs, updates, and
del etes Trusted Conponents in a device with a Trusted Execution
Environment (TEE). This specification defines an interoperable
protocol for managing the lifecycle of Trusted Conponents.
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Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

The Trusted Execution Environment (TEE) concept has been designed to
separate a regul ar operating system also referred as a Rich
Executi on Environment (REE), from security-sensitive applications.

In a TEE ecosystem device vendors nay use different operating
systens in the REE and may use different types of TEEs. Wen Trusted
Conponent Devel opers or Device Adm nistrators use Trusted Application
Managers (TAMs) to install, update, and delete Trusted Applications
and t heir dependencies on a wi de range of devices with potentially
different TEEs then an interoperability need arises.

Thi s docunent specifies the protocol for conmunicating between a TAM
and a TEEP Agent.

The Trusted Execution Environment Provisioning (TEEP) architecture
docunent [ RFC9397] provi des design guidance and introduces the
necessary term nol ogy.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s specification re-uses the term nol ogy defined in [ RFC9397].

As expl ained in Section 4.4 of that docunent, the TEEP protoco

treats each Trusted Application (TA), any dependenci es the TA has,
and personalization data as separate conponents that are expressed in
SU T mani fests, and a SU T mani fest might contain or reference
multiple binaries (see [I-D.ietf-suit-manifest] for nore details).

As such, the term Trusted Conponent (TC) in this docunent refers to a
set of binaries expressed in a SUT manifest, to be installed in a
TEE. Note that a Trusted Component may include one or nore TAs and/
or configuration data and keys needed by a TA to operate correctly.

Each Trusted Conponent is uniquely identified by a SU T Conponent
Identifier (see [I-D.ietf-suit-manifest] Section 8.7.2.2).

Attestation related terns, such as Evidence and Attestati on Results,
are as defined in [ RFC9334].
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3. Message Overview

The TEEP protocol consists of nessages exchanged between a TAM and a
TEEP Agent. The nessages are encoded in CBOR and designed to provide
end-to-end security. TEEP protocol nessages are signed by the
endpoints, i.e., the TAM and the TEEP Agent, but Trusted Applications
may al so be encrypted and signed by a Trusted Conponent Devel oper or
Devi ce Administrator. The TEEP protocol not only uses CBOR but al so
the respective security wapper, nanely COSE [ RFC9052]. Furthernore,
for software updates the SU T mani fest fornmat

[I-Dietf-suit-manifest] is used, and for attestation the Entity
Attestation Token (EAT) [I-D.ietf-rats-eat] format is supported

al though other attestation formats are also pernitted.

Thi s specification defines five nessages: QueryRequest,
QueryResponse, Update, Success, and Error

A TAM queries a device's current state with a QueryRequest nessage

A TEEP Agent will, after authenticating and authorizing the request,
report attestation information, list all Trusted Conponents, and
provi de i nformati on about supported algorithnms and extensions in a
QueryResponse nessage. An error nessage is returned if the request
could not be processed. A TAMw || process the QueryResponse nessage
and determ ne whether to initiate subsequent nessage exchanges to

install, update, or delete Trusted Applications.
R + S +
| TAM | | TEEP Agent |
Fom ek + Fom e o - +
QueryRequest ------- >
Quer yResponse
<--m---- or
Error

Wth the Update nessage a TAM can instruct a TEEP Agent to instal
and/ or delete one or nore Trusted Conponents. The TEEP Agent will
process the nessage, determ ne whether the TAMis authorized and
whet her the Trusted Conponent has been signed by an authorized
Trust ed Component Signer. A Success nessage i s returned when the
operation has been conpl eted successfully, or an Error nessage

ot herw se.
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. + - +
| TAM | | TEEP Agent |
R + S +
Update ---->
Success
<---- or
Error

4. Detailed Messages Specification

TEEP nmessages are protected by the COSE Signl or COSE Sign structure
as described in Section 8.1. The TEEP protocol nessages are
described in CDDL format [ RFC8610] bel ow.

t eep- message = $teep-nessage-type .w thin teep-nmessage-franework

t eep- message-franmework = [
type: $teep-type / $teep-type-extension,
options: { * teep-option },
* any; further elenents, e.g., for data-itemrequested

]
teep-option = (uint => any)

; nmessages defined bel ow

$t eep- message-type /= query-request
$t eep- message-type /= query-response
$t eep- message-type /= update

$t eep- message-type /= teep-success
$t eep- message-type /= teep-error

; nessage type nunbers, in one byte which could take a nunber fromO to 23
$teep-type = (0..23)

TEEP- TYPE- query-request = 1

TEEP- TYPE- query-response = 2

TEEP- TYPE- update = 3
TEEP- TYPE- t eep- success
TEEP- TYPE-t eep-error =

=5
6
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4. 1.

4. 1.

1.

Creating and Validating TEEP Messages

Creating a TEEP nessage

To create a TEEP nessage, the foll owi ng steps are perforned.

1.

4. 1.

2.

Create a TEEP nessage according to the description bel ow and
populate it with the respective content. TEEP nmessages sent by
TAMs (QueryRequest and Update) can include a "token". The TAM
can decide, in any inplenentation-specific way, whether to
include a token in a nmessage. The first usage of a token
generated by a TAM MUST be randomy created. Subsequent token
val ues MJST be different for each subsequent nessage created by a
TAM

Create a COSE Header containing the desired set of Header
Paraneters. The COSE Header MJST be valid per the [ RFC9052]
speci fication.

Create a COSE_Signl or COSE _Sign object using the TEEP nessage as
the COSE_Signl or COSE_Sign Payload; all steps specified in

[ RFC9052] for creating a COSE_Signl or COSE Sign object MIST be
fol | owed.

Val idating a TEEP Message

VWhen a TEEP nmessage is received (see the ProcessTeepMessage
conceptual APl defined in Section 6.2.1 of [RFC9397]), the follow ng
validation steps are performed. |f any of the listed steps fail,
then the TEEP nessage MJST be rejected.

1.

2.

Verify that the received nessage is a valid CBOR object.

Verify that the nessage contains a COSE Signl or COSE Sign
structure.

Verify that the resulting COSE Header includes only paraneters
and val ues whose syntax and semantics are both understood and
supported or that are specified as being ignored when not
under st ood.

Fol |l ow the steps specified in Section 4 of [RFCI052] ("Signing
Obj ects") for validating a COSE_Signl or COSE _Sign object. The
COSE_Signl or COSE_Sign payload is the content of the TEEP
nmessage.

Verify that the TEEP nessage is a valid CBOR nmap and verify the
fields of the TEEP nessage according to this specification.
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4.2. (QueryRequest Message
A QueryRequest nessage is used by the TAMto learn information from
the TEEP Agent, such as the features supported by the TEEP Agent,
i ncludi ng ci pher suites and protocol versions. Additionally, the TAM
can selectively request data itens fromthe TEEP Agent by using the
data-itemrequested paraneter. Currently, the follow ng features are
support ed:
* Request for attestation information of the TEEP Agent,
* Listing supported extensions,
* Querying installed Trusted Conponents, and
* Request for logging information in SU T Reports.
Li ke other TEEP nmessages, the QueryRequest nessage is signhed, and the

rel evant CDDL sni ppet is shown below The conplete CDDL structure is
shown in Appendix C
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query-request = |

]

type: TEEP- TYPE- query-request,

options: {

token => bstr .size (8..64),
support ed- f reshness- mechani sms => [ + $freshness-mechani sm],
chal l enge => bstr .size (8..512),
versions => [ + version ],
attestation-payl oad-format => text,
attestation-payl oad => bstr,
suit-reports => [ + bstr ],
$$query-request - ext ensi ons,

$$t eep- opt i on- ext ensi ons

R TS BTG TS JEDS JETS JETS JETS |

} i)

supported-teep-cipher-suites: [ + $teep-cipher-suite ],
supported-suit-cose-profiles: [ + $suit-cose-profile ],
data-itemrequested: uint .bits data-itemrequested

version = uint .size 4
ext-info = uint .size 4

3

data itenms as bitnaps

data-itemrequested = &

)

attestation: O,

trust ed- conmponents: 1,
ext ensi ons: 2,
suit-reports: 3,

The nmessage has the followi ng fields:

type

The value of (1) corresponds to a QueryRequest nessage sent from
the TAMto the TEEP Agent.

t oken

The value in the token paraneter is used to match responses to
requests, such as to | ook up any inplenentation-specific state it
m ght have saved about that request, or to ignore responses to

ol der QueryRequest nessages before sone configuration changes were
made that affected their content. This is particularly usefu
when a TAMissues nmultiple concurrent requests to a TEEP Agent.
The token MJST be present if and only if the attestation bit is
clear in the data-itemrequested value. Wen the attestation bit
is clear then a challenge will be included, which offers replay
protection capabilities. The size of the token is at least 8
bytes (64 bits) and maxi num of 64 bytes. The first usage of a
token generated by a TAM MJUST be randomly created. Subsequent
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token values MUST be different for each request message to

di stinguish the correct response fromnultiple requests. The
token val ue MUST NOT be used for other purposes, such as a TAMto
identify the devices and/or a device to identify TAMs or Trusted
Conponents. The TAM SHOULD set an expiration tinme for each token
and MJST ignore any nmessages with expired tokens. The TAM MJST
expire the token value after receiving the first response

contai ning the token value and i gnore any subsequent nessages that
have the same token val ue.

supported-teep-ci pher-suites
The supported-teep-cipher-suites paraneter lists the TEEP ci pher
suites supported by the TAM Details about the cipher suite
encodi ng can be found in Section 8.1

supported-suit-cose-profiles
The supported-suit-cose-profiles paraneter lists the SUT profiles
supported by the TAM for parsing SU T Reports. Details about the
ci pher suite encoding can be found in Section 8.2.

data-itemrequested
The data-itemrequested paraneter indicates what information the
TAM requests fromthe TEEP Agent in the form of a bitnap.

attestation (1) Wth this value the TAM requests the TEEP Agent
to return an attestati on payl oad, whether Evidence (e.g., an
EAT) or an Attestation Result, in the response.

trust ed-conponents (2) Wth this value the TAM queries the TEEP
Agent for all installed Trusted Components.

extensions (4) Wth this value the TAM queri es the TEEP Agent for
supported capabilities and extensions, which allows a TAMto
di scover the capabilities of a TEEP Agent inplenentation

suit-reports (8 Wth this value the TAM requests the TEEP Agent
to return SUT Reports in the response.

Furt her values may be added in the future.

support ed-freshness- nmechani sns
The supported-freshness-nmechani sns parameter lists the freshness
mechani sm(s) supported by the TAM Details about the encoding can
be found in Section 9. |If this paraneter is absent, it neans only
the nonce nmechanismis supported. It MJST be absent if the
attestation bit is clear.

chal | enge
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The challenge field is an optional paraneter used for ensuring the
freshness of attestation Evidence returned with a QueryResponse
message. It MJST be absent if the attestation bit is clear or the
Passport nodel is used. When a challenge is provided in the
QueryRequest and Evidence in the formof an EAT is returned with a
QueryResponse nessage then the challenge contained in the
QueryRequest MJST be used to generate the EAT, by copying the
chal l enge into the eat_nonce claim (Section 4.1 of Section 5) if
the nonce-based freshness nechanismis used for attestation

Evi dence. For nore details about freshness of Evidence see
Section 9.

If any format other than EAT is used, it is up to that format to
define the use of the challenge field.

ver si ons
The versions paraneter enunerates the TEEP protocol version(s)
supported by the TAM A value of O refers to the current version
of the TEEP protocol. |If this field is not present, it is to be
treated the same as if it contained only version O.

attestation-payl oad-f or mat
The attestation-payl oad-fornmat paraneter indicates the | ANA Medi a
Type of the attestation-payl oad paranmeter, where nedia type
paraneters are pernitted after the nmedia type. For protoco
version 0, the absence of this paranmeter indicates that the fornmat
is "application/eat+cwt; eat_profile=urn:ietf:rfc:rfcXXXX" (see
[I-D.ietf-rats-eat-nmedi a-type] for further discussion). (RFC
editor: upon RFC publication, replace XXXX above with the RFC
nunber of this docunent.) It MJIST be present if the attestation-
payl oad paraneter is present and the format is not an EAT in CWM
format with the profile defined belowin Section 5

attestation-payl oad
The attestation-payl oad paraneter contains Evidence or an
Attestation Result for the TEEP Agent to use to perform
attestation of the TAM |If the attestation-payl oad-format
paraneter is absent, the attestation payload contained in this
paraneter MJST be an Entity Attestation Token follow ng the
encoding defined in [I-D.ietf-rats-eat]. See Section 4.3.1 for
further discussion.

suit-reports

If present, the suit-reports paranmeter contains a set of "boot"
(including starting an executable in an OS context) tine SUT
Reports of the TAM as defined by SU T Report in Section 4 of
[I-Dietf-suit-report], encoded using COSE as discussed in

Section 8.2. SUT Reports can be useful in QueryRequest nessages
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to pass additional information about the TAMto the TEEP Agent
wi t hout depending on a Verifier including the relevant informtion
inthe TAMs Attestation Results

Quer yResponse Message

The QueryResponse nessage is the successful response by the TEEP
Agent after receiving a QueryRequest nessage. As discussed in
Section 7.2, it can also be sent unsolicited if the contents of the
QueryRequest are already known and do not vary per nessage.

Li ke other TEEP nessages, the QueryResponse nessage is signed, and
the rel evant CDDL snippet is shown below. The conplete CDDL
structure is shown in Appendix C

query-response = |

type: TEEP-TYPE- query-response,

options: {

? token => bstr .size (8..64),

sel ect ed-versi on => version,
attestation-payl oad-format => text,
attestation-payl oad => bstr,
suit-reports => [ + bstr ],
tc-list => [ + systemproperty-clains |,
requested-tc-list =>] + requested-tc-info ],
unneeded-mani fest-list => [ + SU T_Conponent ldentifier ],
ext-list =>[ + ext-info ],
$$query-response- ext ensi ons,
$$t eep- opt i on- ext ensi ons

bR TS BTG JETS JEDS JENG JETS JETS IS |

}
]

requested-tc-info = {
conmponent-id => SU T_Conponent |dentifier,
? tc-mani f est-sequence-nunber => uint .size 8,
? have-binary => boo

}

The QueryResponse nmessage has the follow ng fields:

type
The val ue of (2) corresponds to a QueryResponse nessage sent from
the TEEP Agent to the TAM

t oken
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The value in the token paraneter is used to match responses to
requests. The value MJST correspond to the value received with
the QueryRequest message if one was present, and MJST be absent if
no token was present in the QueryRequest.

sel ect ed- versi on
The sel ected-version paranmeter indicates the TEEP protocol version
sel ected by the TEEP Agent. The absence of this paraneter
indicates the same as if it was present with a value of O.

attestation-payl oad-f or nmat
The attestation-payl oad-fornmat paraneter indicates the | ANA Media
Type of the attestation-payl oad paranmeter, where media type
paraneters are pernmitted after the media type. For protoco
version 0, the absence of this paranmeter indicates that the format
is "application/eat+cw; eat _profile=urn:ietf:rfc:rfcXXXX" (see
[I-Dietf-rats-eat-nedia-type] for further discussion). (RFC
editor: upon RFC publication, replace XXXX above with the RFC
nunber of this docunment.) It MJIST be present if the attestation-
payl oad paraneter is present and the format is not an EAT in CAM
format with the profile defined belowin Section 5

attestation-payl oad
The attestation-payl oad parameter contains Evidence or an
Attestation Result. This parameter MJST be present if the
QueryResponse is sent in response to a QueryRequest with the
attestation bit set. |If the attestation-payl oad-format paraneter
is absent, the attestation payload contained in this parameter
MUST be an Entity Attestation Token followi ng the encodi ng defined
in[l-Dietf-rats-eat]. See Section 4.3.1 for further discussion

suit-reports
If present, the suit-reports paraneter contains a set of "boot"
(including starting an executable in an OS context) tine SUT
Reports as defined by SU T Report in Section 4 of
[I-Dietf-suit-report], encoded using COSE as discussed in
Section 8.2. |If a token paranmeter was present in the QueryRequest
message the QueryResponse message is in response to, the suit-
report-nonce field MIST be present in the SU T Report with a val ue
mat chi ng the token paraneter in the QueryRequest nessage. SUT
Reports can be useful in QueryResponse nessages to pass
information to the TAM wi t hout depending on a Verifier including
the relevant information in Attestation Results.

tc-list
The tc-list paraneter enunerates the Trusted Conponents installed
on the device in the formof systemproperty-clains objects, as
defined in Section 4 of [I-D.ietf-suit-report]. The system
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property-clainms can be used to | earn device identifying
informati on and TEE identifying information for distinguishing
whi ch Trusted Conponents to install in the TEE. This paraneter
MUST be present if the QueryResponse is sent in response to a
QueryRequest with the trusted-conponents bit set.

requested-tc-1Ilist
The requested-tc-list paranmeter enunerates the Trusted Components
that are not currently installed in the TEE, but which are
requested to be installed, for exanple by an installer of an
Untrusted Application that has a TA as a dependency, or by a
Trusted Application that has another Trusted Conponent as a
dependency. Requested Trusted Conmponents are expressed in the
form of requested-tc-info objects. A TEEP Agent can get this
informati on fromthe Request TA conceptual APl defined in [ RFC9397]
section 6.2.1.

unneeded- mani fest - | i st
The unneeded-mani fest-1ist parameter enunerates the SU T manifests
whose conponents are currently installed in the TEE, but which are
no | onger needed by any other application. The TAM can use this
information in determ ning whether a SU T nmani fest can be
unl i nked. Each unneeded SU T manifest is identified by its SUT
Mani f est Conponent ID (note that this is the Conponent ID for the
mani fest itself, which is different fromthe Conponent ID of a
component installed by the manifest, see
[I-Dietf-suit-trust-domains] for nore discussion). A TEEP Agent
can get this information fromthe Unrequest TA conceptual API
defined in [ RFC9397] section 6.2.1

ext-1list
The ext-list paraneter lists the supported extensions. This
docunent does not define any extensions. This paraneter MJST be
present if the QueryResponse is sent in response to a QueryRequest
with the extensions bit set.

The requested-tc-info nessage has the followi ng fields:

component -i d
A SU T Conponent ldentifier.

t c- mani f est - sequence- nunber
The ni ni mum sui t - mani f est - sequence- nunmber value froma SU T
mani fest for the Trusted Conmponent. |f not present, indicates
that any sequence number w |l do.

have- bi nary
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If present with a value of true, indicates that the TEEP Agent
al ready has the Trusted Conponent binary and only needs an Update

message with a SU T nmanifest that authorizes installing it. If
have-bi nary is true, the tc-nmanifest-sequence-nunber field MJST be
present.

1. Evidence and Attestation Results

Section 7 of [RFC9397] lists information that nay appear in Evidence
dependi ng on the circunstance. However, the Evidence is opaque to
the TEEP protocol and there are no formal requirenents on the
contents of Evidence.

TAMs however consume Attestation Results and do need enough
information therein to nmake deci sions on how to renedi ate a TEE that
is out of conpliance, or update a TEE that is requesting an

aut hori zed change. To do so, the information in Section 7 of

[ RFC9397] is often required depending on the policy.

Attestation Results SHOULD use Entity Attestati on Tokens (EATs). Use
of any other format, such as a widely inplenented format for a
specific processor vendor, is permtted but increases the conplexity
of the TAM by requiring it to understand the format for each such
format rather than only the comon EAT format so is not recomended.

VWhen an EAT is used, the following clainms can be used to neet those
requi renents, whether these clains appear in Attestation Results, or
in Evidence for the Verifier to use when generating Attestation
Results of sone form
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| Requirenent | daim | Reference |
[} e —————— Ll pp—p——_————_ Ll —p—_———————————————(——————————r
| Freshness proof | nonce | Section 4.1 of [I-D.ietf-rats-eat] |
o e e e oo Fom e o m e e e e e e e e eeee e +
| Device uni que | ueid | Section 4.2.1 of |
| identifier | | [I-Dietf-rats-eat] |
o e e e e oo - N o e e e e e e e e e e e e e e e e e o +
| Vendor of the | oemd | Section 4.2.3 of |
| device | | [I-Dietf-rats-eat] |
o e e e oo Fom e o m e e e e e e e e eeee e +
| dass of the | hwnodel | Section 4.2.4 of |
| device | | [I-Dietf-rats-eat] |
o e e e e oo - N o e e e e e e e e e e e e e e e e e o +
| TEE hardware | hwersion | Section 4.2.5 of |
| type | | [I-Dietf-rats-eat] |
o e e e oo Fom e o m e e e e e e e e eeee e +
| TEE har dwar e | hwersion | Section 4.2.5 of |
| version | | [I-Dietf-rats-eat] |
o e e e e oo - N o e e e e e e e e e e e e e e e e e o +
| TEE firmare | manifests | Section 4.2.15 of |
| type | | [I-Dietf-rats-eat] |
o e e e oo Fom e o m e e e e e e e e eeee e +
| TEE firnmare | manifests | Section 4.2.15 of |
| version | | [I-Dietf-rats-eat] |
o e e e e oo - N o e e e e e e e e e e e e e e e e e o +
Table 1

The "mani fests" claim (see Section 4.2.15 of [I-D.ietf-rats-eat])
shoul d i nclude informati on about the TEEP Agent as well as any of its
dependenci es such as firmare.

4. 4. Update Message

The Update message is used by the TAMto install and/or delete one or
more Trusted Conponents via the TEEP Agent. It can also be used to
pass a successful Attestation Report back to the TEEP Agent when the
TAM is configured as an internediary between the TEEP Agent and a
Verifier, as shown in the figure bel ow, where the Attestation Result
passed back to the Attester can be used as a so-called "passport"”
(see section 5.1 of [RFC9334]) that can be presented to other Relying
Parti es.
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oo +
| Verifier |
T +
A | Attestation
Evi dence | % Resul t
o +
| TAM / |
| Relying Party |
T +
Quer yResponse * | Updat e
(Evi dence) | | (Attestation
| % Resul t)
oo + oo +
| TEEP Agent [------------ >| O her |
| / Attester | Attestation | Relying Party |
L + Resul t L +

Figure 1: Exanmple use of TEEP and attestation

Li ke other TEEP nessages, the Update nessage is signed, and the
rel evant CDDL snippet is shown below The conplete CDDL structure is
shown in Appendix C

update = |

type: TEEP- TYPE- updat e,

options: {

? token => bstr .size (8..64),

unneeded-mani fest-list => [ + SU T _Conponent ldentifier ],
mani fest-list => [ + bstr .cbor SU T _Envel ope ],
attestation-payl oad-format => text,
attestation-payl oad => bstr,
err-code => (0..23),
err-nsg => text .size (1..128),
$$updat e- ext ensi ons,
$$t eep- opt i on- ext ensi ons

bR TS JETG JETS JEDS JETG JETS )

}
]

The Update nessage has the follow ng fields:

type
The val ue of (3) corresponds to an Update nessage sent fromthe
TAMto the TEEP Agent. In case of successful processing, a
Success message is returned by the TEEP Agent. In case of an

error, an Error nmessage is returned. Note that the Update nessage
is used for initial Trusted Conponent installation as well as for
updat es and del et es.
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t oken
The value in the token field is used to match responses to
requests.

unneeded- mani f est - | i st
The unneeded-rmani fest-list paranmeter enunerates the SU T manifests
to be unlinked. Each unneeded SU T manifest is identified by its
SU T Mani fest Component ID. The SU T manifest processor MAY
execute uninstall section in the manifest. See Section 7 of
[I-D.ietf-suit-trust-domains] for nore information about the suit-
uni nstall Command Sequence.

mani f est-1i st
The manifest-list field is used to convey one or multiple SUT
mani fests to install. A manifest is a bundle of netadata about a
Trust ed Conponent, such as where to find the code, the devices to
which it applies, and cryptographic information protecting the
mani fest. The nanifest nmay al so convey personalization data.
Trust ed Conmponent binaries and personalization data can be signed
and encrypted by the same Trusted Component Signer. O her
combi nations are, however, possible as well. For exanple, it is
al so possible for the TAMto sign and encrypt the personalization
data and to |l et the Trusted Conponent Devel oper sign and/or
encrypt the Trusted Conponent binary.

attestation-payl oad-f or mat
The attestation-payl oad-format paraneter indicates the | ANA Medi a
Type of the attestation-payl oad paraneter, where nedia type
paraneters are pernmtted after the nedia type. The absence of
this parameter indicates that the fornmat is "application/eat+cw;
eat_profile=urn:ietf:rfc:rfcXXXX" (see
[I-Dietf-rats-eat-medi a-type] for further discussion). (RFC
edi tor: upon RFC publication, replace XXXX above with the RFC
nunber of this docunent.) It MJIST be present if the attestation-
payl oad paraneter is present and the format is not an EAT in CW
format with the profile defined bel owin Section 5.

attestation-payl oad
The attestation-payl oad parameter contains an Attestation Result.
This paraneter If the attestation-payl oad-format paraneter is
absent, the attestation payload contained in this parameter MJST
be an Entity Attestation Token follow ng the encoding defined in
[I-Dietf-rats-eat]. See Section 4.3.1 for further discussion

err-code
The err-code paraneter contains one of the error codes listed in
the Section 4.6, which describes the reasons for the error when
perform ng QueryResponse in the TAM
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err-nsg
The err-nmsg paranmeter is human-readabl e di agnostic text that MJST
be encoded using UTF-8 [ RFC3629] in Net-Unicode format [RFC5198]
with a maxi num of 128 byt es.

Note that an Update nmessage carrying one or nore SU T mani fests wll
i nherently involve nultiple signatures, one by the TAMin the TEEP
message and one froma Trusted Conponent Signer inside each manifest.
This is intentional as they are for different purposes.

The TAM is what authorizes apps to be installed, updated, and del eted
on a given TEE and so the TEEP signature is checked by the TEEP Agent
at protocol nessage processing tinme. (This same TEEP security
wrapper is also used on nessages |ike QueryRequest so that Agents
only send potentially sensitive data such as Evidence to trusted
TAMS. )

The Trusted Conponent signer on the other hand is what authorizes the
Trusted Component to actually run, so the manifest signature could be
checked at install time or load (or run) tine or both, and this
checking is done by the TEE i ndependent of whether TEEP is used or
sonme ot her update nechanism See section 5 of [RFC9397] for further
di scussi on.

The Update Message has a SU T_Envel ope containing SU T manifests.
Fol I owi ng are sone exanple scenarios using SUT manifests in the
Updat e Message.

4.4.1. Scenario 1: Having one SU T Manifest pointing to a URI of a
Trust ed Conponent Binary

In this scenario, a SUT Mnifest has a URl pointing to a Trusted
Conponent Bi nary.

A Trusted Conponent Devel oper creates a new Trusted Conponent Binary
and hosts it at a Trusted Conponent Developer’s URI. Then the
Trust ed Conmponent Devel oper generates an associated SU T mani f est
with the filename "tc-uuid" that contains the URI. The fil enane
uuid" is used in Scenario 3 |ater

tc-

The TAM receives the latest SU T mani fest fromthe Trusted Conponent
Devel oper, and the URI it contains will not be changeable by the TAM
since the SUT manifest is signed by the Trusted Conponent Devel oper
Pr os:

* The Trusted Conponent Devel oper can ensure that the intact Trusted
Conponent Binary is downl oaded by devices
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* The TAM does not have to send | arge Update messages containing the
Trust ed Component Bi nary
Cons:

* The Trusted Conponent Devel oper nust host the Trusted Conponent
Bi nary server

* The device nust fetch the Trusted Conponent Binary in another
connection after receiving an Update nessage

* A device's |IP address and therefore |l ocation nmay be revealed to
the Trusted Conponent Binary server
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Fommmmmmea o + oo e e +
| TAM | | TEEP Agent |
Fomm e + Fommm e +
Update ---->
+====——=—=—==—=—=—=—=——=—=—=—== teep-protOCOI(TAND ——————————————————+4

TEEP_Message( |
TEEP- TYPE- updat e,

options: {
mani fest-list: [
+= suit-mani fest "tc-uuid" (TC Devel oper) ======+

| SUI T_Envel ope({
mani fest: {

I I
| |
I I
I I
I I
I | |
I I | |
| | install: { | |
| | override-paraneters: { | |
| | uri: "https://exanple.org/tc-uuid.ta" | |
I I b | |
| | fetch | ]
I I } | |
| | } | |
I [ 1) [ |
| +:::::::::::::::::::::::::::::::::::::::::::::::+ |
I ] I
I } I
[ 1) I
[ s s s s s e s s s s s e s s )
and t hen,

R + o e e o - +

| TEEP Agent | | TC Devel oper |

S + o e e - +

<K mm - -

fetch "https://exanple.org/tc-uuid.ta"
+======= {c-uuid.ta =======+
| 48 65 6C 6C 6F 2C 20 ... |
Figure 2: URI of the Trusted Conponent Binary

For the full SU T Manifest exanple binary, see Appendi x "Exanple 1:
SU T Manifest pointing to URI of the Trusted Conponent Binary".
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4.4.2. Scenario 2: Having a SU T Mnifest include the Trusted Conponent
Bi nary

In this scenario, the SUT manifest contains the entire Trusted
Conponent Binary as an integrated payl oad (see
[I-Dietf-suit-nmanifest] Section 7.5).

A Trusted Component Devel oper del egates the task of delivering the
Trusted Component Binary to the TAMinside the SUT manifest. The
Trust ed Conponent Devel oper creates a SU T nanifest and enbeds the
Trust ed Conponent Binary, which is referenced in the suit-integrated-
payl oad el enment containing the fragnent-only reference "#tc", in the
envel ope. The Trusted Conponent Devel oper transnits the entire
bundl e to the TAM

The TAM serves the SU T mani fest containing the Trusted Conponent
Binary to the device in an Update nessage

Pr os:

* The device can obtain the Trusted Conponent Binary and the SU T
mani f est in one Update nessage.

* The Trusted Conponent Devel oper does not have to host a server to
deliver the Trusted Conponent Binary to devices.

Cons:

*  The TAM nust host the Trusted Conponent Binary rather than
del egating storage to the Trusted Conponent Devel oper

* The TAM nust deliver Trusted Conponent Binaries in Update
messages, which increases the size of the Update nessage
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Fommmmmmea o + oo e e +
| TAM | | TEEP Agent |
Fomm e + Fommm e +
Update ---->
+=======—==== { eep- pr ot ocol ( TAM ——=——————=—=—=—=—+4

TEEP_Message( |
TEEP- TYPE- updat e,
options: {
mani fest-list: [
+== suit-manifest(TC Devel oper) ==+
| SU T_Envel ope({ |
| mani fest: { |
| install: { |
| override-paraneters: { |
| uri: "#tc" |
I I I
| fetch |
I } I
| |
I I
I I

"?,#tc": h’ 48 65 6C 6C ...’

Figure 3. Integrated Payl oad with Trusted Conponent Binary

For the full SU T Mnifest exanple binary, see Appendi x "Exanple 2:
SU T Mani fest including the Trusted Conponent Binary".

4.4.3. Scenario 3: Supplying Personalization Data for the Trusted
Conponent Bi nary

In this scenario, Personalization Data is associated with the Trusted
Conponent Binary "tc-uuid" from Scenario 1.

The Trusted Conponent Devel oper places encrypted Personalization Data
inthe SUT nmanifest, and it will be delivered by the TAM The SU T
mani f est processor decrypts it and then store it into file named
"config.json", and then install the dependency component.

The TAM delivers the SU T mani fest of the Personalization Data which
depends on the Trusted Conponent Binary from Scenario 1.
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T + R +
| TAM | | TEEP Agent |
R + S +

Update ---->

TEEP_Message( |
TEEP- TYPE- updat e,

options: {
mani fest-list: [
+========= sui t-mani f est (TC Devel oper) ============+

SUI T_Envel ope({
mani fest: {
common: {
dependenci es: {
dependency-prefix 1. {
[tc-uuid, "suit’]
}

}

I I
I I
| |
I I
I I
I I
I I
I I
| components: [ |
| ['config.json’] |
I ] I
I b I
| dependency-resol ution: { |
| override-paraneters: { |
| uri: "https://exanple.org/tc-uuid" |
I I I
| fetch |
I I I
| install: { |
| set - conponent -i ndex O, |
| override-paraneters: { |
| content: h’'48FE0794...° |
| encryption-info: << ... >> |
I I I
| wite, |
| set - conponent -i ndex 1, |
| pr ocess-dependency |
I I
I I
I I
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Fi gure 4: Encrypted Personalization Data

For the full SU T Manifest exanple binary, see Appendi x "Exanple 3:
Suppl yi ng Personalization Data for Trusted Conponent Binary".

4.5. Success Message

The Success nmessage is used by the TEEP Agent to return a success in
response to an Update nessage

Li ke other TEEP nessages, the Success nessage is signhed, and the
rel evant CDDL sni ppet is shown below The conplete CDDL structure is
shown in Appendi x C

t eep-success = |
type: TEEP-TYPE-t eep-success,
options: {
? token => bstr .size (8..64),
? meg => text .size (1..128),
? suit-reports =>[ + SU T _Report ],
* $3$t eep- success- ext ensi ons,
* $$t eep- opti on- ext ensi ons
}
]

The Success nessage has the follow ng fields:

type
The val ue of (5) corresponds to corresponds to a Success nessage
sent fromthe TEEP Agent to the TAM

t oken
The value in the token paraneter is used to match responses to
requests. It MJUST match the value of the token parameter in the

Updat e nessage the Success is in response to, if one was present.
If none was present, the token MJUST be absent in the Success
nessage

neg
The nsg paraneter contains optional diagnostics informtion
encoded in UTF-8 [ RFC3629] using Net-Unicode form[RFC5198] with
max 128 bytes returned by the TEEP Agent.

suit-reports
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4.

6.

If present, the suit-reports paranmeter contains a set of SUT
Reports as defined in Section 4 of [I-D.ietf-suit-report]. If a
token paranmeter was present in the Update nessage the Success
message is in response to, the suit-report-nonce field MIST be
present in the SUT Report with a value matching the token
paraneter in the Update nessage.

Error Message

The Error nessage is used by the TEEP Agent to return an error in
response to a nessage fromthe TAM

Li ke other TEEP nessages, the Error nessage is signed, and the
rel evant CDDL snippet is shown below The conplete CDDL structure is
shown in Appendi x C.

teep-error = |

type: TEEP-TYPE-teep-error,

options: {

? token => bstr .size (8..64),

err-nmsg => text .size (1..128),
supported-teep-cipher-suites => [ + $teep-cipher-suite ],
support ed- f reshness- mechani sms => [ + $freshness-mechani sm],
supported-suit-cose-profiles => [ + $suit-cose-profile ],
chal l enge => bstr .size (8..512),
versions => [ + version ],
suit-reports => [ + SU T _Report ],
$$t eep- error - ext ensi ons,
$$t eep- opt i on- ext ensi ons

bR TS BT JETS JEDS JENG JETS JETS |

}1
err-code: (0..23)

]

; The err-code paraneter, uint (0..23)
ERR_PERVANENT _ERROR = 1
ERR_UNSUPPORTED_EXTENSI ON = 2
ERR_UNSUPPORTED FRESHNESS MECHANI SMS = 3
ERR_UNSUPPORTED MSG VERSION = 4
ERR_UNSUPPORTED_Cl PHER_SUI TES =
ERR _BAD_CERTI FI CATE = 6
ERR_ATTESTATI ON_REQUI RED = 7
ERR_UNSUPPORTED SUI T_REPORT = 8
ERR_CERTI FI CATE_EXPI RED = 9
ERR_TEMPORARY_ERROR = 10
ERR_MANI FEST_PROCESSI NG _FAI LED = 17

5

The Error nessage has the follow ng fields:
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type
The val ue of (6) corresponds to an Error message sent fromthe
TEEP Agent to the TAM

t oken
The value in the token paraneter is used to match responses to
requests. It MJST match the value of the token parameter in the
message the Success is in response to, if one was present. |If

none was present, the token MJST be absent in the Error nessage.

err-msg
The err-nmsg paraneter is hunman-readabl e di agnostic text that MJST
be encoded using UTF-8 [ RFC3629] using Net-Uni code form [ RFC5198]
with max 128 bytes.

supported-teep-ci pher-suites
The supported-teep-cipher-suites paraneter |ists the TEEP ci pher
suite(s) supported by the TEEP Agent. Details about the cipher
suite encoding can be found in Section 8.1. This otherw se
optional parameter MJUST be returned if err-code is
ERR_UNSUPPORTED_Cl PHER _SUI TES.

support ed-freshness- nmechani sns
The supported-freshness-nmechani sns parameter lists the freshness
mechani sm(s) supported by the TEEP Agent. Details about the
encodi ng can be found in Section 9. This otherw se optiona
paraneter MJST be returned if err-code is
ERR_UNSUPPORTED_FRESHNESS_MECHANI SM5

supported-suit-cose-profiles
The supported-suit-cose-profiles paraneter lists the SUT profiles
supported by the TEEP Agent. Details about the cipher suite
encodi ng can be found in Section 8.2. This otherw se optiona
paraneter MJST be returned if err-code is
ERR_UNSUPPORTED_SUl T_REPORT.

chal | enge
The challenge field is an optional paraneter used for ensuring the
freshness of attestation Evidence included with a QueryRequest
message. Wien a challenge is provided in the Error message and
Evidence in the formof an EAT is returned with a QueryRequest
message then the chall enge contained in the Error nessage MJST be
used to generate the EAT, by copying the challenge value into the
eat_nonce claim as described in the EAT profile Section 5, if the
nonce- based freshness nechanismis used. For nore details see
Section 9.
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If any format other than EAT is used, it is up to that format to
define the use of the challenge field.

ver si ons
The versions paraneter enunerates the TEEP protocol version(s)
supported by the TEEP Agent. This otherw se optional paraneter
MUST be returned if err-code is ERR_UNSUPPORTED MSG VERSI ON.

suit-reports
If present, the suit-reports paraneter contains a set of SUT
Reports as defined in Section 4 of [I-D.ietf-suit-report]. If a
token paranmeter was present in the Update nessage the Error
message is in response to, the suit-report-nonce field MJST be
present in the SUT Report with a value matching the token
paraneter in the Update nessage

err-code
The err-code paraneter contains one of the error codes listed
below). Only selected values are applicable to each nmessage.

This specification defines the followng initial error nmessages:

ERR_PERMANENT_ERROR (1)
The recei ved TEEP nessage contai ned incorrect fields or fields
that are inconsistent with other fields. For diagnosis purposes
it is RECOUMVENDED to identify the failure reason in the error
message field. A TEEP inplenentation receiving this error m ght
refuse to communicate further with the problematic TEEP nessage
sender, by silently droppi ng any TEEP nessages received, for sone
period of time until it has reason to believe it is worth trying
again, but it should take care not to give up on conmuni cation
In contrast, ERR TEMPORARY ERROR is an indication that a nore
aggressive retry is warranted.

ERR_UNSUPPORTED_EXTENSI ON ( 2)
The TEEP i npl enentati on does not support an extension included in
the TEEP nessage it received. For diagnhosis purposes it is
RECOMVMVENDED to identify the unsupported extension in the error
message field. A TAMinplenentation receiving this error m ght
retry sending the | ast nessage it sent to the sender of this
error, wthout using any TEEP extensions.

ERR_UNSUPPORTED_FRESHNESS_MECHANI SMS ( 3)
The TEEP Agent does not support any freshness al gorithm nechani sns
in the request nessage. A TAMreceiving this error mght retry
the request using a different set of supported freshness
mechani sns in the request nessage.
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ERR_UNSUPPORTED_MSG_VERSI ON (4)
The TEEP i npl enentati on does not support the TEEP protocol version
indicated in the received message. A TAMreceiving this error
m ght retry the request using a different TEEP protocol version.

ERR_UNSUPPORTED Cl PHER SUI TES (5)
The TEEP Agent does not support any cipher suites indicated in the
request message. A TAMreceiving this error mght retry the
request using a different set of supported cipher suites in the
request nessage.

ERR_BAD CERTI FI CATE ( 6)
Processing of a certificate failed. For diagnosis purposes it is
RECOMVMENDED t o include informati on about the failing certificate
in the error message field. For exanple, the certificate was of
an unsupported type, or the certificate was revoked by its signer.
A TEEP inplenentation receiving this error mght attenpt to use an
alternate certificate.

ERR_ATTESTATI ON_REQUI RED (7)
I ndicates that the TEEP inpl enentati on sending this error requires
attestation of the TEEP inlenmentation receiving this error.

ERR_UNSUPPORTED SUI T_REPORT ( 8)
I ndi cates that the TEEP Agent does not support the suit-cose-
profile of the SU T Reports which was sent by the TAM The TEEP
Agent nust report the error code ERR UNSUPPORTED SU T_REPCRT
suppl yi ng the supported-suit-cose-profiles.

ERR_CERTI FI CATE_EXPI RED (9)
A certificate has expired or is not currently valid. A TEEP
i mpl ementation receiving this error nmght attenpt to renewits
certificate before using it again.

ERR_TEMPORARY_ERROR (10)
A m scel | aneous tenporary error, such as a nmenory allocation
failure, occurred while processing the TEEP nmessage. A TEEP
i mpl ementation receiving this error might retry the | ast nessage
it sent to the sender of this error at sone later point, which is
up to the inplenentation

ERR_MANI FEST PROCESSI NG _FAI LED (17)
The TEEP Agent encountered one or nore manifest processing
failures. |If the suit-reports paranmeter is present, it contains
the failure details. A TAMreceiving this error mght stil
attenpt to install or update other conponents that do not depend
on the failed manifest.
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New error codes should be added sparingly, not for every

i mpl ementation error. That is the intent of the err-nmsg field, which
can be used to provide details meaningful to humans. New error codes
should only be added if the TAMis expected to do sonething
behaviorally di fferent upon receipt of the error nessage, rather than
just logging the event. Hence, each error code is responsible for
sayi ng what the behavioral difference is expected to be.

5. EAT Profile

The TEEP protocol operates between a TEEP Agent and a TAM \Wile the
TEEP protocol does not require use of EAT, use of EAT is encouraged
and Section 4.3 explicitly defines a way to carry an Entity
Attestation Token in a QueryResponse.

As discussed in Section 4.3.1, the content of Evidence is opaque to
the TEEP architecture, but the content of Attestation Results is not,
where Attestation Results flow between a Verifier and a TAM (as the
Relying Party). Although Attestation Results required by a TAM are
separabl e fromthe TEEP protocol per se, this section is included as
part of the requirenments for building a compliant TAM that uses EATs
for Attestation Results.

Section 7 of [I-D.ietf-rats-eat] defines the requirement for Entity
Attestation Token profiles. This section defines an EAT profile for
use with TEEP.

* profile-label: The profile-label for this specification is the UR

<urn:ietf:rfc:rfcXXXX>. (RFC-editor: upon RFC publication, replace
XXXX with the RFC nunber of this docunent.)

*  Use of JSON, CBOR, or both: CBOR only.

*  CBOR Map and Array Encoding: Only definite I ength arrays and naps.

* CBOR String Encoding: Only definite-length strings are all owed.

* CBOR Preferred Serialization: Encoders nust use preferred
serialization, and decoders need not accept non-preferred
serialization.

* CBOR Tags: CBOR Tags are not used.

* COSE/ JCSE Protection: See Section 8. 2.

* COSE/JCSE Al gorithms: See Section 8.2
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* Detached EAT Bundl e Support: DEB use is pernitted.

* Key ldentification: COSE Key ID (kid) is used, where the key IDis
the hash of a public key (where the public key may be used as a
raw public key, or in a certificate) as specified in
[1-D.ietf-cose-key-thunbprint]. See Section 7.1.1.1 and
Section 7.2.1.1 for discussion on the choice of hash al gorithm

* Endorsenent ldentification: Optional, but semantics are the sane
as in Verification Key ldentification

* Freshness: See Section 9 for details. Wen the eat_nonce claimis
used, the value is a single bstr.

* (Cainms Requirements:

- The following clains are required: ueid, oenid, hwrodel
hwersi on, mani fests, and cnf. See Section 4.3.1 for
di scussion. Qher clains are optional

- See Section 9 for discussion affecting whether the eat_nonce
claimis used.

- The swnane claimfor a Trusted Conponent holds the URI of the
SU T mani fest for that conponent.

- The manifests claimuses a SU T nanifest, where the manifest
body contains a SU T _Reference as defined in Section 4 of
[I-D.ietf-suit-report], and the content type is as defined in
[I-Dietf-suit-report].

A TAM i npl enentati on m ght sinply accept a TEEP Agent as trustworthy
based on a successful Attestation Result, and if not then attenpt to
update the TEEP Agent and all of its dependencies. This logic is
sinmple but it mght result in updating some conponents that do not
need to be updat ed.

An alternate TAM i npl ementation night use any Additional Cains to
det erm ne whet her the TEEP Agent or any of its dependencies are
trustworthy, and only update the specific conponents that are out of
dat e.

5.1. Relationship to AR4S
[I-Dietf-rats-ar4si] defines an EAT profile for arbitrary Relying
Parties to use with Attestation Results. However the TAM as a

Rel ying Party needs specific claims that are not required in the
AR4S| profile, and so needs its own nore specific profile.
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In some deploynents, a TAM can be used as an internedi ary between
Verifier and a TEEP Agent acting as an Attester in the Passport node
or acting as a Relying Party in the Background Check Mdel of

[ RFC9334]. This is depicted in the exanple in Figure 1. 1In such a
case, both profiles need to be obtained fromthe Verifier: one for
use by the TAMitself, and the other to pass on to the TEEP Agent.

When the TAM and Verifier are conbined into the sane inplenentation
obt ai ning both profiles can be straightforward, but when they are on
different nmachines, the situation is nore conplex, especially if
Nonces are used to ensure freshness of Evidence. There are thus
several such cases

1. The protocol between the TAM and the Verifier (which is outside
the scope of TEEP itself) allows requesting nmultiple Attestation
Results fromthe sane Evidence. |In this case, the TAM can
request both EAT profiles be returned.

2. The protocol between the TAM and the Verifier only allows
requesting one Attestation Result format, but the Evidence
freshness mechani sm does not use Nonces. In this case, the TAM
can send the same Evidence in two separate requests, each
requesting a different EAT profile for the Attestati on Results.

3. The protocol between the TAM and the Verifier only allows
requesting one Attestation Result format, and the Evidence
freshness mechani smuses Nonces. In this case, it is sinpler to
not have the TAM be an internediary, since the Verifier wll
require a separate Nonce for each Attestation Result, but have
the Attester or Relying Party contact the Verifier directly to
get Attestation Results in the AR4SI profile.

6. Mapping of TEEP Message Paraneters to CBOR Label s
In COSE, arrays and maps use strings, negative integers, and unsigned
integers as their keys. Integers are used for conpactness of
encoding. Since the word "key" is mainly used in its other meaning,
as a cryptographic key, this specification uses the term"label" for
this usage as a map key.

Thi s specification uses the foll owi ng nappi ng:

Tschofenig, et al. Expi res 4 Septenber 2025 [ Page 32]



Internet-Draft

Tschof eni g,

et al.

TEEP Pr ot ocol

Table 2

Expi res 4 Septenber 2025

—======+4
Label |
—==—====+
1 I
——————— +
2 I
------- +
3 I
——————— +
4 I
——————— +
6 I
------- +
7 I
——————— +
8 I
——————— +
9 I
------- +
10 |
——————— +
11 |
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------- +
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21 |
------- +
23 |
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7

1.

; labels of mapkey for teep nessage parameters, uint (0..23)
supported-teep-ci pher-suites =1

chal  enge = 2

versions = 3

supported-suit-cose-profiles = 4

sel ected-version = 6

attestation-payload = 7

tc-list =8

ext-list =9

mani fest-list = 10

msg = 11

err-nsg = 12

attestation-payl oad-format = 13
requested-tc-list = 14

unneeded- mani fest-list = 15

conponent-id = 16

t c- mani f est - sequence- nunber = 17

have-bi nary = 18
suit-reports = 19
token = 20
support ed-freshness- mechani sns
err-code = 23

21

Behavi or Specification

Behavior is specified in terns of the conceptual APIs defined in
section 6.2.1 of [RFC9397].

TAM Behavi or

When the ProcessConnect APl is invoked, the TAM sends a QueryRequest
nessage

When the ProcessTeepMessage APl is invoked, the TAMfirst does
validation as specified in Section 4.1.2, and drops the nessage if it
is not valid. 1t may also do additional inplenentation specific
actions such as logging the results or attenpting to update the TEEP
Agent to a version that does not send invalid messages. O herw se,
it proceeds as follows.

If the nessage includes a token, it can be used to match the response
to a request previously sent by the TAM The TAM MJST expire the
token value after receiving the first response fromthe device that
has a valid signature and ignore any subsequent nessages that have
the sanme token value. The token value MJUST NOT be used for other

pur poses, such as a TAMto identify the devices and/or a device to
identify TAMs or Trusted Components.
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7.1.1. Handling a QueryResponse Message

If a QueryResponse message is received, the TAMverifies the presence
of any paraneters required based on the data-itens-requested in the
QueryRequest, and al so validates that the nonce in any SU T Report
mat ches the token sent in the QueryRequest nessage if a token was

present. |If these requirements are not nmet, the TAM drops the
message and sends an Update nessage containing an appropriate err-
code and err-nmsg. It may al so do additional inplenmentation specific
actions such as logging the results. If the requirenents are net,

processing continues as foll ows.

If a QueryResponse nessage is received that contains an attestation-
payl oad, the TAM checks whether it contains Evidence or an
Attestation Result by inspecting the attestation-payl oad-fornmat
paraneter. The nedia type defined in Section 5 indicates an
Attestation Result, though future extensions night also indicate
other Attestation Result formats in the future. Any other
unrecogni zed val ue indicates Evidence. |If it contains an Attestation
Result, processing continues as in Section 7.1.1.1

If the QueryResponse is instead determ ned to contain Evidence, the
TAM passes the Evidence (via sone nmechani smout of scope of this
docunent) to an attestation Verifier (see [RFC9334]) to determ ne
whet her the Agent is in a trustworthy state. Once the TAM receives
an Attestation Result fromthe Verifier, processing continues as in
Section 7.1.1.1.

7.1.1.1. Handling an Attestation Result
The Attestation Result nust first be validated as foll ows:

1. Verify that the Attestation Result was signed by a Verifier that
the TAM trusts.

2. Verify that the Attestation Result contains a "cnf" claim(as
defined in Section 3.1 of [RFC8747]) where the key ID is the hash
of the TEEP Agent public key used to verify the signature on the
TEEP nessage, and the hash is conputed using the Digest Algorithm
specified by one of the SUT profiles supported by the TAM
(SHA- 256 for the ones mandated in this docunent).

See Sections 3.4 and 6 of [RFC8747] for nore discussion
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Based on the results of attestation (if any), any SU T Reports, and
the lists of installed, requested, and unneeded Trusted Conponents
reported in the QueryResponse, the TAM deternines, in any

i npl ementation specific manner, which Trusted Conponents need to be
installed, updated, or deleted, if any. There are in typically three
cases:

1. Attestation failed. This indicates that the rest of the
information in the QueryResponse cannot necessarily be trusted,
as the TEEP Agent nmay not be healthy (or at least up to date).
In this case, the TAM nmight attenpt to use TEEP to update any
Trusted Conponents (e.g., firmwvare, the TEEP Agent itself, etc.)
needed to get the TEEP Agent back into an up-to-date state that
woul d all ow attestation to succeed. |If the TAM does not have
perm ssion to update such conponents (this can happen if
different TAMs nmanage different conponents in the device), the
TAM i nst ead responds with an Update nessage containing an
appropriate err-msg, and err-code set to
ERR_ATTESTATI ON_REQUI RED.

2. Attestation succeeded (so the QueryResponse information can be
accepted as valid), but the set of Trusted Conponents needs to be
updat ed based on TAM policy changes or requests fromthe TEEP
Agent .

3. Attestation succeeded, and no changes are needed.

If any Trusted Conponents need to be installed, updated, or deleted,
the TAM sends an Update nessage containing SU T Manifests with
command sequences to do the relevant installs, updates, or del etes.
It is inportant to note that the TEEP Agent’s Update Procedure
requires resolving and installing any dependencies indicated in the
mani f est, which may take sonme tinme, and the resulting Success or
Error nessage is generated only after conpleting the Update
Procedure. Hence, depending on the freshness nechanismin use, the
TAM nay need to store data (e.g., a nonce) for sonme tine. For
example, if a nobile device needs an unnetered connection to downl oad
a dependency, it may take hours or |onger before the device has
sufficient access. A different freshness nmechanism such as

ti mestanps, mght be nore appropriate in such cases

If no Trusted Conponents need to be installed, updated, or deleted,
but the QueryResponse included Evidence, the TAM MAY (e.g., based on
attestation-payl oad-format paraneters received fromthe TEEP Agent in
the QueryResponse) still send an Update nessage with no SU T

Mani fests, to pass the Attestation Result back to the TEEP Agent.
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7.1.2. Handling a Success or Error Message

If a Success or Error nmessage is received containing one or nore SU T
Reports, the TAM al so validates that the nonce in any SU T Report

mat ches the token sent in the Update nessage, and drops the nessage
if it does not match. Oherwi se, the TAM handl es the update in any

i mpl ement ati on specific way, such as updating any locally cached

i nformati on about the state of the TEEP Agent, or |ogging the
results.

If an Error nessage is received with the error code

ERR ATTESTATI ON REQUIRED, it indicates that the TEEP Agent is
requesting attestation of the TAM In this case, the TAM MJST send
anot her QueryRequest with an attestation-payl oad and optionally a
suit-report to the TEEP Agent.

If any other Error nessage is received, the TAM can handle it in any
i npl ement ation specific way, but Section 4.6 provi des recomendati ons
for such handling.

7.2. TEEP Agent Behavi or

When the Request TA APl is invoked, the TEEP Agent first checks

whet her the requested TA is already installed. If it is already
installed, the TEEP Agent passes no data back to the caller

O herwise, if the TEEP Agent chooses to initiate the process of
requesting the indicated TA, it determnes (in any inplenentation
specific way) the TAM URI based on any TAM URl provi ded by the
Request TA cal l er and any | ocal configuration, and passes back the TAM
URI to connect to. It MAY al so pass back a QueryResponse nessage if
all of the followi ng conditions are true:

* The | ast QueryRequest nessage received fromthat TAM contai ned no
token or chall enge,

* The ProcessError APl was not invoked for that TAM since the | ast
Quer yResponse nessage was received fromit, and

* The public key or certificate of the TAMis cached and not
expired.

When the Request PolicyCheck APl is invoked, the TEEP Agent deci des

whether to initiate comunication with any trusted TAMs (e.g., it
m ght choose to do so for a given TAMunless it detects that it has
al ready communicated with that TAMrecently). [If so, it passes back

a TAMURI to connect to. |If the TEEP Agent has nultiple TAMs it
needs to connect with, it just passes back one, with the expectation
that Request PolicyCheck API will be invoked to retrieve each one
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successively until there are no nore and it can pass back no data at
that time. Thus, once a TAMURI is returned, the TEEP Agent can
remenber that it has already initiated conmunication with that TAM

When the ProcessError APl is invoked, the TEEP Agent can handle it in
any i npl enentation specific way, such as | ogging the error or using
the information in future choices of TAM URI.

When the ProcessTeepMessage APl is invoked, the Agent first does
validation as specified in Section 4.1.2, and if it is not valid then
the Agent responds with an Error nessage. Qherw se, processing
continues as follows based on the type of nessage.

7.2.1. Handling a QueryRequest Message
When a QueryRequest nessage is received, it is processed as follows.

If the TEEP Agent requires attesting the TAM and the QueryRequest
message did not contain an attestation-payl oad, the TEEP Agent MJST
send an Error Message with the error code ERR _ATTESTATI ON_REQUI RED
suppl yi ng the supported-freshness-nmechani sms and chal | enge if needed.
O herwi se, processing continues as follows.

If the TEEP Agent requires attesting the TAM and the QueryRequest
message did contain an attestation-payl oad, the TEEP Agent checks
whet her it contains Evidence or an Attestation Result by inspecting
the attestation-payl oad-format paranmeter. The nedia type defined in
Section 5 indicates an Attestation Result, though future extensions
m ght also indicate other Attestation Result formats in the future.
Any ot her unrecogni zed val ue indicates Evidence. |If it contains an
Attestation Result, processing continues as in Section 7.2.1.1.

If the QueryRequest is instead determ ned to contain Evidence, the
TEEP Agent passes the Evidence (via sone nechani smout of scope of
this docunent) to an attestation Verifier (see [ RFC9334]) to
determi ne whether the TAMis in a trustworthy state. Once the TEEP
Agent receives an Attestation Result fromthe Verifier, processing
continues as in Section 7.2.1.1.

The TEEP Agent MAY al so use (in any inplenentation specific way) any
SU T Reports in the QueryRequest in deternining whether it trusts the
TAM If a SUT Report uses a suit-cose-profile that the TEEP Agent
does not support, then the TEEP Agent MJST send an Error Message with
the error code ERR _UNSUPPORTED SU T_REPORT suppl yi ng the support ed-
suit-cose-profiles. Oherw se, processing continues as foll ows.
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Once the Attestation Result is handled, or if the TEEP Agent does not
require attesting the TAM the Agent responds with a QueryResponse
message if all fields were understood, or an Error nessage if any
error was encountered.

7.2.1.1. Handling an Attestation Result

7

2

The Attestation Result must first be validated as foll ows:

1. Verify that the Attestation Result was signed by a Verifier that
the TEEP Agent trusts.

2. Verify that the Attestation Result contains a "cnf" claim(as
defined in Section 3.1 of [RFC8747]) where the key IDis the hash
of the TAM public key used to verify the signature on the TEEP
message, and the hash is conputed using the Digest Al gorithm
specified by one of the SUT profiles supported by the TEEP Agent
(SHA- 256 for the ones mandated in this docunent).

See Sections 3.4 and 6 of [RFC8747] for nore discussion
2. Handling an Update Message

When an Update nessage is received, the Agent attenpts to unlink any
SUT manifests listed in the unneeded-nmanifest-list field of the
message, and responds with an Error nessage if any error was
encountered. |If the unneeded-manifest-list was enpty, or no error
was encountered processing it, the Agent attenpts to update the
Trust ed Conponents specified in the SU T manifests by foll owing the
Update Procedure specified in [I-D.ietf-suit-manifest], and responds
with a Success nessage if all SU T manifests were successfully
installed, or an Error nessage if any error was encountered. It is
inmportant to note that the Update Procedure requires resolving and
installing any dependencies indicated in the mani fest, which may take
sonme time, and the Success or Error nmessage is generated only after
conmpl eting the Update Procedure.

C pher Suites
TEEP requires algorithns for various purposes:

* Algorithnms for signing TEEP nessages exchanged between the TEEP
Agent and the TAM

* Algorithnms for signing EAT-based Evidence sent by the Attester via
the TEEP Agent and the TAMto the Verifier
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* Algorithns for encrypting EAT-based Evi dence sent by the TEEP
Agent to the TAM (The TAMw || decrypt the encrypted Evi dence
and will forward it to the Verifier.)

* Algorithns for signing and optionally encrypting SU T reports sent
by the TEEP Agent to the TAM

Al gorithns for signing and optionally encrypting SUT manifests
sent by the Trusted Conponent Signer to the TEEP Agent.

Further details are provided for the protection of TEEP nessages,
SU T Reports, and EATSs.

8.1. TEEP Messages

The TEEP protocol uses COSE for protection of TEEP nessages in both
directions. To negotiate cryptographi c nechanisns and al gorithms,
the TEEP protocol defines the follow ng cipher suite structure, which
is used to specify an ordered set of operations (e.g., sign) done as
part of conposing a TEEP nessage. Although this specification only
specifies the use of signing and relies on payl oad encryption to
protect sensitive information, future extensions nmght specify
support for encryption and/or MAC operations if needed.
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; teep-cipher-suites
$t eep-ci pher-suite /= teep-cipher-suite-signl-eddsa
$t eep-ci pher-suite /= teep-cipher-suite-signl-es256

; The followi ng two ci pher suites have only a single operation each
; O her cipher suites may be defined to have nultiple operations.
;1t is MANDATORY for TAMto support them and OPTI ONAL

;to support any additional ones that use COSE_Si gn_Tagged, or other
;signing, encryption, or MAC al gorithmns.

t eep- operation-signl-eddsa = [ cose-signl, cose-al g-eddsa ]
t eep- operation-signl-es256 = [ cose-signl, cose-al g-es256 ]

t eep- ci pher-suite-signl-eddsa
t eep- ci pher-suite-signl-es256

[ teep-operation-signl-eddsa ]
[ teep-operation-signl-es256 ]

; MANDATORY for TAM and TEEP Agent to support the foll owi ng COSE
;operations, and OPTIONAL to support additional ones such as
; COSE_Si gn_Tagged, COSE_Encrypt O_Tagged, etc.

cose-signl = 18 ; CoAP Content - Format val ue

; MANDATORY for TAMto support the following, and OPTIONAL to inpl enent
;any additional algorithns fromthe | ANA COSE Al gorithns registry.

-7 ; ECDSA w SHA- 256
-8 ; EdDSA

cose-al g- es256
cose-al g- eddsa

Each operation in a given cipher suite has two el enents:

* a COSE-type defined in Section 2 of [RFC9052] that identifies the
type of operation, and

* a specific cryptographic algorithmas defined in the COSE
Al gorithns registry [COSE. Algorithn] to be used to performthat
operati on.

A TAM MUST support both of the cipher suites defined above. A TEEP
Agent MUST support at |east one of the two but can choose which one.
For exanple, a TEEP Agent might choose a given cipher suite if it has
har dwar e support for it. A TAMor TEEP Agent MAY al so support any
other algorithns in the COSE Algorithns registry in addition to the
mandatory ones |listed above. It MAY al so support use with COSE _Sign
or other COSE types in additional cipher suites.

Any ci pher suites without confidentiality protection can only be

added if the associated specification includes a discussion of
security considerations and applicability, since manifests may carry
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sensitive information. For exanple, Section 6 of [RFC9397] permits
i mpl ementations that terminate transport security inside the TEE and
if the transport security provides confidentiality then additiona
encryption mght not be needed in the nanifest for sone use cases.
For nost use cases, however, nmanifest confidentiality will be needed
to protect sensitive fields fromthe TAM as discussed in Section 9.8
of [RFC9397].

The ci pher suites defined above do not do encryption at the TEEP

| ayer, but permt encryption of the SU T payl oad using a nechani sm
such as [I-D.ietf-suit-firmvare-encryption]. See Section 10 and
Section 8.2 for nmore discussion of specific payl oads.

For the initial QueryRequest nessage, unless the TAM has nore

speci fic know edge about the TEEP Agent (e.g., if the QueryRequest is
sent in response to sone underlying transport nessage that contains a
hint), the nmessage does not use COSE Signl with one of the above

ci pher suites, but instead uses COSE Sign with nmultiple signatures,
one for each algorithmused in any of the cipher suites listed in the
supported-teep-ci pher-suites paraneter of the QueryRequest, so that a
TEEP Agent supporting any one of themcan verify a signature. |If the
TAM does have specific know edge about which cipher suite the TEEP
Agent supports, it MAY instead use that cipher suite with the

Quer yRequest .

For an Error nessage with code ERR_UNSUPPCORTED Cl PHER SUI TES, the
TEEP Agent MJST protect it with any of the cipher suites mandatory
for the TAM

For all other TEEP nessages between the TAM and TEEP Agent, the
sel ected TEEP ci pher suite MJUST be used in both directions.

8.2. EATs and SU T Reports

TEEP uses COSE for confidentiality of EATs and SU T Reports sent by a
TEEP Agent. The TEEP Agent obtains a signed EAT and t hen SHOULD
encrypt it using the TAMas the recipient. A SUT Report is created
by a SU T processor, which is part of the TEEP Agent itself. The
TEEP Agent is therefore in control of signing the SUT Report and
SHOULD encrypt it. Again, the TAMis the recipient of the encrypted
content. For content-key distribution Epheneral-Static Diffie-
Hel Il man (ES-DH) is used in this specification. See Section 8.5.5 and
Appendi x B of [RFC9052] for nore details. (If
[I-Dietf-suit-firmvare-encryption] is used, it is also the sane as
di scussed in Section 6.2 of that docunent.)
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ES-DH is a schene that provides public key encryption given a
recipient’s public key. Hence, the TEEP Agent needs to be in
possession of the public key of the TAM See Section 5 of [RFC9397]
for nore discussion of TAM keys used by the TEEP Agent. There are
mul tiple variants of this schene; this docunent uses the variant
specified in Section 8.5.5 of [ RFC9052].

The following two |layer structure is used:

* Layer 0: Has a content encrypted with the Content Encryption Key
(CEK), a symmetric key. For encrypting SUT Reports and EATs the
content MJST NOT be detached.

* Layer 1: Uses the AES Key Wap algorithmto encrypt the randomy
generated CEK with the Key Encryption Key (KEK) derived with ES-
DH, whereby the resulting symmetric key is fed into the HKDF- based
key derivation function

As a result, the two |ayers comnbine ES-DH wi th AES- KW and HKDF

Thi s docunent re-uses the CDDL defined in Section 6.2.3 of
[I-Dietf-suit-firmvare-encryption] and the context information
structure defined in Section 6.2.4 of
[I-Dietf-suit-firmmare-encryption] although with an inportant

nmodi fication. The COSE_KDF_Cont ext. SuppPubl nf 0. ot her val ue MJUST be
set to "SU T Report Encryption" when a SU T Report is encrypted and
MJST be set to "EAT Encryption” when an EAT is encrypted. The
COSE_KDF_Cont ext . SuppPubl nfo. other field captures the protocol in
whi ch the ES-DH content key distribution algorithmis used.

Thi s specification defines cipher suites for confidentiality
protection of EATs and SU T Reports. The TAM MUST support each

ci pher suite defined bel ow, based on definitions in
[I-Dietf-suit-nti]. A TEEP Agent MJST support at |east one of the
ci pher suites bel ow but can choose which one. For exanple, a TEEP
Agent might choose a given cipher suite if it has hardware support
for it. A TAMor TEEP Agent MAY al so support other algorithms in the
COSE Algorithms registry. It MAY al so support use with COSE _Encrypt
or other COSE types in additional cipher suites.

; Suit-cose-profile
$suit-cose-profile

/ = suit-sha256-es256-ecdh-al28ctr
$suit-cose-profile /

/

/

sui t - sha256- eddsa- ecdh-al28ctr
sui t - sha256- es256- ecdh-al28gcm
sui t - sha256- eddsa- ecdh- chacha- pol y

$suit-cose-profile
$suit-cose-profile
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9

10.

Attestation Freshness Mechani sns

A freshness mechani sm determ nes how a TAM can tell whether an
attestation payl oad provided in a QueryResponse is fresh. There are
mul tiple ways this can be done as di scussed in Section 10 of

[ RFC9334] .

Each freshness nechanismis identified with an integer value, which
corresponds to an | ANA regi stered freshness mechani sm (see the | ANA
Consi derations section of
[I-Dietf-rats-reference-interaction-nodels]). This docunent uses
the followi ng freshness mechani sms which may be added to in the
future by TEEP extensions:

;. freshness-nechani sns
FRESHNESS NONCE = 0
FRESHNESS Tl MESTAMP = 1

$f r eshness- nechani sm /= FRESHNESS_ NONCE
$f r eshness- mechani sm / = FRESHNESS_TI MESTAMP

An i npl enent ati on MJUST support the Nonce nechani sm and MAY support
addi ti onal mechani sns.

In the Nonce nechanism the attestation payl oad MJST i nclude a nonce
provided in the QueryRequest challenge if the Background Check node
is used, or in the QueryRequest token if the Passport nodel is used.
The tinmestanp nechani smuses a tinmestanp determ ned via nechani sns
outside the TEEP protocol, and the challenge is only needed in the
QueryRequest message if a challenge is needed in generating the
attestation payl oad for reasons other than freshness.

If a TAM supports nultiple freshness mechani snms that require
different challenge formats, the QueryRequest nmessage can currently
only send one such challenge. This situation is expected to be rare,
but should it occur, the TAM can choose to prioritize one of them and
excl ude the other fromthe supported-freshness-mechani sms in the
QueryRequest, and resend the QueryRequest with the other nechanismif
an ERR_UNSUPPORTED FRESHNESS MECHANI SMS Error is received that

i ndi cates the TEEP Agent supports the other mechani sm

Security Considerations

This section summari zes the security considerations discussed in this
speci fication:

Cryptographic Al gorithns
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TEEP protocol nessages exchanged between the TAM and t he TEEP
Agent are protected using COSE. This specification relies on the
cryptographic al gorithns provided by COSE. Public key based
authentication is used by the TEEP Agent to authenticate the TAM
and vice versa

Attestation
A TAMrelies on signed Attestation Results provided by a Verifier
either obtained directly using a nmechani smoutside the TEEP
protocol (by using some nechanismto pass Evidence obtained in the
attestation payl oad of a QueryResponse, and getting back the
Attestation Results), or indirectly via the TEEP Agent forwarding
the Attestation Results in the attestati on payload of a
QueryResponse. See the security considerations of the specific
mechanismin use (e.g., EAT) for nore discussion

An i npersonation attack, where one TEEP Agent attenpts to use the
attestation payl oad of another TEEP Agent, can be prevented using
a proof - of - possessi on approach. The "cnf" claimis mandatory in
the EAT profile for EAT for this purpose. See Section 6 of

[ RFC8747] and Section 7.1.1.1 and Section 7.2.1.1 of this docunent
for nore discussion.

Trust ed Conponent Binaries
Each Trusted Conponent binary is signed by a Trusted Conponent
Signer. It is the responsibility of the TAMto relay only
verified Trusted Conponents from aut horized Trusted Component
Signers. Delivery of a Trusted Conponent to the TEEP Agent is
then the responsibility of the TAM using the security nechanisns
provi ded by the TEEP protocol. To protect the Trusted Conponent
binary, the SUT manifest format is used and it offers a variety
of security features, including digital signatures and content
encryption, if a SU T nechani smsuch as
[I-D.ietf-suit-firmvare-encryption] is used.

Personal i zati on Data
A Trusted Conmponent Signer or TAM can supply personalization data
along with a Trusted Conponent. This data is also protected by a
SU T mani fest. Personalization data is signed and encrypted by a
Trust ed Conponent Signer, if a SU T nechani smsuch as
[I-Dietf-suit-firmvare-encryption] is used.

TEEP Br oker
As discussed in section 6 of [ RFC9397], the TEEP protoco
typically relies on a TEEP Broker to relay nmessages between the
TAM and the TEEP Agent. \Wen the TEEP Broker is conpromsed it
can drop nessages, delay the delivery of nessages, and replay
messages but it cannot nodify those nessages. (A replay would be,
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however, detected by the TEEP Agent.) A conpronm sed TEEP Broker
coul d reorder nessages in an attenpt to install an old version of
a Trusted Conponent. Information in the manifest ensures that
TEEP Agents are protected agai nst such downgrade attacks based on
features offered by the nmanifest itself.

Repl ay Protection
The TEEP protocol supports replay protection as follows. The
transport protocol under the TEEP protocol m ght provide replay
protection, but may be term nated in the TEEP Broker which is not
trusted by the TEEP Agent and so the TEEP protocol does replay
protection itself. |If attestation of the TAMis used, the
attestation freshness nechani sm provi des replay protection for
attested QueryRequest nessages. |If non-attested QueryRequest
messages are replayed, the TEEP Agent will generate QueryResponse
or Error nessages, but the REE can already conduct Denial of
Service attacks against the TEE and/or the TAM even wit hout the
TEEP protocol. QueryResponse nessages have replay protection via
attestation freshness nechanism or the token field in the nessage
if attestation is not used. Update nessages have replay
protection via the suit-manifest-sequence-nunber (see
Section 8.4.2 of [I-D.ietf-suit-manifest]). Error and Success
messages have replay protection via SU T Reports and/or the token
field in the nessage, where a TAM can detect which nmessage it is
in response to.

Trust ed Conponent Signer Conprom se
A TAMis responsible for vetting a Trusted Conponent and before
distributing themto TEEP Agents.
It is RECOVWENDED to provide a way to update the trust anchor
store used by the TEE, for exanple using a firmvare update
mechani sm such as [I-D.ietf-rats-concise-ta-stores]. Thus, if a
Trust ed Conponent Signer is |ater conmprom sed, the TAM can update
the trust anchor store used by the TEE, for exanple using a
firmvare update nechani sm

CA Conpromi se
The CA issuing certificates to a TEE or a Trusted Conponent Signer
m ght get conpromised. It is RECOMVENDED to provide a way to
update the trust anchor store used by the TEE, for exanple by
using a firmwvare update nmechani sm Concise TA Stores
[I-D.ietf-rats-concise-ta-stores], Trust Anchor Managenent
Protocol (TAWP) [RFC5934] or a simlar nechanism |f the CA
issuing certificates to devices gets conprom sed then these
devices will be rejected by a TAM if revocation is available to
the TAM

TAM Certificate Expiry
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The integrity and the accuracy of the clock within the TEE
determines the ability to determne an expired TAMcertificate, if
certificates are used.

Conprom sed Ti nme Source
As di scussed above, certificate validity checks rely on comparing
validity dates to the current tine, which relies on having a
trusted source of time, such as [ RFC8915]. A conprom sed tinme
source could thus be used to subvert such validity checks.

11. Privacy Considerations

Dependi ng on the properties of the attestation nechanism it is
possible to uniquely identify a device based on information in the
attestation payload or in the certificate used to sign the
attestation payload. This uniqueness may rai se privacy concerns. To
| ower the privacy inplications the TEEP Agent MUST present its
attestation payload only to an authenticated and authorized TAM and
when using an EAT, it SHOULD use encryption as discussed in
[I-Dietf-rats-eat], since confidentiality is not provided by the
TEEP protocol itself and the transport protocol under the TEEP
protocol mght be inplenented outside of any TEE. If any mechani sm
other than EAT is used, it is up to that nmechanismto specify how
privacy is provided.

Since SUT Reports can also contain sensitive information, a TEEP
Agent SHOULD al so encrypt SU T Reports as discussed in Section 8. 2.

In addition, in the usage scenario discussed in Section 4.4.1, a
device reveals its |IP address to the Trusted Conponent Binary server
This can reveal to that server at least a clue as to its location
whi ch night be sensitive information in sone cases.
EATs and SU T Reports froma TAM can al so be present in a
QueryRequest. Typically, the ability to uniquely identify a TAMis
|l ess of a concern than it is for TEEP Agents, but where
confidentiality is a concern for the TAM such EATs and SU T Reports
SHOULD be encrypted just |ike ones from TEEP Agents.

12. | ANA Consi derations

12.1. Media Type Registration
I ANA is requested to assign a nedia type for application/teep+cbor.
Type name: application

Subt ype nane: teep+cbor
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13.

13.

Requi red paranmeters: none
Opti onal parameters: none

Encodi ng considerations: Sane as encodi ng consi derati ons of
appl i cation/cbor.

Security considerations: See Security Considerations Section of this
docunent .

Interoperability considerations: Sane as interoperability
consi derations of application/cbor as specified in [ RFC8949].

Publ i shed specification: This docunent.

Applications that use this nmedia type: TEEP protocol inplenentations

Fragrment identifier considerations: NA

Addi tional information: Deprecated alias names for this type: NA
Magi ¢ nunber(s): NA
File extension(s): NA
Maci ntosh file type code(s): NA

Person to contact for further information: teep@etf.org

I ntended usage: COMVON

Restrictions on usage: none

Aut hor: See the "Authors’ Addresses" section of this document

Change controller: |ETF
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Conpl et e CDDL

Val id TEEP nessages adhere to the following CDDL data definitions,
except that SU T _Envel ope and SU T _Conponent Identifier are specified
in[l-Dietf-suit-manifest].

This section is informative and nerely summari zes the normative CDDL
sni ppets in the body of this docunent.

; DONOT EDIT this cddl file manually.

; This cddl file is Auto-generated file fromnd file.

; Edit the md file and run make for generating this cddl file.

; Please do not forget to commit and push this cddl file to git repo
; every tinme you have revised the nd file.

t eep- nessage = $teep-nessage-type .w thin teep-nmessage-franmework

t eep- message-framework = |
type: $teep-type / $teep-type-extension,
options: { * teep-option },
* any; further elenents, e.g., for data-itemrequested

]
teep-option = (uint => any)

; nmessages defined bel ow

$t eep- message-type /= query-request
$t eep- message-type /= query-response
$t eep- message-type /= update
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$t eep- nessage-type /= teep-success
$t eep- nessage-type /= teep-error

; message type nunbers, in one byte which could take a nunber fromO to 23
$teep-type = (0..23)

TEEP- TYPE- query-request =1

TEEP- TYPE- query-response = 2

TEEP- TYPE-update = 3
TEEP- TYPE- t eep- success
TEEP- TYPE-t eep-error =

=5
6

query-request = |
type: TEEP- TYPE- query-request,
options: {

? token => bstr .size (8..64),
support ed- freshness- mechani sns => [ + $freshness-mechanism],
chal  enge => bstr .size (8..512),
versions => [ + version ],
attestation-payl oad-format => text,
attestation-payl oad => bstr,
suit-reports => [ + bstr ],
$$query-request - ext ensi ons,
$$t eep- opt i on- ext ensi ons

bR TS JETG JETS JEDS JETG JETS )

} i)

support ed-teep-ci pher-suites: [ + $teep-cipher-suite ],
supported-suit-cose-profiles: [ + $suit-cose-profile ],
data-itemrequested: uint .bits data-itemrequested

]

version = uint .size 4
ext-info = uint .size 4

; data itens as bitmaps
data-itemrequested = &
attestation: O,
trust ed- conponents: 1,
ext ensi ons: 2,
suit-reports: 3,

)

; teep-cipher-suites
$t eep-ci pher-suite /= teep-cipher-suite-signl-eddsa
$t eep-ci pher-suite /= teep-ci pher-suite-signl-es256

; The following two ci pher suites have only a single operation each
; O her cipher suites may be defined to have nultipl e operations.
i1t is MANDATORY for TAMto support them and OPTI ONAL

;to support any additional ones that use COSE _Si gn _Tagged, or other
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;signing, encryption, or MAC al gorithns.

t eep- oper ati on-si gnl- edds

a [ cose-signl, cose-al g-eddsa ]
t eep- operati on-si gnl-es256

= [ cose-signl, cose-al g-es256 ]
t eep- ci pher-suite-signl-eddsa
t eep- ci pher-suite-signl-es256

[ teep-operation-signl-eddsa ]
[ teep-operation-signl-es256 ]

; MANDATORY for TAM and TEEP Agent to support the foll ow ng COSE
;operations, and OPTIONAL to support additional ones such as
; COSE_Si gn_Tagged, COSE EncryptO_Tagged, etc.

cose-signl = 18 ; CoAP Content - Format val ue

; MANDATORY for TAMto support the following, and OPTIONAL to inpl enent
;any additional algorithns fromthe | ANA COSE Al gorithns registry.

-7 ; ECDSA w SHA-256
-8 ; EdJDSA

cose-al g- es256
cose-al g- eddsa

; Suit-cose-profile

$suit-cose-profile /= suit-sha256-es256-ecdh-al28ctr
$suit-cose-profile /= suit-sha256-eddsa-ecdh-al28ctr
$suit-cose-profile /= suit-sha256-es256-ecdh-al28gcm
$suit-cose-profile /= suit-sha256-eddsa-ecdh-chacha-poly

;. freshness-nechani sns
FRESHNESS NONCE = 0
FRESHNESS Tl MESTAMP = 1

$f r eshness- nechani sm / = FRESHNESS_ NONCE
$f r eshness- nechani sm /= FRESHNESS_TI MESTAMP

query-response = |

type: TEEP- TYPE- query-response,

options: {

? token => bstr .size (8..64),

sel ect ed-versi on => version,
attestation-payl oad-format => text,
attestation-payl oad => bstr,
suit-reports => [ + bstr ],
tc-list => [ + systemproperty-clains |,
requested-tc-list => ] + requested-tc-info ],
unneeded- mani fest-list => [ + SU T_Conponent ldentifier ],
ext-list =>[ + ext-info ],
$$query-response- ext ensi ons,
$$t eep- opt i on- ext ensi ons

bR TS BTG JETS JEDS JENG JETS JETS IS |
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requested-tc-info =
conponent-id => SU T_Conponent |dentifier,
? tc-mani f est-sequence-nunber => uint .size 8,
? have-binary => boo

TEEP Prot oco

{

.size (8..64),

March 2025

unneeded- mani fest-list => [ + SU T_Conponent Ildentifier ],

=> [ + bstr .cbor SU T_Envel ope ],

attestation-payl oad-format => text,

=> text .size (1..128),

}
update = [
type: TEEP- TYPE- updat e,
options: {
? token => bstr
?
? manifest-1ist
?
? attestation-payl oad => bstr,
? err-code => (0..23),
? err-nsg
* $$updat e- ext ensi ons,
*

}
]

$$t eep- opt i on- ext ensi ons

t eep-success = |

t ype:

options: {

?

? nmeg => text

t oken => bstr

TEEP- TYPE- t eep- success,

.size (8..64),

.size (1..128),

? suit-reports => [ + SU T Report ],
$$t eep- success- ext ensi ons,

*

*

}
]

$$t eep- opti on-

teep-error = |

t ype:

options: {

?

bR TS BTG BTG JETS JETG JETS JETS IR

t oken => Dbstr

ext ensi ons

TEEP- TYPE-t eep-error,

.size (8..64),

err-nsg => text .size (1..128),
supported-teep-cipher-suites => [ + $teep-cipher-suite ],
support ed- f reshness- mechani snms => [ + $freshness-mechanism],
supported-suit-cose-profiles => [ + $suit-cose-profile ],

chal | enge =>
versions => |
suit-reports
$$t eep-error-

bstr .size (8..512),
+ version ],

=> [ + SU T Report ],
ext ensi ons,

$$t eep- opt i on- ext ensi ons
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err-code: (0..23)
]

; The err-code paraneter, uint (0..23)
ERR_PERVANENT _ERROR = 1
ERR_UNSUPPORTED_EXTENSI ON = 2
ERR_UNSUPPORTED FRESHNESS MECHANI SMS = 3
ERR_UNSUPPORTED MSG VERSION = 4
ERR_UNSUPPORTED_Cl PHER_SUI TES =
ERR _BAD_CERTI FI CATE = 6
ERR_ATTESTATI ON_REQUI RED = 7
ERR_UNSUPPORTED SUI T_REPORT = 8
ERR_CERTI FI CATE_EXPI RED = 9
ERR_TEMPORARY_ERROR = 10
ERR_MANI FEST_PROCESSI NG _FAI LED = 17

5

; labels of mapkey for teep nessage paraneters, uint (0..23)
supported-teep-ci pher-suites = 1
challenge = 2

versions = 3
supported-suit-cose-profiles = 4
sel ected-version = 6
attestation-payload = 7

tc-list =8

ext-list =9

mani fest-list = 10

nmsg = 11

err-nmsg = 12

attestation-payl oad-format = 13
requested-tc-list = 14
unneeded- mani fest-1ist = 15
component-id = 16

t c- mani f est - sequence- nunmber = 17
have- bi nary = 18

suit-reports = 19

token = 20
supported-freshness-mechani snms = 21
err-code = 23

D. Exanples of Diagnostic Notation and Binary Representation
Thi s section includes sone exanples with the followi ng assunptions:

* The device will have two TCs with the follow ng SU T Conponent
I dentifiers:

- [ 0x000102030405060708090a0b0c0d0e0f ]
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- [ 0x100102030405060708090a0b0c0d0eOf ]

* SUT manifest-list is set enpty only for exanpl e purposes (see
Appendi x E for actual manifest exanples)

D.1. QueryRequest Message
D.1.1. CBOR Diagnostic Notation
/ query-request =/

/[ type: [/ 1 | TEEP-TYPE-query-request /,
[/ options: /

/ token / 20 : h’ AOALA2A3A4A5A6A7ABAIAAABACADAEAF ,

/ versions / 3 : [ 0] [/ O is current TEEP Protocol /
} i)
/ supported-teep-cipher-suites: / |

[ [ 18, -7 1 ] / Signl using ES256 /,

[ [ 18, -8 1 1 / Signl using EdDSA /

/ supported-suit-cose-profiles: /[ |
[-16, -7, -29, -65534] / suit-sha256-es256-ecdh-al28ctr /,
[-16, -8, -29, -65534] / suit-sha256-eddsa-ecdh-al28ctr /,
[-16, -7, -29, 1] / suit-sha256- es256-ecdh-al28gcm/,
[-16, -8, -29, 24] / suit-sha256- eddsa- ecdh-chacha-poly /

/| data-itemrequested: / 3 / attestation | trusted-conponents /

]
D.1.2. CBOR Binary Representation
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85 # array(5)
01 # unsi gned(1) / TEEP-TYPE-query-request /
A2 # map(2)
14 # unsi gned(20) / token: /
50 # bytes(16)
AOA1A2 A3AAAS A6 AT ABAS AAABACADAEAF
03 # unsigned(3) / versions: /
81 # array(1) / [ 0] /
00 # unsi gned(0)
82 # array(2) / supported-teep-cipher-suites /
81 # array(1l)
82 # array(2)
12 # unsi gned(18) / cose-signl /
26 # negative(6) / -7 = cose-al g-es256 /
81 # array(1)
82 # array(2)
12 # unsi gned(18) / cose-signl /
27 # negative(7) / -8 = cose-al g-eddsa /
84 # array(4) / supported-suit-cose-profiles /
84 # array(4) / suit-sha256-es256-ecdh-al28ctr /,
2f # negative(1l5) / -16 = SHA-256 /
26 # negative(6) / -7 = ES256 /
38 1C # negative(28) / -29 = ECDH ES + A128KW/
39 fffd # negative(65533) / -65534 = A128CTR /
84 # array(4) / suit-sha256-eddsa-ecdh-al28ctr /
2f # negative(1l5) / -16 = SHA-256 /
27 # negative(7) / -8 = EJDSA /
38 1C # negative(28) / -29 = ECDH ES + A128KW/
39 fffd # negative(65533) / -65534 = A128CTR /
84 # array(4) / suit-sha256-es256-ecdh-al28gcm/
2f # negative(15) / -16 = SHA-256 /
26 # negative(6) / -7 = ES256 /
38 1C # negative(28) / -29 = ECDH ES + A128KW/
01 # unsigned(1l) / Al128GCM /
84 # array(4) / suit-sha256-eddsa-ecdh-chacha-poly /
2f # negative(1l5) / -16 = SHA-256 /
27 # negative(7) / EdJDSA /
38 1C # negative(28) / -29 = ECDH ES + A128KW/
18 18 # unsi gned(24) / 24 = ChaCha20/ Pol y1305 /
03 # unsigned(3) / attestation | trusted-conponents /

D.2. Entity Attestation Token

This is shown bel ow i n CBOR di aghostic form Only the payl oad signhed
by COSE i s shown.

D.2.1. CBOR Diagnostic Notation
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| eat-claimset =/

{

[ cnf [ 8:
/ eat_nonce / 10:
/[ ueid / 256:
/| oemd / 258:
!/ hwrodel / 259:

/ hwersion / 260:
/ manifests / 273:

st. cbor",

}

TEEP Pr ot ocol March 2025

/ kid / 3 : h ba7816bf8f0lcfead4l14140de5dae2223’
h’ b00361a396177a9ch410f f 61f 20015ad’

h' 948f 8860d13a463e8¢’
h' 0198f 50a4f f 6c05861c8860d13a638ea’ ,
h' 894823, / |EEE QU format CEM I D /
h' 549dcecc8b987c737b44e40f 7c635ce8’

/ Hash of chip nodel nane /,
["1.3.4", 1], / Multipartnumeric /

[

[ 60, / application/cbor, TO BE REPLACED /
/ with the format value for a /
/ SU T _Reference once one is allocated /
{ / SU T _Reference /
[/ suit-report-manifest-uri / 1. "https://exanple.con nmanife

[/ suit-report-manifest-digest / 0:]
[ algorithmid / -16 / "sha256" /,
/ digest-bytes / h a7fd6593eac32ehb4be578278e6540c5¢c’
h’ 09cf d7d4d234973054833b2b93030609°
]

D.3. QueryResponse Message

D.3.1. CBOR Diagnostic Notation
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/ query-response =/

[/ type: [/ 2 | TEEP-TYPE-query-response /,
/ options: /

/ token / 20 : h’ AOA1A2A3A4A5A6A7ABA9AAABACADAEAF ,
| selected-version/ 6 : O,
| attestation-payload / 7 : h'’ / enpty only for exanple purpose /,
[ tec-list / 8 : [
{
/ systemconponent-id / O : [ h 0102030405060708090A0BOCODOEOF" 1],
/ suit-paraneter-imge-digest / 3: << |
/ suit-digest-algorithmid / -16 / SHA256 /,
/ suit-digest-bytes / h' A7TFD6593EAC32EB4BE578278E6540C5C09CFD7D4D234973054833B2
B93030609’
/| SHA256 digest of tc binary /
] >>
}
]
}
]

D.3.2. CBOR Binary Representation

82 # array(2)
02 # unsi gned(2) / TEEP-TYPE-query-response /
A4 # map(4)
14 # unsi gned(20) / token: /
50 # bytes(16)

AOALA2 A3A4AS A6 A7 ABAS AAABACADAEAF

06 # unsi gned(6) / sel ected-version: /
00 # unsi gned(0)
07 # unsigned(7) / attestation-payload: /
40 # bytes(0)
&
08 # unsigned(8) / tc-list: [/
81 # array(1)
A2 # map(2)
00 # unsi gned(0) / system conponent-id: /
81 # array(1)
4F  # bytes(15)
0102030405060708090A0BOCODOEOF
03 # unsigned(3) / suit-paraneter-inage-digest: /

58 24  # bytes(36)
822F5820A7FD6593EAC32EB4BES78278E6540C5C09CFD7D4D234973054833B2B93030609
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D. 4. Update Message
D.4.1. CBOR Diagnostic Notation

/ update =/

[
[/ type: [/ 3 | TEEP-TYPE-update /,
/ options: /

/ token / 20 : h’ AOALA2A3A4A5A6A7ABAIAAABACADAEAF ,
/ manifest-list / 10 : |
<<
[ SU T_Envel ope / {
/ suit-authentication-wapper / 2: << |
<< [
/| suit-digest-algorithmid: / -16 / suit-cose-al g-sha256 /,
/ suit-digest-bytes: / h’ DB601ADE73092B58532CA03FBB663DE49532435336F1558B49
BB622726A2FEDD
] >>,
<< | COSE_Signl _Tagged / 18( |
/ protected: / << {
/[ algorithmid / 1. -7 /| ES256 /
>>,
unprotected: / {},
payl oad: / null,
/ signature: / h'5B2D535A2B6D5E3C585C1074F414DA9E10BD285C99A33916DADE3ED388
12504817ACA48B62B8E984EC622785BD1C411888BE531B1B594507816B201F6F28579A4"
>>
| 5
/[ suit-manifest / 3. << {
/ suit-manifest-version / 1. 1
/ suit-manifest-sequence-nunber / 2: 3,
[ suit-common / 3: << {
/ suit-conmponents / 2: |

~ O~

h' 544545502D446576696365" , | " TEEP- Devi ce" /
h' 5365637572654653" , | "SecureFS" /

h' 8D82573A926D4754935332DC29997F74’ , [ tc-uuid /

h' 7461 [ "ta" |/

]

/’suit—connDn—sequence | 4 << |
/ suit-directive-override-paranmeters / 20,
/ suit-paraneter-vendor-identifier / 1: h CODDD5F15243566087DB4F5B0AA26
C2F',
/ suit-paraneter-class-identifier / 2: h'DB42F7093D8C55BAA8C5265FC5820F
4F'
/ suit-paraneter-imge-digest / 3. << |
/| suit-digest-algorithmid: / -16 / suit-cose-al g-sha256 /,
/ suit-digest-bytes: / h'8CF71AC86AF31BE184EC7A05A411A8C3A14FDIB77A30
D046397481469468ECES’
] >>,
/ suit-paraneter-imge-size / 14: 20
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},
/ suit-condition-vendor-identifier / 1, 15,
/ suit-condition-class-identifier / 2, 15
] >>
} >,
[ suit-install / 9: <<
/ suit-directive-override-paranmeters / 20, {
[/ suit-paraneter-uri / 21: "https://exanple. org/8d82573a-926d-4754-9353-3
2dc29997f74.ta"
I
/ suit-directive-fetch / 21, 15,
/ suit-condition-imge-match / 3, 15
] >>
} >
}
>>
] / array of bstr wapped SU T_Envel ope /

}
]

D.4.2. CBOR Binary Representation

82 # array(2)
03 # unsigned(3) / TEEP- TYPE-update /
A2 # map(2)
14 # unsi gned(20) / token: /
50 # bytes(16)
AOALA2 A3A4AS5 A6 AT AB A9 AAABACADAEAF
0A # unsigned(10) / manifest-list: /
81 # array(1)

59 014E # byt es(336)
A2025873825824822F5820DB601ADE73092B58532CA03FBB663DE495
32435336F1558B49BB622726 A2FEDD584AD28443A10126A0F658405B2D53
5A2B6D5E3C585C1074F414DA9E10BD285C99A33916DADE3ED38812504817
ACA8B62B8E984EC622785BD1C411888BES531B1B594507816B201F6F28579
A40358D4A401010203035884A20281844B544545502D4465766963654853
65637572654653508D82573A926D4754935332DC29997F74427461045854
8614A40150CODDD5F15243566087DB4F5B0AA26C2F0250DB42F7093D8C55
BAABC5265FC5820F4E035824822F58208CF71AC86AF31BE184EC7A05A411
A8C3A14FDOB77A30D046397481469468ECES80E14010F020F0958458614A1
15783B68747470733A2F2F6578616D706C652E6F72672F38643832353733
612D393236642D343735342D393335332D3332646332393939376637342E
7461150F030F

D.5. Success Message

D.5.1. CBOR Diagnostic Notation
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| teep-success =/

[
/| type: / 5/ TEEP-TYPE-teep-success /,

/ options: /

/ token / 20 : h’ AOALA2A3A4A5A6A7ABA9AAABACADAEAF
}

D.5.2. CBOR Binary Representation

82 # array(2)
05 # unsi gned(5) / TEEP- TYPE-t eep-success /
Al # map(1)
14 # unsi gned(20) / token: /
50 # bytes(16)

AOALA2 A3A4AS A6 AT ABAS AAABACADAEAF
D.6. Error Message
D.6.1. CBOR Diagnostic Notation
/| teep-error =/
[ /[ type: |/ 6 [/ TEEP-TYPE-teep-error /,

/ options: /

/ token / 20 : h’ AOALA2A3A4A5A6A7 ABA9AAABACADAEAF
/[ err-nsg / 12 : "disk-full"

} ’
| err-code: / 17 / ERR_MANI FEST_PROCESSI NG _FAI LED /

D.6.2. CBOR binary Representation

83 # array(3)
06 # unsi gned(6) / TEEP-TYPE-teep-error /
A2 # map(2)
14 # unsi gned(20) / token: /
50 # bytes(16)
AOALA2 A3A4AS5AB AT ABAI AAABACADAEAF
oC # unsigned(12) / err-nsg: /
69 # text(9)
6469736B2D66756C6C # "disk-ful | "
11 # unsigned(17) / ERR_MANI FEST_PROCESSI NG_FAI LED /
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E. Exanples of SU T Mnifests

Thi s section shows sonme exanples of SU T manifests described in
Section 4. 4.

The exanpl es are signed using the foll owi ng ECDSA secp256r1 key with
SHA256 as the digest function.

COSE_Si gnl Cryptographi c Key:

M GHAgEAMBMGBY q GSIVH9 Ag EGCCq GSME 9 AWEHBGOwawl BAQQYApPZYj ZCUGLMbOVBC
g YSt X+09j GmyJPr pDLTz/ hi XChRANCAASEI oEar guqgq9JhVxi e7NonvgqqL8Rt v
P+bi t WA hdvAr Tsf Kkt s CYEXWKNE r NHXi 9OB3N+wnAUt szmR23MAt Ki W

MFkwEWYHKoZI zj 0CAQYI KoZIl zj 0DAQc DQgAEhJaBGg4LqqvSYVeYnuzaldr 6qi / Eb
bz/ mar VI nl XowKO7Hy pLbAnBMcG) bazR14vTgdzf sJwFLbMbkdt zOLSol g==
————— END PUBLI C KEY- - - - -

Example 1: SUI T Manifest pointing to URI of the Trusted Conponent Binary
CBOR Di agnostic Notation of SU T Mnifest

/[ SU T Envel ope / {
/ authentication-wapper / 2: << |
<< [
/| digest-algorithmid: / -16 / SHA256 /,
/ digest-bytes: / h' B39B52B0B747EA79588C190F567BFC2C8437BA8BA73F7EA983182E79F0148D59
B
] >,
<< /| COSE _Signl Tagged / 18(]
/ protected: / << {
/ algorithmid / 1: -7 /| ES256 /
>>
unprotected: / {},
payl oad: / null,
/| signature: / h’80E54AB485B320A61654666362928B15EAAABFE6957B1BCB65F16A367E4B19888B
FFDBD6F7EA2892FA36FA18A2FCB5DBFECO832E09B91EDICD348AB7 7TE25FAT4’
>>
) 2,
/[ manifest / 3: << {
/ manifest-version / 1. 1,
/ mani f est - sequence- nunber / 2: 3,
[ common / 3: << {
/ conponents / 2: [

[

~ ~
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" TEEP- Devi ce’ ,

' Secur eFS'

h’ 8D82573A926D4754935332DC29997F74’ , | tc-uuid /
tal

]

| shared-sequence / 4: << [
/ directive-override-paranmeters / 20, {
| paranmeter-vendor-identifier / 1: h CODDD5F15243566087DB4F5B0AA26C2F ,
/| paraneter-class-identifier / 2: h DB42F7093D8C55BAABC5265FC5820F4F
| paraneter-imge-digest / 3: << |
/| digest-algorithmid: / -16 / SHA256 /,
/ digest-bytes: / h’8CF71AC86AF31BE184EC7A05A411A8C3A14FDOB77A30D046397481469
468ECES8’
] >>,
[ paraneter-inmge-size / 14: 20
1
/ condition-vendor-identifier / 1, 15,
/ condition-class-identifier / 2, 15
] >>
} >,
/ mani fest-conponent-id / 5: [
" TEEP- Devi ce’
" Secur eFS'
h' 8D82573A926D4754935332DC29997F74' , |/ tc-uuid /
"suit’

] ]
[ install / 20: << |
/ directive-override-paraneters / 20, {
[ paraneter-uri / 21: "https://exanple.org/8d82573a-926d-4754-9353-32dc29997f 74. t

a
b,
/| directive-fetch / 21, 15,
/ condition-imge-match / 3, 15
] >>,
/[ uninstall [/ 24: << |
/| directive-unlink / 33, 15
] >>
} >>
}

CBOR Bi nhary in Hex
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A2025873825824822F5820B39B52B0B747EA79588C190F567BFC2C8437BA
8A73F7EA983182E79F0148D59B584AD28443A10126A0F6584080E54AB485
B320A61654666362928B15EAAABFEG957B1BCB65F16A367E4B19888BFFDB
D6F7EA2892FA36FA18A2FCB5DBFECO832E09B91EDOCD348AB7 7TE25FA7403
590108A601010203035884A20281844B544545502D446576696365485365
637572654653508D82573A926D4754935332DC29997F7442746104585486
14A40150C0DDD5F15243566087DB4F5BOAA26C2F0250DB42F7093D8C55BA
ABC5265FC5820F4E035824822F58208CF71ACB6AF31BE184EC7A05A411A8
C3A14FDOB77A30D046397481469468ECESOE14010F020F05844B54454550
2D446576696365485365637572654653508D82573A926D4754935332DC29
997F7444737569741458458614A115783B68747470733A2F2F6578616D70
6C652E6F72672F38643832353733612D393236642D343735342D39333533
2D3332646332393939376637342E7461150F030F1818448218210F

Example 2: SUI T Manifest including the Trusted Conponent Binary
CBOR Di agnostic Notation of SU T Mnifest

[ SU T_Envel ope / {
/ authentication-wapper / 2: << |
<< [
/| digest-algorithmid: / -16 / SHA256 /,
/ digest-bytes: / h' CEDB0457952F7DD0A33FA4692F73BC333A6A6E2300B16F6605993F0192E3F21

>>,
<< | COSE_Signl_Tagged / 18([
/ protected: / << {
/[ algorithmid / 1. -7 /| ES256 /
>>,
unprotected: / {},
payl oad: / null,
/ signature: / h’71E3869E4E134A78C95D7ED81F5911FEA4F189EC33C0F6474C866569ED3DF7FBAE
0D8871367BA3C73612A26COE3984A4E22CAA4BFBCES84DCACO539AE87BE9OD3D
>>
)2,
/[ manifest / 3. << {
/ mani fest-version / 1: 1,
/ mani f est - sequence- nunber / 2: 3,
[ common / 3: << {
[/ conmponents [/ 2: |

~ O~

" TEEP- Devi ce’ ,
" Secur eFS',
h’ 8D82573A926D4754935332DC29997F74’ , / tc-uuid /
1ta1
]

/’shared—sequence [ 4. << |
/ directive-override-paranmeters / 20, {
| paraneter-vendor-identifier / 1: h CODDD5F15243566087DB4F5B0AA26C2F ,
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| paraneter-class-identifier / 2: h DB42F7093D8C55BAA8C5265FC5820F4F

| paraneter-imge-digest / 3: << |
/ digest-algorithmid: / -16 / SHA256 /,

/ digest-bytes: / h'8CF71AC86AF31BE184EC7A05A411A8C3A14FDOB77A30D046397481469

468ECES’
] >>,
| paraneter-inmage-size / 14: 20
b,
/ condition-vendor-identifier / 1, 15,
/ condition-class-identifier / 2, 15
] >>
} >,
/ mani fest-conponent-id / 5: [
" TEEP- Devi ce’ ,
" Secur eFS'
h’ 8D82573A926D4754935332DC29997F74’, [/ tc-uuid /
suit’

}

] i)
[/ install / 20: << [
/ directive-override-paranmeters / 20, {
[ uri [ 21: “#tc"
}

/| directive-fetch / 21, 15,
/ condition-inmge-match / 3, 15
] >>,
/[ uninstall [/ 24: << |
/ directive-unlink / 33, 15
] >>
} >>,
"#tc" : "Hello, Secure Worl d!

CBOR Binary in Hex

A3025873825824822F5820CEDB0457952F7DD0A33FA4692F73BC833A6A6E
2300B16F6605993F0192E3F219584AD28443A10126 A0F6584071E3869E4AE
134A78C95D7ED81F5911FEA4AF189EC33C0F6474C866569ED3DF7FB4EODS8S
71367BA3C73612A26 COE3984A4E22 CAA4BFBCES84DCACO539AE87BE9D3D03
58CEA601010203035884A20281844B544545502D44657669636548536563
7572654653508D82573A926D4754935332DC29997F744274610458548614
A40150C0DDD5F15243566087DB4F5BOAA26 C2F0250DB42F7093D8C55BAA8
C5265FC5820F4E035824822F58208CF71AC86AF31BE184EC7A05A411A8C3
Al14FDOB77A30D046397481469468ECE80E14010F020F05844B544545502D
446576696365485365637572654653508D82573A926D4754935332DC2999
TF744473756974144C8614A11563237463150F030F1818448218210F6323
74635448656C6C6F2C2053656375726520576F726C6421
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Exanpl e 3: Suppl yi ng Personalization Data for Trusted Conponent Binary
Thi s exanpl e uses the foll ow ng paraneters:

* SUT Profile: suit-sha256-es256-ecdh-al28ctr (see
[I-Dietf-suit-mi] Section 3.2)

- Algorithmfor payl oad encryption: Al128CTR (-65534)
- Algorithmfor key wap: ECDH ES + A128KW (-29)
* KEK (Receiver’'s Private Key):
- kty: EC2
- crv: P-256

- x: h' 5886CD61DD875862E5AAA820E7A15274C968A9BCO6048DDCACE32F50C3
651BA3’

- y: h 9EED8125E932CD60COEAD3650D0A485CF726D378D1B016ED4298B2961E
258F1B

- d: h’ 60FE6DD6D85D5740A5349B6F91267EEACSBA81B8CB53EE249E4B4EB102
C476B3’

*  COSE_KDF_Cont ext
- Agorithm D -3 (A128KW
- SuppPubl nfo
0 keyDatalength: 128
0 protected: << {/ alg / 1: -29 /| ECDH ES+A128KW/ } >>
o other: "SU T Payl oad Encryption’
CBOR Di agnostic Notation of SU T Manifest
/[ SU T _Envel ope / {
/ authentication-wapper / 2. << |
<</[di gest-algorithmid: / -16 / SHA256 /,
, / digest-bytes: / h’ C6E33791C3EA4235D3069E849CCF00390769E0118342161184B293F8893DF01
Ty,

<< |/ COSE Signl Tagged / 18([
/ protected: / << {
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[/ algorithmid / 1: -7 /| ES256 /
>>

unprotected: / {},

payl oad: / null,

~ ~

/ signature: / h’ E2F02EB95698DF7D3CIB3B5BOA64AF58B363AD0OB3EL12AF77C279EBD7B503COBE48

58C36614919C110E5C294FFB1538EE234CAED278939B7260A4BB63E1970146
>>
) 2
/[ manifest / 3: << {
/ manifest-version / 1. 1,
/ mani f est - sequence- nunber / 2: 3,
[ common / 3: << {
/ dependencies / 1: {
[/ component-index / 1: {
/ dependency-prefix / 1: [
" TEEP- Devi ce’
" Secur eFS'
h' 8D82573A926D4754935332DC29997F74’ , | tc-uuid /
"suit’
]

}
} i)
[/ components / 2: |

" TEEP- Devi ce’ ,
" Secur eFS'
"config.json’

]

| shared-sequence / 4. << |
/ directive-set-conponent-index / 12, 0,
/ directive-override-paraneters / 20,
| paranmeter-vendor-identifier / 1: h CODDD5F15243566087DB4F5B0AA26C2F ,
| paraneter-class-identifier / 2: h DB42F7093D8C55BAA8C5265FC5820F4E
1
/ condition-vendor-identifier / 1, 15,
/ condition-class-identifier / 2, 15
] >>
} >,
/ mani fest-conponent-id / 5: [
" TEEP- Devi ce’
" Secur eFS'
"config.suit’

/[ validate / 7: << |
/ directive-set-conponent-index / 12, 0,
/ directive-override-paraneters / 20, {
/ NOTE: inmage-digest and image-size of plaintext config.json /
| parameter-inmage-digest / 3: << [
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/| digest-algorithmid: / -16 / SHA256 /,
/ digest-bytes: / h'8273468FB64BD84BB04825F8371744D952B751C73A60F455AF681E16772

6F116’
] >>,
/ image-size / 14: 61
}1
/ condition-imge-match / 3, 15
] >>,

/ dependency-resolution / 15: << |
/ directive-set-conponent-index / 12, 1
/ directive-override-paraneters / 20, {
| parameter-inmage-digest / 3: << [
/[ algorithmid / -16 / SHA256 /,
/ digest-bytes / h'B39B52B0B747EA79588C190F567BFC2C8437BA8A73F7EA983182E79F0148

D59B’
] >>,
/ paraneter-inmge-size / 14: 389,
[ paranmeter-uri / 21: "https://exanple.org/8d82573a-926d- 4754- 9353-32dc29997f 74. s
uit"
3
/ directive-fetch / 21, 2
] >>,

/[ install [/ 20: << |
/ directive-set-conponent-index / 12, 1
[/ directive-process-dependency / 11, O,

/ NOTE: fetch encrypted firnmnare /
/ directive-set-conponent-index / 12, 0,
/ directive-override-paraneters / 20, {
/ NOTE: encrypted payl oad and encryption-info /
| paranmeter-content / 18: h' CA3E94F3B51A5DBB76ECFAD44CA7DEFE71D26A36E10054723DDF0
A93CDOB68DIF4B61FCC31CDOCBE30D3FFDF6AB7541BFF1980968A836E17D3BBDE7332'
[ paranmeter-encryption-info / 19: << 96([
/| protected: / h'’",
[/ unprotected: / {
/[ alg / 1. -65534 / Al128CTR /,
/ 1V /] 5: hF8FC5E335366171540C1B416ABFDCIAT’
I
/ payload: / null / detached ciphertext /,
/[ recipients: [ |

/ protected: / << {
/[ alg / 1. -29 /| ECDH ES + A128KW/
} >,
[/ unprotected: / {
/ epheneral key / -1: {
[ kty [ 1. 2/ EC2 [/,
[ crv /[ -1:. 1] P-256 1/,
/I x [ -2: h 7TAAF18EC7FAB5071B267FA3B8D8FF248A78DAADODIB8318EAE8925089F3
C9431’ ,
[y | -3: h 84BADF92D62F3804E8DE964ABB21EC6A732B46B2B02DCD2908E6A666C6D
4871B
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/ payl oad: / h’ FO03092CB552689003EBOACDD081595E6499FF028745DADF

]

1) >>

[/ decrypt encrypted firmvare /
/[ directive-wite / 18, 15 / consunes the SU T _Encryption_I nfo above /
/ NOTE: decrypted payl oad would be ‘' {"name":"FQOO Bar", "secret":"0123456789abf cdef 0
123456789abcd"}’ "’ /

] >>,

/[ uninstall [/ 24: << |
/ directive-set-conponent-index / 12, 1
/ directive-process-dependency / 11, O,
/ directive-set-conponent-index / 12, O,
/ directive-unlink / 33, 15

] >>

1 >>

}
CBOR Binary in Hex

A2025873825824822F582037522D96COF9A6B887A21F4B21CDF02767799C
C3A66EAFD5979250CCEL11377E2584AD28443A10126A0F6584084A5B76482
0B927C580BF128CC2CA21AE2656F27A6BCE6D63228915CCCCC32DB23CI3A
8518A7DB565BD0348F17978474ED7473CAFDED4AA2752EEA93B90BELFF103
590242A801010203035886A301A101A101844B544545502D446576696365
485365637572654653508D82573A926D4754935332DC29997F7444737569
740281834B544545502D4465766963654853656375726546534B636F6E6G6
69672E6A736F6E04582D880C0014A20150C0DDD5F15243566087DB4FSB0OA
A26C2F0250DB42F7093D8C55BAABC5265FC5820F4E010F020F05834B5445
45502D4465766963654853656375726546534B636F6E6669672E73756974
07583186000014A2035824822F58208273468FB64BD84BB04825F8371744
D952B751C73A60F455AF681E167726F1160E183D030F0F5872860C0114A3
035824822F5820B39B52B0B747EA79588C190F567BFC2C8437BABA73FTEA
983182E79F0148D59B0E19018515783D68747470733A2F2F6578616D706C
652E6F72672F38643832353733612D393236642D343735342D393335332D
3332646332393939376637342E7375697415021458D88A0C010B000C0014
A212583DF137C0755EA5642248EC04F3D24BEF771B5CCD72C56F33F254F4
0A2381DC7C122C5708A99FE87A702A11053EF1BAS6CFOA12B7ES81AF80147
5959864E6313588AD8608440A20139FFFDO550A0DB218209E3CA3E871A81
CF1BEBCOF9F6818344A101381CA120A401022001215820A1A58EA321C7E3
28FE7DE66283DFC3B4081FESFA7TEF90C570FC88693F857EFB6225820AE96
ACOE18D691D5A8066BF95913252F57566F5A07EEF8643822ADD9510ADBBD
58183C09CFE4A33D69F0ADDB73EA728E942791139BA864A9369E120F1818
4A880C010B000C0O018210F
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F. Exanples of SU T Reports
Thi s section shows sonme exanples of SU T reports.
F.1. Exanple 1: Success

SU T Reports have no records if no conditions have failed. The URI
in this exanple is the reference URI provided in the SUT manifest.

{

/ suit-report-manifest-digest / 1:<<]

/[ algorithmid / -16 / "sha256" /,

| digest-bytes / h a7fd6593eac32eb4be578278e6540c5c¢c

h' 09cf d7d4d234973054833b2bh93030609

]1>>,
[/ suit-report-manifest-uri / 2: "tamteep. exanpl e/ personalisation”,
/ suit-report-records / 4: []

}
F.2. Exanple 2: Faiure

{
/ suit-report-manifest-digest / 1:<<]
/[ algorithmid / -16 / "sha256" /,
/ digest-bytes / h'a7fd6593eac32eb4be578278e6540c5¢c09cf d7d4d234973054833b2b93030609
]1>>,
/[ suit-report-manifest-uri / 2: "tamteep. exanpl e/ personalisation”,
/| suit-report-records / 4: |

{
/ suit-record-manifest-id / 1:[],
/ suit-record-manifest-section / 2: 7 |/ dependency-resolution /,
/ suit-record-section-offset / 3: 66
/ suit-record-dependency-index / 5: O,
| suit-record-failure-reason / 6: 404
}

where the dependency-resolution refers to:
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aut henti cati on-wr apper,

[ manifest / 3:<<{
/ manifest-version / 1:1,
/ mani f est - sequence- nunber / 2:3,
conmon,
dependency-resol ution,
install,
val i dat e,
run,
t ext

}>>,

}

and the suit-record-section-offset refers to:

<<[
/ directive-set-dependency-index / 13,0,
/ directive-set-paranmeters / 19, {
[ uri [ 21:"tamteep. exanpl e/’
" edd94cd8- 9d9c- 4cc8- 9216- b3ad5a2d5b8a’ ,
|

/ directive-fetch / 21,2,
/ condition-inmge-match / 3,15
]1>>,

Aut hors’ Addr esses

Hannes Tschof eni g

Austria

Emai | : hannes. t schof eni g@nx. net
M ngl i ang Pei

Br oadcom

United States of Anerica

Emai | : mingliang. pei @roadcom com

Davi d Weel er

Amazon

United States of Anerica
Emai | 1 davewhee@nazon. com
Dave Thal er

M crosof t

United States of Anerica
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Aki ra Tsukanot o

Openchip & Software Technol ogi es, S. L.
Spai n

Emai | : akira.tsukanoto@mail.com
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