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Abstract

Thi s docunent defines a YANG data nodel for the nanagenent of
topology filters/filter-sets on network el enments and controllers.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 23 April 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

A topology filter is a data construct that is used to filter network
topol ogi es [ RFC8345]. It can be applied on either a native topol ogy
or a customni zed topol ogy [ RFC8795] to produce a filtered set of
topol ogi cal elenments. A topology filter-set is a union of multiple
topology filters that can be applied in tandemon a topol ogy. This
docunent defines a YANG data nodel for the nanagenent of topol ogy
filters/filter-sets on network el ements and controllers.

The aut hors acknow edge that an inplenentation may maintai n network
topol ogies that are learnt via routing protocols in a Routing

I nformati on Base (RIB) [ RFC8431] and use routing policies [RFCI067]
to filter the entries in the RIB. Such an inplenentation is not the
target of this docunent.
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1.2

Use- Cases

Speci fication of topology related constraints for TE Path
Conputation: A few exanples of this are -

Conpute a path within a specified topol ogy.

Conpute a path within the topol ogy associated with a specific
| GP dormmai n.

Conpute a path within the topology learnt froma specific TE
I nformati on Source

Conpute a path within the topol ogy defined by the application
of one or nore topology filters:

0 Use a topology with elenents learnt via ISIS Level -2 and
i nclude resource-affinity "RED'

0 Use a topology with elenments associated with I SIS Flexible
Al gorithm 128 and excl ude resource-affinity "BLUE"

Speci fication of topol ogy associated with an Network Resource
Partition (NRP): A few exanples of rules for determ ning the
topol ogy associated with the NRP [ RFC9543] are:

Al the elenents in the specified topology are part of the NRP
t opol ogy.

Al'l the topol ogical elements associated with a specific |GP
domain are part of the NRP topol ogy.

Al'l the topol ogical elenments that include resource-affinity
"RED' and exclude resource-affinity "BLUE" are part of the NRP
t opol ogy.

Ter mi nol ogy

The term nol ogy for describing YANG data nodels is found in
[ RFC7950] .

The reader is expected to be famliar with the topol ogy nodeling
term nol ogy specified in [ RFC8345], [RFC8776] and [ RFC8795].
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1.3. Tree Structure

A simplified graphical representation of the data nodel is presented
in Appendi x A of this docunment. The tree format defined in [ RFC8340]
is used for the YANG data nodel tree representation.

2. Topology Filter Data Mdel
2.1. Model Structure

The hi gh-level nodel structure defined by this docunment is as shown
bel ow:

modul e: ietf-topology-filter
augnment / nw net wor ks:
+--rw topol ogy-filters!
| +--rw topology-filter* [nane]
| +--rw name string
| +--rw topol ogy-ref
| |
| +--rw i ncl ude- any
| |
| +--rw include-all
I
I
I

+--rw excl ude
+--rw topol ogy-filter-sets!
+--rw topology-filter-set* [nane]
+--rw nane string

The top-level 'networks’ container [RFC8345] is augnented with a set
of topology filters and a set of topology filter-sets.

2.1.1. Topology Filters

The 'topology-filters’ container carries a list of topology filters.
Each topol ogy-filter entry specifies a set of include-any, include-
all and exclude filtering rules that can be applied on either the
native topology or a user specified topol ogy.

2.1.1.1. Topol ogy Reference

The ' topol ogy-reference’ container indicates the topol ogy on which
the filtering rules need to be applied. The referenced topol ogy
could be a predefined TE topol ogy and/or a specific | GP domain. The
absence of the 'topology-reference’ indicates that the filtering
rules are to be applied on the native topol ogy.
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+--rw topol ogy-ref
+--rw i gp-domai n-identifier
| +--rw protocol-id? i gp- protocol
+--rw instance-id? ui nt 32
+--rw division-id? ui nt 32

I
I
I
|  +--rwnt-id? ui nt 16
+

+--rw al go-i d? uint8
--rw te-topol ogy-identifier

+--rw provider-id? te-gl obal -id
+--rwclient-id? te-global-id
+--rw topol ogy-id? t e-topol ogy-i d

2.1.1. 2. Filters

The ’include-any’, ’include-all’ and ’exclude’ containers carry a
varied set of attributes that can be used as rules to filter the
topology. |If the topology-filter entry carries no filtering rules

and only references a specific topology, then the set of filtered
topol ogi cal el ements produced is the sane as the one defined by the
ref erenced topol ogy.

+--rw i ncl ude- any
+--rw link-affinity* string

I

| +--rw link-nane* string

| +--rw node-prefix* inet:ip-prefix

|  +--rw as* i net: as- nunber

| +--rwinfo-source* [source-id instance-id division-id]
| +--rw source-id tet:te-info-source

| +--rw instance-id ui nt 32

| +--rw division-id ui nt 32

+--rw include-all
+--rw link-affinity* string

I
|  +--rw link-name* string
| +--rw node-prefix* inet:ip-prefix
|  +--rw as* i net: as-nunber
| +--rwinfo-source* [source-id instance-id division-id]
| +--rw source-id tet:te-info-source
| +--rw instance-id ui nt 32
| +--rwdivision-id ui nt 32
+--rw excl ude
+--rw link-affinity* string
+--rw | i nk- nanme* string
+--rw node- prefix* inet:ip-prefix
+--rw as* i net: as- nunber
+--rw info-source* [source-id instance-id division-id]
+--rw source-id tet:te-info-source
+--rw instance-id ui nt 32
+--rwdivision-id ui nt 32
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2.1.2. Topology Filter-Sets

The 'topol ogy-filter-sets’ container carries a |list of topol ogy
filter-sets. Each topology-filter-set entry constitutes a |list of
topol ogy-filter references. This is used when there is a need to
create a union of nultiple topology filters.

+--rw topol ogy-filter-sets!
+--rw topol ogy-filter-set* [nane]
+--rw nane string
+--rw topology-filter*
-> ../../../ltopol ogy-filters/topol ogy-filter/name

2.2. YANG Modul e

<CODE BEG NS> file "ietf-topol ogy-filter@025-10-19.yang"
nmodul e ietf-topology-filter {
yang-version 1.1;
nanespace "urn:ietf:paranms: xnl:ns:yang:ietf-topology-filter";
prefix topo-filt;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";

}
import ietf-network {
prefix nw
ref erence
"RFC 8345: A YANG Data Model for Network Topol ogi es";
}

inmport ietf-te-types {
prefix te-types;
ref erence
"RFC 8776: Commobn YANG Data Types for Traffic Engi neering”;
}

import ietf-te-topology {
prefix tet;
ref erence
"RFC 8795: YANG Data Mddel for Traffic Engi neering Topol ogi es";
}

organi zati on
"I ETF Traffic Engineering Architecture and Signaling (TEAS)
Wor ki ng G oup. ";
cont act
"WG Web: <http://tools.ietf.org/wy/teas/>
WG List: <nmilto:teas@etf.org>
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Edi t or: Vi shnu Pavan Beeram
<mai | t o: vbeer am@ uni per. net >

Edi t or: Tar ek Saad
<mai | t 0: t saad. net @nmi | . conP

Edi t or: Rakesh Gandhi
<mai | t o: r gandhi @i sco. con

Edi tor: Xufeng Liu
<mai |l to:xufeng.liu.ietf@mail.com";
description
"Thi s YANG nodul e defines data definitions for managi ng
topol ogy filters.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stri bution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.";

revision 2025-10-19 {
description
"Initial revision.";
ref erence
"RFC XXXX: YANG Data Model for Topology Filters.";

}

/*
*TYPEDEFS
*/

typedef igp-protocol {
type enuneration {
enum ospfv2 {
description
"OSPFv2.";

enum ospfv3 {

description
"OSPFv3. ",
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}
enumisis {
description
"Is1Ss
}
}

description
"I GP Protocol Type.";

}

/*

*GROUPI NGS

*/
/*

* (ouping - Topol ogy Information Source
*/

groupi ng i gp-topol ogy-info-source {
description
"Grouping for igp topology information source."”;
| eaf protocol-id {
type igp-protocol
description
"I GP Protocol Type.";

| eaf instance-id {
type uint32;
description
"Informati on Source Instance.";

| eaf division-id {
type uint32;
description
"I nformati on Source Division
(e.g., OSPF Area, ISIS Level).";
}
}

/*
* Grouping - IGP Domain Identifier
*/

groupi ng i gp-domai n-identifier {
description
"Grouping for igp domain identifier.";
contai ner igp-domain-identifier {
description
"Container for igp donamin identifier.";
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uses i gp-topol ogy-i nfo-source;
| eaf algo-id {
type uint8;
description
"AlgorithmID.";

}
leaf m-id {
type uint 16;
description
"Multi Topology ID.";
}
}
}
/*
* rouping - Topol ogy Reference
*/

groupi ng topol ogy-reference {
description
"Grouping for topology reference.”;
cont ai ner topol ogy-ref {
description
"Cont ai ner for topology reference.";
uses i gp-domai n-identifier;
uses te-types:te-topol ogy-identifier;
}
}

/*
* (rouping - Topol ogy Information Sources
*/

groupi ng topol ogy-i nfo-sources {
description
"Grouping for topology information sources.";
list info-source {
key "source-id instance-id division-id";
description
"List of information-sources.";
| eaf source-id {
type tet:te-info-source;
description
"I nformati on Source.";
}
| eaf instance-id {
type uint 32;
description
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"I nformati on Source |nstance.";

}
| eaf division-id {
type uint32;
description
"I nformati on Source Division."
}
}
}
/*
* Grouping - Custom Topol ogy Filters
*/

groupi ng customtopol ogy-filters {
description
"Grouping for customtopology filters.";
leaf-list link-affinity {
type string;
description
"List of link affinities."”;

leaf-1ist |ink-nane {
type string;
description
"List of link nanes.";

| eaf-1ist node-prefix {
type inet:ip-prefix;
description
"List of node IDs.";

leaf-list as {
type inet:as-nunber;
description
"Li st of AS nunbers.";

uses topol ogy-i nfo-sources;

}

/*
* Grouping - Topology Filters
*/

groupi ng topol ogy-filters {
description
"Grouping for topology filters.";
cont ai ner topology-filters {
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presence "Enabl e Topology Filters.";
description
"Cont ainer for topology filters.";
|ist topology-filter {
key "nane";
description
"List of topology filters.";
| eaf nane {
type string;
description
"A string that uniquely identifies the topology filter.";

uses topol ogy-reference;
cont ai ner include-any {
description
"I'nclude-any filters.";
uses customtopol ogy-filters;
}
cont ai ner include-all ({
description
"Include-all filters.";
uses customtopol ogy-filters;
}
cont ai ner excl ude {
description
"Exclude filters.";
uses customtopol ogy-filters;

}
}
}
}

/*
* rouping - Topology Filter Sets
*/

groupi ng topol ogy-filter-sets {
description
"Grouping for topology filter sets."”;
contai ner topology-filter-sets {
presence "Enabl e Topology Filter-Sets.";
description
"Container for topology filter sets.";
list topology-filter-set {
key "nane";
description
"List of topology filter sets.";
| eaf nane {
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type string;

description
"A string that uniquely identifies the topol ogy
filter-set.";

| eaf-1ist topology-filter {
type leafref {
path "../../../topo-filt:topology-filters/"
+ "topo-filt:topology-filter/topo-filt:nane";
}

description
"Reference to a specific topology filter fromthe |ist
of topology filters.";
}
}
}
}

/*
* Augnent - Topology Filters / Topology Filter-Sets
*/

augnent "/ nw networ ks" {
description
"Augnent networks with topology-filters and
topol ogy-filter-sets.";
uses topol ogy-filters;
uses topol ogy-filter-sets;

}
}
<CCDE ENDS>
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5. | ANA Consi derations

Thi s docunent registers the following URI in the IETF XM registry
[ RFC3688]. Following the format in [ RFC3688], the follow ng
registration is requested to be nade.

URI: urn:ietf:parans:xm:ns:yang:ietf-topology-filter
Regi strant Contact: The TEAS WG of the | ETF.
XM: N A the requested URI is an XM. nanespace

Thi s docunent registers a YANG nodul e in the YANG Mbdul e Nanes
registry [ RFC6020].

nane: ietf-topology-filter

nanespace: urn:ietf:paranms:xm :ns:yang:ietf-topology-filter
prefix: topo-filt

reference: RFCXXXX

6. Security Considerations

The YANG nodul e specified in this docunent defines a schema for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |layer, and the mandatory-to-inplement secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HTTPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFC8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

The data nodes defined in this YANG nodul e that are

witable/creatabl e/deletable (i.e., config true, which is the
default) nmay be considered sensitive or vulnerable in sone network
environments. Wite operations (e.g., edit-config) to these data
nodes without proper protection can have a negative effect on network
operations. These are the subtrees and data nodes and their
sensitivity/vulnerability:

* "[networks/topol ogy-filters/": This subtree specifies the
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configurations for topology filters. By manipulating these data
nodes, a malicious attacker may cause unauthorized and i nproper
behavior to any service that is making use of the filtered set of
topol ogi cal el enents produced by the application of the

conprom sed topology filter

* "/ networks/topol ogy-filter-sets": This subtree specifies the
configurations for topology filter-sets. By nanipulating these
data nodes, a numlicious attacker may cause unauthorized and
i mproper behavior to any service that is naking use of the
filtered set of topological elenents produced by the application
of the conpronised topology filter-set.

The readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in some network environments. It is thus
inmportant to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

* "/ networks/topol ogy-filter": Unauthorized access to this subtree
can disclose the topology filters used in the network.

* "/ networks/topol ogy-filter-sets": Unauthorized access to this
subtree can disclose the topology filter-sets used in the network.
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Conpl ete Mbdel Tree Structure

nmodul e: ietf-topology-filter

augnment / nw net wor ks:
+--rw topol ogy-filters!
| +--rwtopology-filter* [name]

+--rw nane string

+--rw topol ogy-ref

| +--rwigp-domain-identifier

| +--rw protocol-id? i gp- protocol
| +--rwinstance-id? ui nt 32

| +--rwdivision-id? ui nt 32

| +--rw al go-id? uint8
I
+

+--rw m-id? uintl6
--rw te-topol ogy-identifier

+--rw provider-id? te-gl obal -id
+--rwclient-id? te-gl obal -id
+--rw topol ogy-id? t e-topol ogy-id
+--rw i ncl ude- any

+--rw link-affinity* string

I

| +--rw link-nane* string

| +--rw node-prefix* inet:ip-prefix

|  +--rw as* i net: as- nunber

| +--rwinfo-source* [source-id instance-id division-id]
| +--rw source-id tet:te-info-source

| +--rw instance-id ui nt 32

| +--rw division-id ui nt 32

+--rw include-all

|  +--rwlink-affinity* string
I

I

I

+--rw | i nk- name* string
+--rw node- prefix* inet:ip-prefix
+--rw as* i net: as-nunber
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+--rw info-source* [source-id instance-id division-id]

I
| +--rw source-id
| +--rw instance-id
| +--rw division-id
+--rw excl ude

+--rw link-affinity*

+--rw node- prefix*
+--Trw as*

tet:te-info-source
ui nt 32
ui nt 32

string
string
inet:ip-prefix
i net: as-nunber

+--rw info-source* [source-id instance-id division-id]

+--rw source-id

+--rw instance-id

+--rw division-id
+--rw topol ogy-filter-sets!

I
I
|
I
I
I
| +--rw | i nk- nane*
I
|
I
I
I
I

tet:te-info-source
ui nt 32
ui nt 32

+--rw topol ogy-filter-set* [nane]

+--rw nane
+--rw topology-filter*

string

-> ../../../ltopol ogy-filters/topol ogy-filter/name
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