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Abst r act

Thi s docunent defines a YANG data nodel for representing, retrieving,
and mani pul ati ng MPLS-TE network topologies. It is based on and
augnment s exi sting YANG nodel s that describe network and traffic

engi neeri ng packet network topol ogies.

Thi s docunent al so defines a collection of combn YANG data types and
groupi ngs specific to MPLS-TE. These common types and groupi hgs are
intended to be inmported by nodul es that nodel MPLS-TE technol ogy-
specific configuration and state capabilities.

The YANG nodel s defined in this docunent can al so be used for MPLS
Transport Profile (MPLS-TP) network topol ogies.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 11 March 2026.
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Thi s docunent al so defines a collection of comon YANG data types and
groupi ngs specific to MPLS-TE. These comon types and groupi ngs are
intended to be inmported by nodul es that nodel MPLS-TE technol ogy-
specific configuration and state capabilities, such as the MPLS-TE
topol ogy nodel, defined in this docunent, and the MPLS-TE tunne
nodel, defined in [I-D.ietf-teas-yang-te-npls].

MPLS Transport Profile (MPLS-TP) is a profile of the MPLS protoco
that is used in packet switched transport networks and operated in a
simlar manner to other existing transport technologies (e.g., OIN),
as described in [ RFC5921].

The YANG nodel s defined in this docunment can al so be used for MPLS-TP
net wor k t opol ogi es.

The YANG nodel s defined in this docunment conformto the Network
Managenent Datastore Architecture defined in [ RFC8342].

1.1. Tree Diagram
A simplified graphical representation of the data nodel is used in
Section 5.1 of this this docunent. The neaning of the synbols in
these diagrans is defined in [ RFC8340].

1.2. Prefixes in Data Node Nanes
In this docunment, nanmes of data nodes and other data npodel objects

are prefixed using the standard prefix associated with the
correspondi ng YANG i nported nodul es, as shown in Table 1.
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| Prefix | YANG Mbdul e | Reference |
[5 eemesfomms b besoe s esos s ese s fesey Sems s o es ey espusesfespeefspefpl
| rt-types | ietf-routing-types | [ RFC8294] |
Fom e oo S +
| npls-te-types | ietf-npls-te-types | RFC XXXX |
Fom e Fom e S +
| nw | ietf-network | [ RFC8345] |
T o e e e e e e oo R +
| nt | ietf-network-topol ogy | [ RFC8345] |
Fom e o m e S +
| tet | ietf-te-topol ogy | [ RFC8795] |
oo Fom e S +
| tet-pkt | ietf-te-topol ogy-packet | [RFCYYYY] |
T o e e e e e e oo R +
| tet-npls | ietf-te-npls-topol ogy | RFC XXXX |
Fom e Fom oo U +

Tabl e 1: Prefixes and correspondi ng YANG nodul es
RFC Editor Note: Please replace XXXX with the RFC nunber assigned to
the RFC once this draft becones an RFC. Pl ease replace YYYY with the
RFC nunbers assigned to [I-D.ietf-teas-yang-13-te-topo]. Please
remove this note.
2. MPLS-TE Types Overview

The nodule ietf-npls-te-types contains the foll owing YANG types and
groupi ngs whi ch can be used by other MPLS-TE YANG nodel s:

| oad- bal anci ng-t ype:

This identity defines the types of | oad-bal ancing al gorithms used
on a bundl ed MPLS-TE |i nk.

t e- npl s- 1 abel - hop:

This grouping is used for augnmentation of the TE | abel for MPLS-TE
pat hs.

3. MPLS-TE Topol ogy Model Overview

The MPLS-TE technol ogy-specific topol ogy nodel augnents the ietf-te-
t opol ogy- packet YANG nodul e, defined in
[I-Dietf-teas-yang-13-te-topo], which in turn augnents the generic
ietf-te-topol ogy YANG nodul e, defined in [ RFC8795], as shown in

Fi gure 1.
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Figure 1: Rel ationship between MPLS-TE, Packet-TE and TE Topol ogy

Model s

G ven the guidance for augnmentation in [RFC8795], the follow ng
t echnol ogy-speci fi c augnentati ons need are provided:

*

A network-type to indicate that the TE topology is an MPLS-TE
t opol ogy, as foll ow

augnment / nw. net wor ks/ nw. net wor k/ nw. net wor k-t ypes
/tet:te-topol ogy/tet-pkt:packet:
+--rw npl s-topol ogy!
* TE Label augnentations as described in Section 3.1
Not e: TE bandwi dt h augnentations for paths, LSPs, and links are
provided by the ietf-te-topol ogy-packet nodule, defined in
[I-D.ietf-teas-yang-13-te-topo].
3.1. TE Label Augnentations

In MPLS-TE, |abel allocation is done by the network el enent.

I nformati on about the availability of |abel values does not need to

be provided to the controller. Mreover, MPLS-TE tunnels are
currently mainly only established within a single domain

Therefore this docunent does not define any MPLS-TE technol ogy-

speci fic augnentations, of the TE Topol ogy nbdel specific to the TE

| abel because no TE | abel -related attributes are instanti ated for
MPLS- TE Topol ogi es.
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Furt hernore, because the primary use cases are for single domain
MPLS- TE tunnel s, this docunent does not define objects that
facilitate the setup of nulti-domain MPLS-TE tunnels. It is an item
for future study to understand how a managenent system woul d

coordi nate YANG configuration of a tunnel that crosses a domain
boundary, and it is expected that that would be defined in a separate
docunent .

3.2. MPLS-TP Topol ogy

Mul tiprotocol Label Switching - Transport Profile (MPLS-TP) is a
profile of the MPLS protocol that is used in packet switched
transport networks and operated in a simlar manner to other existing
transport technologies (e.g., OIN), as described in [ RFC5921].

Therefore, the YANG nodels defined in this docunent can al so be
applied to MPLS-TP network topol ogi es.

However, as described in [ RFC5921], MPLS-TP networks support
bidirectional LSPs and require no equal cost multipath (ECMP) and no
previ ous hop popping (PHP). Wen reporting the topology for an MPLS-
TP network, additional information is required to indicate whether
the network conponents (links and nodes) support these MPLS-TP
characteristics.

It is worth noting that [RFC8795] is already capabl e of nodeling TE
topol ogi es supporting either unidirectional or bidirectional LSPs:
all bidirectional TE links can support bidirectional LSPs, and al
Iinks can support unidirectional LSPs. Further, it is always
possible to associate two unidirectional LSPs to conpose a
bidirecitonal service as long as they belong to the sane tunnel

When setting up bidirectional LSPs (e.g., MPLS-TP LSPs) only
bidirectional TE Links are selected by path conputation

In order to allow reporting that ECMP is not affecting forwarding the
packets of a given LSP, the nodel defined in this docunents provides
the | oad-bal anci ng-type attribute which reports whether a |ink
aggregation group (LAG or TE Bundl ed Link perforns | oad-bal anci ng,
and if so, whether it is on a per-flow or per-top-I|abel basis:

augnment / nw. networ ks/ nw. network/nt:link/tet:te:
+--rw | oad- bal anci ng-type? nm e-types: | oad- bal anci ng-type

When setting up LSPs which require the non-use of ECWP (e.g., MPLS-TP
LSPs) only links that are not part of a LAG or TE Bundl e, or that
perform per-top-1abel |oad balancing are selected by path
comput ati on.
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It is assuned that alnpst all the MPLS-TE nodes are capabl e of
supporting U timte Hop Popping (UHP) (i.e., they do not require the
previ ous node on the path to performPHP). However, if some
interfaces are not able to support UHP, they can report it in the
MPLS- TE t opol ogy:

augment / nw: net wor ks/ nw. net wor k/ nw. node/ nt: t ermi nati on- poi nt
/tet:te:
+--ro uhp-incapabl e? enpty

When setting up LSPs which require the non-use of PHP (e.g., MPLS-TP
LSPs) only the destination node interfaces (link term nation points -
LTPs) that are capable of supporting UHP are selected by path
comput at i on.

4. YANG nodel for commobn MPLS-TE Types

<CODE BEGA NS> file "ietf-npls-te-types@023-10-13. yang"
modul e ietf-npls-te-types {
yang-version 1.1;
nanespace "urn:ietf:paranms:xm :ns:yang:ietf-npls-te-types”;
prefix npls-te-types;

import ietf-routing-types {
prefix rt-types;
ref erence
"RFC 8294: Common YANG Data Types for the Routing Area”;

}

organi zati on
"I nternet Engineering Task Force (I ETF) TEAS WG';
cont act
"WG Web: <https://datatracker.ietf.org/wy/teas/>
WG List: <mailto:teas@etf.org>

Edi t or: Ital o Bus
<mai | to:ital o. busi @uawei . conp

Edi t or: Ai hua Guo
<mui | t 0: ai huaguo. i etf @nuail.conr

Edi t or: Xuf eng Liu
<mailto:xufeng.liu.ietf@nmail.com

Edi t or: Tar ek Saad
<mai | t 0: t saad. net @nmi | . conP

Edi t or: Rakesh Gandhi
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Busi ,

<mai | t o: rgandhi @i sco. conmp";

description
"This nodul e defines a collection of commbn YANG data type
and grouping definitions specific to MPLS-TE

Copyright (c) 2023 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices.";

revision 2023-10-13 {
description
"Initial Version";
reference
"RFC XXXX: A YANG Data Model for MPLS-TE Topol ogy";

}

/1 RFC Editor: replace XXXX with the actual RFC nunber assigned
/1l to the RFC once this draft

/1l becones an RFC, update date information and renove this note.

/*
* Typedefs
*/

typedef | oad-bal anci ng-type {
type enuneration {
enum per-fl ow {
description

"The | oad-bal anci ng al gorithm ensures that packets
characterized as the same flow (e.g. based on IP 5-tuple)
that egress on a LAG or a bundled TE |ink are forwarded
on the sane conponent |ink

Packets for different flows within the same LSP can be
forwarded on different component |inks.";
}
enum per-top-1abel {
description
"The | oad-bal anci ng al gorithm ensures incom ng MPLS

et al. Expires 11 March 2026 [ Page 8]
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packets with the same top MPLS | abel and that egress on
on a LAG or bundled TE link are forwarded on the sane
component |i nk.

Packets for different flows within the same LSP are
forwarded on the same conponent |ink.";

}
}

description
"The type of |oad bal anci ng used on bundl ed Ilinks.";
} /] typedef | oad-bal anci ng-type

/*
* (¥ oupi ngs
*/

groupi ng te-npl s-1abel -hop {
description
"MPLS-TE Label Hop.";

| eaf npl s-1abel {
type rt-types: npl s-I abel;
description
"MPLS Label . ";

} }// groupi ng te-npl s-1abel -hop
<CODE ENDS>
Figure 2: MPLS-TE Types YANG nodel
5.  YANG Model for MPLS-TE Topol ogy

5. 1. YANG Tr ee

Fi gure 3 shows the tree diagram of the YANG nodel defined in nodul e
i etf-te-npls-topol ogy. yang.

modul e: ietf-te-npls-topol ogy

augnent / nw. net wor ks/ nw: net wor k/ nw. net wor k-t ypes/tet:te-topol ogy
/ tet - pkt: packet:
+--rw npl s-topol ogy!
augrment / nw networ ks/ nw. network/nt:link/tet:te:
+--rw | oad- bal anci ng-type? mpl s-te-types: | oad- bal anci ng-type
augnment / nw. net wor ks/ nw: net wor k/ nw. node/ nt : t erm nati on- poi nt
/tet:te:
+--ro0 uhp-incapabl e? enpty

Busi, et al. Expires 11 March 2026 [ Page 9]
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Figure 3: MPLS-TE topol ogy YANG tree
5.2. YANG Code

<CODE BEG NS> file "ietf-te-npls-topol ogy@023-10-13. yang"
modul e ietf-te-npls-topol ogy {
yang-version 1.1;
nanespace "urn:ietf:paranms: xnm :ns:yang:ietf-te-npls-topol ogy";
prefix tet-npls;

import ietf-network {
prefix nw,
reference
"RFC 8345: A YANG Data Model for Network Topol ogi es”;

}

i mport ietf-network-topology {
prefix nt;
reference
"RFC 8345: A YANG Data Model for Network Topol ogi es”;

}

import ietf-te-topology {
prefix tet;
reference
"RFC 8795: YANG Data Mddel for Traffic Engi neering
(TE) Topol ogi es”;

inmport ietf-te-topol ogy-packet {
prefix tet-pkt;
ref erence
"RFC YYYY: YANG Data Mddel for Layer 3 TE Topol ogi es”;

}

/1l RFC Editor: replace YYYY with the actual RFC nunber assigned
/1l to the RFC once draft-ietf-teas-yang-I|3-te-topo

/1 becomes an RFC and renove this note.

inmport ietf-npls-te-types {
prefix npls-te-types;
ref erence
"RFC XXXX: A YANG Data Model for MPLS-TE Topol ogy";

}

/1l RFC Editor: replace XXXX with the actual RFC nunber assigned
// to the RFC once this draft

/! beconmes an RFC and renpve this note.

organi zati on
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"I nternet Engi neering Task Force (I ETF) TEAS WG';
cont act

"WG Web: <https://datatracker.ietf.org/wy/teas/>

WG List: <mailto:teas@etf.org>

Edi t or: Ital o Bus
<mai | to:ital o. busi @uawei . conp

Edi t or: Ai hua Guo
<mui | t 0: ai huaguo.ietf @nuail.conp

Edi t or: Xuf eng Liu
<mailto:xufeng.liu.ietf@mail.com

Edi t or: Tar ek Saad
<mai | t 0: t saad. net @nmi | . conP

Edi t or: Rakesh Gandhi
<mai | t o: rgandhi @i sco. conmp";

description
"This nodul e defines a YANG data nodel for representing,
retrieving, and mani pul ati ng MPLS- TE networ k topol ogi es.

Thi s nodul e defi nes MPLS-TE t echnol ogy-specific augnentations
to the generic Packet TE topol ogy nodul e
(ietf-te-topol ogy-packet).

Copyright (c) 2022 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with
or without nodification, is permtted pursuant to, and
subject to the license terns contained in, the Revised
BSD Li cense set forth in Section 4.c of the | ETF Trust’s
Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see
the RFC itself for full legal notices.";

revision 2023-10-13 {
description
"lInitial Version";
ref erence
"RFC XXXX: A YANG Data Model for MPLS-TE Topol ogy";

}
/1l RFC Editor: replace XXXX with the actual RFC nunber assigned
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/'l to the RFC once this draft
/'l becomes an RFC, update date information and renove this note

/*
* Augnent ati ons
*/

augrment "/ nw net wor ks/ nw. net wor k/ nw. net wor k-t ypes/"
+ "tet:te-topol ogy/tet-pkt: packet" {
description
"Augnent network types to include MPLS-TE Topol ogy Type";
cont ai ner npl s-topol ogy {
presence
"Indi cates an MPLS-TE Topol ogy Type.";
description
"I'ts presence indicates an MPLS-TE Topol ogy";
}

}

augrment "/ nw networks/ nw. network/nt:link/tet:te" {
when "../../nw network-types/tet:te-topol ogy/"
+ "tet-pkt:packet/tet-npls:nmpls-topology" {
description
"Augrment MPLS-TE Topol ogy. ";
}

description
"Augnent TE Link.";

| eaf | oad-bal anci ng-type {
type npls-te-types: | oad-bal anci ng-type;
default ’'per-flow ;
description
"Indicates the type of |oad-bal ancing (per-flow or per-LSP)
performed by the bundl ed TE Link.

This leaf is not present when the TE Link is not bundled.";
} /1 leaf |oad-bal ancing-type
}

augnment "/ nw networ ks/ nw. net wor k/ nw. node/ nt:term nation-point/"
+ "tet:te" {
when "../../../nw network-types/tet:te-topol ogy/"
+ "tet-pkt:packet/tet-npls:npls-topol ogy" {
description "Augment MPLS-TE Topol ogy. ";

}
description "Augrment LTP.";

| eaf uhp-incapable {
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type enpty;
config fal se;
description
"When present, indicates that the LTP is not capable to
support U timate Hop Popping (UHP).";
} /1 | eaf uhp-incapable
}

}
<CODE ENDS>
Fi gure 4: MPLS-TE topol ogy YANG nodul e
6. Security Considerations

The configuration, state, and action data defined in this docunent
are designed to be accessed via a managenent protocol with a secure
transport layer, such as NETCONF [ RFC6241] or RESTCONF [ RFC8040].
The | owest NETCONF | ayer is the secure transport |layer, and the
mandat ory-t o-i npl ement secure transport is Secure Shell (SSH)

[ RFC6242]. The | owest RESTCONF | ayer is HITPS, and the mandatory-
to-impl enent secure transport is TLS [ RFC8446].

The NETCONF access control nodel [RFC8341] provides the neans to
restrict access for particular NETCONF users to a preconfigured
subset of all availabl e NETCONF protocol operations and content.

The ietf-npls-te-types nodel presented in this docunent defines
common types intended to be used as inports by other YANG nodel s.
Those other nodels are responsible for considering the security of
the objects they define using those inports. Witers of those other
nmodel s shoul d consider the vulnerabilities created by exposing

i nformati on about |ink characteristics and behaviors (such as how
packets may be steered onto parallel links), and should be aware of
the risks of enabling configuration of which | abels are used on hops
within an LSP

The ietf-te-npls-topol ogy nodel presented in this docunment defines
technol ogy-specific objects to describe an MPLS-TE topology. It is

i ntended as an aunentation of the te-topol ogy nbdel [RFC8795] and so
the core security considerations for that nodel also apply. In
addition, this nodel defines objects that could expose infornmation
about the network behavior or which, if nodified by an attacker could
di srupt the delivery of services in the network.

The | eaf objects defined in ietf-te-npls-topology are read-only so
the risk is fromunauthorized access to the information, or from
m srepresenting the information reported fromthe network el enents.
The objects are:
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"tet:te-topol ogy/tet-pkt:packet": Unauthorized read access to this
simply indicates that the network topology is MPLS- TE packet - capabl e:
that information is not very valuable to an attacker. Mbdification
of this information m ght cause a path conputation elenent to
incorrectly presune that a network is capable or incapable of
supporting MPLS-TE servi ces.

"tet-pkt:packet/tet-npls:npls-topol ogy/| oad-bal anci ng-type"

Unaut hori zed read access to this indicates the nechani smused by a
newor k node to share traffic across nenbers of a LAG or bundl ed MPLS-
TE link. Such know edge m ght help an attacker predict which
conmponent link is carrying specific traffic making a physical attack
slightly easier. Mdification of this information night cause a path
computation element to incorrectly presune that a link is suitable or
unsuitable for use to provide an MPLS-TP servi ce.

"tet-pkt:packet/tet-npls:npls-topol ogy/ uhp-i ncapabl e": Unaut hori zed
read access to this will give an attacker know edge about whether PHP
is being applied on the final hop of all LSPs to a particul ar node on
the associated link: that information is of little use to an attacker
except it may help themto parse an inflight packet. Modification of
this informati on woul d cause a path conputation elenent to
incorrectly consider the associated |ink as suitable or unsuitable
for inclusion in the path of an MPLS-TP servi ce.

7. | ANA Consi der ati ons

Thi s docunent requests IANA to register the following URIs in the
"ns" subregistry within the "I ETF XM. Regi stry" [ RFC3688]. Fol |l ow ng
the format in [ RFC3688], the followi ng registrations are requested.

URI: wurn:ietf:params:xm:ns:yang:ietf-npls-te-types
Regi strant Contact: The |ESG
XM.: NA; the requested URI is an XM. nanespace

URI: wurn:ietf:params:xm:ns:yang:ietf-te-npls-topol ogy
Regi strant Contact: The |ESG
XM.: NA; the requested URI is an XML nanespace

Thi s docunent requests IANA to register the follow ng YANG nodul es in

the "I ANA Modul e Nanes" [ RFC6020]. Following the format in
[ RFC6020], the followi ng registrations are requested:
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RFC Editor:

namne:

nanmespace:

prefix:

r ef er ence:

namne:

nanespace:

prefi x:

ref erence:

docunent .
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ietf-nmpls-te-types

urn:ietf:params: xm:ns:yang:ietf-npls-te-types
mpl s-te-types

RFC XXXX

i etf-te-npls-topol ogy

urn:ietf:params: xm:ns:yang:ietf-te-npls-topol ogy
tet-mpls

RFC XXXX

Pl ease replace XXXX with the RFC nunber assigned to this

Nor mat i ve Ref er ences

[I-D.ietf-teas-yang-13-te-topo]

Li u,

X., Bryskin, |., Beeram V. P., Saad, T., Shah, H.,

and O G de Dios, "YANG Data Mdel for Layer 3 TE

Topol ogi es”, Work in Progress, Internet-Draft, draft-ietf-
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<https://datatracker.ietf.org/doc/htm/draft-ietf-teas-
yang-1| 3-te-t opo- 18>.

[ RFC3688] Mealling, M, "The |ETF XM. Registry", BCP 81, RFC 3688,
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[ RFC6020] Bjorklund, M, Ed., "YANG - A Data Mdeling Language for
the Network Configuration Protocol (NETCONF)", RFC 6020,
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[ RFC8040] Bierman, A., Bjorklund, M, and K Watsen, "RESTCONF
Protocol ", RFC 8040, DO 10.17487/ RFC8040, January 2017,
<https://ww. rfc-editor.org/rfc/rfc8040>.

Busi, et al. Expires 11 March 2026 [ Page 15]



I nternet-Draft MPLS- TE Topol ogy YANG Model Sept enber 2025

[ RFC8294] Liu, X, Qu, Y., Lindem A, Hopps, C, and L. Berger,
"Comon YANG Data Types for the Routing Area", RFC 8294,
DO 10.17487/ RFC8294, Decenber 2017,
<https://www. rfc-editor.org/rfc/rfc8294>.

[ RFC8340] Bjorklund, M and L. Berger, Ed., "YANG Tree Di agrans",
BCP 215, RFC 8340, DA 10.17487/ RFC8340, March 2018,
<https://www. rfc-editor.org/rfc/rfc8340>.

[ RFC8341] Bierman, A and M Bjorklund, "Network Configuration
Access Control Model", STD 91, RFC 8341,
DO 10.17487/ RFC8341, March 2018,
<https://www. rfc-editor.org/rfc/rfc8341>.

[ RFC8342] Bjorklund, M, Schoenwael der, J., Shafer, P., Watsen, K,
and R WIlton, "Network Managenent Datastore Architecture
(NVDA) ", RFC 8342, DO 10.17487/ RFC8342, March 2018,
<https://www. rfc-editor.org/rfc/rfc8342>.

[ RFC8345] Cdemm A., Medved, J., Varga, R, Bahadur, N.,
Anant hakri shnan, H., and X. Liu, "A YANG Data Model for
Net wor k Topol ogi es", RFC 8345, DO 10.17487/ RFC8345, March
2018, <https://ww.rfc-editor.org/rfc/rfc8345>.

[ RFC8446] Rescorla, E., "The Transport Layer Security (TLS) Protocol
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