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Abst ract

Thi s docunment specifies the use of the US NI ST Secure Hash Standard
in the Hashed Message Aut hentication Code (HVAC) node with RSVP
Crypt ographi c Authentication version 2. Along with draft-ietf-teas-
rsvp-auth-v2, this docunent obsol etes RFC2747 and RFC3097.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 30 Cctober 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Thi s docunent specifies the use of the US NI ST Secure Hash Standard
in the Hashed Message Aut hentication Code (HVAC) node with RSVP
Crypt ographi ¢ Aut hentication version 2.

Those secure hash algorithnms are defined in the US NI ST Secure Hash
Standard (SHS) [N ST-SHS]. [N ST-HVAC|] specifies multiple

crypt ographi ¢ hash functions, including SHA-256, SHA-384, and SHA-

512. The Hashed Message Aut hentication Code (HVAC) authentication

nmode is defined in [Nl ST-HMAC] and [ RFC2104].

VWhile it is believed that [ RFC2104] is mathematically identical to
[Nl ST-HVAC] and it is also believed that algorithns in [ RFC6234] are
mat hematically identical to [NIST-SHS], in the event of any confusion
or discrepancies the N ST specifications are correct and are

normati ve and canoni cal .

This addition to RSVP Cryptographic Authentication was driven by
operator requests that they be able to use algorithnms fromthe N ST
Secure Hash Standard in the NI ST HVAC node for RSVP Cryptographic
Aut hentication, instead of being forced to use the much ol der Keyed-
MD5 al gorithm and node as originally defined for RSVP Cryptographic
Aut henti cation. [ RFC2747] [ RFC3097] As of the date of publication, the
Keyed MD5 construction is widely believed not to have sufficient
crypt ographi ¢ strength. [ RFC6151]
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1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

2. Background

Al'l RSVP protocol exchanges can be authenticated using the revised
mechani smdefined in draft-ietf-teas-rsvp-auth-v2. That
specification is carefully witten to be independent both of the
cryptographic al gorithm and the cryptographic node. This approach
means that additional cryptographic nodes and cryptographic

al gorithms can be defined in the future without needing to change the
RSVP Aut hentication specification of draft-ietf-teas-rsvp-auth-v2.

Thi s docunment specifies the use of NIST SHS algorithnms with the HVAC
mode for use with draft-ietf-teas-rsvp-auth-v2. 1In the future, other
docunents m ght be specified for other cryptographic algorithns with
this or another cryptographi c node.

The conbi nati on of a cryptographic node (e.g., HVAC) with a specific
cryptographic algorithm(e.g., SHA256) is known as a "Cryptographic
Transform' (e.g., HVAC SHA256).

3. Cryptographic Authentication with NI ST SHS i n HVAC Mode

When using this authentication nmethod, a shared secret Cryptographic
Key, the cryptographic node and al gorithm (e.g., HMAC SHA256), and
its associated Key ldentifier are configured in the router. For each
RSVP protocol packet, that secret key is used to generate/verify a
"message digest” that is placed in the Authentication Data field of
the RSVP I NTEGRITY object. The nessage digest is a one-way function
of the RSVP protocol packet and the secret key. Since the secret key
is never sent over the network in the clear, protection is provided
agai nst passive attacks [ RFC1704].

Thi s specification discusses the conputation of the Authentication
Data field of the RSVP I NTEGRI TY obj ect when one of the N ST SHS
famly of algorithms is used in the Hashed Message Aut hentication
Code (HWVAC) node.

Wth the additions in this docunent, the currently valid

Cryptographic Transfornms for use with RSVP Cryptographic
Aut henti cation incl ude:
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TRANSFORM NAME SPECI FI CATI ON( S)
Keyed- MD5 {{RFC2747}} and {{RFC3097}}
HVAC- SHA- 256 (defined here)
HVAC- SHA- 384 (defined here)
HVAC- SHA- 512 (defined here)
O the above, all inplenentations of this specification MIST support

at | east both:

HMAC- SHA- 256
HMAC- SHA- 512

and SHOULD (for backwards compatibility with existing inplenentations
and depl oyments of RSVP Cryptographic Authentication) include support
for:

Keyed- MD5
and MAY incl ude support for:
HVAC- SHA- 384

NOTE WELL: This docunent deliberately does not specify a
Cryptographi c Transform using either SHA-1 or SHA-224 because
those algorithnms are considered to be too weak as of this
docunent’s publication date.

An inplenentation of this specification MJST all ow network operators
to configure ANY RSVP Cryptographi c Transform supported by that

i mpl ementation for use with ANY gi ven RSVP Security Association (and
with its corresponding Key ldentifier value) that is configured into
that router.

3.1. Cenerating Cryptographic Authentication
First, following the procedure defined in draft-ietf-teas-rsvp-auth-
v2, select the appropriate RSVP Security Association for use with

this packet and set the Key ldentifier field to the Key ldentifier
val ue of that RSVP Security Association.
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Second, add an RSVP I NTEGRITY object to the outgoing RSVP packet if
one does not yet exist, taking care to size the Authentication Data
field appropriately for the Cryptographic Al gorithmspecified in that
RSVP Security Association. Using the appropriate RSVP Security
Associ ation, set the Flags field, set the AAL field to the
appropriate value for the Cryptographic Algorithmthat will be used,
set the Key ldentifier, and set the Sequence Number. The

Aut hentication Data field is filled with the fixed value of "Apad",
which is defined in the next section.

When any NI ST SHS algorithmis used in HVAC node with RSVP

Crypt ographi ¢ Authentication, the Authentication Data Length is equal
to the normal hash output length (neasured in bytes) for the specific
NI ST SHS al gorithmin use.

[ et s g
| Cryptographic Transform| AAL Field value |
| HVAC- SHA256 | 4 |
St o e e e e oo - +
| HVAC- SHA384 | 8 |
o e e e e e e e e oo oo o e e e e oo +
| HVAC- SHA512 | 12 |
o m e e e e i oo o e e oo +
Table 1

Third, the Sequence Nunber of the RSVP | NTEGRI TY object is set
followi ng the procedures in draft-ietf-teas-rsvp-auth-v2.

Fourth, the authentication data is cal cul ated, as described bel ow
3.2. Cryptographic Aspects

Thi s describes the computation of the Authentication Data val ue when

the HVAC cryptographic node is conbined with any NI ST SHS al gorithm

is used with RSVP Cryptographi c Authentication.

The val ue of Apad selected is arbitrary. The only goal was to pick a

different value of Apad than is in use with other I ETF routing or

control protocols.

In the algorithmdescription below, the follow ng nonenclature, which
is consistent with [ NI ST-HMAC], is used:
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H is the specific hashing algorithm(e.g., SHA-256).

K is the Authentication Key for the RSVP Security
Associ ati on.

Ko is the cryptographic key used with the hash al gorithm

B is the block size of H neasured in octets
rather than bits. Note well that Bis the
internal bl ock size, not the hash size.

For SHA-256: B == 64
For SHA-384 and SHA-512: B == 128

L is the length of the hash, nmeasured in octets
rather than bits.

XOR is the exclusive-or operation.

Opad i s the hexadeci mal val ue Ox5c repeated B tines.

I pad is the hexadeci mal val ue 0x36 repeated B ti nes.

Apad is the hexadeci mal val ue Ox7865FE3E repeated (L/4) tinmes.

| mpl enent ati on Not es:
This definition of Apad neans that Apad is always the sane
| ength as the hash out put.

The Authentication Data field | ength for SHA256 is 32 bytes,
for SHA384 is 48 bytes, and for SHA512 is 64 bytes. As a
side effect, RSVP packets containing the RSVP | NTECRI TY
object will be |arger when hash functions with |arger hash
out put sizes are used.

(1) PREPARATION OF KEY In this application, Ko is always L octets
| ong.

If the Authentication Key (K) is L octets long, then Ko is equal
to K If the Authentication Key (K) is nore than L octets |ong,
then Ko is set to HK). |If the Authentication Key (K) is less
than L octets long, then Ko is set to the Authentication Key (K)
with zeros appended to the end of the Authentication Key (K),
such that Ko is L octets |ong.

(2) FIRST-HASH First, the RSVP I NTEGRI TY object’s Authentication Data
field is filled with the val ue Apad.
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Then, a First-Hash, also known as the inner hash, is conputed as
fol |l ows:

First-Hash = H Ko XOR I pad || (RSVP Packet))

The definition of Apad (above) ensures the inner hash is always the
sane |l ength as the hash output.

(3) SECOND- HASH Then a Second- Hash, al so known as the outer hash, is
conputed as foll ows:

Second- Hash = H(Ko XOR Opad || First-Hash)

(4) RESULT The resulting Second-Hash becones the Authentication Data
that is sent in the Authentication Data field of the RSVP Integrity
oj ect.

3.3. Message Verification

Message verification follows the procedure defined in draft-ietf-
teas-rsvp-auth-v2, except that the cryptographic cal culation of the
message digest follows the procedure in Cryptographic Considerations
above when any NI ST SHS algorithmin the HVAC node is in use. The
Keyl D of the received RSVP packet is used to help locate the correct
RSVP Security Association to use

I mpl enent ati on Note: One nust save the received digest value before
cal culating the expected digest value, so that after that cal cul ation
the received val ue can be conpared with the expected value to
determ ne whether to accept that RSVP packet.

3.4. Smooth Key Roll over

The Key ldentifier field of the RSVP | NTEGRI TY obj ect enabl es snooth
key rollover in operational deploynents. Based on the lifetine of
the current RSVP Security Association, both sender and receiver wll
know when to switch to a different RSVP Security Association and wll
do so at the same tine.

Both draft-ietf-teas-rsvp-auth-v2 and this docunent require that al

i mpl ement ati ons MJUST support nore than one RSVP Security Association
at any given tinme, because this also is needed to enabl e snooth key
rollover. |nplenmentations SHOULD support many nore than two
concurrent RSVP Security Associations as that can greatly sinplify
operational security managenent. Additional discussion of this is in
draft-ietf-teas-rsvp-auth-v2.
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After changing the active RSVP Security Association, the RSVP sender
will use the (different) Key Identifier value associated with the
newy active RSVP Security Association. The receiver will use this
new Key ldentifier to select the appropriate (new) RSVP Security
Association to use with the received RSVP packet whose | NTEGRI TY

obj ect contains the new Key ldentifier val ue.

Addi tional discussion of snmooth key rollover can be found in draft-
ietf-teas-rsvp-auth-v2

Because the Key ldentifier field is present, the receiver does not
need to (and inplenentations of this specification MIUST NOT) try al
configured RSVP Security Associations with any received RSVP packet.
This requirenent nitigates some of the risks of a Denial-of-Service
(DoS) attack on the RSVP instance, but does not entirely prevent al
concei vabl e DoS attacks. For exanple, an on-link adversary stil
coul d generate RSVP packets that are syntactically valid but that
contain invalid Authentication Data, thereby forcing the receiver(s)
to perform expensive cryptographic conputations to discover that the
packets are invalid.

4. Security Considerations

Thi s docunent enhances the security of the RSVP signaling protocol by
speci fyi ng support for the algorithns defined in the NI ST Secure Hash
Standard (SHS) using the Hashed Message Aut hentication Code (HWVAC)
node.

The value Apad is used here primarily for consistency with | ETF
specifications for HVAC SHA aut hentication of Rl Pv2 SHA [ RFC4822] and
IS-1S SHA [ RFC5310]. The val ue of Apad chosen is arbitrary, other
than being different fromthe value used with RIPv2, OSPFv2, or IS-1S
aut henti cati on.

The quality of the security provided by the Cryptographic

Aut henti cati on option depends conpletely on the strength of the
cryptographic al gorithm and cryptographic node in use, the strength
of the key being used, and the correct inplementation of the

aut henti cati on mechanismin all comuni cating RSVP i npl enent ati ons.
Accordingly, the use of high assurance devel opnent nethods is
recommended. Security of a deploynment of RSVP Authentication also
requires that all parties maintain the secrecy of the shared secret
key. [RFC4086] and [N ST- ENTROPY] provi de gui dance on nethods for
generating cryptographically randombits.

At ki nson & Hal pern Expi res 30 October 2026 [ Page 8]



I nternet-Draft RSVP HVAC- SHA2 April 2026

Because the RSVP protocol contains information that need not be kept
confidential, privacy is not a requirenent. This mechani sm
significantly increases the work an adversary woul d need to undertake
to inject false information into the RSVP protocol deploynent, while
remai ni ng practical to depl oy.

If the RSVP Security Association is not rekeyed frequently enough,
then this mechanismis vulnerable to a replay attack by any on-1link
node. An on-link node could record a |egitimte RSVP packet sent on
the link, then replay that packet at the next time the recorded RSVP
packet’s sequence nunber is valid.

To prevent this replay attack, operators ought to rekey the RSVP
session prior to the sequence nunber repeating. For additiona
di scussion, please read draft-ietf-teas-rsvp-auth-v2.

The replay attack al so might be prevented by using |ink-
encryption. [ | EEE- 802. 1AE- 2018]

Operators al so should note that an upper-layer authentication
mechani sm such as this specification, cannot prevent an attack on
the |l ower layers. Operators should consider deploynment of |ink-Iayer
encryption, such as [I|EEE-802. 1AE-2018], to protect not only the
I'ink-1ayer but also as additional protection for the upper-I|ayers.

5. | ANA Consi derati ons
I ANA is requested to add the following entries to the RSVP

Cryptographic Transfornms registry created in draft-ietf-teas-rsvp-
aut h-v2:

TRANSFORM SPECI FI CATI ON | MPLEMENTATI ON STATUS
HVAC- 256 (this docunent) MUST i npl enent
HVAC- 384 (this docunent) MAY i npl enent
HVAC- 512 (this docunent) MUST i npl enent
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