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1. Introduction

The Resource ReSerVation Protocol RSVP [RFC2205] is a protocol for
setting up distributed state in routers and hosts. It has two comon
uses in the deployed Internet. First, it is used to reserve
resources to deploy Integrated Services. Wen used in this way, RSVP
all ows particular users to obtain preferential access to network
resources, under the control of an adm ssion control mechani sm

Perm ssion to make a reservation will depend upon the availability of
the requested resources along the path of the data and satisfaction
of policy rules. Second, it is used to create and nanage MPLS Labe
Swi tched Paths (LSPs), possibly with resources being reserved on a
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per-LSP basi s.

To ensure the integrity of the adm ssion control mechani sm RSVP
requires the ability to protect its nmessages agai nst corruption and
forgery. \Where RSVP-TE is used to manage MPLS Label Switched Paths
(LSPs), it is also inmportant to mitigate the risk of unauthorized
creation, nodification, or deletion of a Label Swi tched Pat h.

Thi s docunent defines a nechanismto protect RSVP nessages in a hop-
by-hop manner. Wen this nmechanismis enpl oyed, the sendi ng RSVP
systemtransnmts a cryptographic value in the Authentication Data
field of the RSVP I NTEGRI TY object which is contained wthin each
RSVP nessage. The cryptographic value is conputed using informtion
within an RSVP Security Association, which is precisely defined in
Section 5.1. Hence, this mechani smcan significantly reduce the
security risks fromforgery or nodification of RSVP (including RSVP-
TE) nessages

The I NTEGRI TY obj ect of each RSVP nessage is also tagged with a one-
ti me-use sequence nunber, which is described in nmore detail in
Section 3. This helps the nmessage receiver identify replayed RSVP
messages and hence thwart replay attacks.

Thi s mechani sm does not provide confidentiality, since nessages stay
in the clear; however, the nechanismis also believed to be
importable to and exportable fromall countries, which would be

i npossi ble were a confidentiality mechani smi ncl uded.
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Thi s docunent is a revision of [RFC2747]. The nost inportant
difference is that this docunment specifies an authentication

mechani smin a manner which is independent of the cryptographic
algorithm (e.g., MD5, SHA-256, SHA-3) used and the cryptographi c node
(e.g., HVAC, GVAC, KMAC) used. This supports future evolution with a
variety of other cryptographic algorithnms and cryptographi c nodes

wi t hout needing to change the RSVP Aut hentication nechanism An

al gorithmindependent specification is inportant because historically
all published cryptographic algorithnms eventually become
conputationally weak or will have cryptographic flaws

di scovered. [ DS-1981] [ RFC6151] Separately, different cryptographic
algorithms will have different cryptol ogic and nmat hematica
properties, which can nmean that the cryptographi c node suitable for
one algorithmis either unsuitable or |ess appropriate for sone other
cryptographic algorithm As an exanple, while the HVAC construction
[ RFC2104] [NIST-HVAC] is sensible for Merkle-Dangard hash functions
(e.g., SHA-1, SHA-2), the Keccak Message Authentication Code (KMAC)
construction [ NI ST-KMAC] is preferable for the newer NI ST SHA-3 hash
function. [WAGNER] N ST al so has defined the GCM Message

Aut henti cati on Code (GVAC), which is another cryptographic

aut hentication algorithmthat might be used in the future

[ NI ST- GVAC]

Thi s document only specifies the RSVP authenticati on mechani sm and
protocol and does not specify a particular cryptographic algorithm or
crypt ographi ¢ node that MJUST be inplenented. Instead, this
specification creates a new | ANA Registry for the "RSVP Cryptographic
Transform' within the existing RSVP registry group. This enables the
set of mandatory, optional, and deprecated cryptographi c nmechani sns
to be updated over tine without needing to update or nodify this
docunent .

The RSVP checksum MAY be disabled (i.e., set to zero) when the
I NTEGRI TY object is included in the RSVP nessage, as cryptographic
aut hentication inherently provides a nmuch stronger integrity check

1.1. Termi nol ogy

Wthin this docunent, there are certain ternms and concepts the reader
shoul d be familiar with.

First, this docunent uses the terms "sender" and "receiver"
differently from|[RFC2205]. They are used here to refer to systens
that face each other across an RSVP hop, the "sender" being the
system generati ng RSVP messages.
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An "Aut hentication Key" is an unpredictable cryptographic key that is
used in the calculation of the Authentication Data field of the RSVP
Integrity Object. It is defined precisely in Section 5.1

The term " Cryptographic Transform' is the conbination of a
cryptographic algorithm(e.g., M5, SHA-1, SHA-256), the | ength of
the secret Authentication Key (e.g., 256 bits), and a cryptographic
mode (e.g., HVAC, GVAC, KMAC). Each different Cryptographic
Transform ought to be defined in its own RFC and provide a clear
specification of how the Authentication Data field is cal cul ated when
that Cryptographic Transformis used in an RSVP Security Association

The term "RSVP Security Association" and its contents are precisely
defined in Section 5.1. It contains the Cryptographic Transformin
use, the cryptographic key, and several other paraneters.

1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in

BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here. These words nmay al so appear in this
docunent in | ower case as plain English words, absent their normative
meani ngs.

2. INTEGRITY (bject Format
An RSVP nessage consists of a sequence of "objects,” which are type-
| engt h-val ue encoded fields having specific purposes. The
informati on required for hop-by-hop integrity checking is carried in
an | NTEGRI TY object. The same | NTEGRITY object type is used for both
| Pv4 and | Pv6.
The I NTECGRITY object has the follow ng fornat:

Aut hentication Information | NTEGRITY Object: Cass = 4, CType =1
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R R R R +
| Fl ags AAL | |
S S + +
| Key ldentifier |
Fom e o - Fom e o - Fom e o - Fom e o - +
| Sequence Number

I

o m e e e oo - o m e e e oo - o m e e e oo - o m e e e oo - +
| |
+ +
I S I
+ Aut henti cation Data |
I I
+ +
| |
S S S S +

* Flags: An 8-bit field with the follow ng format:
Fl ags

0 1 2 3 4 5 6 7
g S TR
| H I
| F 0 I
e e S AR S &

Currently, only one flag (HF) is defined. The remaining flags are
reserved for future use and MJST be set to O.

* Bit 0: Handshake Flag (HF) concerns the integrity handshake
mechani sm (Section 4.3). Message senders willing to respond to
integrity handshake nessages SHOULD set this flag to 1 whereas
those that will reject integrity handshake nessages SHOULD set
this to O.
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* Additional Authentication Length (AAL): This 8-bit field contains
an unsigned integer. |If this value is 0, the Authentication Data
field contains 16 bytes. |If this value is greater than 0, it
speci fies how many additional 4-byte increments (i.e., beyond the
default 16 bytes) exist in the Authentication Data field. For
exanple, a value of 1 indicates that the Authentication Data field
is 20 bytes long (16 bytes of default plus one 4-byte addition).
This counts in 4-byte increnents so that 32-bit alignnent is
mai ntai ned within the RSVP nessage. |If sonme future cryptographic
transformhas a result that is not 32-bit aligned, then the RFC
speci fying the cryptographic transform MJST docunent the | ength of
the actual output and MJST al so docunent that any trailing bytes
after the length of the actual cryptographic result are paddi ng.

* Key ldentifier: An unsigned 48-bit nunber that MJST be unique for
a given sender. Locally unique Key ldentifiers can be generated
usi ng sone conbi nation of the address (I P or MAC or Logica
Interface Handle (LIH)) of the sending interface and the key
number. The conbination of the Key ldentifier and the sending
systemis | P address uniquely identifies the security association
(Section 5.1).

* Sequence Nunber: An unsigned 64-bit sequence nunber. Sequence
Nunber val ues may be any nonotonically increasing (nodul o 2764)
sequence that provides the I NTEGRI TY object of each RSVP nessage
with a unique tag for the associated key's lifetinme. Sequence
nunber generation is specified belowin Section 3.

* Authentication Data: This is an unsigned variable length field
containing the cryptographic authentication data. The field
Il ength MUST be a nultiple of 4 octets (i.e., 32 bits) long. |If
one knows the RSVP Cryptographic Transformused for a given RSVP
packet, then one will know the correct length of this field.
G ven the conbination of the Key Identifier and the Sender, one
knows the RSVP Security Association, which includes the RSVP
Crypt ographi ¢ Transform

2.1. Backward Conpatibility

In [ RFC2747], the INTEGRITY object contained a fixed 16-octet field
for "Keyed Message Digest"” for HVAC-MD5. This field is now renaned
to "Authentication Data". Further, the second octet in the object
was reserved and its contents were specified as 0. This field has
now been redefined as the AAL field.

These changes should be fully backward conpatible. A |egacy

implementation will continue to generate a 16-octet "Keyed Message
Di gest" and new i npl ement ati ons that expect HMAC- MD5 shoul d continue
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to expect 16 octets. Legacy inplenentations will continue to
generate a reserved field containing 0. Similarly, an inplenmentation
conformng to this document that is generating HVAC MD5 shoul d
continue to generate an Authentication Data field of 16 octets and an
AAL field containing 0. These should be received by a | egacy

i npl ementation wi thout any differences noted.

3. Generating Sequence Numbers

In this section, we describe nethods that could be chosen to generate
sequence nunbers for the I NTECRITY object of an RSVP nessage

The sequence number field is chosen to be a 64-bit unsigned quantity.
Thi s should be | arge enough to avoid exhausti on over the key
lifetime. For exanple, if a key lifetime is conservatively defined
as one year, there would be enough sequence nunber values to send
RSVP nessages at an average rate of about 585 gi gaMessages per
second. A 32-bit sequence number would limit this average rate to
about 136 nmessages per second.

As previously stated, two inportant properties MJST be satisfied by
the generation procedure. The first property is that the sequence
nunbers are uni que, or one-tine, for the lifetinme of the integrity
key that is in current use. A receiver can use this property to

di stingui sh unambi guously between a new and a repl ayed nessage. The
second property is that the sequence nunbers are generated in
monot oni cal ly increasing order, nodulo 2"64. This greatly reduces

t he anobunt of saved state.

It is desirable that RSVP Sequence Nunbers not be trivially

predi ctable. Therefore, the sequence nunbers m ght not begin with
"0", "1", or any other fixed number. At the start of an RSVP
session, a receiver MJST handshake with the sender to get an initia
sequence nunber. Since the starting sequence nunber m ght be
arbitrarily large, the nodul o operati on descri bed above accommbdat es
sequence nunber rollover within the key’'s lifetime. This initia
sequence nunber selection solution draws fromthe approach in the
updat ed specification for TCP [ RFC9293].

This nmeno | ater discusses ways to relax the strictness of the in-
order delivery of nessages as well as techniques to generate
nmonot oni cal Iy increasi ng sequence nunbers that are robust across
sender failures and restarts.

The ability to generate uni que nonotonically increasing sequence
nunbers across a failure and restart inplies some formof stable
storage local to the device. Three sequence number generation
procedures are described bel ow.
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3.1. Sinple Sequence Numbers

The nost straightforward approach is to generate a uni que sequence
nunber using a nessage counter. FEach tinme a nmessage is transnmitted
for a given key, the sequence nunber counter is incremented. The
current value of this counter is continually or periodically saved to
stable storage. After a restart, the counter is recovered using this
stable storage. |If the counter was saved periodically to stable
storage, the count should be recovered by increasing the saved val ue
to be larger than any possi ble value of the counter at the tine of
the failure. This can be conputed by knowi ng the interval at which
the counter was saved to stable storage and increnenting the stored
val ue by that anount.

The periodicity of saving the sequence nunmbers need not be tied to
time. This could also be inplenented in terns of the usage of
sequence nunbers thensel ves. For exanple, an inplenentation could
record the sequence nunber once every 1000 nessages. On recovery,
the inplenentation could recover the stored sequence nunber, advance
it by 1000, and be reasonably assured that the new nunmber is unique.

3.2. Sequence Nunbers Based on a Real -Tinme O ock

Most devices will probably not have the capability to save sequence
nunber counters to stable storage for each RSVP session

A nore universal solution is to base sequence nunbers on the stable
storage of a real-time clock. Many conputing devices have a real -
time clock nodule that includes stable storage for the clock. These
nmodul es general ly include either sone form of nonvolatile nmenory to
retain clock information in the event of a power failure or have a
smal | on-board battery to keep the clock running even when the device
is not in use.

Al so, nmany systens have depl oyed the Network Tine Protocol (NTP)
[ RFC5905], the Precision Tinme Protocol (PTP) [I|EEE-1588-2019] or a
related I TU-T profile of the Precision Tinme Protocol [G 8265.1].

In this approach, we could use a Network Tinme Protocol (NTP)
timestanp value or a Precision Tine Protocol (PTP) tinmestanp val ue as
the sequence nunber. The rollover period of an NTP tinmestanp is
about 136 years, nuch |onger than any reasonable lifetinme for a key.
In addition, the granularity of the NTP tinmestanp is fine enough to
all ow the generation of an RSVP nessage every 200 picoseconds for a
gi ven key. PTP timestanmps have even finer granularity. Many real-
time clock nodul es do not have the resolution of an NTP tinestanp or
PTP timestanp. 1In these cases, the least significant bits of the

ti mestanp can be generated using a nessage counter, which is reset

At ki nson & Li Expires 22 April 2026 [ Page 9]



I nternet-Draft RSVP Crypto V2 Cct ober 2025

every clock tick. For exanple, when the real-tine clock provides a
resolution of 1 second, the 32 least significant bits of the sequence
nunber can be generated using a nessage counter. The remaining 32
bits are filled with the 32 | east significant bits of the tinmestanp.
Assuming that the recovery tine after failure takes |onger than one
tick of the real-tine clock, the nessage counter for the | ow order
bits can be safely reset to zero after a restart.

3.3. Sequence Nunbers Based on a Network-Recovered C ock

If the device does not contain any stable storage of sequence numnber
counters or of a real-time clock, it could recover the real-tine
clock fromthe network using either NTP, PTP, or the ITUT profile of
PTP. Once the clock has been recovered following a restart, the
sequence nunber generation procedure would be identical to the
procedure described above. To reduce the risk of forgery attacks and
the risk of tinme-based RSVP attacks generally, deploynents using NTP
PTP, or a different distributed clock protocol always SHOULD enabl e
cryptographi c authentication for tine distribution

4. Message Processing

I mpl enent ati ons MJST support the specification of RSVP Authentication
on a per-interface basis. Inplenentations SHOULD al so support the
specification of RSVP Authentication on a per-peer basis.

4.1. Per-Interface |nplenentations

| mpl enent ati ons MJUST al |l ow the specification of the interfaces to be
secured, for either sending nmessages, receiving them or both. The
sender must ensure that all RSVP nmessages sent on secured interfaces
include an | NTEGRI TY obj ect, generated using the appropriate Key.
Recei vers verify whet her RSVP nessages, except for the type
"Integrity Chall enge" (Section 4.3), arriving froma secured peer
contain the INTEGRITY object. |If the INTEGRITY object is absent, the
recei ver discards the nessage.

Security associations are sinplex - the keys that an originating
systemuses to sign its nessages MAY be different fromthe keys that
its responder systens use to sign their nessages back to the
originator. Hence, each association corresponds to a uni que sending
system and one or nore respondi ng systens.

Each sender SHOULD have distinct security associations (and keys) per
secured interface (or LIH). VWhile adm nistrators MAY configure all
the routers and hosts on a subnet (or MAY, for that matter, al
devices in their network) using a single security association,

i mpl ement ati ons MJUST assune that each sender might send using a
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di stinct security association for each secured interface. At the
sender, security association selection is based on the egress
interface through which the nessage is sent. This selection MAY al so
include additional criteria, such as (a) the destination address
(when sendi ng the nmessage unicast, over a broadcast LAN with a |arge
nunber of hosts) or (b) user identities at the sender or receivers
[RFC2752]. Finally, all intended nessage recipients need to
participate in this security association. Route flaps in a non-RSVP
cloud m ght cause nessages for the sane receiver to be sent on
different interfaces at different times. |In such cases, the
receivers should participate in all possible security associations
that m ght be selected for the interfaces through which the nessage
nm ght be sent.

Recei vers sel ect keys based on the Key ldentifier and the sending
systenmis | P address. The Key Identifier is included in the I NTEGRITY
obj ect. The sending system s address can be obtained either fromthe
RSVP_HOP object, or if that’'s not present (as is the case with

Pat hErr and ResvConf nessages) fromthe I P source address. The

combi nation of the sending systenis |IP address and Key ldentifier
uniquely identifies the Security Association, including all of the
data el enments of a Security Association.

The integrity nechanismslightly nodifies the processing rules for
RSVP nessages, both when including the | NTEGRITY object in a nessage
sent over a secured sending interface and when accepting a nessage
received on a secured receiving interface. These nodifications are
det ai | ed bel ow.

4.1.1. Message Ceneration (Per-Interface)

For an RSVP nmessage sent over a secured sending interface, the
message is created as described in [ RFC2205], with these exceptions:

1. The RSVP checksumfield is set to zero. |If required, an RSVP
checksum can be cal cul ated when the processing of the | NTEGRI TY
obj ect is conplete.

2. The INTEGRITY object is inserted in the appropriate place, and
its location in the nessage is renenbered for |ater use.

3. The sending interface and other appropriate criteria (as
descri bed above) are used to determine the correct Security
Association to use. The Security Association will specify the
Cryptographic Algorithm Cryptographic Mde, and Authentication
Key to use.
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4. The unused flags in the | NTEGRI TY obj ect MJST be set to 0. The
Addi tional Authentication Length (AAL) and t he Handshake Fl ag
(HF) should be set according to the rules specified in Section 2

5. The sendi ng sequence nunber MJST be updated to ensure a unique,
monot onically increasing nunber. It is then placed in the
Sequence Nunber field of the | NTEGRI TY object.

6. The Authentication Data field is set to zero.
7. The Key ldentifier is placed into the | NTEGRITY object.

8. Authentication Data for the nessage is conputed over the nessage,
usi ng the Authentication Al gorithmand Mdde in conjunction with
the Aut hentication Key.

9. The conputed Authentication Data is witten into the
Aut hentication Data field of the | NTEGRI TY object.

4.1.2. Message Reception (Per-Interface)

When the nmessage is received on a secured receiving interface and is
not of the type "Integrity Challenge", it is processed in the
foll owi ng manner:

1. The RSVP checksumfield is saved and the field is subsequently
set to zero.

2. The Authentication Data field of the INTEGRITY object is saved
and the field is subsequently set to zero.

3. The Key ldentifier field and the sendi ng system address determ ne
the precise Security Association to use for the received nessage.

If the RSVP Security Association has expired AND a different RSVP
Security Association is valid, then the packet MJST be di scarded
wi t hout cryptographic processing AND a security error SHOULD be

| ogged in an inplenmentation-specific manner (e.g., via SYSLOG or
SNWP).  Any such | ogging MIST be rate-limted to nmtigate the
potential for Denial of Service attacks.

If the RSVP Security Association has expired AND there is no RSVP
Security Association valid at the tinme the RSVP packet was received,
then the expired RSVP Security Association should be used to validate
the received RSVP packet just as if the RSVP Security Association
were not expired.
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The RSVP Security Association is defined in Section 5.1. It includes
the Cryptographic Transform Authentication Key, and other paraneters
needed to validate the recei ved RSVP packet.

1. A new Authentication Data value is cal cul ated using the indicated
Cryptographic Algorithm Cryptographic Mde, and and
Aut henti cati on Key.

2. If the calculated Authentication Data is not identical to the
recei ved Authentication Data, then the message MJST be di scarded
wi t hout further processing. A security error nmessage SHOULD be
| ogged (e.g., using SYSLOG or SNWP) if the received RSVP nessage
is discarded for that reason, but any such error nessages MJST be
rate-limted to reduce risks from Denial of Service attacks.

3. If the nessage is of type "Integrity Response"”, verify that the
CHALLENGE obj ect identically nmatches the originated chall enge.
If it matches, save the sequence nunber in the I NTEGRI TY object
as the | argest sequence nunber received to date.

O herwi se, for all other RSVP Messages, the sequence number is
validated to prevent replay attacks, and nmessages with invalid
sequence nunbers are ignored by the receiver. Validationis
di scussed in nore detail in the follow ng paragraphs.

When a nessage is accepted, the sequence nunber of that nessage
SHOULD update a stored val ue corresponding to the | argest sequence
nunber received to date. In a naive inplenentation, each subsequent
message woul d need to have a larger (nodul o 2764) sequence nunber to
be accepted to reduce risks fromreplay attacks. However, this
sinpl e processing rule SHOULD be nodified to tolerate |linited out-of-
order nessage delivery. For exanple, if several RSVP nessages were
sent in a burst (e.g., in a periodic refresh generated by a router,
or as a result of a tear-down operation), then some of those RSVP
messages mght get reordered during transit and then the RSVP
sequence nunbers woul d not be received in a strictly increasing
order.

An i nmpl enentati on SHOULD al | ow admi ni strative configuration that sets
the receiver’'s tolerance to out-of-order nessage delivery. A sinple
approach woul d all ow administrators to specify a received RSVP
message wi ndow corresponding to the worst-case reordering behavior
For exanple, one mght specify that packets reordered within a 32

message wi ndow woul d be accepted. |If no reordering is allowed by
policy, then the out-of-order received RSVP nmessage wi ndow is set to
one.
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The receiver MJST store a list of all RSVP sequence nunbers seen
within the reordering window. A received RSVP sequence nunber is
valid if it lies within the reordering window AND it is not a
sequence nunber in the received sequence nunber list. Acceptance of
a sequence nunber by an inplenentation requires adding that nunber to
the recei ved sequence nunber list. |[If the ol dest sequence nunber
within the window is received, then the wi ndow advances. A single
message can cause the window to advance multiple tines.

I mpl enent ati ons MJST di scard RSVP nessages received with RSVP
sequence nunbers either (a) lying outside of the reordering w ndow or
(b) marked as already received in the RSVP recei ved sequence nunber
list.

When an "Integrity Chall enge" message is received on a secured
sending interface it is processed in the foll ow ng manner

1. An "Integrity Response" nessage is forned using the Chall enge
obj ect received in the chall enge nessage.

2. The message is sent back to the receiver, based on the source IP
address of the chall enge nessage, using the "Message Generation”
steps outlined above. The selection of the Authentication Key
and the hash algorithmto be used is determ ned by the key
identifier supplied in the challenge nessage.

4.2. Per-Peer |nplenentations

Per - peer inplenentations follow the procedures in Section 4.1 but use
the security associations defined for the specific peer

4.2.1. Message Ceneration (Per-Peer)
Per - peer inplenmentations follow the procedures in Section 4.1.1 for
Message Generation, except using the security associations for the
speci fic peer.

4.2.2. Message Reception (Per-Peer)
Per - peer inplenmentations follow the procedures in Section 4.1.2 for

Message Reception, except using the security associations for the
speci fic peer.
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4.3. Integrity Handshake at Restart or Initialization of the Receiver

To obtain the starting sequence nunber for a |live Authentication Key,
the receiver SHOULD initiate an integrity handshake with the sender
This Integrity Handshake consists of a receiver’s Challenge and the
sender’s Response. The Integrity Handshake MAY either be initiated
during restart or postponed until a message signed with that key
arrives.

To ensure interoperability, and mndful that the Integrity Handshake
m ght be essential to synchroni ze understandi ng of the starting
sequence nunber, inplenentations of this specification MJST inpl enent
this Integrity Handshake capability.

I mpl enent ati ons of the ol der [ RFC2747] RSVP Cryptographic

Aut henti cation specification m ght not have i nplenmented the Integrity
Handshake. The Handshake Flag (HF) enabl es backwards conpatibility
with those | egacy inplenmentations by allow ng inplenmentations to

i ndi cate they do not inplement the Integrity Handshake mechanism An
i mpl ementation that does not inplement the Integrity Handshake MJST
set the HF flag to 0. Message senders that inplenment the integrity
handshake MUST set the HF flag to 1. Receivers SHOULD NOT attenpt to
handshake wi th senders whose | NTEGRI TY object has HF = 0.

Once the receiver initiates an Integrity Handshake for a particul ar
RSVP Security Association, it identifies the sender using the sending
systeni s address configured in the correspondi ng RSVP Security

Associ ation. The receiver then sends an RSVP Integrity Chall enge
message to the sender. This nessage contains the Key ldentifier to
identify the sender’s key and MJUST have a uni que, unpredictable
chal | enge cookie to prevent guessing. See Section 2.5.3 of

[ RFC2408]. One inplenentation option is to have the cookie be a
crypt ographi ¢ hash of an unpredictable |ocal secret, an unpredictable
random nunber (see [RFC8937], and a tinestanp to provide uni queness
(see Section 3.2).

An RSVP Integrity Chall enge nmessage will carry a nmessage type of 25
The nessage format is as foll ows:

<Integrity Chall enge nmessage> ::= <Commobn Header > <CHALLENGE>
The CHALLENGE obj ect has the followi ng format:

CHALLENGE Ohject: Class = 64, CType =1
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. . . . +
| 0 (Reserved) | |
S S + +
| Key ldentifier |
. . S S +

The sender accepts the "Integrity Chall enge" wi thout doing an
integrity check. It returns an RSVP "Integrity Response" nessage
that contains the original CHALLENGE object. It also includes an

| NTECRI TY obj ect, signed with the key specified by the Key Identifier
included in the "Integrity Chall enge"

An RSVP Integrity Response nessage will carry a nmessage type of 26
The nessage format is as foll ows:

<Integrity Response nessage> ::= <Conmon Header> <| NTEGRI TY>
<CHALLENGE>

The "Integrity Response" nessage is accepted by the receiver

(chall enger) only if the returned CHALLENGE object matches the one
sent in the "Integrity Chall enge" nessage. This prevents the replay
of old "Integrity Response" nmessages. |f the match is successful,
the receiver saves the Sequence Nunber fromthe I NTEGRITY object as
the | atest sequence nunber received with the key identifier included
in the CHALLENGE

If a response is not received within a given period, the challenge is
repeated. When the integrity handshake succeeds, the receiver begins
accepting normal RSVP signaling nessages fromthat sender and ignores
any other "Integrity Response" nessages.

I mpl enent ati ons SHOULD enabl e the Integrity Handshake by default when
RSVP Cryptographic Authentication is in use. |n some special-case
environments it mght not be required. One use of RSVP

Aut henti cati on m ght be between peering domain routers that are
processing a steady stream of RSVP nessages due to aggregation
effects. Wien a router restarts after a crash, valid RSVP nessages
from peering senders probably will arrive shortly. [If replay
messages are injected into the streamof valid RSVP nessages, there
m ght be only a small wi ndow of opportunity for a replay attack
before a valid nessage is processed. This valid nessage will set the
| ar gest sequence nunber seen to a val ue greater than any nunber
before the crash, preventing any further replays. This attack can be
mtigated if the router has stable storage for the RSVP sequence
nunmber state.
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If an inplenmentati on does not enable the Integrity Handshake, this
creates a broad exposure to replay attacks, especially if there is a
| ong period of silence froma given sender following a restart of a
receiver.

Hence, it SHOULD be an administrative decision by the network
operator whether or not the receiver perforns an Integrity Handshake
with senders that are willing to respond to its "Integrity Chall enge”
messages, and whether it accepts any nmessages from senders that
refuse to do so. These operational decisions ought to be based on
risk assessnments [Nl ST-RMF] for the particular network environnent.

Each RSVP sessi on MUST be protected either by the Integrity Handshake
or by sequence nunbers recorded in stable storage.

5. Key Mnagenent

As of the publication date for this docunment, support for the |IETF
Net wor k Configuration (NetConf) protocol standard [ RFC6241] has been
wi dely available in comrercial routers and switches for at |east 15
years. Further, NetConf is w dely deployed for networked device
configuration in nediumsized and | arge-sized | P network depl oynents
around the gl obe. Wen properly configured and depl oyed, Net Conf can
provi de secure automated, distributed network device configuration
managerent. Further, NetConf has for nany years been commonly used
to provision RSVP Security Associations (and al so Security

Associ ations for 1S-1S, OSPF, LDP, and BGP) into networking devices
t hroughout a network. Network devices usually need secure autonated
configurati on nmanagenent for other reasons, so using that sane
mechanismto distribute RSVP Security Associations is practical,

avoi ds creating additional inplenentation burden on vendors, and
avoi ds creating a further operational burden on network operations
staff.

As of the publication date for this docunent, it appears very
unlikely that the IETF will define a standard key managenent protoco
for use with RSVP. However, if the | ETF does so, then it would be
strongly desirable to use that key nanagenent protocol to distribute
RSVP Security Associations (including keys) ampong the comuni cati ng
RSVP i npl enentations. Such a protocol could inprove scalability and
significantly reduce the human adm ni strative burden. The Key
Identifier can be used as a hook between RSVP and such a future

pr ot ocol
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Key managenent protocols have a long history of subtle flaws that
often are discovered long after the protocol was first described in
public [DS-1981]. To avoid changing all RSVP inmplenentations if such
a flaw is discovered, integrated key managenent protocol techniques
were deliberately onmtted fromthis specification.

5.1. RSVP Security Association
An RSVP Security Association consists of the foll ow ng paramneters:
* RSVP Key ldentifier (48 bits)

This unsigned 48-bit itemis the Key Identifier used on the wire in
the RSVP | NTEGRI TY obj ect .

* RSVP Message Processi ng Mde

Thi s val ue indicates whether this RSVP Security Association is using
per-interface message processing rules or is using per-neighbor
message processing rul es.

* RSVP Sending Interface

This is the inplenmentation-specific nane for the sending interface
associated with this RSVP Security Association. This only exists (a)
when the per-interface message processing rules are in use for this
RSVP Security Association and (b) only on the sendi ng RSVP node.

* RSVP Receiving Interface

This is the inplenmentation-specific nane for the receiving interface
associated with this RSVP Security Association. This only exists (a)
when the per-interface nmessage processing rules are in use for this
RSVP Security Association and (b) on the receiving RSVP node.

* RSVP Sending | P Address

This is the I P address (I Pv4 or IPv6) used by the sending node. This
is only pertinent when the per-nei ghbor nmessage processing rules are
used for this RSVP Security Association

* RSVP Receiving | P Address

This is the I P address (I Pv4 or IPv6) used by the receiving node.
This is only pertinent when the per-nei ghbor nessage processing rul es
are used for this RSVP Security Associ ation.

* RSVP Cryptographic Transform
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This item specifies the conbination of the cryptographic algorithm
(e.g., MD5, SHA-1, SHA-256) to be used, the cryptographic

aut henti cati on node (e.g., GVAC, HVAC, KMAC) to be used, and the
length in bits of the Authentication Key. RSVP Cryptographic
Transfornms are defined in an | ANA Regi stry (defined bel ow) and
correspondi ng transformspecific RFCs.

* RSVP Aut hentication Key

This item specifies the cryptographic authentication key to be used.

Its size varies depending on which Cryptographic Transformis in use.
For any specific RSVP Cryptographic Transform the key size will be

fixed. RSVP Authentication Keys need to be cryptographically

random [ RFC4086] [ NI ST- ENTROPY]

* RSVP Security Association Start Tine

This item referred to as KeyStartValid in [ RFC2747], specifies the
cal endar date (e.g., 01 June 1970) and 24-hour clock time (e.g.,

18: 05) when this RSVP Security Association begins being valid for
operational use. This value MJST NOT be | ater than the RSVP Security
Associ ation End val ue.

* RSVP Security Association End Tine

This item referred to as KeyEndValid in [RFC2747], specifies the
cal endar date (e.g., 01 June 1970) and 24-hour clock tinme (e.qg.,

18: 05) when this RSVP Security Association stops being valid for
operational use. This value MJST NOT be earlier than RSVP Security
Associ ation Start val ue.

RSVP Crypt ographi c Authentication has always inplicitly required that
al | conmmuni cati ng RSVP-capabl e devi ces have at |east |oosely
synchroni zed clocks. In sone cases, hardware cl ocks inside a network
device mght be sufficient. However, nany network depl oynents use
the Network Time Protocol (NTP), Precision Tine Protocol (PTP), or
anot her nethod to keep such clocks sufficiently synchroni zed. Wen
possi bl e, RSVP depl oyments SHOULD al so depl oy a distributed tine
synchroni zati on protocol and SHOULD enabl e cryptographic

aut hentication for that tinme synchronization protocol

Certain key generation nechani snms, such as Kerberos or sone public
key schemes, might directly produce epheneral keys for use with RSVP
In that case, the lifetime of the key MAY be defined as part of that
key generation process.
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In normal operation, an RSVP Security Association is never used
outside its lifetime, but see Section 5.3 for a degenerative speci al
case.

5.1.1. Additional State

I mpl ementations will require additional state associated w th, but
not part of the Security Association. This information is not part
of a Security Association’s configuration

* |nitial RSVP Authentication Sequence Number

For an RSVP Security Association which has not yet been used, this
MJST be initialized to an unpredictable (i.e., cryptographically
random) val ue. [ RFC4086] [ NI ST- ENTROPY] Both sender and receiver either
MUST be configured with this initial sequence nunber (e.g., via

Net Conf or the device's operator console) or MIST learn it via the
Integrity Handshake, so that the RSVP Authenticati on sequence nunber
wi ndowi ng scheme can work properly.

After the RSVP Security Association has been used by the sender, the
sender uses the Latest Sent RSVP Aut hentication Sequence Nunber
instead. After the RSVP Security Association has been used by the
receiver, the receiver uses the List of Received RSVP Authentication
Sequence Numnbers i nstead.

* Latest Sent RSVP Aut hentication Sequence Number

This exists only on the RSVP Aut hentication sending node. It
contains the nost recently transmtted Sequence Number within the
RSVP Integrity Object.

* List of Received RSVP Authenticati on Sequence Nunbers

This list exists only on the RSVP Authentication receiving node. It
contains an ordered list of the nost recently seen sequence nunbers.
The Iist MJST support at |east 5 sequence numbers and MAY support
more than 5. This is used as part of the replay nmitigation
mechanism It is a list rather than a single nunber because IP
packets mght be reordered in transit froma sender to a receiver

5.2. Key Managenent Procedures

To maintain security, it is advisable to change the RSVP Security
Associ ation regularly. Operational considerations nmean it needs to
be possible to switch the RSVP Security Association snmoothly (i.e.,

wi thout | oss of RSVP state or denial of its reservation service), and
al so without requiring people to change all the keys sinmultaneously.
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Supporting snooth key rollover in an RSVP inplenmentation is
essential. Therefore, RSVP inplenentations MJST support the storage
and use of at |east 2 active RSVP Security Associations concurrently
(a) for each RSVP-enabl ed interface when using the per-interface
nmessage processing rules and (b) for each RSVP peer when using per-
peer message processing rules. To best support resilient network
operations, the nunber of concurrent RSVP Security Associations
SHOULD NOT nerely be two (2), but instead SHOULD be a nuch | arger
nunber .

Since Security Associations are shared between an RSVP sender and one
or more RSVP receivers, there is a region of uncertainty around the
time of key switch-over during which some systems may still be using
the old key and others m ght have switched to the new RSVP Security
Associ ation. The size of this uncertainty region relates directly to
the clock synchrony of the systens. Administrators ought to
configure the overlap between the expiration tinme of the ol der RSVP
Security Association and the validity of its replacenment RSVP
Security Association to be at |east twice the size of this
uncertainty interval. |In many depl oynents, five (5) mnutes of RSVP
Security Association overlap will suffice. This will allowthe
sender to nmake the RSVP Security Association switch-over at the

m dpoint of this interval and be confident that all receivers are now
accepting the new Security Association. For the duration of the
overlap in RSVP Security Association |lifetimes, a receiver mnust be
prepared to authenticate nessages using either Security Association
The conbi nation of the sender’s I P address and the Key ldentifier

will informthe receiver of which Security Association to use for

val i dati on.

During rollover of the RSVP Security Association, it will be
necessary for each receiver to handshake with the sender using the
new RSVP Security Association. As stated above, an RSVP receiver has
the choice of initiating a handshake during the sw tchover or

post poni ng the handshake until the receipt of a nessage using that
key.

5.3. Key Managenent Requirenents
Requirenments for an inplenentation are as foll ows:

* |t is strongly desirable that a hypothetical security breach in
one Internet protocol does not autonatically conproni se other
Internet protocols. The Authentication Key of this specification
SHOULD NOT (a) be stored in an insecure manner or (b) transmtted
either in clear-text or using protocols, algorithns, or nethods
that have known fl aws.
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* An inplenentati on MIUST support the storage and use of nore than
one Security Association at the same time for the same interface
(when per-interface processing rules apply) or for the sane RSVP
peer (when per-peer processing rules apply). It is inpossible to
support snooth key rollover if an inplenentation does not support
at least 2 concurrent RSVP Security Associations of each type

* An inplenentati on MIST associate a specific lifetinme with each
RSVP Security Association and the correspondi ng RSVP Key
Identifier.

* An inplenentation MJST support manual key distribution (e.g., the
privileged user manually typing in all the RSVP Security
Associ ati on paraneters on the console). A manually entered RSVP
Security Association lifetime MAY be used forever, although this
is neither reconmended nor best practice.

* Keys that are out of date MAY be autonmatically deleted by the
i mpl ementation ONLY | F a replacement RSVP Security Association is
al ready configured and acti ve.

* Manual deletion of active keys (e.g., from an operator console)
al so MJUST be supported.

* RSVP Security Association storage MJST persist across a system
restart, warmor cold, to ease operational usage -- EXCEPT that
the RSVP Sequence Number information need not be persistent across
a systemrestart.

Pat hol ogi cal Case

It is possible, although strongly undesirable, that all applicable
RSVP Security Associations have expired. |If this happens, it is
unacceptable to revert to an unauthenticated condition, and it is not
wi se to disrupt current reservations.

Therefore, in that event, the system SHOULD send a "l ast RSVP
Security Association expiration"” notification to the network manager
(e.g., via SYSLOG or SNWP) and al so SHOULD treat the RSVP Security
Associ ation as having an infinite lifetine until either (a) the RSVP
Security Association’s lifetinme is extended, (b) the RSVP Security
Association is deleted by network management, or (c) a new RSVP
Security Association is configured.
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5.5. Kerberos

Use of Kerberos with RSVP Authentication is outside the scope of this
docunent. Such use m ght be specified in the future in sone other
RFC.

6. Security Considerations

This entire nmeno describes and specifies an al gorithmindependent
aut henti cati on mechanismfor RSVP that is believed to be secure

agai nst passive attacks and agai nst npbst active attacks provided the
sel ected cryptographic transformis secure, the RSVP Security
Association is known only to appropriate devices, and the devices
RSVP i mpl enent ati ons have been appropriately configured.

The quality of the security provided by this nechani sm depends on the
strength of the inplenmented authentication algorithns, the strength
of the key being used, and the correct inplementation of the security
mechani smin all conmunicating RSVP inplenmentations. This nmechani sm
al so depends on the RSVP Aut henticati on Keys being kept confidentia
by all parties. |[If any of these assunptions are incorrect or
operational procedures are insufficiently secure, then no rea
security will be provided to the users of this mechani sm

Wi |l e the handshake "Integrity Response" nmessage is integrity-
checked, the handshake "Integrity Chall enge" nessage is not. This
was done intentionally to avoid the case when both peering routers do
not have a starting sequence nunber for each other’s key. Wthout
this, both routers will each keep sendi ng handshake "Integrity
Chal | enge" nessages that will be dropped by the other end. Moreover,
requiring only the response to be integrity-checked eliminates a
dependency on a security association in the opposite direction

However, this allows a potential intruder to generate fake

handshaki ng chal l enges with a certain challenge cookie. It could
then save the response and attenpt to play it against a receiver in
recovery. |If it were lucky enough to have guessed the chall enge

cooki e used by the receiver at recovery time, then it could use the
saved response. This response would be accepted, since it is
properly signed, and would have a small er sequence nunber for the
sender because it was an old nessage. This opens the receiver up to
replays. Still, this seens difficult to exploit. It requires not
only guessing the chall enge cookie (which is based on a locally known
secret, possibly including a timestanmp) in advance, but al so being
abl e to masquerade as the receiver to generate a handshake "Integrity
Chal | enge" with the proper |P address without being caught.
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Confidentiality and protection against traffic analysis are not

provi ded by this nechanism Mechani snms such as bulk link encryption
(e.g., I EEE 802.1 MAC Security [I|EEE-802. 1AE-2018] for an Ethernet
link) can be used to provide hop-by-hop confidentiality and sone
mtigation against traffic analysis. [ NSA-MSCCP]

7. | ANA Consi derati ons

I ANA is requested to create a new registry named "RSVP Crypt ographic
Transforms” within the existing "Resource Reservation Protocol (RSVP)
Par anmet ers" registry group.

It is helpful for inplenmenters of this specification to know the
current set of defined cryptographic transforms, the correspondi ng
RFC(s) for each cryptographic transform and the Inplenentation
Status for each cryptographic transform

Each registry entry will need to contain, the Nanme of the specific
Cryptographic Transform (e.g., HVAC-MD5), the RFC(s) which specify
that Method (e.g., RFC- 2747), and the current |nplenmentation Status
of that Method. The Name of the Method is Iimted to printable
uppercase US-ASCI| letters, printable US-ASCI|I nunbers, and the
character "-" The "I nplenentation Status" field of any method MUST
be one of the follow ng values (MJST NOT, SHOULD NOT, MAY, SHOULD, or
MJST) which are to be interpreted as per [ RFC2119].

The RSVP Cryptographic Transforms registry can be updated by the | ETF
Revi ew procedure (which procedure also allows updating via an | ETF

St andards Action). This neans a new RFC will be required either to
define a new RSVP cryptographic transform to update the

I mpl enentati on Status of one or nore existing RSVP cryptographic
transforns, or to do both.

There is one initial value in the new registry:

Nare Ref erence(s) I mpl ement ati on Status

HVAC- MD5 RFC 2747 SHOULD
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[ RFC2747] .

In April 2001, [RFC3097] updated the RSVP nessage type val ue used for
the RSVP Integrity Object to resolve an issue caused by a conflicting
assi gnnent .

Appendi x A: Changes since RFC 2747

Thi s docunent has nmade the foll ow ng substantive changes since
[ RFC2747] :

*

This specification is algorithmindependent and cryptographic-node
i ndependent. So addi ng support for a new cryptographic algorithm
or cryptographic node will not require changes to this protoco
specification. Those al gorithm dependent and node- dependent
specifications will be in separate RFCs, which can be

st andardi zed, recommended, and/or deprecated over tinme wthout
changes to this RFC or protocol specification

The Authentication Data field of the I NTEGRI TY object now supports
an increased length so that other algorithms can be supported.

The reserved field has been repurposed to indicate any increased

|l ength of the Authentication Data field. This allows the

aut henti cati on mechanismto support other algorithms and nodes
robustly.

Di scussi ons of Security Associations have been nade RSVP-specific
and noved to Section 5.1

Peer-specific Security Associations are explicitly supported.
I mpl enentation of the Integrity Handshake i s now required.
The di scussi on of Key Managenent has been updat ed.

The di scussi on of Kerberos has been greatly reduced.
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