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1. Introduction

Network slicing allows a Service Provider to create independent and

| ogi cal networks on top of a shared physical network infrastructure.
Such network slices can be offered to custoners or used internally by
the Service Provider to enhance the delivery of their service

of ferings. A Service Provider can also use network slicing to
structure and organi ze the el enents of its infrastructure. The
solution discussed in this document works with any path contro
technol ogy (such as RSVP-TE, or SR) that can be used by a Service
Provider to realize network slicing in | P/ MPLS networks.

[ RFC9543] provides the definition of a network slice for use within
the | ETF and di scusses the general framework for requesting and
operating | ETF Network Slices, their characteristics, and the
necessary system conponents and interfaces. It also discusses the
function of an | ETF Network Slice Controller and the requirenments on
its northbound and sout hbound interfaces.

Thi s docunent introduces the notion of a Slice-Fl ow Aggregate which
comprises of one or more | ETF network slice traffic streans. It also
describes the Network Resource Partition (NRP) and the NRP Policy
that can be used to instantiate control and data pl ane behavi ors on
sel ect topol ogical elenents associated with the NRP that supports a
Slice-Flow Aggregate - refer Section 5.1 for further details.

The I ETF Network Slice Controller is responsible for the aggregation
of multiple IETF network traffic streanms into a Slice-Fl ow Aggregate,
and for maintaining the mappi ng required between them The
mechani sns used by the controller to deternine the nmappi ng of one or
more | ETF network slice to a Slice-Flow Aggregate are outside the
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scope of this document. The focus of this docunent is on the
mechani sms required at the device |l evel to address the requirenents
of network slicing in packet networks.

In a Diffserv (DS) donmain [ RFC2475], packets requiring the sane
forwardi ng treatnent (scheduling and drop policy) are classified and
marked with the respective Cass Selector (CS) Codepoint (or the
Traffic Cass (TC) field for MPLS packets [ RFC5462]) at the DS domain
i ngress nodes. Such packets are said to belong to a Behavi or
Aggregate (BA) that has a commobn set of behavioral characteristics or
a conmon set of delivery requirenents. At transit nodes, the CSis

i nspected to determne the specific forwarding treatnment to be
appl i ed before the packet is forwarded. A simlar approach is
adopted in this docunent to realize network slicing. The solution
proposed in this docunment does not mandate Diffserv to be enabled in
the network to provide a specific forwarding treatnent. |f Diffserv
is enabled within the network, the Slice-Flow Aggregate traffic can
further carry a Diffserv CS to enable differentiation of forwarding
treatnents for packets within a Slice-Fl ow Aggregate.

When | ogi cal networks associated with an NRP are realized on top of a
shared physical network infrastructure, it is inmportant to steer
traffic on the specific network resources partition that is allocated
for a given Slice-Flow Aggregate. |n packet networks, the packets of
a specific Slice-Flow Aggregate may be identified by one or nore
specific fields carried within the packet. An NRP ingress boundary
node (where Slice-Fl ow Aggregate traffic enters the NRP) popul ates
the respective field(s) in packets that are mapped to a Slice-Fl ow
Aggregate in order to allow interior NRP nodes to identify and apply
the specific Per NRP Hop Behavi or (NRP-PHB) associated with the
Slice-Fl ow Aggregate. The NRP-PHB defines the scheduling treatnent
and, in some cases, the packet drop probability.

This docunent covers different nmodes of NRPs and di scusses how each
node can ensure proper placenent of Slice-Fl ow Aggregate paths and
respective treatment of Slice-Flow Aggregate traffic

1.1. Term nol ogy

The reader is expected to be famliar with the term nol ogy specified
in [ RFC9543] .

The following ternminology is used in the docunent:

| ETF Network Slice
refer to the definition of "I ETF network slice’ in [ RFC9543].

| ETF Network Slice Controller (NSC)
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refer to the definition in [ RFCO543].

Net wor k Resource Partition
refer to the definition in [ RFC9543].

S|

ce- Fl ow Aggr egat e:

a collection of packets that are mapped to an NRP and are given
the sane forwarding treatment; a Slice-Fl ow Aggregate conprises of
one or nmore | ETF network slice traffic streans from one or nore
connectivity constructs (belonging to one or nore | ETF network
slices); the mapping of one or nore | ETF network slice streans to
a Slice-Flow Aggregate is maintained by the | ETF Network Slice
Controller. The boundary nodes MAY al so maintain a mappi ng of
specific | ETF network slice service(s) to a SFA

Net wor k Resource Partition Policy (NRP):
a policy construct that enables instantiation of nmechanisns in
support of | ETF network slice specific control and data pl ane
behavi ors on sel ect topol ogical elenents; the enforcenment of an
NRP Policy results in the creation of an NRP

NRP I dentifier (NRP-1D):
an identifier that is globally unique within an NRP domai n and
that can be used in the control or managenent plane to identify
the resources associated with the NRP

NRP Sel ector:
one or nore fields (markings) in a packet’s network |ayer header
that are used to map the packet to an NRP

NRP Sel ector ldentifier (NRP Selector ID):
a dedicated identifier that acts as an NRP Sel ector.

NRP Capabl e Node
a node that supports one of the NRP nodes described in this
docunent .

NRP | ncapabl e Node:
a node that does not support any of the NRP nodes described in
t hi s docunent.

Sl i ce- Fl ow Aggregate Path:
a path that is setup over the NRP that is associated with a
specific Slice-Fl ow Aggregate.

Sl i ce- Fl ow Aggregat e Packet:

a packet that traverses over the NRP that is associated with a
specific Slice-Fl ow Aggregate.
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NRP Filtered Topol ogy:
a set of topological elenents associated with a Network Resource
Partition.
NRP state aware TE (NRP-TE):
a mechanismfor TE path selection that takes into account the
avai |l abl e network resources associated with a specific NRP.
1.2. Acronyns and Abbreviations
BA: Behavi or Aggregate
CS: d ass Sel ector
NRP- PHB: NRP Per Hop Behavi or as described in Section 5.1.3
SLA: Service Level Agreenents
SLO Service Level bjectives
SLE: Service Level Expectations
Diffserv: Differentiated Services
MPLS: Mul tiprotocol Label Switching
LSP: Label Switched Path
RSVP: Resource Reservation Protocol
TE: Traffic Engineering
SR: Segnent Routing
VRF: VPN Routing and Forwardi ng
AC. Attachment Circuit
CE: Custoner Edge
PE: Provi der Edge

PCEP: Pat h Conputation El enent (PCE) Conmunication Protocol (PCEP)
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2

Net wor k Resource Slicing Menbership

An NRP that supports a Slice-Fl ow Aggregate can be instantiated over
parts of an I P/MPLS network (e.g., all or specific network resources
in the access, aggregation, or core network), and can stretch across
mul ti pl e dormai ns admini stered by a provider. The NRP topol ogy nmay be
conmpri sed of dedi cated and/ or shared network resources (e.g., in
terns of processing power, storage, and bandwi dth).

The physical network resources nmay be fully dedicated to a specific
Slice-Fl ow Aggregate. For exanple, traffic belonging to a Slice-Flow
Aggregate can traverse dedi cated network resources w thout being
subjected to contention fromtraffic of other Slice-Fl ow Aggregates
Dedi cat ed physical network resource slicing allows for sinple
partitioning of the physical network resources anongst Slice-Fl ow
Aggregates without the need to distinguish packets traversing the
dedi cat ed network resources since only one Slice-Fl ow Aggregate
traffic streamcan traverse the dedi cated resource at any tine.

To optimze network utilization, sharing of the physical network
resources may be desirable. In such case, the sane physical network
resource capacity is divided anong nmultiple NRPs that support
multiple Slice-Flow Aggregates. The shared physical network
resources can be partitioned in the data plane (for exanple by
appl yi ng hardware policers and shapers) and/or partitioned in the
control plane by providing a |ogical representation of the physica
link that has a subset of the network resources available to it.

| ETF Network Slice Realization

Figure 1 describes the steps required to realize an | ETF network
slice service in a provider network using the solution proposed in
this document. VWhile Figure 4 of [ RFC9543] provides an abstract
architecture of an I ETF Network Slice, this section intends to offer
a realization of that architecture specific for | P/ MPLS packet

net wor ks.

Each of the steps is further elaborated on in a subsequent section

| CE| | CE| | CE|
AC : AC : AC :
( |PE....|PE....|PE ) ( TETF )
| ETF Net wor k ( -- -- D-- ) ( Network )
Slice Service ( - ) ( Slice )
Request ( I1ETF Network Slice ) ( ) Custoner

Saad, et al. Expi res 3 Septenber 2025 [ Page 7]



I nternet-Draft I P/ MPLS Network Slicing March 2025

1 2 e Vi ew
Vo | S [
% \ / Provi der
i >>>>>>>>>>>>>>> Gl j ce- Fl ow \ / Vi ew
\ n Aggr egat e Mapping v \
V] 0
v A ( |PE....... | PE|........ | PE|....... | PE] )
......... ( - - - oo - -
| | (e )
| NSC | ( Net wor k Resource Partition )
I [ LR R e
I I A
| | >>>>> Resource Partitioning
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---------- ( A I =/ I I & )
v e -l -
S>>>>>> ([Pl [Pl ......: )
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Net WOr K e s i oo

(NRP Policies and Paths)*

* : NRP Policy installation and path pl acenent can be centralized
or distributed.

Figure 1: | ETF network slice realization steps
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3.1. Network Topology Filters

The Physical Network may be filtered into a nunber of Filter
Topologies. Filter actions may include selection of specific nodes
and |inks according to their capabilities and are based on network-

wi de policies. The resulting topol ogies can be used to host |IETF
Network Slices and provide a useful way for the network operator to
know that all of the resources they are using to plan a network slice
meet specific SLOs. This step can be done offline during planning
activity, or could be performed dynam cally as new demands ari se.

Section 5.1.4 describes how topology filters can be associated with
the NRP instantiated by the NRP Policy.

3.2. | ETF Network Slice Service Request

The custoner requests an | ETF Network Slice Service specifying the
CE- AC- PE points of attachnment, the connectivity matrix, and the SLGs/
SLEs as described in [RFC9543]. These capabilities are al ways

provi ded based on a Service Level Agreement (SLA) between the network
slice costumer and the provider.

This defines the traffic flows that need to be supported when the
slice is realized. Depending on the nmechani smand encodi ng of the
Attachment Circuit (AC), the I ETF Network Slice Service may al so
include information that will allow the operator’s controllers to
configure the PEs to determ ne what customer traffic is intended for
this | ETF Network Slice

| ETF Network Slice Service Requests are likely to arrive at various
times in the life of the network, and may al so be nodifi ed.

3.3. Slice-Fl ow Aggregation

A network may be called upon to support very nmany | ETF Network
Slices, and this could present scaling challenges in the operation of
the network. In order to overconme this, the | ETF Network Slice
streans may be aggregated into groups according to simlar
characteristics.

A Slice-Flow Aggregate is a construct that conprises the traffic
flows of one or nore | ETF Network Slices. The mapping of |ETF
Network Slices into an Slice-Flow Aggregate is a matter of |oca
operator policy is a function executed by the Controller. The Slice-
Fl ow Aggregate may be preconfigured, created on demand, or nodified
dynami cal | y.
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3.4. Path Placenent over NRP Filtered Topol ogy

Dependi ng on the underlying network technol ogy, the paths are
selected in the network in order to best deliver the SLCs for the
different services carried by the Slice-Flow Aggregate. The path
pl acenment function (carried on ingress node or by a controller) is
performed on the Filtered Topology that is selected to support the
Sl i ce- Fl ow Aggregate.

Note that this step may indicate the need to increase the capacity of
the underlying Filtered Topology or to create a new Filtered
Topol ogy.

3.5. NRP Policy

An NRP policy is a policy construct that enables instantiation of
mechani snms in support of service specific control and data pl ane
behavi ors on sel ect topol ogical elenents associated with the NRP

The NRP Policy is a construct that enables the instantiation of
control and data pl ane behaviors on sel ect topol ogical elenments in
support of the IETF network slice service. The NRP Policy
enconpasses policy actions (see Section 5.1) that manage the specific
resources in the network associated with the NRP

3.6. NRP Policy Installation

A Controller function prograns the physical network with the NRP
policies to define specific handling for traffic flows belonging to
the Slice-Fl ow Aggregate. These NRP policies nmay be consuned on

sel ect topol ogical elenents in the network and as a result define how
routers handle traffic for the Slice-Fl ow Aggregate associated with
the NRP.

For exanple, the routers that instantiate the NRP Policy can
correlate markers that are present in packets that belong to the
Slice-Fl ow Aggregate and apply specific treatnments to them

The way in which the NRP Policy is installed in the routers and the
way that the traffic is narked is inplenentation specific. The NRP
Policy instantiation in the network is further described in

Section 5.
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3.7. Path Instantiation

Dependi ng on the underlying network technol ogy, a Controller function
may install the forwarding state specific to the Slice-Fl ow Aggregate
so that traffic is routed along paths derived in the Path Pl acenent
step described in Section 3.4. The way in which the paths are
instantiated is inplenmentation specific.

3.8. Service Mpping

The edge points can be configured to support the network slice
service by mapping the custonmer traffic to Slice-Fl ow Aggregat es,
possi bly using information supplied when the | ETF network slice
service was requested. The edge points may al so be instructed to
mark the packets so that the network routers will know which policies
and routing instructions to apply. The steering of traffic onto
Slice-Fl ow Aggregate paths is further described in Section 6

4. Network Resource Partition Mdes

An NRP Policy can be used to dictate if the network resource
partitioning of the shared network resources anong nultiple Slice-
Fl ow Aggregates can be achi eved:

a) in data plane only,
b) in control plane only, or
c) in both control and data pl anes.
4.1. Data plane Network Resource Partition Mde

The physical network resources can be partitioned on network devices
by applying a Per Hop forwardi ng Behavior (PHB) onto packets that
traverse the network devices.

When data plane NRP node is applied, packets need to be forwarded on
the specific NRP that supports the Slice-Fl ow Aggregate to ensure the
proper forwarding treatnent dictated in the NRP Policy is applied
(refer to Section 5.1 below). 1In this case, an NRP Sel ector nust be
carried in each packet to identify the Slice-Fl ow Aggregate that it
bel ongs to.

The ingress node of an NRP domain adds an NRP Sel ector field (if not
al ready present) in each Slice-Fl ow Aggregate packet. In the data
pl ane NRP node, the transit nodes within an NRP dommi n use the NRP
Sel ector to associate packets with a Slice-Fl ow Aggregate and to
determne the Network Resource Partition Per Hop Behavi or (NRP-PHB)
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that is applied to the packet (refer to Section 5.1.3 for further
details). The CS MAY be used to apply a Diffserv PHB on to the
packet to allow differentiation of traffic treatnment within the sane
Sl i ce- Fl ow Aggregate.

When data plane only NRP node is used, routers may rely on a network
state i ndependent view of the topology to determ ne the best paths.
In this case, the best path selection dictates the forwarding path of
packets to the destination. The NRP Selector field carried in each
packet determ nes the specific NRP-PHB treatnent along the sel ected
pat h.

4.2. Control Plane Network Resource Partition Mdde

Multiple NRPs can be realized over the sane set of physica
resources. Each NRP is identified by an identifier (NRP-1D) that is
global ly unique within the NRP domain. The NRP state reservations
for each NRP can be nmintained on the network el ement or on a
controller.

The network reservation states for a specific partition can be
represented in a topology that contains all or a subset of the

physi cal network el enents (nodes and links) and reflect the network
state reservations in that NRP. The |ogical network resources that
appear in the NRP topology can reflect a part, whole, or in-excess of
the physical network resource capacity (e.g., when oversubscription
is desirable).

For exanple, the physical |ink bandwi dth can be divided into
fractions, each dedicated to an NRP that supports a Slice-Fl ow
Aggregate. The topol ogy associated with the NRP supporting a Slice-
Fl ow Aggregate can be used by routing protocols, or by the ingress/
PCE when computing NRP state aware TE pat hs.

To perform NRP state aware Traffic Engineering (NRP-TE), the resource
reservation on each link needs to be NRP aware. The NRP reservations
state can be managed locally on the device or off device (e.g. on a
controller).

The sane physical link may be nenber of nmultiple slice policies that
instantiate different NRPs. The NRP reservable or utilized bandw dth
on such a link is updated (and nmay be adverti sed) whenever new paths
are placed in the network. The NRP reservation state, in this case,
is maintained on each device or off the device on a resource
reservati on manager that holds reservation states for those links in
t he network
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Mul tiple NRPs that support Slice-Fl ow Aggregates can forma group and
share the avail able network resources allocated to each. In this
case, a node can update the reservable bandwidth for each NRP to take
into consideration the avail able bandwi dth fromother NRPs in the
sanme group.

For illustration purposes, Figure 2 describes bandwi dth partitioning
or sharing anmongst a group of NRPs. In Figure 2a, the NRPs
identified by the following NRP-1Ds: NRP1, NRP2, NRP3 and NRP4 are
not sharing any bandw dt hs between each other. |In Figure 2b, the
NRPs: NRP1 and NRP2 can share the avail abl e bandw dth portion

all ocated to each anbngst them Simlarly, NRP3 and NRP4 can share
anmongst thensel ves any avail abl e bandwi dth all ocated to them but

they cannot share avail abl e bandwi dth allocated to NRP1 or NRP2. In
bot h cases, the Max Reservabl e Bandwi dth nay exceed the actua
physical link resource capacity to allow for over subscription
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<--Max Reservabl e Bandw dt h-->

(a) No bandw dth sharing
bet ween NRPs.
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<--Max Reservabl e Bandw dt h-->

(b) Sharing bandw dth between

NRPs of the same group.

Figure 2: Bandw dth isol ation/sharing anong NRPs.

Data and Contr ol

Pl ane Network Resource Partition Mde

In order to support strict guarantees for Slice-Fl ow Aggregates, the
networ k resources can be partitioned in both the control
data pl ane.
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The control plane partitioning allows the creation of custon zed
topol ogi es per NRP that each supports a Slice-Fl ow Aggregate. The
ingress routers or a Path Conputation Engine (PCE) may use the
custom zed topol ogies and the NRP state to determ ne optinmal path
pl acenment for specific demand fl ows using NRP-TE

The data plane partitioning provides isolation for Slice-Fl ow
Aggregate traffic, and protecti on when resource contention occurs due
to bursts of traffic fromother Slice-Fl ow Aggregate traffic that
traverses the sanme shared network resource

5. Network Resource Partition Instantiation

A network slice can span multiple technologies and multiple

adm ni strative domains. Depending on the network slice custoner
requirenents, a network slice can be differentiated from ot her
network slices in ternms of data, control, and nanagenent pl anes.

The custoner of a network slice service expresses their intent by
speci fying requirements rather than mechanisnms to realize the slice
as described in Section 3.2.

The network slice controller is fed with the network slice service
intent and realizes it with an appropriate Network Resource Partition
Policy (NRP Policy). Miltiple I ETF network slices are mapped to the
same Slice-Fl ow Aggregate as described in Section 3.3.

The network wi de consistent NRP Policy definition is distributed to
the devices in the network as shown in Figure 1. The specification
of the network slice intent on the northbound interface of the
controller and the nechanismused to map the network slice to a
Slice-Fl ow Aggregate are outside the scope of this document and will
be addressed in separate documents.

5.1. NRP Policy Definition

The NRP Policy is network-wi de construct that is supplied to network
devices, and may include rules that control the foll ow ng:

* Data plane specific policies: This includes the NRP Sel ector, any
firewall rules or flowspec filters, and QS profiles associated
with the NRP Policy and any classes within it.

* Control plane specific policies: This includes bandw dth
reservations, any network resource sharing anongst slice policies,
and reservation preference to prioritize reservations of a
specific NRP over others.
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*  Topol ogy menbership policies: This defines the topology filter
policies that dictate node/link/function nenbership to a specific
NRP.

There is a desire for flexibility in realizing network slices to
support the services across networks consisting of inplenentations
frommltiple vendors. These networks may al so be grouped into

di sparate domai ns and depl oy various path control technol ogies and
tunnel techniques to carry traffic across the network. It is
expected that a standardi zed data nodel for NRP Policy will
facilitate the instantiati on and managenent of the NRP on the
topol ogi cal elenments selected by the NRP Policy topology filter

It is also possible to distribute the NRP Policy to network devices
usi ng several mechani sns, including protocols such as NETCONF or
RESTCONF, or exchanging it using a suitable routing protocol that
networ k devices participate in (such as IGP(s) or BGP). The
extensions to enable specific protocols to carry an NRP Policy
definition will be described in separate docunents.

5 1.1. Net wor k Resource Partition Sel ector

A router should be able to identify a packet belonging to a Slice-
Fl ow Aggregate before it can apply the associ ated dat apl ane
forwarding treatment or NRP-PHB. One or nore fields within the
packet are used as an NRP Selector to do this.

Over | oaded forwarding identifier as NRP Sel ector

It is possible to assign a different forwarding address (or MPLS
forwarding | abel in case of MPLS network) for each Slice-Fl ow
Aggregate on a specific node in the network. [RFC3031] states in
Section 2.1 that: ' Some routers anal yze a packet’s network | ayer
header not nerely to choose the packet’s next hop, but also to
determ ne a packet’'s "precedence" or "class of service"’

Assi gni ng a uni que forwardi ng address (or MPLS forwardi ng | abel)
to each Slice-Flow Aggregate allows Slice-Fl ow Aggregate packets
destined to a node to be distinguished by the destination address
(or MPLS forwarding | abel) that is carried in the packet.

Thi s approach requires naintaining per Slice-Flow Aggregate state
for each destination in the network in both the control and data
pl ane and on each router in the network. For exanple, consider a
network slicing provider with a network conposed of 'N nodes,
each with 'K adjacencies to its neighbors. Assum ng a node can
be reached over "M different Slice-Fl ow Aggregates, the node
assigns and advertises reachability to 'N unique forwarding
addresses, or MPLS forwarding labels. Simlarly, each node
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assigns a unique forwardi ng address (or MPLS forwarding | abel) for
each of its 'K adjacencies to enable strict steering over the

adj acency for each slice. The total nunber of control and data

pl ane states that need to be stored and progranmed in a router’s
forwarding is (N+K)*M states. Hence, as "N, 'K, and 'M
paraneters increase, this approach suffers fromscalability
chal l enges in both the control and data pl anes.

Over| oaded service identifier as NRP Sel ector

The VPN service |abel can be overloaded to act as an NRP Sel ector
to all ow VPN packets to be nmapped to the Slice-Flow Aggregate. In
this case, a single VPN service | abel acting as an NRP Sel ector
needs to be allocated by all Egress PEs of a VPN

In other cases, a range of VPN service |abels can act as an NRP
Selector to map VPN traffic to a Slice-Fl ow Aggregate. An exanpl e of
such depl oynent is shown in Figure 3.

SR Adj - SI D NRP Sel ector (VPN service |abel) on PE2: 1001
9012: P1-P2
9023: P2-PE2
f----- \ f----- \ f----- \ f----- \
| PEL | ----- | PL | ------ | P2 |------ | PE2 |
\----- / \----- / \----- / \----- /
In
packet
ommmm - + - - + - - + - - +
| 1P | | 9012 | | 9023 | | 1001
Fom e e - - + Fom e e - - + Fom e e - - + Fom e e - - +
| Pay- | | 9023 | | 1001 | | TP |
| Load | +o-m - - + +o-m - - + +o-m - - +
o-m-- + | 1001 | | 1P | | Pay-
E + E + | Load
| 1P | Pay- | R +
+------ + | Load |
| Pay- | to----- +
| Load |
ommmm - +

Figure 3: NRP Selector as VPN | abel at bottom of |abel stack

Dedi cated identifier as NRP Sel ector
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Saad,

An NRP Policy may define a dedicated identifier that acts as an
NRP Selector IDto be carried in packets of Slice-Fl ow Aggregate,

i ndependent of the forwardi ng address or MPLS forwardi ng | abe
bound to the destination. Routers within the NRP domain can use
the forwarding address (or MPLS forwarding | abel) to deternine the
forwardi ng next-hop(s), and use the NRP Selector field in the
packet to infer the specific forwarding treatnment that needs to be
appl i ed on the packet.

The NRP Selector, in this case, can be carried in one of nultiple
fields in the packet, depending on the dataplane used. For
exanple, in MPLS networks, the NRP Sel ector can be encoded within
an MPLS label that is carried in the packet’'s MPLS | abel stack

Al'l packets that belong to the same Slice-Fl ow Aggregate may carry
the same NRP Selector in the MPLS | abel stack. It is also
possible to have nultiple NRP Selector’s nap to the sane Slice-

Fl ow Aggregate

In sone cases, the position of the NRP Sel ector may not be at a
fixed position in the MPLS | abel header. In this case, the NRP
Sel ector | abel can show up in any position in the MPLS | abe

stack. To enable a transit router to identify the position of the
NRP Sel ector |abel, a Network Action Indicator (NAl) specia

pur pose | abel can be used to indicate the presence of a NRP

Sel ector in the MPLS | abel stack as shown in Figure 4.
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5.

1.

SR Adj - SI D NRP Sel ector ID: 1001
9012: P1-P2
9023: P2- PE2
[----- \ [----- \ [----- \ [----- \
| PEL | ----- | PL | ------ | P2 |------ | PE2 |
\----- / \----- / \----- / \----- /
In
packet
T + T + T + T +
| IP | | 9012 | | 9023 | | NAI |
N + N + N + N +
| Pay- | | 9023 | | NAI | | 1001 |
| Load | [ S, + [ S, + [ S, +
T + | NAI | | 1001 | | IP |
T + T + T +
| 1001 | | IP | | Pay- |
R + R + | Load
| 1P | Pay- | oo +
oo + | Load |
| Pay- | teoo--- +
| Load |
R +

Figure 4: NAl and NRP Selector |abel in the |abel stack

When the slice is realized over an | P datapl ane, the NRP Sel ector
can be encoded in the IP header (e.g. as an | Pv6 option header).

Fal | back treatnment for unclassified packets:

2

VWhen a dedicated identifier is used as the NRP Selector, it is
beneficial to specify a fallback action for situations where an
NRP packet cannot be nmapped to an NRP on an NRP-capable node. In
such cases, a field within the NRP Selector ID can be used to

i ndi cate whether to apply the default drop action or permt a
fall back treatment. The fallback treatment can be specified by a
| ocal policy.

Net wor k Resource Partition Resource Reservation

Bandwi dt h and network resource allocation strategies for slice

Saad,

policies are essential to achieve optinmal placement of paths within
the network while still neeting the target SLOCs.
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Resource reservation allows for the managenent of avail abl e bandw dth
and the prioritization of existing allocations to enable preference-
based preenpti on when contention on a specific network resource
arises. Sharing of a network resource’s avail abl e bandwi dt h anongst
a group of NRPs may al so be desirable. For exanple, a Slice-Flow
Aggregate may not be using all of the NRP reservabl e bandwi dth; this
all ows other NRPs in the sane group to use the avail abl e bandwi dth
resources for other Slice-Fl ow Aggregates.

Congestion on shared network resources may result from sub-opti nal
pl acement of paths in different slice policies. Wen this occurs,
preenption of some Slice-Fl ow Aggregate paths nmay be desirable to
al l evi ate congestion. A preference-based allocation scheme enabl es
prioritization of Slice-Fl ow Aggregate paths that can be preenpted.

Since network characteristics and its state can change over tine, the
NRP topology and its network state need to be propagated in the
network to enable ingress TE routers or Path Conputation Engine
(PCEs) to performaccurate path placenment based on the current state
of the NRP network resources.

5.1.3. Network Resource Partition Per Hop Behavi or

The NRP Per Hop Behavior (NRP-PHB) is the externally observable

f orwar di ng behavior applied to a specific packet belonging to a
Slice-Fl ow Aggregate. The goal of an NRP-PHB is to provide a
speci fi ed ambunt of network resources for traffic belonging to a
specific Slice-Flow Aggregate. A single NRP may al so support

mul tiple forwardi ng treatnents or services that can be carried over
the sane | ogi cal network

The Slice-Fl ow Aggregate traffic may be identified at NRP ingress
boundary nodes by carrying a NRP Selector to allow routers to apply a
specific forwarding treatnment that guarantee the SLA(S).

To support nultiple forwarding treatnments over the sane Slice-Fl ow
Aggregate, a Slice-Flow Aggregate packet may also carry a Diffserv CS
to identify the specific Diffserv forwarding treatnent to be applied
on the traffic belonging to the same NRP

At transit nodes, the CS field carried inside the packets are used to
determne the specific PHB that determ nes the forwarding and
schedul i ng treatnment before packets are forwarded, and in some cases,
drop probability for each packet.
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5.1.4. Network Resource Partition Topol ogy

A key element of the NRP Policy is a custom zed topol ogy that may
include the full or subset of the physical network topol ogy. The NRP
topol ogy could al so span nultiple adm nistrative domai ns and/ or
mul ti pl e dat apl ane technol ogi es.

An NRP topol ogy can overlap or share a subset of |inks w th another
NRP topol ogy. A number of topology filtering policies can be defined
as part of the NRP Policy to limt the specific topol ogy el enents
that belong to the NRP. For exanple, a topology filtering policy can
| everage Resource Affinities as defined in [RFC2702] to include or
exclude certain links that the NRP is instantiated on in supports of
the Slice-Fl ow Aggregate.

The NRP Policy may also include a reference to a predefined topol ogy
(e.g., derived froma Flexible AlgorithmDefinition (FAD) as defined
in[l-Dietf-lsr-flex-algo], or Miulti-Topology ID as defined

[ RFC4915] .

5.2. Network Resource Partition Boundary

A network slice originates at the edge nodes of a network slice
provider. Traffic that is steered over the correspondi ng NRP
supporting a Slice-Fl ow Aggregate may traverse NRP capable as well as
NRP i ncapabl e i nterior nodes.

The network slice nmay enconpass one or nore domains adm nistered by a
provider. For exanple, an organization's intranet or an |ISP. The
networ k provider is responsible for ensuring that adequate network
resources are provisioned and/or reserved to support the SLAs offered
by the network end-to-end.

5.2.1. Network Resource Partition Edge Nodes

NRP edge nodes sit at the boundary of a network slice provider
network and receive traffic that requires steering over network
resources specific to a NRP that supports a Slice-Fl ow Aggregate.
These edge nodes are responsible for identifying Slice-Fl ow Aggregate
specific traffic flows by possibly inspecting nultiple fields from

i nbound packets (e.g., inplenentations may inspect IP traffic's
network 5-tuple in the IP and transport protocol headers) to decide
on which NRP it can be steered.
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Net work slice ingress nodes may condition the inbound traffic at

net wor k boundaries in accordance with the requirenents or rules of
each service's SLAs. The requirenments and rules for network slice
services are set using nechani sns which are outside the scope of this
docunent .

When data plane NRP node is enployed, the NRP ingress nodes are
responsible for setting a suitable NRP Sel ector on packets that
belong to the Slice-Fl ow Aggregate, and optionally the desired

Di ffserv CS

5.2.2. Network Resource Partition Interior Nodes

An NRP interior node receives slice traffic and may be able to
identify the packets belonging to a specific Slice-Fl ow Aggregate by
inspecting the NRP Selector field carried inside each packet, or by

i nspecting other fields within the packet that may identify the
traffic streans that belong to a specific Slice-Fl ow Aggregate. For
exanpl e, when data plane NRP node is applied, interior nodes can use
the NRP Selector carried within the packet to apply the correspondi ng
NRP- PHB f or war di ng behavi or

5.2.3. Network Resource Partition Incapabl e Nodes

Packets that belong to a Slice-Fl ow Aggregate may need to traverse
nodes that are NRP incapable. 1In this case, several options are
possible to allow the slice traffic to continue to be forwarded over
such devices and be able to resune the NRP forwardi ng treatnent once
the traffic reaches devices that are NRP-capable.

When data plane NRP node is enployed, packets carry a NRP Selector to
allow slice interior nodes to identify them To support end-to-end
network slicing, the NRP Selector is nmaintained in the packets as
they traverse devices within the network -- including NRP capabl e and
i ncapabl e devi ces.

For exanple, when the NRP Selector is an MPLS | abel at the bottom of

the MPLS | abel stack, packets can traverse over devices that are NRP
i ncapabl e wi thout any further considerations. On the other hand when
the NRP Selector label is at the top of the MPLS | abel stack, packets
can be bypassed (or tunnel ed) over the NRP incapabl e devices towards

the next device that supports NRP as shown in Figure 5.
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SR Node- SI D NRP Sel ector: 1001 NRP Pol i cy
1601: P1 Label enf or ced
1602: P2 .... NRP Policy
1603: P3 not enforced
1604: P4
1605: P5

COIOIOCIOOIOOIO0OIONCD . . . . . . e e e e e
[----- \ [----- \ [----- \
| PL | ----- | P2 | ----- | P3|
\----- / \----- / \----- /
I
I
[----- \ [----- \
| P4 | ------ | P5 |
\----- / \----- /
Fom e e - - + Fom e e - - + Fom e e - - +
| 1001 | | 1604 | | 1001 |
+o- - - - + +o- - - - + +o- - - - +
| 1605 | | 1001 | | IP |
E + E + E +
| IP | | 1605 | | Pay- |
+------ + +------ + | Load
| Pay- | | 1P oo +
| Load | e +
oo + | Pay- |
| Load |
R +

Figure 5: Extending network slice over NRP incapabl e device(s).
5.2.4. Conbi ning Network Resource Partition Mdes

It is possible to enploy a conbinati on of the NRP nbdes that were

di scussed in Section 4 to realize a network slice. For exanple, data
and control plane NRP nodes can be enmployed in parts of a network,
whil e control plane NRP nbde can be enployed in the other parts of
the network. The path selection, in such case, can take into account
the NRP avail abl e network resources. The NRP Selector carried within
packets allow transit nodes to enforce the correspondi ng NRP-PHB on
the parts of the network that apply the data plane NRP node. The NRP
Sel ector can be maintained while traffic traverses nodes that do not
enforce data plane NRP node, and so slice PHB enforcenent can resune
once traffic traverses capabl e nodes.
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6. Mpping Traffic on Slice-Fl ow Aggregates

The usual techniques to steer traffic onto paths can be applicable
when steering traffic over paths established for a specific Slice-
Fl ow Aggregate

For exanple, one or nore (layer-2 or layer-3) VPN services can be
directly mapped to paths established for a Slice-Fl ow Aggregate. In
this case, the per Virtual Routing and Forwardi ng (VRF) instance
traffic that arrives on the Provider Edge (PE) router over externa
interfaces can be directly mapped to a specific Slice-Fl ow Aggregate
path. External interfaces can be further partitioned (e.g., using
VLANs) to allow mapping one or nore VLANs to specific Slice-Flow
Aggr egat e pat hs.

Anot her option is steer traffic to specific destinations directly
over multiple slice policies. This allows traffic arriving on any
external interface and targeted to such destinations to be directly
steered over the slice paths.

A third option that can also be used is to utilize a data pl ane
firewall filter or classifier to enable matching of several fields in
the incom ng packets to deci de whether the packet belongs to a
specific Slice-Flow Aggregate. This option allows for applying a
rich set of rules to identify specific packets to be mapped to a
Slice-Fl ow Aggregate. However, it requires data plane network
resources to be able to performthe additional checks in hardware.

6.1. Network Slice-Fl ow Aggregate Rel ationshi ps

The foll owi ng descri bes the generalization rel ationshi ps between the
| ETF network slice and different parts of the solution as described
in Figure 1.

0 A custoner may request one or nore | ETF Network Slices.

0 Any given Attachment Circuit (AC) may support the traffic for one
or more | ETF Network Slices. |If there is nore than one | ETF Network
Slice using a single AC, the I ETF Network Slice Service request nust

i ncl ude enough information to allow the edge nodes to denultiplex the
traffic for the different I ETF Network Slices.

0 By definition, nultiple | ETF Network Slices nmay be mapped to a

single Slice-Fl ow Aggregate. However, it is possible for an Slice-
Fl ow Aggregate to contain just a single | ETF Network Slice
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0 The physical network may be filtered to nultiple Filter Topol ogi es.
Each such Filtered Topol ogy facilitates planning the placement of
paths for the Slice-Fl ow Aggregate by presenting only the subset of
links and nodes that neet specific criteria. Note, however, in
absence of any Filtered Topol ogy, Slice-Flow Aggregate are free to
operate over the full physical network.

olt is anticipated that there may be very many | ETF Network Slices
supported by a network operator over a single physical network. A
network may support a limted nunmber of Slice-Flow Aggregates, with
each of the Slice-Fl ow Aggregates groupi ng any nunber of the |IETF
Network Slices streans.

7. Path Selection and Instantiation
7.1. Applicability of Path Selection to Slice-Fl ow Aggregates

In State-dependent TE [I-D.ietf-teas-rfc3272bis], the path sel ection
adapts based on the current state of the network. The state of the
networ k can be based on paraneters flooded by the routers as
described in [RFC2702]. The link state is advertised with current
reservations, thereby reflecting the avail abl e bandwi dth on each
link. Such link reservations may be nmintained centrally on a
network wi de network resource nmanager, or distributed on devices (as
usual Iy done with RSVP-TE). TE extensions exist today to allow | GPs
(e.g., [RFC3630] and [RFC5305]), and BGP-LS [ RFC7752] to advertise
such link state reservations.

When the network resource reservations are maintained for NRPs, the
link state can carry per NRP state (e.g., reservabl e bandw dth).
This allows path conputation to take into account the specific
network resources available for an NRP. In this case, we refer to
the process of path placement and path provisioning as NRP aware TE
(NRP- TE)

7.2. Applicability of Path Control Technol ogies to Slice-Fl ow
Aggr egat es

The NRP nodes described in this document are agnostic to the
technol ogy used to setup paths that carry Slice-Fl ow Aggregate
traffic. One or nore paths connecting the endpoints of the mapped
| ETF network slices may be selected to steer the correspondi ng
traffic streans over the resources allocated for the NRP that
supports a Slice-Fl ow Aggregat e.

The feasi bl e paths can be conputed using the NRP topol ogy and network
state subject the optimization netrics and constraints.
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7.2.1. RSVP-TE Based Slice-Fl ow Aggregate Paths

RSVP- TE [ RFC3209] can be used to signal LSPs over the conputed
feasible paths in order to carry the Slice-Flow Aggregate traffic.
The specific extensions to the RSVP-TE protocol required to enable
signaling of NRP aware RSVP-TE LSPs are outside the scope of this
docunent .

7.2.2. SR Based Slice-Fl ow Aggregate Paths

Segnent Routing (SR) [ RFC8402] can be used to setup and steer traffic
over the conputed Slice-Fl ow Aggregate feasible paths.

The SR architecture defines a nunber of building blocks that can be
| everaged to support the realization of NRPs that support Slice-Fl ow
Aggregates in an SR network.

Such buil di ng bl ocks i ncl ude:
* SR Policy with or without Flexible Al gorithm
* Steering of services (e.g. VPN) traffic over SR paths

* SR Operation, Adm nistration and Managenent (OAM and Perf ormance
Management (PM

SR al | ows a headend node to steer packets onto specific SR paths
using a Segnent Routing Policy (SR Policy). The SR policy supports
various optimi zation objectives and constraints and can be used to
steer Slice-Flow Aggregate traffic in the SR network.

The SR policy can be instantiated with or without the 1GP Flexible

Al gorithm (Fl ex-Al gorithn) feature. It may be possible to dedicate a
single SR Flex-Algorithmto conpute and instantiate SR paths for one
Slice-Flow Aggregate traffic. 1In this case, the SR Fl ex-Al gorithm
conmput ed paths and Flex-Algorithm SR SIDs are not shared by ot her
Slice-Fl ow Aggregates traffic. However, to allow for better scale,
it may be desirable for multiple Slice-Fl ow Aggregates traffic to
share the sanme SR Fl ex- Al gorithm conputed paths and SI Ds.

8. Network Resource Partition Protocol Extensions

Sone protocols nmay need to be extended to carry additional NRP state.
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It is essential, however, that routing protocols, like |IGPs or BGP
remai n uni nvolved in these areas to ensure they are isolated and

mai ntain their scalability and stability. Furthernore, the
conplexity of routing protocols path selection should not be inpacted
by the increasing nunber of network slices and/or NRPs.

The instantiation of an NRP Policy nay need to be automated.
Multiple options are possible to facilitate automati on of
distribution of an NRP Policy to capabl e devices.

For exanple, a YANG data nodel for the NRP Policy nmay be supported on
networ k devices and controllers. A suitable transport (e.g., NETCONF
[ RFC6241], RESTCONF [ RFC8040], or gRPC) may be used to enable
configuration and retrieval of state information for slice policies
on network devices. The NRP Policy YANG data nodel is outside the
scope of this docunent.

9. CQutstanding |ssues
Note to RFC Editor: Please renpbve this section prior to publication
Thi s section records non-bl ocking issues that were rai sed during the
Wor ki ng Group Adoption Poll for the docunent. The below list of
i ssues needs to be fully addressed before progressing the docunent to
publication in | ESG

1. Add new Appendi x section with exanples for the NRP nodes
described in Section 4.

2. FElaborate on the SFA packet treatnment when no rules to associate
the packet to an NRP are defined in the NRP Policy.

3. Carify howthe solution caters to the different | ETF Network
Slice Service Demarcation Point |ocations described in
Section 4.2 of [RFC9543].

4. Carify the relationship the underlay physical network, the
filter topology and the NRP resources.

5. Expand on how isol ati on between NRPs can be realized dependi ng on
t he depl oyed NRP node.

6. Revise Section 5.2.3 to descri be how nodes can di scover NRP
i ncapabl e downst ream nei ghbors

7. Expand Section 11 on additional security threats introduced with
t he sol ution.
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8. Expand Section 5.2 on NRP domain boundary and nul ti-donmain
aspects.

10. | ANA Consi derati ons
Thi s docunent has no | ANA acti ons.
11. Security Considerations

The main goal of network slicing is to allow for varying treatnent of
traffic fromnultiple different network slices that are utilizing a
common network infrastructure and to allow for different |evels of
services to be provided for traffic traversing a given network
resource.

A variety of techniques nay be used to achieve this, but the end
result will be that sone packets nmay be mapped to specific resources
and may receive different (e.g., better) service treatnment than
others. The mapping of network traffic to a specific NRP is
indicated primarily by the NRP Sel ector, and hence an adversary nay
be able to utilize resources allocated to a specific NRP by injecting
packets carrying the sane NRP Selector field in their packets.

Such theft-of-service my becone a denial -of-service attack when the
nmodi fied or injected traffic depletes the resources available to
forward legitimate traffic belonging to a specific NRP

The defense against this type of theft and denial - of -service attacks
consists of a conbination of traffic conditioning at NRP donmain
boundaries with security and integrity of the network infrastructure
wi thin an NRP donai n.
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