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Abst r act

A network slice offers connectivity services to a network slice
customer with specific Service Level Objectives (SLGCs) and Service
Level Expectations (SLEs) over a common underlay network.

RFC 9543 describes a framework for network slices built using
networ ks that use | ETF technologies. As part of that framework, the
Net wor k Resource Partition (NRP) is introduced as a set of network
resources that are allocated fromthe underlay network to carry a
specific set of network slice service traffic and nmeet specific SLGCs
and SLEs.

As the demand for network slices increases, scalability becones an
important factor. Although the scalability of network slices can be
i nproved by mapping a group of network slices to a single NRP, that
design may not be suitable or possible for all deploynents, thus
there are concerns about the scalability of NRPs thensel ves.

Thi s docunent di scusses sone considerations for NRP scalability in
the control and data planes. It also investigates a set of
optinizati on mechani sis.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

[ RFC9543] defines network slicing in networks built using | ETF
technol ogi es. These network slices may be referred to as RFC 9543
Network Slices, but in this document we sinply use the term "network
slice" to refer to this concept: this docurment only applies to the
type of network slice described in [ RFC9543].

The network slice ainms to offer a connectivity service to a network
slice custonmer with specific Service Level Objectives (SLGs) and
Servi ce Level Expectations (SLES) over a common underlay network.

[ RFC9543] defines the term nologies and the characteristics of
network slices. It also discusses the general framework, the
conmponents and interfaces for requesting and operating network
slices. The concept of a Network Resource Partition (NRP) is

i ntroduced by [RFC9543] as part of the realization of network slices.
An NRP is a collection of network resources in the underlay network,
whi ch can be used to ensure the requested SLOs and SLEs of network
slice services are net.

[1-D.ietf-teas-enhanced-vpn] describes a layered architecture and the
candi date technologies in different |ayers for delivering enhanced
VPN services. Enhanced VPNs aimto neet the needs of custoners or
applications which require connectivity services with advanced
characteristics, such as the assurance of SLOs and specific SLEs.
Enhanced VPN services can be delivered by nmapping one or a group of
overlay VPNs to an NRP which is allocated with a set of network
resources. The enhanced VPN architecture and technol ogi es could be
used for the realization of network slices.

As the demand for network slice services increases, scalability (the
number of network slices a network can support within the
capabilities and stabilities of the network protocols) becones an
important factor. Although the scalability of network slices can be
i mproved by mapping a group of network slices to a single NRP, that
design may not be suitable or possible for all deploynents, thus
there are concerns about the scalability of NRPs thensel ves.

Thi s docunent di scusses sonme considerations for NRP scalability in

the control and data planes. It also investigates a set of
optim zati on mechani sns.
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2

Net wor k Resource Partition Scalability Requirenments

As described in [ RFC9543], the connectivity constructs of network
slices may be grouped together according to their characteristics
(including SLGs and SLEs) and napped to a given NRP. The grouping
and nmappi ng of network slices are policy-based and under the contro
of the network operator. For exanple, a network operator could
consider a policy to host a |l arge nunmber of network slices using a
relatively small nunmber of NRPs to reduce the amount of state
information to be maintained in the underlay network. On the other
hand, a one-to-one mappi ng between network slices and NRPs gives nore
fine-grained control of the network slices, but comes at the cost of
i ncreased (per network slice) state in the underlay networKk.

Wth the introduction of various services that require enhanced
connectivity, it is expected that the nunber of network slices will
increase. The potential nunbers of network slices and underlying
NRPs are estinmated by classifying the network slice deploynment into
three typical scenarios

1. Network slices can be used by a network operator to deliver
different types of services. For exanple, in a nmulti-service
network, different network slices can be created to carry, e.g.,
nmobi | e transport services, fixed broadband services, and
enterprise services respectively. Each type of service could be
managed by a separate team Some ot her types of service, such as
mul ticast services, may al so be deployed in a separate virtua
underlay network. A separate NRP may be created for each service
type. It is also possible that a network infrastructure operator
provi des network slice services to other network operators as
whol esal e services, and an NRP may al so be needed for each

whol esal e service operator. In this scenario, the nunber of NRPs
in a network could be relatively small, such as in the order of
10 or so.
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2. Network slice services can be requested by customers of
industrial verticals, where the assurance of SLOs and the
fulfilment of SLEs are contractually defined between the customner
and the slice service provider, possibly including financial
penalties if service provider fails to honor the contract. At
the early stage of the vertical industrial deploynent, a few
customers in some industries will start using network slices to
address the connectivity requirenents and perfornmance assurance
rai sed by their business, such as smart grid, manufacturing,
public safety, on-line gamng, etc. The realization of such
network slices nay require the provision of different NRPs for
different industries, and sonme custonmers may require dedicated
NRPs for strict service performance guarantees. Considering the
nunber of vertical industries and the nunber of custoners in each
i ndustry, the nunmber of NRPs needed may be in the order of 100.

3. Wth the advances in 5G and cl oud networks, the type of network
slices services defined in [ RFC9543] could be wi dely used by
customers of various vertical industries and enterprises who
requi re guaranteed or predictable network service performance.
The nunber of network slices in this case may increase to the
order of thousands. Accordingly, the nunber of NRPs needed may
be in the order of 1000.

In [TS23501], the 3CGPP defines a 32-bit identifier for a 5G network
slice with an 8-bit Slice/Service Type (SST) and a 24-bit Slice
Differentiator (SD). This allows nobile networks (the Radi o Access
Net wor ks (RANs) and nobile core networks) to potentially support a
| arge nunber of 5G network slices. A 5G network slice is not the
sane as a network slice discussed in this docunent and defined in
[RFCO543]. It is likely that nultiple 5G network slices may be
mapped to a single network slice defined by [ RFC9543], but in sone
cases (for exanple, for specific SST or SD) the mapping may be cl oser
to one-to-one. This may require increasing the nunber of network
slices, the nunber of required NRPs may increase as well.

Thus the question of the scalability of network slice services
arises. Mpping nultiple network slices to a single NRP presents a
significant scaling benefit, while a | arge nunber of NRPs may stil
be required, which raises scalability chall enges too
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3.

Scal ability Design Principles

Scaling of network slicing can be achi eved using a hierarchy of
aggregation. Miltiple network slices can be supported by a single
NRP; nultiple NRPs can be enabled using a single filtered (logical)
topol ogy; and nmultiple filtered (logical) topologies utilise a single
underlying network. The hierarchy, at any stage, may be nade trivial
(i.e., collapsed to a one-to-one nmapping) according to the depl oynent
obj ectives of the operator and the capabilities of the network

t echnol ogy.

To recap it in general terns:

* A network slice is an edge-to-edge connectivity service with
specific Service Level (hjectives (SLOs) and Service Leve
Expect ati ons (SLEs) conmm tnents.

* An NRP is a subset of network resources (e.g., buffers, bandw dth,
queues) and the associated policies on a connected set of links in
the underl ay networKk.

* Afiltered topology defines a collection of network |inks and

nodes (call it a virtual network if it nmakes it easier for you to
think about) on which path conputation or traffic steering can be
per f or med.

Scal ability concerns exist at nultiple points in the network slicing
sol uti on:

* The control protocols nust be able to handle the distribution of
i nformati on necessary to support the network slices, NRPs, and
filtered topol ogies.

* The network nodes nmust be able to handl e the conputational |oad of
determ ni ng paths based on the information of network slices, NRPs
and filtered topol ogi es.

* The path selection tools nust be able to process network
informati on and determ ne the paths for network slice services on
dermand.

* The forwarding engi nes nmust be able to access the infornmation of
network slices in packets and nmake forwardi ng decisions at |ine
speed.
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Assuming that it is achievable, it is desirable that NRPs have

m ni mum i npact (zero being preferred) on the routing information that
is propagated using | GP today, and to not require additional SPF
conput ati on beyond those that are necessary.

Assuming that an external mechani smcan deal with path cal cul ation
and selection, it is desirable that in the cal cul ated path
information, the NRP identification can be decoupled fromthe
information for path identification

G ven all of these considerations, we can set out the follow ng
desi gn principl es:

1. Afiltered topology is a subset of the underlying physica
topol ogy. Thus, it defines which |inks (and nodes) are eligible
to be used by the NRPs. It may be selected as a set of |inks
with particular characteristics, or it my be a set of forwarding
paradi gns applied to the topology. Thus, a filtered topol ogy may
be realised through techni ques such as Milti-Topol ogy, coloring
of links, virtual TE topology, or Flexible-Al gorithm

2. The conputational burden of running SPF increases for each
filtered topology on which SPF is run. It is not envisaged that
there will be many filtered topol ogies active at any tine, so it
is likely that the conmputational burden of running SPF per
filtered topology will be manageabl e.

3. Miltiple NRPs can run on a single filtered topol ogy, neaning that
the NRPs can be associated with the sane filtered topol ogy and
use the SPF conputation results fromthat filtered topol ogy.

4. Three separate things need to be identified by information
carried within a packet:

* Forwarding path (e.g. the next-hop)

*  NRP

* Topology (i.e., filtered topol ogy)

How this information is encoded (using separate fields, the sane
field, or overloading existing fields) forns part of the solution

wor K.

5. NRP IDs should have domai n-w de scope, and must be unique within
a filtered topol ogy.
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6. The NRP-specific resources and packet treatnents on network nodes
are provisioned by a network controller. The binding between NRP
I Ds and network resource information and the rel evant status may
be collected fromthe network nodes and reported to the
controller.

7. The path conputation or selection (in particular the topol ogy
sel ection and path conmputation within that topol ogy) perforned by
a traffic engineering process, either within or external to the
headend node, nmay take the characteristics of the filtered
topol ogy and the attributes of the NRP into consideration, but is
agnostic to the treatnment that the packets will receive within
the network. Ensuring that the sel ected conmponents of the path
are capabl e of providing the resources and treatnents identified
by the NRP ID, is a separate matter

8. The selected path and the associated NRP can be indicated in the
packets using existing or new nechanisns. Wether that is based
on SR-Policy, Flex-Al go, or sonething else is out of scope for
this document, but it will formpart of the full set of network
slicing solution specifications.

9. The conponents or nechanisns that are responsible for deciding
what path to select for specific network slice service packets,
for deciding howto mark the packets to foll ow the sel ected path,
and for determ ning what resource treatment (NRP) to apply to
packets are responsible for ensuring sufficient consistency so
that the whol e sol uti on works

Di fferent operators can choose to deploy network slices at different
scal es, and while we may have opi ni ons about what scal es are sensible
/ workable / desirable, we should not attenpt to constrain operators
in their depl oynent choi ces.

By default the underlay routing (I GP or BGP) does not have to be
involved in any of these points. But when they have to, it is
inmportant to isolate the information of network slices or NRPs from
the existing routing information, so that there is no inpact on
scaling or stability of the underlay routing. Furthernore, the

over head of SPF conputation should not be inpacted by the increasing
nunmber of network slices and NRPs.

Note that there is always a trade-off between scal abl e sol uti ons and
optimal sol utions.

* A solution that can be deployed at |arge scale needs to be
provi ded. W should acknow edge that:
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- Some extensions to the datal/control/managenent plane nmay be
needed to achieve this result. 1l.e., it may be that this
cannot be done today with existing tools.

-  The scal able solution night not be optinmal everywhere.
* A solution may be optinmal for specific environnents, but:

- Mght not work in some environnents.

- My have scalability issues in some other environnents.

Thus both of these approaches should be allowed, but we need to be
clear of the costs and benefits in all cases in order that:

* There is consensus on the efforts for better NRP scalability, and
the cost of necessary protocol extensions is acknow edged.

* The solutions which are suitable for specific environments are
also allowed, as long as their linmtations are docunented, so that
they do not creep into w der depl oynent.

In particular, we should be open to the use of approaches that do not
require control plane or data plane extensions and that can be
applied to deploynents with linited scope. The technol ogi es included
in this category are

* Resource-aware SIDs [I-D.ietf-spring-resource-aware-segnents]
*  VPNs

It is anticipated that any specification of a protocol solution on
network slicing or NRP will include considerations of scalability and
di scussion of the applicability of the solution. This will not
denegrate any specific solution, but will help clarify the type of
depl oynent in which the solution is optinmal while providing advice
about its limtations in other deploynents. Appendix A provides some
simpl e exanmpl es of different possible realizations, and outlines
their scaling properties.

4. Network Resource Partition Scalability Considerations
This section anal yses the scalability of NRPs in the control plane

and data plane to understand the possible gaps in neeting the
scal ability requirenents.
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4.1. Control Plane Scalability

The control plane for establishing and managi ng NRPs coul d be based
on the conbination of a centralized controller and a distributed
control plane. The foll owi ng subsections consider the scalability
properties of both the distributed and the centralized control plane
in such a design.

4.1.1. Di stri buted Control Plane

In sone networks, nmultiple NRPs may need to be created for the
delivery of network slice services. Each NRP is associated with a

| ogi cal topology. The network resource attributes and the associ ated
topol ogy i nformati on of each NRP may need to be exchanged anong the
networ k nodes that participate in the NRP. The scalability of the
distributed control plane used for the distribution of NRP

i nformati on needs to be considered fromthe foll owi ng aspects:

* The nunber of control protocol instances maintained on each node.
* The nunber of control protocol sessions nmaintained on each |ink
* The nunber of control nessages advertised by each node.

* The anount of attributes associated with each nessage (i.e., the
size and the complexity of the nmessages).

* The nunber and frequency of conputations (e.g., SPF conputations)
execut ed by each node.

As the number of NRPs increases, it is expected that, at least in
some of the above aspects, the overhead in the control plane may
increase in relation to the nunber of the NRPs. For exanple, the
over head of maintaining separate control protocol instances (e.g.,

| GP instances) for each NRP is considered higher than maintaining the
information of nultiple NRPs in the same control protocol instance
with appropriate separation, and the overhead of numintaining separate
protocol sessions for different NRPs is considered higher than using
a shared protocol session for exchanging the information about
multiple NRPs. To neet the scalability and perfornmance requirenents
with the increasing nunber of NRPs, it is suggested to select the
control plane nechanisns that have better scalability while stil
being able to provide the required functionality, isolation, and
security for the NRPs.
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4.1.2. Centralized Control Plane

The use of a centralized network controller may help to reduce the
anmount of conputation overhead in the network, but nmay transfer sone
of the scalability concerns fromnetwork nodes to the network
controller. Thus, the scalability of the controller also needs to be
consi der ed.

A centralized controller can have a gl obal view of the network, and
is usually used for Traffic Engineering (TE) path conputation with
various constraints, or for the global optimzation of TE paths in
the network. To provide TE path conmputation and optim zation for
multiple NRPs, the controller needs to know the up-to-date topol ogy
and resource information of all the NRPs. Additionally, for some
events such as link or node failures, any updates to the NRPs may
need to be distributed to the controller in real tine, and may affect
the planning and operation of sone NRPs. Wen there is a significant
change in the network which inpacts nultiple NRPs, or nultiple NRPs
require global optimzation concurrently, there may be a heavy
processing burden at the controller, and a | arge anount of signaling
traffic to be exchanged between the controller and correspondi ng NRP
conponents. These factors need to be taken into consideration froma
scal ability and perfornmance standpoint.

4.2. Data Plane Scal ability

Each NRP is allocated with a subset of network resources. There may
be a nunber of NRPs, each providing support for a set of network
slices where each set of the slices requires a sinmilar set of SLGCs
and SLEs. The sets of resources for each NRP may overlap, but may be
i ndependent to better enable the delivery of the SLOs and SLEs, and
to avoid the risk of interference between the slices in different
sets.

As the nunmber of NRPs increases, the underlay network needs to
provide a finer granularity of network resource partitioning, which
means the anount of state maintained on the network nodes is likely
to increase.

Network slice service traffic needs to be processed and forwarded by
net wor k nodes according to a forwarding policy that is associated
with the topology and the resource attributes of the NRP it is napped
to, this nmeans that sonme fields in the data packet need to be used to
identify the NRP and its associ ated topol ogy and resources either
directly or inplicitly. Different approaches for encapsul ating the
NRP information in data packets may have different scalability

i nplications.
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One practical approach is to reuse sonme of the existing fields in the
data packet to indicate the NRP the packet belongs to. For exanple,
the destination I P address or MPLS forwarding | abel could be reused
to identify the NRP. This would avoid the conplexity of introducing
new fields into the data packet, but the additional senantics
introduced to existing fields mght require additional processing.
Mor eover, introducing NRP-specific semantics to existing fields in
the packet could result in an increase in the nunber of identifiers
(field values) that need to be assigned. Such an increase would be
in proportion to the nunber of the NRPs. For exanmple, if the
destination I P address is used to identify an NRP, then a node which
participates in M NRPs woul d need M I P addresses to be assigned to
it. This nmight cause scalability problens in networks where a
relatively large nunmber of NRPs are in use

An alternative approach is to introduce a new dedicated field in the
data packet for identifying an NRP. And if this newfield carries a
net work-wi de NRP identifier, it could be used together with the
existing fields to determ ne the packet forwardi ng behavior. The
potential issue with this approach lies in the difficulty of
introducing a new field in some data pl ane technol ogi es.

In addition, the introduction of NRP-specific packet forwarding
i npacts the nunmber of the forwarding entries nuaintained by the
net wor k nodes.

5. Suggested Scal ability Optim zations

To support nore network slice services while keeping the amount of
network state at a reasonable scale, one basic approach is to
classify a set of network slice services (e.g., services which have
simlar service characteristics and performance requirenments) into a
group, and to map that group to an NRP, which is allocated with an
aggregated set of network resources and the conbination of the
required | ogical topologies to neet the service requirenents of the
whol e group of network slice services. Different groups of network
slice services may be nmapped to different NRPs, each of which is

all ocated with different set of network resources fromthe underl ay
networ k. According to the depl oynent policy of the operator,
appropriate groupi ng of network slice services and mappi ng to NRPs
could neet the network slice service requirenments. However, in sone
networ k scenarios, such aggregati on nechani sm m ght not be
applicable. The foll owi ng sub-sections suggests further optim zation
in control plane and data pl ane respectively.
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5.1. Control Plane Optim zation

Control plane optimzation may be considered in terns of distributed
and centralized control planes.

5.1.1. Distributed Control Plane Optimn zation

Several optim zation mechani sms can be considered to reduce the
distributed control plane overhead and inprove its scalability.

The first control plane optimzation consists of reducing the nunber
of control plane sessions used for the establishment and mai nt enance
of the NRPs. VWhen nmultiple NRPs have the same connection

rel ati onshi p between two adj acent network nodes, an optim zation
could be achieved if a single control protocol session were used for
all these NRPs. The information specific to the different NRPs coul d
be exchanged over the same control protocol session, with necessary
identifiers in the control nessages to distinguish the information
specific to different NRPs. This could reduce the overhead in a node
of creating and maintaining a separate control protocol session for
each NRP, and could al so reduce the anmpbunt of control plane nmessages.

The second potential control plane optinmization is to decouple the
resource information of the NRP fromthe associated | ogi cal topol ogy
information, so that the resource attributes and the topol ogy
attributes of the NRP can be advertised and processed separately. In
a network, it is possible that multiple NRPs are associated with the
same | ogical topology, or nmultiple NRPs may share the sane set of
networ k resources hosted by a specific set of network nodes and
links. Wth topology sharing, it is nore efficient to advertise only
one copy of the topology information, and allow nultiple NRPs

depl oyed over the very sanme topology to exploit this topol ogy
information. Mdre inportantly, with this approach, the result of

t opol ogy-based route conputation can al so be shared by nultiple NRPs,
so that the overhead of per NRP route conputation is avoided.
Simlarly, for the resource sharing case, information about a set of
network resources allocated on a particular network node or |ink
could be advertised in the control plane only once, and then be
referred to by nmultiple NRPs which share that set of resource
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Figure 1. Topol ogy Sharing between NRPs

Figure 1 gives an exanple of two NRPs that share the sanme |ogica
topol ogy. NRP-1 and NRP-2 are associated with the sanme | ogica
topol ogy, while the resource attributes of each NRP are different.
In this case, the information of the shared network topol ogy can be
advertised using either MI or Flex-Al go, then the two NRPs can be
associated with the sane MI or Fl ex-Al go, and the outcones of

t opol ogy-based route conmputation can be shared by the two NRPs for
further generating the correspondi ng NRP-specific routing and
forwarding entries.
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Figure 2. Resource Sharing between NRPs

Fi gure 2 gives another exanple of two NRPs which have different

| ogi cal topol ogies, while they share the sane set of network
resources on a subset of the links. |In this case, the information
about the shared resources allocated on the those |inks needs to be
advertised only once, and both NRP-1 and NRP-2 can refer to the
common set of allocated |link resources for constraint based path

comput ati on.

The control protocol extensions for support of scal able NRPs are out
of the scope of this docunent. Proposals for solutions (such as that
provided in [|-D.dong-Isr-sr-enhanced-vpn]) need to highlight their
scalability properties and applicability so that inplenenters and
depl oyers can nake informed deci sions.

.1.2. Centralized Control Plane Optim zation

For the optim zation of the centralized control plane, it is
suggested that the centralized controller is used to provide a
computational facility to supplenent the distributed control plane
rather than as a replacenent for the whole distributed control plane.
In this way, the workload for NRP-specific path computation can be
shared by both the centralized controller and the network nodes. In
addition, the centralized controller may be realized through nultiple
network entities, each of which is responsible for one subset or

Dong, et al. Expi res 4 Septenber 2025 [ Page 15]



I nternet-Draft NRP Scal ability Considerations March 2025

region of the network. This is the typical approach for scal e-out of
the centralized controller to avoid a single controller becom ng
congested or overl oaded.

5.2. Data Plane Optim zation

One potential optimzation in the data plane consists of decoupling
the identifiers used for topol ogy-based forwarding fromthe
identifier used for the NRP-inferred resource-specific processing.
One possible mechanismis to introduce a dedi cated network-w de NRP
Selector IDin the packet header to uniquely identify the set of

| ocal network resources allocated to an NRP on each participating
network node and link for the processing of packets. Then the
existing identifiers in the packet header used for topol ogy based
forwarding (e.g., destination |IP address, MPLS forwarding | abels) are
kept unchanged. The benefit is that the anmount of the existing

topol ogy-specific identifiers will not be inpacted by the increasing
nunber of NRPs. Since this new NRP Selector IDw Il be used together
with other existing fields of the packet to determine the packet
forwardi ng behavior, this may require network nodes to maintain a

hi erarchical forwarding table in the data plane. Figure 3 shows the
concept of using separate data plane identifiers for topol ogy-
specific and resource-specific packet forwardi ng and processing

pur poses.

I I
I I
I R + |
| | Topol ogy-specific IDs| |
I T + |
I I
I R e + |
| | Resource-specific ID| |
I R + |
oo +

Fi gure 3. Decoupl ed Topol ogy and Resource ldentifiers in Data Packet

The I ength and encoding of the NRP Selector IDis specific to the
data plane protocols and is out of the scope of this docunent. To
support a reasonabl e nunber of NRPs in the network, it is suggested
the minimumlength of the NRP Selector IDis 8 bits. Along with the
NRP Selector ID, an indicator in the data packets to indicate the
expect ed behavior (discard or fallback to best-effort forwarding)
when there is no matched NRP on the forwardi ng nodes is considered
useful, as it can provide granular control of the NRP forwarding
policy for different traffic flows. The encoding of this indicator
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is specific to the data plane protocols and is out of the scope of
this docunment. When a packet transits fromone data plane network to
anot her that uses a different technol ogy, many paraneters nust be
mapped. It is also likely that the slicing approaches used in
networks with different data plane types will be different. Thus, it
is anticipated that NRP Selector ID wll also be napped at the

net wor k boundari es.

In an I Pv6 [ RFC8200] network, this could be achieved by carrying the
NRP Selector IDin a dedicated field in either the | Pv6 base header
or the I Pv6 extension headers. The destination |P address field
woul d be retained for routing towards the destination prefix in the
correspondi ng topol ogy. Note that the NRP Sel ector |ID needs to be
parsed by every node along the path that is capable of NRP-aware
forwarding. [I-D.ietf-6man-enhanced-vpn-vtn-id] introduces a
mechani sm of carrying the NRP Selector IDin the | Pv6 Hop-by-Hop

ext ensi on header.

In an MPLS [ RFC3032] network, this may be achieved by inserting a
dedi cated NRP Selector ID either in the MPLS | abel stack or post the
MPLS | abel stack. This way, the existing MPLS forwarding | abels are
still used for topol ogy-specific packet forwardi ng purposes, and the
NRP Selector IDis used to determ ne the set of network resources of
the NRP for packet processing. This requires that both the
forwardi ng | abel and the NRP Selector I D are parsed by every node

al ong the forwarding path of the packet, and the forwarding behavi or
may depend on the position of the NRP Selector ID carried in the
packet. One possible approach for carrying the NRP Selector IDis to
use MPLS Network Actions (MNA) [I-D.ietf-npls-ma-fwk], the specific
solutions are out of the scope of this docunent.

6. Solution Evolution Perspectives

Based on the analysis provided by this docunent, the control and data
pl ane for NRP may need to evolve to support the increasing nunber of
network slice services and the increasing nunmber of NRPs in the
networ k. Appendi x A provides sonme exanpl es of network slicing
solutions with linmted applicability, and identifies their

scal ability concerns. However, a nore generic and scal able solution
could be nore widely applicable and of fer a future-proof mechani sm
Thi s section describes the evolution taking the SR based NRP
solutions as an example, while the analysis and optinization in this
docunent are generic and not specific to SR

First, by introducing resource-awareness with specific SR Sl Ds

[1-D.ietf-spring-resource-aware-segnents], and using Milti-Topol ogy
or Flex-Al go mechanisms to define the |ogical topology of the NRP
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providing a small nunber of NRPs in the network is possible, and can
meet the requirenments for limted nunber of network slice services.
This mechanismis called the "Basic SR-SI D based NRP"

As the required nunber of network slice services increases, nore NRPs
may be needed, then the control plane scalability could be inproved
by decoupling the topology attributes fromthe resource attributes,
so that multiple NRPs could share the sane topol ogy or resource
attributes to reduce the overhead. The data plane can still rely on
the per-NRP resource-aware SIDs. This nmechanismis called the

"scal abl e SR-SID based NRP'. Both the basic and the scal able SR SI D
based NRP nechani sns are described in
[1-D.ietf-spring-sr-for-enhanced-vpn].

Whenever the data plane scalability becones a concern, a dedicated
NRP Sel ector ID can be introduced in the data packet to decouple the
resource-specific identifiers fromthe topol ogy and path -specific
identifiers in the data plane, so as to reduce the nunber of IP
addresses or SR SIDs needed in supporting a | arge nunmber of NRPs.
This is called the NRP-Sel ector-ID based mechani sm

7. Operational Considerations

The instantiation of NRPs require NRP-specific policies and
configurations on the participating network nodes and links. There
can al so be cases where the topology or the set of network resources
all ocated to an existing NRP needs to be nodified. O course, the
amount of information needed for NRP instantiation and nodification
will increase with the number of NRPs

For the managenment and operation of NRPs and the optinization of
paths within the NRPs, the status of NRPs needs to be nonitored and
reported to the network controller. The increasing nunber of NRPs
woul d require additional NRP status infornmation to be nonitored and
report ed.

8. Security Considerations

Thi s docunent di scusses scal ability considerati ons about the network
control plane and data plane of NRPs in the realization of network
slice services, and investigates sone nechanisns for scalability
optimization. As the nunber of NRPs supported in the data plane and
control plane of the network can be linited, this my be exploited as
an attack vector by requesting a | arge number of network slices,
which then result in the creation of a |arge nunber of NRPs.
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10.

11.

12.

12.

One protection against this is to inprove the scalability of the
systemto support nore NRPs. Another possible solution is to make
the network slice controller aware of the scaling constraints of the
system and danpen the arrival rate of new network slices and NRPs
request, and raise alarns when the threshol ds are crossed.

The security considerations in [ RFC9543] and
[I-D.ietf-teas-enhanced-vpn] also apply to this docunent.
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Appendi x A.  Exanple Network Slicing Realizations

Thi s appendi x contains sone network slicing realisation exanples.
This is not intended to be a conplete set of possible solutions, nor
does it provide definitive ways to realize network slices and NRPs.
The purpose of this appendix is to show how NRPs and network slices
can be realised using existing tools and techni ques, but explains
some of the scaling issues that nmay arise and so how the
applicability of these approaches may be linted.
[I-D.ietf-teas-ns-ip-npls] describes a scalable solution to realize
network slicing in | PP MPLS networKks.

A.l. VPNs with Default NRP

A possi bl e depl oyment of network slices is to manage each network
slice as one or nmultiple Layer-3 or Layer-2 VPNs and to support all

of these VPNs on a single NRP that naps to the entire underl ay
network. This approach is perfectly functional and provides the
required connectivity associated with the network slice services. In
this case, the VPN identifiers my be considered as the identifiers
of the network slices, which may present a scaling issue both in
terms of the nunber of network slice identifiers available, and the
routing protocols used for distribution of VPN routing information

[ RFC4364] .

However, with only one NRP (the "default NRP"'), the provision of
services with sophisticated SLOs and SLEs may not be fulfilled, and
addi ti onal network functions such as those discussed in Appendix A 3
and Appendi x A. 4 nay be needed.

Thus, this approach may be a suitable solution for a nodest nunber of
network slices with relatively sinple Service Level Agreenents
(SLAs), but nore sophisticated approaches may be needed to address
the scalability and advanced service |levels with nore than one NRPs.

A 2. Miltiple Routing Instances for NRPs

An realization of NRP is to use a separate instance of the routing
protocol for each independent network topol ogy, and to map each

topol ogy to an NRP, which can be associated with a separate set of
network |inks and nodes. The advantage of this approach is that each
i nstance only has to handl e advertisenments for the Iinks and nodes
that are part of the topology, and for only one set of netrics.
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However, each router that is in nore than one topol ogy nust continue
to run a SPF conputations for each topology. It is possible that the
routers do not need to maintain forwarding information for each
topology if the destination addresses are assigned to specific

t opol ogi es.

The bi ggest drawback is that routers that are part of nore than one
NRP rmust rmai ntain separate protocol state for each protocol instance,
and this may be a significant overhead. Further, run-tine issues
with one protocol instance may have a direct effect on the function
of other protocol instances on the sane router. Additionally,

net wor k operation and diagnostics may becone conplicated when
protocol nmessages fromnultiple instances of a protocol are seen

wi thin the network.

Thus, this approach may be applicable only where NRPs use underlying
t opol ogy resources that do not overlap significantly, and, in any
case, only for a very small nunber of NRPs.

A. 3. Resource-Aware Segnent Routing based NRPs

One existing mechani smof building NRPs is to use resource-aware
Segnent ldentifiers (either SR-MPLS or SRv6)
[1-D.ietf-spring-resource-aware-segnents] to identify the subset of
network resources allocated to NRPs in the data pl ane based on the
mechani sms described in [I-D.ietf-spring-sr-for-enhanced-vpn].

Net work slices can be provisioned as L3 or L2 VPNs simlar to the
mechani sns descri bed in Appendi x A 1. This approach can provi de NRPs
with dedi cated network resources, thus allows the SLOs and SLEs of
the network slices to be net.

In the control plane, Milti-topol ogy routing ([RFC4915] and

[ RFC5120]) can be used to define a small nunber of independent

net wor k topol ogies within the same routing protocol instance. Each
topol ogy can be associated with an NRP that supports a set of network
slices. Alternatively, Flexible A gorithm[RFC9350] can be used to
define the topol ogical constraints and cal cul ation algorithns for
distributed path conputation, which allows different forwarding
paradi gns to be constructed on the underlay network. So each NRP can
al so be assigned with a different Flex-Al go. The NRP resource
attributes and the associ ated topol ogy or topol ogy constraints can be
di stributed using nmechani sns based on Milti-topol ogy
[I-Dietf-lsr-isis-sr-vtn-nt] or Flex-Al go
[1-D.zhu-1sr-isis-sr-vtn-fl exal go].

It is suitable for networks where a relatively small nunber of NRPs

are needed. As the nunber of NRPs increases, there may be severa
scalability challenges with this approach
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1. In OSPFv2, only 128 values are available to identify the
different network topologies. Inin IS IS, 4096 values are
available to identify different network topol ogies. As for Flex-
Al go, only 128 unique Flex-Algo identifiers are available in the
| GP extensions. This places a practical linmt on the nunber of
NRPs that can be supported in this approach

2. A larger concern, however, is that SPF conputations nust be
performed at each router for each topology. As the nunber of
i ndependent topol ogies increases, this conputational |oad al so
i ncreases and may becone a burden for routers. This nmeans that
there may be a lowlimt to the nunmber of NRPs that can be
supported using this technique.

3.  The nunber of resource-aware SR SIDs will increase in proportion
to the nunber of NRPs, and the nunber of network segnents (e.qg.
nodes and links) in the network, which will bring burden both to
the distribution of the SR SIDs and related information in
control protocols, and to the installation of forwarding table
entries for those SIDs in the data plane.

A 4. NMPLS-TE Virtual Networks

MPLS Traffic Engineering (MPLS-TE) ([ RFC2702]) allows control of
forwardi ng and the use of resources within an MPLS network. The use
of resource reservation and the establishnment of a set of traffic
engi neered MPLS | abel -switched paths (TE-LSPs) all ows an MPLS networ k
to be partitioned into multiple virtual networks ([ RFC7926],

[ RFC8453] ).

Each TE virtual network may be nmapped to an NRP that supports a set
of network slices. This can give a high level predictability to the
NRP and all ows the SLOs and SLEs of the network slices to be net.

However, each LSP nust be planned, established, and naintained in the
network. While this could be done using a central controller, it is
usual Iy achi eved using the RSVP-TE signaling protocol [RFC3209].
Concerns have been expressed about the scalability of this protocol
because it is a 'soft state’ protocol, and because it requires a
relatively large anmount of state to be mmintai ned on network nodes.
Further, each virtual network (i.e., each NRP) requires a separate
set of TE-LSPs meaning that the problemis not just Q(n*"2) for the
mesh of LSPs between n edge nodes, but Q(nfn”2) where there are m
NRPs .

Thus, while this approach may facilitate high quality NRPs, it could

present significant scaling concerns for the protocol engines on the
routers in the network.
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