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Abst r act

A network slice offers connectivity services to a network slice
customer with specific Service Level Objectives (SLGCs) and Service
Level Expectations (SLEs) over a common underlay network. RFC 9543
describes a framework for network slices built in networks that use
| ETF technol ogies. As part of that franmework, the Network Resource
Partition (NRP) is introduced as a collection of network resources
that are allocated fromthe underlay network to carry a specific set
of network slice service traffic and neet specific SLOs and SLEs. In
some network scenarios, network slices using | ETF technol ogi es may
span mul tiple network domains, and they nmay be conposed

hi erarchically, which neans a network slice itself may be further
sliced. In the context of 5G a 5G end-to-end network slice consists
of three different types of network technol ogy segnents: Radi o Access
Net work (RAN), Transport Network (TN) and Core Network (CN). The
transport segnents of the 5G end-to-end network slice can be provided
usi ng network slices described in RFC 9543.

Thi s docunent first describes the possible use cases of conposite
network slices built in networks that use | ETF network technol ogi es,
then it provides considerations about the realization of conposite

network slices. For the multi-domain network slices, an Inter-Domain

Net wor k Resource Partition ldentifier (Inter-domain NRP ID) may be

i ntroduced. For hierarchical network slices, the structure of the
NRP IDis discussed. And for the interaction between | ETF network
slices with 5G network slices, the identifiers of the 5G network
slices may be introduced into | ETF networks. These network slice-
related identifiers may be used in the data plane, control plane and
managenent plane of the network for the instantiation and nmanagenent
of conposite network slices. This docunment al so describes the
managenent consi derati ons of conposite network slices.
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I nt roducti on

[ RFC9543] defines network slicing in networks built using | ETF
technol ogi es. These network slices may be referred to as RFC 9543
Network Slices, in this docunent we sinply use the term "network
slice" to refer to this concept when only the network slices as
described in [RFCO543] is referred to.

A network slice aims to offer connectivity service to a network slice
custoner with specific Service Level Objectives (SLCs) and Service
Level Expectations (SLES) over a common underlay network. [RFC9543]
defines the term nol ogi es and the characteristics of network slices.
It al so discusses the general framework, the conponents and
interfaces for requesting and operating network slices. The concept
of a Network Resource Partition (NRP) is introduced by [ RFC9543] as
part of the realization of network slices. An NRP is a collection of
network resources in the underlay network, which can be used to
ensure the requested SLOs and SLEs of network slice services are net.

[ RFC9732] describes a layered architecture and the candi date
technologies in different |layers and pl anes for providi ng NRP-based
enhanced VPN services. Enhanced VPNs aimto neet the needs of
custoners or applications which require connectivity services with
advanced characteristics, such as the assurance of SLOs and specific
SLEs. Enhanced VPN services can be delivered by mapping one or a
group of overlay VPNs to an NRP which is allocated with a set of
networ k resources. The enhanced VPN architecture and technol ogi es
coul d be used for the realization of network slices.
[I-D.ietf-teas-ns-ip-npls] describes a solution to realize network
slicing in | P/ MPLS networks.

In sone network scenarios, network slices using | ETF technol ogi es may
span mul tiple network domains, and they nmay be conposed

hi erarchically, which neans a network slice itself may be further
sliced. In the context of 5G a 5G end-to-end network slice consists
of three different types of network technol ogy segnents: Radi o Access
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Net work (RAN), Transport Network (TN) and Core Network (CN). The
transport segnents of the 5G end-to-end network slice can be provided
usi ng network slices described in [ RFC9543].

Section 5.3 of [RFC9543] gives high | evel descriptions of network
slice conposition, which include hierarchical conposition and
sequential conposition. This docunment first describes the possible
use cases of conposite network slices built using | ETF network
technol ogies, then it provides considerations about the realization
of conposite network slices based on NRPs. For sequential conposite
network slices which span nmultiple network domai ns, an |nter-Donain
Net wor k Resource Partition lIdentifier (Inter-domain NRP I D) nmay be

i ntroduced. For hierarchical conposite network slices, the structure
of the NRP ID is also discussed. And for the interaction between

| ETF network slices with 5G network slices, the identifiers of the 5G
network slices nmay be introduced into | ETF networks. These network
slice-related identifiers may be used in the data plane, contro

pl ane and managenent pl ane of the network for the instantiation and
managenment of composite network slices. This docunent al so describes
t he managenent consi derati ons of conposite network slices.

Conposite Network Slice Use Cases
1. Milti-domain Network Slices

One typical scenario of multi-domain network slice is to support 5G
network slicing as shown in Figure 1. 5G end-to-end network slices
consists of the slice subnets in RAN, Mbile Core and Transport
networks. In the RAN and Mbile Core networks, the 5G end-to-end
network slices are identified by Single Network Slice Sel ection

Assi stance Information (S-NSSAI). 1In the transport network, the 5G
network slices are mapped to one or nultiple RFC 9543 network slices.

The RFC 9543 network slice itself may span nultiple network donmins.
It may be realized as an inter-domai n enhanced VPN service, which is
an inter-domain VPN with additional resource and performance
conmitnents. In the underlay network, the |IETF network slices can be
mapped to an inter-domain NRP, which is the concatenation of multiple
intra-domain NRPs fromdifferent network domains.
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5G Network Slices (S-NSSAl)

.................................................................... O
[----\ [----\ [----\ [----\ [----\
/ \ /1 \\ /1 \\ /1 \\ / \
RAN | ---] TN-1 | ---] TN-2 | ----] TN-3 |----] Core |
\ / \\ /1 \\ /1 \\ /1 \ /
\----/ \----/ \----/ \----/ \----/
Mul ti-domain | ETF Network Slice
(R T i e o]
Mul ti-domai n NRPs
O:::::::::::::::::::::::::::::::::::::::::O
I ntra-domain I ntra-domain I ntra-domain
NRPs NRPs NRPs
0**********0 0***********0 0***********0
OHHH#H###HHHO OHHHHHHHHHHHO  OHHHHH#HHHHAHRO
Figure 1. Multi-domain | ETF Network Slice in 5G Scenario
Hi erarchical Network Slices

This section gives sonme exanpl e use cases of hierarchical NRP and
network slices, in which two | evels of NRPs/slices are descri bed.
More than two |l evels of NRPs is also possible, while it is out of the
scope of this docunent.

1. Per-Custoner Network Slices in an Industrial Slice

A typical hierarchical network slice deployment scenario is in the
mul ti-industrial network case, in which a shared physical network is
used to deliver services to nultiple vertical industries. Separate
NRPs and network slices are provided for different industries, such
as health-care, education, nmanufacturing, governnental affairs, etc.
Then within the NRP of a specific industry, it may be necessary to
create separate NRPs and network slices for specific custoners

For exanple, within the NRP created for the education industry, sone
of the universities may require a separate NRP and network slices to
connect the branch canpuses. Another exanple is within the NRP
created for health-care industry, some of the hospitals nay require a
separate NRP and network slices for the connectivity and services
between a set of the branch hospitals.
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/ / Custonmer Slice 2 / /

/ / Custoner Slice 2 / /

Figure 2. Hi erarchical Network Slices: Scenario 1
2.2.2. Per-Application Network Slices in a Custoner Slice

Anot her network slice deploynment case is to provide an NRP and
network slices for some inportant customers as the first-I|eve

network slices. Wile the custonmers may require to further split the
resources of their NRP into different sub-NRP and sub-slices for a
subset of applications.

For exanple, an NRP for a hospital may be further divided to carry
different types of nedical applications, such as renote patient

nmoni toring, renote ultrasound di agnosis, nedical inmage transm ssion
et c.
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/ Custonmer NRP/Slice 1 /

/ Custonmer NRP/Slice 2 /

Figure 3. Hi erarchical Network Slices: Scenario 2
2.2.3. Network Slice Services in a Wolesale Network Slice

An NRP or network slice can also be delivered as a whol esal e service
to other network operators. In this case, a network operator can be
the customer of a network slice, and it may also need to deliver |ETF
network slice services to its custoners. This is simlar to the
Carrier’s Carrier VPN service, while additional requirenents on the
SLGs and SLEs required by the second-1evel network slice custonmer is
fulfilled by a whol esal e NRP
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/ / Custonmer Slice 2 / /

/ / Custoner Slice 2 / /

Figure 4. Hi erarchical Network Slices: Scenario 3

Real i zati on of Conposite Network Slices

The realization of conmposite network slices may require additiona
capability and functionality in the data plane, control plane and
managenent pl ane technol ogi es. Considerations about the realization
of conposite network slices are analyzed in the follow ng

subsecti ons.

3. 1.

Conposite Network Slice Related ldentifiers

For the realization of nmulti-domain network slices, the foll ow ng
network slice related identifiers may be introduced in the nanagenent
pl ane, control plane and/or the data pl ane.

*

Li,

Intra-domain NRP ID: This is the NRP-1D as defined in
[I-Dietf-teas-nrp-scalability]. It is used by network nodes in a
network domain to determi ne the set of |ocal network resources

al l ocated to an NRP.

Mul ti-domain NRP ID: This identifier uniquely identifies a nulti-
domain NRP. |n each network domain, the donmmi n border nodes can
map the multi-domain NRP-ID to the intra-domain NRP | Ds used
within the | ocal network donain.
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A multi-domain network slice nmay be supported by a multi-domain NRP
in the underlay, which consists of the concatenation of multiple
intra-domain NRPs. Each intra-domain NRP can be identified using a
network-wide NRP ID. In order to facilitate the concatenation of
multiple intra-domain NRPs into a nulti-domain NRP, the nulti-domain
NRP rmay be needed in the managenent plane, control plane and/or data
pl ane.

In the context of 5G end-to-end network slicing, in order to
facilitate the mappi ng and managenent of 5G network slice services in
the I ETF network slices, the identifier of 5G network slice may be

i ntroduced into the transport network.

* b5G network slice ID (S-NSSAl): This identifies a 5G network slice.
VWhen required, S-NSSAI may be used by network entities of RFC 9543
network slices for traffic mapping and nonitoring at the 5G
network slice granularity.

For network slice scenarios which are not specific to 5G network
slicing, sone types of service identifiers nmay be used by network
entities of RFC 9543 network slices to classify and map the network
slice services to the correspondi ng NRPs.

The requirement of multi-domain NRP-1D depends on how the intra-
domain NRP I Ds are managed. |In some network scenarios, different
networ k domai ns are under the sane network adm ni stration, and can
have consistent NRP ID assignnent, then the sanme intra-domain NRP ID
can be used in different network domains, and nay be further used to
identify a multi-domain NRP built across these donains. |In other
network scenarios, a multi-domain NRP I D would be needed for the
identification of the concatenation of intra-domain NRPs in different
domai ns. The awareness of the S-NSSAl and other network slice
service identifiers depend on whet her the perfornmance of the 5G or
other network slice services need to be nonitored in the transport
net wor k.

For the realization of hierarchical network slices, since network
resources may be partitioned hierarchically, different NRP I Ds nmay be
used to identify the first-level NRPs and the second-|evel NRPs
respectively.
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Conposite Slice Network Resource Partitioning

For multi-domain network slices, in order to fulfil the end-to-end
network slice service commtnent, it is inportant that the network
resources in each of the involved network domain can be partitioned
for different NRPs, so that intra-domain NRPs can be created in each
net wor k domai n, which together constitute the nulti-domain NRPs for
the end-to-end network slice services.

For hierarchical network slices, the network resources in the
underl ay network may need to be partitioned hierarchically. Taking a
two-1evel hierarchical network slice as an exanpl e, the bandw dth and
associ ated resources of a physical interface my need to be
partitioned into two |evels.

In different network domains or different network slice hierarchy,
different technol ogi es may be used for the data plane resource
partitioning. For exanple, for resource partitioning of nulti-domain
network slices, it could be the case that in one network domain, the
networ k resources are partitioned using Flexible Ethernet (FlexE),
whil e in another network domain, the network resources may be
partitioned using virtual sub-interfaces or dedicated queues under
the sane interface. Simlarly, for hierarchical network resource
partitioning, the network resources of the first-level NRPs may be
partitioned using separate FlexE or virtual sub-interfaces with
guaranteed |ink bandwi dth, while the second-level NRPs may be further
partitioned using virtual data channels under the FlexE or virtua
sub-interfaces.

Dat a Pl ane Encapsul ati on

The considerations about the data plane encapsul ation is mainly
related to the nechani sns used to determ ne to which network slice a
dat a packet bel ongs.

At the ingress of an | ETF network slice, service flows of network
slice can be classified and mapped to correspondi ng NRPs usi ng
flexi bl e matching rul es based on operators’ |ocal policy, so that the
set of network resources of the correspondi ng NRPs can be used for
processing and forwardi ng the service packet. Such matching can be
done based on one or multiple fields in the data packet. VWhile on
the internedi ate network nodes, a dedicated data plane NRP | D
[I-D.ietf-teas-nrp-scalability] can facilitate the identification of
the NRP a packet bel ongs to.
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1. Milti-domain Network Slice Encapsul ation

VWhen network slice service packets traverse a nmulti-domain NRP, the
multi-domain NRP ID nmay be carried in the packet, then the border
nodes of each network domain can use it to determ ne the |ocal domain
NRP according to the nmapping rel ationship between the nulti-donmain
NRP I D and the local intra-domain NRP ID. The intra-domain NRP |ID
may al so be carried in the packet for the NRP-specific packet
processing on network nodes in the local domain. This requires that
the invol ved network domains are considered as in the sane trusted
domai n, in which the assignnent of nulti-donmain NRP | Ds is possible.

2. Hierarchical Network Slice Encapsul ation

For hierarchical |ETF network slices, each |level of the hierarchica
NRP needs to be identified using sone fields in the data packet. One
possi bl e approach is to use NRP-specific resource-aware Sl Ds
[1-D.ietf-spring-resource-aware-segnments] to identify the set of
resources allocated in the first-level NRPs, then use a dedicated NRP
IDto identify the set of resources in the second-Ievel NRPs.

Al ternatively, for better scalability
[I-D.ietf-teas-nrp-scalability], dedicated NRP IDs nay be used to
identify both the first-level NRPs and the second-level NRPs. Wen
dedicated NRP ID is used for both hierarchies, there are different
options in the design of the data plane NRP ID for hierarchica
network slices.

* The first option is to use a unified data plane NRP I D for both
the first-level NRPs and the second-level NRPs. |In this case, the
first-level NRPs and the second-level NRPs are distinguished using
different NRP I D val ues.

* The second option is to use hierarchical identifiers for the
first-level NRP and the second-level NRP respectively. 1In this
case, the first part of the identifier may be used to identify the
first-level NRP, and the second part of the identifier may be used
to identify the second-level NRP. Depends on the data pl ane
technol ogi es used, the hierarchical NRP may be encapsul ated in one
field, or may be positioned in separate fields in the packet.

3.3.3. 5G E2E Network Slice Encapsul ation

Li,

In the context of 5G end-to-end network slicing, in order to
facilitate the mappi ng and management of 5G network slice services to
| ETF network slices, the S-NSSAI of 5G network slice may be carried
in the data packet sent to the transport network. For network
slicing scenarios which are not specific to 5G other types of
service identifiers may be carried in the packet sent to the
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transport networKk.
Conposite Slice Control Pl ane

The control plane of multi-domain | ETF network slices would be
simlar to that of the Inter-AS VPN services [ RFC4364], possibly with
addi tional information of network slice related characteristics
signaled in the control plane. The Inter-AS Option C node is
preferred due to the sinplicity in network slice service endpoints
provi sioning, which requires to establish nmulti-domain NRPs in the
underlay network. The Option A or Option B node of inter-domain VPN
may al so be used for nmulti-domain | ETF network slices, while they are
not the focus of this document.

In each network domain, the provisioning and distribution of the
intra-domain NRP information nmay be done via either the |local domain
network slice controllers or a distributed control plane, then the
multi-domain NRP is realized as the concatenation of multiple intra-
domai n NRPs. The allocation of the multi-domain NRP-ID and the
mappi ng rel ati onship between the nulti-domain NRP I D and intra-domain
NRP I D in each domain can be done by a | ETF network slice controller
which is responsible for nultiple network domains. Alternatively,
distributed control plane may be used to advertise or signal the
necessary information for stitching the NRP-specific paths of intra-
domain NRPs into a multi-domain NRP-specific path. For 5G end-to-end
network slices, when S-NSSAl is carried in the network slice service
packets, the I ETF network slice controller may be responsible for the
provi sioning of the nmapping rel ationship between the S-NSSAl's and the
multi-domain NRP IDs at the edge of the transport network.

For hierarchical network slices, the control plane is responsible for
the distribution of the attributes and states of NRPs in different

hi erarchy both anmong network nodes in the NRP and to the network
controller. According to the nodeling of network resource
partitioning in different hierarchy, the NRP informati on may be
advertised as either layer-3 or layer-2 network information, and the
control protocols may be extended correspondingly. The details of
the control plane extensions are out of the scope of this docunent.

Managenent Consi derati ons

For nmulti-domain network slices, some coordination in managenent

pl ane anong different network domai ns woul d be needed. That includes
but not linmted to the planning of intra-domain NRPs to neet the sane
or simlar set of SLO and SLEs, the allocation and mappi ng of intra-
domain NRP IDs with the multi-domain NRP | Ds.
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For the hierarchical network slices, the managenent system of network
operator needs to provide life-cycle managenent to both the first-

| evel and the second-level NRPs and network slices. The first-I|eve
and second-1evel NRPs and network slices may be managed separately,
while the relationship between the first-level and second-I|evel NRPs
and network slices also need to be naintained in the nanagenent
system Thus nanagenent system nmay need to support additiona
functions and procedures for the managenment of hierarchical network
slices. Further analysis of managenent plane requirenents is for
future study.

5. | ANA Consi derati ons
Thi s docunent nakes no request of |ANA

Note to RFC Editor: this section may be renoved on publication as an
RFC.

6. Security Considerations

Several broad security considerations exist, and Section 6 of

[ RFC9543] highlights several inportant security aspects for network
slice deploynment and operation. These security considerations wll
apply to the architecture and techniques outlined in this docunent
and nulti-domain NRPs for end-to-end network slices.

Ensuring that only authorised custonmers have access to end-to-end
network slices is inmportant. In addition, malicious intent to
access, delete or nodify the end-to-end service should al so be
mtigated or negated

The control plane may distribute attributes of different |evels of
hi erarchi cal NRPs ampong networ k nodes, including comunicating this
information to the controller. Therefore, secure nmethods will be
required to dissem nate, control, and store NRP related information.

Mul tiple data plane nmethods are applicable for instantiating the end-
to-end network slice services. However, these techni ques have
security advantages and di sadvant ages and nust be consi dered when
depl oying nulti-domain and hi erarchical network slices. |In addition,
sonme encapsul ati on nethods will have stronger security or encryption
capabilities that may be required for certain custoner slice
applications where confidentiality or securing data being transmtted
across the end-to-end slice is needed.

Future versions of this docunent will expand the security di scussion

and propose techniques to address security concerns, and highlight
any nissing requirenents specific to this docunent.
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