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Abst r act

Net work abstraction is a technique that can be applied to a network
domain to obtain a view of potential connectivity across the network
by utilizing a set of policies to select network resources.

Network slicing is an approach to network operations that builds on
the concept of network abstraction to provide programuability,
flexibility, and nmodularity. It may use techni ques such as Software
Defi ned Networking (SDN) and Network Function Virtualization (NFV) to
create multiple logical or virtual networks, each tailored for a set
of services that share the sanme set of requirenents.

Abstraction and Control of Traffic Engi neered Networks (ACTN) is
described in RFC 8453. It defines an SDN- based architecture that
relies on the concept of network and service abstraction to detach
networ k and service control fromthe underlying data pl ane.

Thi s docunent outlines the applicability of ACTN to network slicing
in a Traffic Engineered (TE) network that utilizes | ETF technol ogi es.
It also identifies the features of network slicing not currently
within the scope of ACTN and indi cates where ACTN mi ght be extended.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 March 2025.
Copyright Notice

Copyright (c) 2024 |ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

The principles of network resource separation are not new. For
years, the concepts of separated overlay and |ogical (virtual)
net wor ki ng have existed, allowng multiple services to be depl oyed
over a single physical network conprised of a single or nultiple

| ayers. However, several key aspects differentiate overlay and
virtual networking from network slicing.

A network slice is a virtual (that is, logical) network with its own
networ k topol ogy and a set of network resources that are used to
provi de connectivity that conforns to specific Service Leve
Agreenents (SLAs) or a set of Service Level (bjectives (SLGCs). The
network resources used to realize a network slice belong to the
network that is sliced. The resources may be assignhed and dedi cated
to an individual slice, or they may be shared with other slices
enabling different degrees of service guarantee and providing
different levels of isolation between the traffic in each slice.

[ RFCO543] provides a definition for network slicing in the context of
| ETF network technologies. In particular, that docunent defines the
term "1 ETF Network Slice" as the generic network slice concept
applied to a network that uses |ETF technol ogies. An |IETF Network
Slice could span nultiple technol ogies (such as IP, MPLS, or optical)
and nultiple adm nistrative donmains. The |ogical network that is an
| ETF Network Slice may be kept separate from other concurrent |ogica
networks w th i ndependent control and nanagement: each can be created
or nmodi fied on demand. Since this document is focused entirely on

| ETF technol ogies, it uses the term"network slice" as a nore concise
expression. Further discussion on the topic of | ETF Network Slices
and details of how an | ETF Network Slice service may be requested and
realized as an | ETF Network Slice can be found in [ RFC9543].

Wthin this docunent, the terns "network slice", "network slice
service", and "network slice controller” refer to network slicing of
networks built using | ETF technol ogi es as described in [ RFC9543].

At one end of the spectrum a Virtual Private Wre (VPW or a Virtua
Private Network (VPN) rmay be used to build a network slice. |In these
cases, the network slices do not require the service provider to

i solate network resources for the provision of the service - the
service is "virtual".
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At the other end of the spectrum there may be a detail ed description
of a conmplex network service that will nmeet the needs of a set of
applications with connectivity and service function requirenments that
may i nclude conmpute resources, storage capabilities, and access to
content. Such a service may be requested dynamcally (that is,
instanti ated when an application needs it, and rel eased when the
application no | onger needs it), and nodified as the needs of the
appl i cation change. An exanple of such a type of service can be
provi ded usi ng an enhanced VPN described in
[I-D.ietf-teas-enhanced-vpn]. It is often based on Traffic

Engi neering (TE) constructs in the underlay network.

Abstraction and Control of TE Networks (ACTN) [RFCB453] is a
framework that facilitates the abstracti on of underlying network
resources to higher-layer applications and that allows network
operators to create and supply virtual networks for their custoners
through the abstraction of the operators’ network resources.

ACTN is a tool set capable of delivering network slice functionality.
Thi s docunent outlines the application of ACTN and associ at ed

enabl ing technol ogies to provide network slicing in a network that
utilizes | ETF TE-based technologies. It describes how the ACTN
functional conponents can be used to support nodel-driven
partitioning of resources into variable-sized bandwidth units to
facilitate network sharing and virtualization. Furthernore, the use
of nodel -based interfaces to dynamcally request the instantiation of
virtual networks can be extended to enconpass requesting and
instantiation of specific service functions (which may be both
physical or virtual), and to partition network resources such as
conmput e resources, storage capability, and access to content. In
Section 3, the docunent highlights how the ACTN approach ni ght be
extended to address the requirements of network slicing where the
underlying network is TE-capabl e.

1.1. Term nol ogy

Thi s docunent re-uses terninology from][RFC8453], [RFC9543] and
[I-D.ietf-teas-enhanced-vpn].

Service Provider: See "Provider" in [RFC9543].

Consuner: See [ RFC9543].

Servi ce Functions (SFs): Conponents that provide specific functions
within a network. SFs are often combined in a specific sequence

called a service function chain to deliver services [RFC7665].

Resource: Any feature, including connectivity, buffers, conpute,
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storage, and content delivery that forns part of or can be
accessed through a network. Resources may be shared between
users, applications, and clients, or they may be dedicated for use
by a uni que custoner.

Infrastructure Resources: The hardware and software for hosting and
connecting SFs. These resources may include conputing hardware,
storage capacity, network resources (e.g., links and swi tching/
routing devices enabling network connectivity), and physica
assets for radio access.

Service Level Agreenment (SLA): See [RFC9543].
Servi ce Level Expectation (SLE): See [RFC9543].
Service Level Objective (SLO: See [RFC9543].
| ETF Network Slice Service: See [RFC9543].

2. Overview of Key Requirenments for Network Slicing

According to Section 6.2 of [RFC9543] "Expressing Connectivity
Intents", the customer expresses requirenents for a particul ar
network slice by specifying what is required rather than how the
requirenent is to be fulfilled. That is, the custoner’s view of a
network slice is an abstract one expressed as a network slice service
request.

The concept of network slicing is a key capability to serve a
custonmer with a wide variety of different service needs expressed as
SLCs/SLEs in ternms of, e.g., latency, reliability, capacity, and
service function-specific capabilities.

This section outlines the key capabilities required to realize
network slicing in a TE-enabl ed | ETF technol ogy networKk.

2.1. Resource Partitioning

Net wor k resources can be all ocated and dedicated for use by a
specific network slice service, or they may be shared anong nultiple
slice services. This allows a flexible approach that can deliver a
range of services by partitioning (that is, slicing) the available
network resources to make them available to neet the customer’s SLA
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2.2. Network Topol ogy Customization and Virtualization

Network virtualization enables the creation of nultiple virtua
networks that are operationally decoupled fromthe underlying
physical network and are run on top of it. Slicing enables the
creation of virtual networks as custoner services

2.3. Service |Isolation

A custoner nay request, through their SLA, that changes to the other
services delivered by the service provider do not have any negative
i npact on the delivery of the service. This quality is referred to
as "isolation" in (Section 8 of [RFC9543]).

Delivery of service isolation may be achieved in the underlying
network by various forns of resource partitioning ranging from

dedi cated al |l ocation of resources for a specific slice, to sharing of
resources wth saf eguards

Al t hough multiple network slices may utilize resources froma single
under | yi ng network, isolation should be understood in terns of the
followi ng three categorizati ons.

*  Performance isolation requires that service delivery for one
network slice does not adversely imnpact congestion, packet drop,
or performance | evels perceived by the users of other slices.

* Security isolation neans that attacks or faults occurring in one
slice do not inpact on other slices. Mreover, the security
functions supporting each slice nust operate independently so that
an attack or msconfiguration of security in one slice will not
prevent proper security function in the other slices. Further,
privacy concerns require that traffic fromone slice is not
delivered to an endpoint in another slice, and that it should not
be possible to determine the nature or characteristics of a slice
fromany external point.

* Managenent isol ati on neans that each slice must be independently
viewed, utilized, and managed as a separate network. Furthernore,
it should be possible to prevent the operator of one slice from
being able to control, view, or detect any aspect of any other
network slice.
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2.4. Ochestration
An orchestrator is used to coordinate disparate processes and
resources for creating, managi ng, and depl oying the network slicing
service in a network. The follow ng aspects of orchestration should
be consi der ed:

* Milti-domain Orchestration: Managi ng connectivity to set up a
network slice across multiple adm nistrative domai ns.

* End-to-end Orchestration: Conbining resources for an end-to-end
service (e.g., underlay connectivity with firewalling, and
guar ant eed bandwi dth with nmi ni num del ay).

3. Abstraction and Control of Traffic Engineered (TE) Networks (ACTN)
Overvi ew of Key Conponents

ACTN i s designed to facilitate end-to-end connectivity and provides
virtual connectivity services (such as virtual links and virtua
networks) to the user. The ACTN framework [ RFC8453] introduces three
functional conponents and two interfaces:

* Customer Network Controller (CNO

* Milti-domain Service Coordinator (MSC)

* Provisioning Network Controller (PNC

*  CNC-MDSC Interface (CM)

*  MDSC-PNC Interface (MPI)

RFC 8453 al so highlights how

* Abstraction of the underlying network resources is provided to
hi gher -1 ayer applications and custoners.

* Virtualization is achieved by selecting resources according to
criteria derived fromthe details and requirenents of the
custoner, application, or service.

* Creation of a virtualized environment is perforned to all ow
operators to view and control nulti-domain networks as a single
virtuali zed networKk.

* A network is presented to a custoner as a single virtual network
vi a open and progranmabl e interfaces.
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The ACTN infrastructure resources include traffic-engi neered network
capabilities. The concept of traffic engineering is broad: it

descri bes the planning and operation of networks using a method of
reserving and partitioning of network resources in order to
facilitate traffic delivery across a network (see [ RFC9522] for nore
details).

In the context of ACTN, traffic engineered infrastructure resources
may include Statistical Packet Bandw dth, which refers to using
statistical methods instead of assigning fixed bandwidth. This
approach all ocates bandw dth based on how data is flow ng and
statistical multiplexing. ACTIN traffic engineered network resources
al so consider the physical parts of the network, such as optica
channel s and time slots, which facilitates the best use of the
network’s resources by matching bandwidth with real-tinme traffic
denmands.

Therefore, an ACTN network nmay be "sliced", with each customer being
given a different partial and abstracted topol ogy view of the
physi cal underl ay networ k.

3.1. ACTN Virtual Network as a Network Slice

To support nultiple custoners, each with its own view and control of
a virtual network constructed using an underlay network, a service
provi der needs to partition the network resources to create network
slices assigned to each customner

An ACTN Virtual Network (VN) is a custoner view of a slice of the
ACTN infrastructure resources. It is a network slice that is
presented to the custonmer by the ACTN provi der as a set of abstracted
resources. See [I-D.ietf-teas-actn-vn-yang] for a detail ed
description of ACTN VNs and an overvi ew of how various different
types of YANG nodels are applicable to the ACTN franmework

Dependi ng on the agreenent between a customer and a provider, various
VN operations are possible:

* Network Slice Creation: A VN could be pre-configured and created
through static configuration or through a dynam c request and
negoti ati on between a custoner and service provider. The VN nust
meet the network slice requirenents specified in the SLAto
satisfy the custoners objectives.
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* Network Slice Qperations: The VN nmay be nodified or del eted based
on direct customer requests. Also, the way that the VNis
engi neered can be adjusted by the operator to continuously ensure
that the delivered service conplies with the requested SLA. The
custoner can further act upon the VN to nanage their traffic flows
across the network slice.

* Network Slice View A VN topology is viewed fromthe custoner’s
perspective. This may be the entire VN topol ogy, or a collection
of tunnels that are expressed as custoner endpoints, access |inks,
i ntra-domai n paths and inter-domain |inks.

Section 3, "Virtual Network Prinmitives", in [RFC8454] describes a set
of functional prinmitives that support these different ACTN VN
oper ati ons.

3.2. ACTN Virtual Network and Scaling Network Slices

If the service provider nust manage and nmaintain state in the core of
the network for every network slice, then this will quickly limt the
nunber of custoner services that can be supported.

The inportance of scalability for network slices is discussed in
[I-D.ietf-teas-enhanced-vpn] and further in
[I-D.ietf-teas-nrp-scalability]. That work notes the inportance of
collecting network slices or their conposite connectivity constructs
into groups that require simlar treatnent in the network before
realizing those groups in the network

The sane consideration applies to ACTN VNs. But fortunately, ACTN
VNs may be arranged hierarchically by recursing the MDSCs so that one
VN is realized over another VN. This allows the VNs presented to the
custonmer to be aggregated before they are instantiated in the

physi cal network

3.3. Managenent Conponents for ACTN and Network Slicing

The ACTN nmanagement conponents (CNC, MDSC, and PNC) and interfaces
(CM and MPI) are introduced in Section 3 and described in detail in
[ RFC8453]. The mmnagenent conponents for network slicing are
described in [ RFC9543] and are known as the customer orchestration
system the |ETF Network Slice Controller (NSC), and the network
controller. The network slicing managenment conponents are separated
by the Network Slice Service Interface and the Network Configuration
Interface, nodeling the architecture described in [ RFC8309].
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The mappi ng between network slicing managenent conponents and ACTN
managemnment components is presented visually in Figure 1 and provides
a reference for understanding the material in Section 3.4 and
Section 4.

e + | . +
| | | | Service |
| Consuner orchestration system | =====> ] Orchestrator |
I (. I (1 I
. + | S +
N | N
| ETF Network Slice | | | XM (2)
Service Interface | | |
% | %
o e m e e e e e e e e e e e m—— oo oo + | S +
I | I MDSC I
| TETF Network Slice Controller (NSC) | =====> | (Net wor k |
| | | | Orchestrator) |
o mm e e e e e e e e e e e e e e e e me e mamo + | Fom e e e oo - +
AN | AN
Net wor k | | |
Configuration | | | MPI
Interface | | |
% | %
o mm e e e e e e e e e e e e e e e e me e mamo + | Fom e e e oo - +
Net work Controllers | =====> | PNC/ MsDCs |
o e m e e e e e e e e e e e m—— oo oo + | S +

Fi gure 1: Mapping Between | ETF Network Slice and ACTN Managenent
Conponent s

Note 1 - The Service Ochestrator nay al so contain some MDSC service-
rel ated functions, as described in section 4.2 of [RFC8453].

Note 2 - The Service Ochestrator-to-MDSC Interface (XM) is an
interface between two MDSC functional el enents enconpassing different
MDSC service-rel ated functions which is not defined in [ RFC8453].

Note 2 - The Service Ochestrator-to-MDSC Interface (XM) is an
interface between two MDSC functional el enents enconpassing different
MDSC servi ce-rel ated functions which is not defined in [ RFC8453].
Dependi ng on the function being delivered, the XM m ght be realised
by the Layer 2 VPN Network Managenent YANG nodel [RFC9291] or the
Layer 3 VPN Network Managenent YANG nodel [ RFC9182].
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3.4. Exanples of ACTN Delivering Network Slice Services

The foll owi ng exanpl es build on the ACTN framework to provide
control, nanagenment, and orchestration for the network slice life-
cycle. These network slices utilize common physical infrastructure,
and neet specific service-level requirenments.

Three exanpl es are shown. Each uses ACTIN to achieve a different
network slicing scenario. Al three scenarios can be scaled up in
capacity or be subject to topology changes as well as changes in
custoner requiremnents.

3.4.1. ACTN Used for Virtual Private Line

In the exanple shown in Figure 2, ACIN provides virtual connections
between nultiple custoner |ocations (sites accessed through Custoner
Edge nodes - CEs). The service is requested by the custoner (via
CNC-A) and delivered as a Virtual Private Line (VPL) service. The
characteristics of this nodel include the follow ng benefits.

*  Programmabl e: The service setup and operation are managed by the
networ k provider via APIs.

* Virtual: The private line connectivity is provided fromSite Ato
Site C (VPL1) and fromSite Bto Site C (VPL2) across the ACTN
infrastructure resources (physical network).

* Flexible: On-demand adjustnents to the connectivity and bandwi dth
are avail able according to the custoner’s requests, which may be
aut omat ed.

In terms of the network slicing concept defined in [RFC9543], in this
exanpl e the custoner requests a single network slice with two pairs
of point-to-point connectivity constructs between the service
demarcation points CE1l and CE3, and CE2 and CE3 with each pair
conprising one connectivity construct in each direction
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(Customer VPL Request)

Boundary
Bet ween
Customer & :
Net wor k Oper at or . CM
o e e e e e e e ememao - +
| MDSC (Service Orchestrator) |
oo e e e e e e e e oo - - +
Boundary :
Bet ween
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Net wor k Provi der T XM
oo e e e e e e e e oo - - +
| MDSC (Network Orchestrator) |
o m oo +
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| PNC |
Site A (----- ) Site B
S + S +
| CE1 | ::::::::( PhyS| cal )::::::::l CE2 |
+----- \ ( Network ) [----- +
v\ (L /
\ | ] /
\ | /
VPL1 \ | [ VPL2
\ | ] /
\ | ] /
\ | ] /
L /
I CE3 I
S +
Site C
Key: ... ACTN control connectivity

=== Physi cal connectivity
--- Logical connectivity

Figure 2: Virtual Private Line Mdel
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3.4.2. ACTN Used for VPN Delivery Mde

In the exanple shown in Figure 3, ACTN provides VPN connectivity
between two sites across three physical networks. The users of the
two sites express the requirenents for the VPN. The request is
directed to the CNC, and the CNC interacts with the network
provider’s MDSC. The main characteristics of this nodel are as
fol |l ows.

* Provi des edge-to-edge VPN nulti-access connectivity.

* NMst of the function is nanaged by the network provider, with sone
flexibility del egated to the custoner-managed CNC

In terms of the network slicing concept defined in [RFC9543], in this
exanpl e, the custoner requests a single network slice with a pair of
poi nt-to-point connectivity constructs (one in each direction)

bet ween the service demarcation points at site A and site B. The
customer is unaware that the service is delivered over multiple

physi cal networKks.
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o e e o - + o e e o - +
CNC- A | | CNC- B |
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Boundary
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Net wor k Oper at or : CM-A : CM-B
e e el +
| MDSC (Service Orchestrator) |
o mm e e e e e e e i +
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+--------------l -------------- +
| MDSC (Network Orchestrator) |
o e e e e e e e ememao - +
VP . WPl VP
Fomm o - + +---l---+ Fomm o - +
| PNC | | PNC | | PNC |
N + N + N +
< > ) ) ) <>

<Site>==( Physical )==( Physical )==( Physical )==<Site>
<A > ( Network ) ( Network ) ( Network ) <B >

< > ( ) ( ) ( ) < >
< > a------ aeaaoo aeeaa e < >
< 5 < >
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Key: ... ACTN control connectivity

=== Physi cal connectivity
--- Logical connectivity

Figure 3: VPN Model
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3.4.3. ACTN Used to Deliver a Virtual Custoner Network

In the exanple shown in Figure 4, ACIN provides a virtual network to
the customer. This virtual network is managed by the custonmer. The
figure shows two virtual networks (Network Slice 1 and Network Slice
2) each created for different custoners under the care of different
CNCs. There are two physical networks controlled by separate PNCs.
Network Slice 2 is built using resources fromjust one physica
network, while Network Slice 1 is constructed using resources from
bot h physi cal networKks.

The characteristics of this nodel include the follow ng.

* The MDSC provides the topology to the customer so that the
custoner can control their network slice to fit their needs.

* Customers may interact with their assigned network slices
directly. The customer may inplenment their own network contro
met hods and traffic classification, mapping, prioritization, and
manage their own addressi ng schenes.

* Customers may further slice their virtual networks so that this
becomes a recursive nodel

* Service isolation can be provided through selection of physica
net wor ki ng resources through a conbinati on of efforts of the MsSDC
and PNC

*  The network slice may include nodes with specific capabilities.

These can be delivered as Physical Network Functions (PNFs) or
Virtual Network Functions (VNFs).
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. +
| Service | ( )
| Ochestrator |---------------- >( Network )
R LR + ( Slice 2 )
" (—— )
| ___________ AN
| e + ( )
| Service [------- >( Network )
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| R R R L >( Network )
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Key: --- ACTN control connection

Virtualization/abstraction through slicing

Figure 4: Network Slicing
4. YANG Model s
4.1. Network Slice Service Mapping fromTE to ACTN VN Model s
The TE-service mapping nodel [I-D.ietf-teas-te-service-mappi ng-yang]
creates a binding relationship across a L3VPN Service Mdel (L3SM
[ RFC8299], L2VPN Service Mdel (L2SM [RFC8466], and TE Tunnel nodel

[I-D.ietf-teas-yang-te], via the generic ACIN Virtual Network (VN)
nmodel [I-D.ietf-teas-actn-vn-yang].
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When necessary, it nust be possible to map between a slice service
request and an ACTN VN nodel. The ACTN VN nodel is a generic virtua
networ k service nodel that allows custoners to specify a VN that
nmeets the custoner’s service objectives with various constraints,
which could be included in the initial request, and how the service
is delivered. Therefore, a request for a network slice service nmay
be mapped directly to a request for a VN

The TE-service mapping nodel [I-D.ietf-teas-te-service-mappi ng-yand]
binds the L3SMwith TE-specific paraneters. This binding facilitates
seanl ess service operation and enables visibility of the underlay TE
network. The TE-service nodel devel oped in that docurment can al so be
extended to support other services, including L2SM and the Layer 1
Connectivity Service Mdel (L1CSM [I-D.ietf-ccanmp-llcsmyang] L1CSM
net wor k servi ce nodel s.

Figure 5 shows the relationship between the YANG nodel s di scussed

above.
| L3SM | <:::::::::| | -----------
——————————————— augment s| |..........> ACTN WN |
——————————————— | Augnented |references -----------
| L2SM | <=========| Service |
--------------- augnent s| Model | R
——————————————— | |..........> TE-topo |
| L1CSM | <=========x| |references -----------
——————————————— augment s| |
_______________ | | e
| TE & Service |--------- >| [ oot >| TE-tunnel
| Mapping Types | inport  ----------- references -----------

Figure 5: Rel ationshi ps Between YANG Model s
Wirk is still needed to define YANG nodels to help map network slice

services to Traffic Engineering (TE) nodels. For exanple,

[1-D. dhody-teas-ietf-network-slice-mapping] shows how the Virtua
Network (VN) nodel and the TE Tunnel nodel can support network slice
services
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4.2. Interfaces and YANG Model s

Figure 6 shows the two ACTN conponents (MDSC and PNC) and one ACTN
interface (MPI), as listed in Section 3. The figure also shows the
Devi ce Configuration Interface between the PNC and the devices in the
physi cal network. That interface might be used to install state on
every device in the network, or mght instruct a "head-end" node when
a control plane is used within the physical network. |In the context
of [RFC3309], the Device Configuration Interface uses one or nore
devi ce configuration nodels.

Figure 6 also shows the Network Slice Service Interface. This
interface allows a custonmer to nmake requests for delivery of the
service, and it facilitates the custoner nodifying and nonitoring the
service. In the context of [RFC8309], this is a customer service
interface and uses a service nodel.

When an ACTN systemis used to manage the delivery of network slices,
a network slice resource nodel is needed. This nodel will be used
for instantiation, operation, and nonitoring of network and function
resource slices. The YANG nodel defined in
[I-D.ietf-teas-ietf-network-slice-nbi-yang] provides a suitable basis
for requesting, controlling, and deletion, of a Network Slice

Servi ce.
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S +
| Consuner |
TS +
.......; ....... Network Slice Service Interface
+-------l ------- +
MDSC |
T +
............... P
+---l---+
| PNC |
R, +
.......; ....... Devi ce Configuration Interface
( )
( Physical )
( Network )
( )

Figure 6: The YANG Interfaces in Context
4.3. ACTN VN Tel enetry

The ACTN VN tel enetry nodel

[I-D.ietf-teas-actn-pmtel emetry-autononm cs] provides a way for a
custoner to define performance nonitoring relevant for the VN network
slice via the NETCONF subscription nechani sns [ RFC8639], [ RFC8640],
or using the equival ent nechanisns in RESTCONF [ RFC8641], [ RFC8650].

Key characteristics of [I-D.ietf-teas-actn-pmtelenetry-autonom cs]
i nclude the follow ng:

* An ability to provide scalable VN-level telenetry aggregation
based on a custoner subscription nodel for key performance
paraneters defined by the custoner.

* An ability to facilitate proactive re-optinization and

reconfiguration of VNs/network slices based on autonom c network
traffic engineering scaling configuration nechanisns.
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5

I ANA Consi derations
Thi s docunent nakes no requests for action by | ANA
Security Considerations

Net work slicing involves the control of network resources in order to
meet the service requirenments of custoners. |n some depl oynent
nmodel s using ACTN, the custoner may directly request a nodification
in the behavi our of resources owned and operated by a service
provider. Such changes could significantly affect the service
provider's ability to provide services to other custoners.
Furthernmore, the resources allocated for or consumed by a custoner
will typically be billable by the service provider.

Therefore, it is crucial that the nmechani snms used in any network
slicing systemallow for authentication of requests, security of
those requests, and tracking of resource all ocations.

It should al so be noted that while the partitioning or slicing of
resources is virtual, as nentioned in Section 2.3 the custoners
expect and require that there is no risk of data | eakage from one
slice to another, and no transfer of know edge of the structure or
even existence of other slices. Further, in some service requests,
there is an expectation that changes to one slice (under the contro
of one custoner) should not have detrinental effects on the operation
of other slices (whether under control of different or the sane
custoners) even within limts allowed within the SLA  Thus, slices
are assunmed to be private and to provide the appearance of genui ne
physi cal connectivity.

Sone service provider’'s may offer secure network slices as a service
Such services may claimto include edge-to-edge encryption for the
custoner’s traffic. However, a custoner should take ful
responsibility for the privacy and integrity of their traffic and
shoul d carefully consider using their own edge-to-edge encryption

Furt her security considerations and recommendati ons nmay be found in
Section 9 of [RFC8453] and Section 10 of [RFC9543], with the latter
docunent providing additional privacy considerations in Section 11.

ACTN operates using the NETCONF [ RFC6241] or RESTCONF [ RFC8040]
protocol s and assunes the security characteristics of those
protocols. Deploynment nodels for ACTN should fully explore the
aut henti cation and other security aspects before networks start to
carry live traffic.
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