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Abst ract

Thi s docunent extends the analysis of the applicability of
Abstraction and Control of TE Networks (ACTN) architecture to Packet
Optical Integration (PO) to cover nmulti-layer service assurance
scenarios. Specifically, the ACIN architecture enables the detection
and handling of different failures that nay happen either at the
optical or the packet layer. |1t is assuned that the underlying
transport optical network carries end-to-end | P services such as
L2VPN or L3VPN connectivity services, with specific Service Leve
Agreenent (SLA) requirenents.

Exi sting | ETF protocols and data nodels are identified for each

mul ti-layer (packet over optical) service assurance scenario with a
specific focus on the MPI (Milti-Domain Service Coordinator to

Provi sioning Network Controllers Interface) in the ACTN architecture.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://|ETF- TEAS-
WG. gi t hub. i o/ act n- poi -assurance/draft-ietf-teas-actn-poi-

assurance. htm. Status information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-ietf-teas-actn-poi-assurance/.

Di scussion of this docunent takes place on the Traffic Engi neering
Architecture and Signaling Wrking Goup mailing |ist
(mailto:teas@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/teas/. Subscribe at
https://ww ietf.org/mailman/listinfo/teas/.
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Source for this draft and an issue tracker can be found at
https://github. com | ETF- TEAS- WH act n- poi - assur ance.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six mnonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 August 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Service assurance is a critical aspect of Operations, Adm nistration
and Managenent (OQAM). It consists of activities and processes whose
target is to guarantee a specified Service Level Agreenent (SLA) to
the custoner of a tel ecomunication service. Service assurance

i ncludes both fault nanagement, for correcting or fixing the service
anomal i es and network faults, and perfornmance management, for

moni toring of the service and network paraneters and early warni ng of
potential service-related issues.

In the scope of this document, service assurance is discussed in the
context of a multi-layer, multi-domain network. 1In doing so, it

| everages on the Abstraction and Control of TE Networks (ACTN)
framewor k [ RFC8453] and further expands the analysis of its
applicability into nulti-layer packet-optical integrated networks
[I-D.ietf-teas-actn-poi-applicability] adding considerations specific
to the fault and performance nanagenment scenari os.

As already highlighted in [I-D.ietf-teas-actn-poi-applicability], a
multi-layer network is conposed of an I P | ayer and an optica
transport layer. A nmulti-donmain network is conposed of at |east two
different administrative donmains (e.g. core and edge) under the
control of the sane organization (e.g. the same network operator).
Servi ce assurance applies to end-to-end L2VPN or L3VPN connectivity
services configured over underlying transport optical paths that
requires nmulti-Ilayer coordination
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To guarantee the SLAs associated to the VPN services, service
assurance is perforned through the coll aboration of the different
control entities part of the ACIN architecture [ RFC3453]: the Milti -
Domai n Servi ce Coordi nator (MDSC), acting as the top-I|eve

controller, and the Provisioning Network Controllers (PNC) depl oyed
both in the packet (P-PNC) and optical (O PNC) |ayers. This docunent
aligns with the current field operations procedures adopted in the
optical networks and assunes that the O PNC provides the MDSC with
the set of information necessary to provide the Root Cause Anal ysis
(RCA) to correlate an event/alarmrelated to a failure in the optica
network with the services inpacted at the IP layer. The set of

i nformati on shared by the O PNC to the MDSC depends on | oca
configuration adopted at the MDSC-PNC Interface (MPl) [RFC8453]. In
general, this may include information about the optical path, tunnel,
or fiber where the failure happened together with its location and
its operational state (e.g., its "down" status), hiding further
detailed information of the optical topology. This data is sufficent
to allow the MDSC to performthe nmulti-layer correlation and di scover
which IP links, LSPs and VPNs are affected by the failure.

The anal ysis of the YANG data nodels applicable to service assurance
(fault and performance) is in scope of this docunment. The

devel opment of new YANG nodel s/ nodul es to support the m ssing
functions is instead not in scope of the present docunment. To this
extent, this docunent neans to act as a franmework that provides a gap
anal ysi s and suggests openings to future works to be addressed in

ot her documents.

The docunent has the follow ng organi zation: section 2 lists the
conventions and definitions used in the text. Section 3 discusses
the reference network in scope for the rel evant service assurance
cases. Section 4 identifies the YANG data nodels applicable to
service assurance and provides a gap analysis for the nodul es that
are still missing. Section 5 identifies the possible faults, either
in the optical or in IP layer (or both), in scope for this analysis.
Section 6 deals with the perfornmance nmanagenent aspects of service
assurance in a packet-optical integrated network. Finally, section 7
di scusses the protection nechani snms avail able for the nost typica
fault scenarios of a nulti-layer, nulti-domain network.

For each multi-technol ogy scenario, the docunent anal yzes how to use
the interfaces and the data nodels of the ACTN architecture.

A summary of the gaps identified in this analysis is provided in
section 8.
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Under st andi ng the | evel of standardization and the possible gaps wll
hel p assess the feasibility of integration between packet and opti cal
DWDM domai ns (and optionally OIN layer) in an end-to-end nulti-vendor
servi ce assurance perspective.

2. Conventions and Definitions

2.1. Term nol ogy
TODO Ter m nol ogy

3. Reference Network Architecture
Thi s docunent anal yses several scenarios for service assurance in
Packet and Optical Integration (PA) in which ACIN hierarchy is
depl oyed to control a nulti-layer and nulti-domain network with two

optical dommins and two packet domains, as shown in Figure 1 of
[I-D.ietf-teas-actn-poi-applicability], which is copied in Figure 1

bel ow.
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Figure 1. Reference Network (copy of Figure 1 of RFC YYYY)
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EDI TORS NOTE: Repl ace RFC YYYY with the RFC nunber of
[I-D.ietf-teas-actn-poi-applicability] once it has been published.

In general, service assurance involves fault detection and
| ocal i zation; performance nonitoring as well as re-routing
(protection).

Two cases will be consi dered:

1. wusing grey interfaces on routers’ ports, as outlined in
[I-D.ietf-teas-actn-poi-applicability]

2. using colored optical interfaces on routers’ ports, as outlined
in [I-D. mx-teas-actn-poi - extensi on]

NOTE: It is not fully clear how much commonalities there are in
servi ce assurance for these two cases. This draft will start
addressing both cases. At a later stage it will be assessed whet her
it is worthwhile keeping everything in a single draft or to split
into two drafts.

The MDSC i s responsible for coordinating the whole nulti-domain,

mul ti-layer (packet and optical) network. MDSC interacts with
different Provisioning Network Controllers (O P-PNCs) through the M
interface. The MPI interface presents an abstracted topology to
MDSC, hiding the technol ogy-specific aspects of the network and the
topol ogy details (depending on the policy chosen regarding the |eve
of abstraction supported).

Fol | owi ng the assunptions of section 2.1.2 of
[I-D.ietf-teas-actn-poi-applicability], this document anal yses
scenari os where the MDSC uses the partial summarization approach to
coordinate multi-domain/multi-layer path conputation

In this approach, the MDSC has conplete visibility of the TE topol ogy
of the packet network domains and an abstracted view of the TE

topol ogy of the optical network domains. That nmeans the MDSC has the
capability of perform ng multi-domain/single-layer path conputation
for the packet layer. The MDSC needs to delegate the O PNCs to
performlocal path conputation within their respective domains. It
uses the information received by the OPNCs and its TE topol ogy view
of the multi-domain packet |ayer to performmulti-layer/nulti-domain
pat h conput ati on.

P-PNCs are responsible for setting up the TE paths between any two

PEs or BRs in their respective controlled domains, as requested by
MDSC, and providing topol ogy infornmation to the MDSC.
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O PNCs are responsible to provide to the MDSC an abstract TE topol ogy
vi ew of their underlying optical network resources. They perform
singl e-domai n | ocal path conputation, when requested by the NMDSC
They al so performoptical tunnel setup, when requested by the NMDSC

No GWPLS-UN interaction between IP and Optical equipnent is
considered. This is also the assunption followed in this docunent:
the MDSC performs the function of nulti-layer/multi-domain path
comput ation through the same mechani sms described in
[I-D.ietf-teas-actn-poi-applicability].

TO DO Conpl ete the description of the pre-requisites of MDSC in
the cases discussed.

The following |ist summarizes the main assunptions about how MDSC can
handl e the service assurance cases described in this docunent. Mst
of them have been al ready described in
[I-D.ietf-teas-actn-poi-applicability]

1. MDSC has acquired all the topology and status information of both
the 1P and optical |ayers.

2. MDSCis fully aware of any multi-layer connections between the IP
and the optical layers. It is also aware of the nulti-domain
i nterconnection |inks between different | P domains.

3. MDSC is aware of any topology or resource utilization change
obtained in real tinme through coordination with the O P-PNCs.
This applies in the case of a fault or a mmintenance activity
involving either the I P or the DWDM | ayer

4. NMDSC coordinates the | P and DWDM protections and, as a result,
the re-routing of traffic at both the IP and DWDM | ayer

5. Before planned nai ntenance operation at the DWDM | ayer, MDSC
instructs the P-PNC to nove the affected IP traffic to an other
link in an hitless way. This is done before the event takes
pl ace. MDSC al so coordinates with P-PNC to revert back the
traffic on the original path when the maintenance event is
concl uded.

6. Wien the O PNC detects a degradation of optical performance (e.g
BER PRE- FEC val ues threshol d crossing over a certain period of
time), it alerts the MDSC so that the MDSC relates the warning to
an I P link.
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7. MDSC di stingui shes between I P and Optical failures. For exanple,
in the case of the failure of an IP port of a router, the IP
traffic may be switched to a stand-by port, reusing the sane
ROADM optical resources (lanbda, optical path) and keeping the
end-to-end | P connection. |If a renpte |IP node fails, then a re-
route of optical resources takes place together with a switch of
the local IP port in order to establish a new connection with a
different 1P node used for protection.

.1. Reference Network

The foll owi ng network topology will be considered to anal yze and
di scuss the scenarios in in Section 7.

| SUXXXXXXXXXXXXXXXXXXXXXX | P Link RL-R2 XXXXXXXXXXXXXXXXXXXXXXX>|

S SRR +  -------- + S SRR +  -------- +
| P1]--|P1 P3|\ _ /| P3 P1]--|P1 |
| R1 | | ROADML | \  _ _/ \__ /| ROADW | | R2 |
| P2| --| P2 P4\ \/ \/ || P4 P2| --| P2 |
R + Ao + 1\ Opti cal |/ +-------- + Ao +
| Net wor k |
| <xx 1P Link R1-R3 xx \ / xx | P Link R3-R2 xxx>|
X | | X
X | | X
X A---m----- + X

x | P3 P4| x

x | ROADMB | X

x | P1 P2| x

X +--------- + X

X | | X

X +---mmmm-- + X

x | P1 P2| x

X | R3 | x

V| | V

e + -

Figure 2: Reference Network

The network consists of three Points of Presence (POPs)
geographically distributed. It is assunmed that every POP hosts a
Router (Rl, R2, and R3 respectively) connected to a ROADM ( ROADML,
ROADM2, and ROADM3). All the routers connect to their co-located
ROADMs with two Ethernet links (e.g. 100GE) for redundancy. In their
normal operations, the routers may enploy any |ocal policy for
traffic steering. For the scope of this docunent, it is assumed that
the path that Rl uses to steer the IP traffic to R2 goes fromport P1
of Rl to port P1 of R2 (thus going through port P1 of Rl, ports P1
and P3 of ROADML, ports P3 and P1 of ROADMZ2, port Pl of R2). Rl uses
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port P2 to steer the traffic to R3 instead. The IP link between Rl
and R3 carries the IP services that are directed to R3 and is used by
R1 as a detour path (backup path) to reach R2 if a failure occurs in
the primary path across ROADML and ROADMR2. The detour path al so
includes a second leg fromR3 to R2. The detour path fromRl to R2,
then includes: port P2 of Rl, ports P2 and P4 or ROADML, ports P3 and
P1 of ROADMB, ports Pl and P2 of R3, ports P2 and P4 of ROADM3, ports
P4 and P2 of ROADM2, and port P2 of R2. The connection between all
ROADMs is based on two fibers. The optical paths all cross an
optical network. For the scope of this docunent, it is assumed that
sonme coordi nation nmechani sns are enpl oyed at the optical |ayer so
that when a failure happens on an optical path (for exanple, between
ROADML and ROADMR), an optical backup path is activated. The

mechani sms are assumed to be coordi nated by O PNC and MDSC, even if
ot her nethods may be al so considered (e.g. G MPLS based). Further
details are given in the use cases described in Section 7.

4. YANG Data Moddels for the MPIs

The analysis of the data nodels potentially of interest for this
docunent is still on-going. The set of YANG nodels identified so far
includes the followi ng itens:

* jetf-alarns defined in [ RFC8632]

* jetf-performance-nmonitoring defined in
[1-D.yu-performance-nonitoring-yang]

* A YANG Data Model for Service Assurance [ RFC9418]

* A YANG Dat a Model for Network and VPN Service Performance
Moni t ori ng [ RFC9375]

The list will be progressively updated as the docunent evol ves.
5. Milti-layer Fault Managenent

This section deals with the actions taken by the MDSC and the PNCs at
the 1P and optical layers to handl e the occurence of a failure in a
multi-layer network. This set of actions is referred to as fault
managenent and consists of steps such as fault detection, fault

| ocal i zation, and fault recovery. Specifically, this section

anal yzes the detection and |ocalization of a failure, while section
Section 7 further details the nechanisns for fault recovery.
Dependi ng on the point where a failure occurs, three use cases are
considered: 1. The failure occurs in the optical |ayer, for exanple
a fiber cut that triggers a Loss of Signal (LOS) alarm This is

di scussed in section Section 5.2. 2. The failure occurs at the
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connecti on between a router and a ROADM (cross-layer link). Such a
case is analyzed in section Section 5.3. 3. The failure occurs in
the IP layer, for exanple a router experiences a hardware failure on
a port that connects to its optical counterpart. This case is

di scussed in section Section 5.4.

5.1. Reference scenario for multi-layer faults

The following figure illustrates the reference scenario useful to
di scuss the fault nmanagenent cases.

T e e N .= +
| MDSC
O +

/\ /\

[l 1 [l 2

W W
S S + Y. + S S +
| P- PNC | | O PNC | P- PNC
Fommm - + o o + Fommm - +

/\ /\ /\

Il a || b Il c

| | [

W N / ‘.
+o-o - - + +o-o - - +/ \V+------ + +o-o - - +
| RL |----- >| ROADML | Opti cal | ROADMR| - - - - - > R2 |
| | <o | Net wor k | | <o |
+o-m - - + +o-m - - +\ [ +------ + +o-m - - +

Figure 3: Reference scenario for multi-layer fault managenent

The MDSC is responsible for the correlation of the events. The
notification about a failure (alarm state change, etc.) is sent from
the P-PNC (upstreamarrow | abelled "1" in the figure) and/or the

O PNC (upstream arrow | abelled "2"), depending on the case

considered. It has to be noted that only a single P-PNC is present
in the network. The second box marked with the I abel "P-PNC' is
represented only to sinplify the schematics. Actually the P-PNC on
the left and the P-PNC on the right are the sane el enent.

In case of a failure in the IP layer, the router that detects it
sends a corresponding notifiation nmessage to the P-PNC. This is
represented by the upstreamarrow | abbelled "a". Sinilarly, a
failure in the optical layer can be notified through nmessages sent by
a ROADM (upstream arrow "b") or by a node within the optical core
network (upstreamarrow "c"). Again, depending on the specific case
mul tipl e nessages can be directed by the I P and/or optical nodes to

t he correspondi ng PNC.
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For simplicity, a router is connected to a ROADM via two
unidirectional fibers, represented by the two arrows between them
ROADM 1 and ROADM 2 are considered to be the edge nodes of a |arger
optical core that may include several other conponents. The two
connecti ons between a router and a ROADM carry, in addition to data
traffic, the signaling nessages generated by the physical

transm ssion | ayer, for exanple Local Failure Indication (LFI) or
Renote Failure Indication (RFlI). These messages provide

suppl enentary information that an I P or an optical node nmay consi der
for failure detection and for providing further details in the
upstream notification to a PNC.

5.2. Optical Network Failures

In this case, the OPNCis fully responsible for the fault managenent
(including failure detection, location and repair) within the optical
domai n.

The detail ed mechani sms used by the O PNC for intra-domain fault
managenent are outside the scope of this document. Optical data

pl ane standards provide a conprehensive set of OQAMtools, defined in
[ITUT G 709] and [ITU- T _G 798], that would assist O PNC fault
managenent, as described in [ITUT G 7710] and [I TU-T_G 874].

It is worth noting that the OAMtools, defined in [ITUT_G 709] and
[ITUT G 798], are fully standardi zed for the ODU, OTU and Fl exO sub-
| ayers but only functionally standardi zed for the optical nedial

| ayer (i.e., OCh and OISiA). This is not an issue since it is
assuned that the optical NEs and O PNC within a single donmain are

si ngl e-vendor.

However, the | evel of standardization of the OAM tool s managenent
requirenents is sufficient to allow defining standard requirenents
and data nodel at the MPI for nulti-vendor, multi-domain and nulti-
| ayer fault nmanagenent.

Even if in this case the fault nanagenment is fully under the
responsibility of the OPNC, it is still needed to informthe MDSC
that there is a failure within the optical domain and that the O PNC
is working on it.

A failure within the optical network can cause secondary failure on
mul tiple optical tunnels which can in turn cause failures on the
multi-layer IP links and on the L2VPN and L3VPN servi ces whose
traffic is sent over the failed tunnels.
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5

3.

For exanple, with a reference to Figure 7 of
[I-D.ietf-teas-actn-poi-applicability], a failure within the optica
network can cause a failure on the optical tunnel between NE11 and
NE12. As a consequence, also the IP Iink between PE13 and BR11l is
failed and the L2VPN L3VPN xxx is al so affected.

The O PNC can report the operational status of the optical tunnels to
the MDSC to let the MDSC know that the optical tunnel is down. The
MDSC can then correlate the failure of the optical tunnel (e.g., the
optical tunnel between NE11 and NE12 in Figure 7 of
[I-Dietf-teas-actn-poi-applicability]) with the secondary failures
on the L2VPN L3VPN whose traffic has been routed through that optica
t unnel

Conment: Need to discuss here why reporting the operational status
of the optical tunnel is not sufficient to notivate the need for a
nmor e enhanced i nci dent nanagenent as proposed in

[1-D. feng-opsawg-i nci dent - managenent ]

The MDSC should also informthe OSS/ orchestration |ayer about the
failures on the affected L2VPN L3VPN services though nmechani sms whi ch
are outside the scope of this docunent.

Comment: Need further discussion about the behavior of P-PNC. The
P- PNC can al so discover that the multi-layer IP link is down
(e.g., using BFD). However, | think that the fault managenent
process in P-PNC should be different fromthe case where the
failed IPlink is a single-layer I P link under P-PNC
responsibility.

Conment: The assunption in this text is that there are grey
interfaces between the routers and the optical NEs. More
investigation is needed for the scenarios where optical pluggable
interfaces are used in the router. Three scenarios for VWM
networks: grey interfaces, colored interfaces option 1 and col ored
interfaces option 2. To consider also the case with ODU
swi t chi ng

Cross-layer Link Failures
The failures discussed in this section occur on the connection

between a router and a ROADM A first case concerns the Tx fi ber
used by Rl to send traffic to ROADML (Figure 4).
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+------ + RFI +------ +\ [+------ + RFI +------ +

Figure 4: Failure on the optical ingress link

The failure on that fiber is physically detected by ROADML t hat sends
a corresponding notification to O-PNC and generates a Client Signa
Fail (CSF) nmessage along the optical path. Upon receiving CSF

ROADM2 sends a LFI to R2. If R2 is instructed to decode physica
transm ssi on nessages, upon receiving LFl it generates a
correspondi ng nessage to P-PNC, also informng of the loss of IP
connectivity due to unreceived BFD nessages. At the physical |evel,
R2 may generate on its Tx interface an RFl indication that is
propagat ed downstreamto the optical network (where a CSF is
generated) and to RL. Wen receiving RFl on its Rx interface, Rl can
al so send a notification to P-PNC. Wen O PNC and P-PNC get the
notifications sent by the network el enments, they also instruct MDSC
O PNC i nforms MDSC of the |ink R1-ROADML down, while P-PNC inforns
MDSC that the corresponding IP link is down due to m ssed BFD
signalling in addition to the RFl status. It is up to the MDSC to
correlate the events and determ ne what |P services are affected
(VPNs, P2P links, etc.).

A second case is depicted in figure Figure 5. The failure happens on
the Rx fiber used by R2 to receive traffic from ROADM.
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Figure 5: Failure on the optical egress link

R2 physically detects the absence of signal generating a
corresponding LCS alarmto P-PNC. In turn, P-PNC signals MDSC of the
correspondi ng event affecting the |link between ROADM2 and R2. R2

al so propagates an RFl indication on the return fiber. Upon
detecting it, ROADM2 also informs O-PNC of the failure with a
correspondi ng RFl status indication. ROADM2 al so propagates a CSF

i ndi cation across the optical domain, translated to an RFI by ROADML
towards RL. The RFI is detected by Rl that may inform P-PNC about
the remote failure with an RFI status indication, if instructed to do
so, and with a BFD down event notification when detecting m ssing
connectivity. As noted, MDSC correlates the events to determine the
af fected services.

A failure may al so occur when the two unidirectional fibers
connecting a router, e.g. Rl, to a ROADM e.g. ROADM2, are affected,
for exanple for a simultaneous fiber cut, as shown in figure

Fi gure 6.
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g +
| MDSC
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Figure 6: Failure on the access link

Both Tx and Rx fibers are affected, then Rl and ROADML i rmedi ately
detect physical LGOS and inform P-PNC and O PNC respectively. ROADML
al so triggers a CSF indication towards the optical core that

eventual ly gets to ROADM2, which sends a LFI to R2. R2 may detect
this signal, informming P-PNC. Fromthe IP connectivity standpoint,
after m ssing three BFD nessages R2 al so signals to P-PNC the | ack of
end-to-end connectivity. It then generates a RFl indication back to
ROADM2, which in turn sends a CSF indication on the optical return
path. Both P-PNC and O PNC i nform MDSC of the event affecting the
link between R1L and ROADML for its successive correlation.

5. 4. Rout er Node Fail ures

In this case it is assuned that a router port experiences a hardware
failure, for exanple Rl's port connecting to ROADML. Rl may have

i nternal nechanisns that detect the failure and trigger the rel evant
notification to P-PNC. At the IP level the mssing reception of the
BFD nmessages against R2 triggers a BFD down notification to P-PNC
the sane notification is sent by R2, confirmng that the IP
connectivity is |ost.

6. Milti-layer Perfornmance Managenent
Net wor k performance managenent refers to the set of operational
actions that are taken to solve issues affecting network performance

and that nay degrade the quality of the services offered to the
net wor k cust omers.
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For the scope of the present docunment, which focuses on multi-I|ayer,
mul ti-domai n networks, two cases are of interest: 1. The optica

| ayer detects, through performance data nmeasurement, collection and
anal ysis, that an abnornmal condition (e.g. a physical signa
degradation) has arised or is going to happen in either of the
optical domains considered in Figure 1. The O PNC provides rel evant
information to the MDSC (e.g. the fiber where the degration was
detected), which triggers correlation analysis by the MDSC to detect
if any services are inmpacted at the IP level and, if the case, to
take corrective actions, through the P-PNC (e.g. traffic rerouting).
2. The I P layer detects, through performance data neasurenent,
collection and analysis, that the Service Level Agreenment (SLA)
associated with transport of a VPN service is not confornmant at |east
in one of the two I P domains represented in Figure 1. The P-PNC
provi des relevant information to the MDSC (e.g. the IP tunnel
carrying the VPN service), which enables the MDSC to take reactive
nmeasur es, through the support of the P-PNC (e.g. reroute the IP
traffic on a different IP path). The MDSC can take further steps,
such as to verify through the O PNC if any failure or degradation has
happened in the optical layer but this is out of the scope of case 2
The attention here is on the IP multi-domain, end-to-end performance
managemnent .

The two cases are further detailed in the rel evant subsections.
6.1. Optical perfornmance managenent

Optical devices enploy nechanisns for nonitoring the condition of an
OIN link. Anobng others, pre-Forward Error Correction (pre-FEC) Bit
Error Rate (BER) allows to track bit errors on the optical wre,
notifying the transmtter side or a controlling agent when a
specified threshold is reached or passed. The advantage of this
mechanismis to get an early warning on the optical path performance
the exceeding of the specified threshold nmeans that the receiver is
no longer able to correct all the errors on the channel. As a
result, the transnitter or the controlling entity (e.g. an SDN
controller) may trigger counter-actions such as the switch to a
different optical path.

In the context of nmulti-layer performance nmanagenent, it is assuned
that: 1. The O-PNC is capable of nonitoring the DADM | inks optica
performance, and alerting the MDSC when the pre-FEC BER val ue
overcones a user-specified threshold 2. The MDSC is capabl e of
correlating the pre-FEC BEC threshold crossing alarmwith a rel ated
IP link and take appropriate corrective actions, if programred to do
so.

Busi, et al. Expi res 8 August 2026 [ Page 16]



I nternet-Draft ACTN PA Assurance February 2026

In this context, the assunption is that pre-FEC BER neasurement is
done on the optical path between ROADML and ROADM? of Figure 2. Some
I P services (e.g. L2/L3 VPNs) are active between R1 and R2, using
the optical path between ROADML and ROADM2 as a transport. The
sequence of steps to handle the exception detected by the optica
performance nmanagent is expected to be the foll ow ng:

* step 1. ROADM2 detects a pre-FEC BER val ue at an ingress
interface higher that the defined threshold. A corresponding
alarmis sent to O PNC

* step 2. OPNC forwards the alarmto MDSC

* step 3. MDSC correlates the information of the optical path
subj ect to pre-FEC BER i ssues and the |IP services active on it.

Dependi ng on how the MDSC in instructed to react, different choices
are possible. At one extrene of the spectrum the MDSC notes the
event and sinply trigger a notification to the operator. At the
other extreme, the MDSC may start the nulti-layer resiliency
mechani sms described in Section 5.2, as the case is equivalent to the
handl i ng of an optical failure.

6.2. End-to-end | P performance nmanagenent

Per f ormance measurement at the I P layer may be based on a
multiplicity of methods, including interface counters, passive and
active mechanisns [RFC7799]. Wile the utilization of those

mechani sns is not constrained by network topol ogy, for exanple by the
nunber of | P donains crossed by a neasurenent flow, in practice they
are often enabled in linmted environments (controll ed domains)

[ RFC8799] .

As a result, the applicability of such nethods is often linmted to a
single I P domain due to the necessity of avoiding the exchange and
di scl osure of sensitive data across nmultiple administrative

organi zations. Wth reference to Figure 1, it is then assumed that
both I P domai ns, nanely Packet domain 1 and 2, run separate
performance neasurenent. It is responsibility of each P-PNC to
informthe MDSC in the case of service SLA degradation so that the
MDSC enabl es a corrective action

7. Milti-layer Resiliency
The coordination of both the IP and the optical layer in the cases
di scussed in Section 7 requires the MDSC to be aware of sone network

capabilities and to exchange the corresponding information with both
the P-PNC and the O PNC
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To achieve maximum flexibility, a network operator may enabl e or

di sabl e these capabilities. Once the network operator has configured
the capabilities described in this section, the MDSC exchanges the
rel evant configuration with the PNCs present in the network before
the use cases described in Section 7 take pl ace.

The list of paraneters that the MDSC nay need to communicate to the
PNCs i ncl udes:

* | P service reversion: on/off

* (Optical service reversion: on/off

* Hold-off time: time in ns (0O for inmedi ate fast re-routing)

* Vit tine before reversion: tine ins

* Recovery nethod used in the optical |ayer: protection/restoration
Optical Network Failures

Failures in the optical domain can be recovered by packet-based
protection nmechani sns as described in
[I-D.ietf-teas-actn-poi-applicability].

This use case is characterized by a fault happening on the upper

fi ber connecting ROADML and ROADM?2 (port P3 to port P3 as depicted in
Figure 2), affecting the IP traffic between RL and R2. As a result,
the MDSC and the donain controllers cooperate to find a backup path
for the IPtraffic. |If the optical |ayer does not enploy any
mechani sms, the case is typically solved through the Fast Rerouting
Mechani sns (FRR) enabled by the I P/ MPLS control plane. Wth
reference to figure Figure 2, this corresponds to using the

conbi nation of the two detour paths R1-R3 and R3-R2. For the scope
of this docunent, the assunption is instead that the optical |ayer
supports its own nechani sns that have to interact with the IP | ayer
Two sub-cases are possi bl e:

1. The optical layer supports restoration

2. The optical layer supports protection
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7.1.1. Optical restoration

As restoration typically sets an alternative path on the fly based on
the availability of sufficient optical resources, the time taken by
the process to create an optical backup tends to be |onger than the
time taken by the |P/MPLS FRR process. As a result, the interaction
between the two layers follows the minics shown in the next figure.

R1 ROADML P-PNC O PNC MDSC  ROADWR R2 ROADMB R3
| la. Fault notification | |

I I I I
| | --m e > ] | |
| | | | 2a. Fault notification | | |
| T EEEE >| | | | |
| 1b. Fault notification | | | | | |
|- > N | | |
| | | 2b. Fault notification | | | |
| | R > | | | |
S +
| 3. FRR |
Fom e e - - +
| 4.1 P service switched (backup path through R3) | | |
[ERREEEEEEEEREE >| | | | | | |
| | | 5. 1P service switched | | | |
| | R > | | | |
. + . +
| 6. Restoration| <--------------- >| 6. Rest orati on|
S + S +
| | 7. Pat h ready | 7. Path ready]| | | |
| [EEEREEEEEERES > <oocoee e | | |
| | | | 8. Notification | | | |
I I I [------ >| I I I I
Fomm e - o - +
| 9. Revert |
S SRR +
| 10. 1 P service reverted | |

| | | 11.1 P service reverted

| | |
| <re e >] | | | | |
| | |
| | |

Figure 7: Fault detection with optical restoration
More in details:

* step la. The fault on the optical path (e.g. fiber cut, |oss of
signal, etc.) is detected by ROADML and notified to O PNC

* step 2a. OPNC notifies the fault to MDSC
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* step 1b. Rl detects |loss of end-to-end connectivity (e.g. 3
m ssed BFD nessages) and notifies P-PNC. This step takes place
al most sinultaneously to 1la.

* step 2b. P-PNC notifies the issue to MDSC

* step 3. Rl starts a fast reroute process to enable a backup path
at the IP/MPLS | ayer, using the already established detour through
R3

* step 4. Rl notifies P-PNC of the IP service switch through the
alternate path (RL-R3 and R3-R2)

* step 5. P-PNC notifies MDSC of the switch

* step 6. ROADML and ROADM2 enable the restoration process. Based
on the mechani sm adopted, there nmay be interaction between them

* step 7. Both ROADML and ROADM?2 notify O PNC of the availability
of an optical backup path

* step 8 OPNC notifies MDSC of the availability of an optica
backup path

* step 9. Rl detects again end-to-end connectivity through the
initial path RI-R2 and, if configured to do so, revert the service

* step 10. Rl notifies P-PNC of the switch to the initial path
* step 11. P-PNC notifies the switch to MDSC

As noted in step 6., the restoration process nmay require an exchange
of messages between ROADML and ROADM2. This is not detailed in the
present docunent as it is assuned that the relevant signaling is
handl ed t hrough O PNC.

In step 9., Rl detects again control traffic fromR2. The decision
whether to revert the service on the initial path is local, e.g. it
depends on the configuration made by the network operator. Oten,
the I P equipnent is configured to operate the reversion
automatically, but there are cases where the network operator may
prefer differently.

At the end of the process, nmulti-layer hitless reversion my take
pl ace, again based on the configuration adopted by the network
operator. |If multi-layer hitless reversion is adopted, then the
process described in Section 7.5 takes pl ace.
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7.1.2. Optical protection

Differently fromthe previous case, here optical protection is
considered. This duration of this process is conparable with I P/ MPLS
FRR, as it is pre-conputed. As a consequence, when nulti-I|ayer
coordination is enabled it is preferable to hold-off FRR on Rl and
wait that optical protection is conpleted. The process is shown in
the next figure.

R1 ROADML P- PNC O PNC MDSC ROADWVR R2 ROADMB

| | 1a. Fault notification | |

| |- >| 0

I | | | 2a. Faul t notification
|- >

| 1b. Fault notification | |

|
|
IR >] | | |
|
|

| | | 2b. Fault notification

R3
I
I
I
I
|
I
I
I

°
&
—
-
(¢
L
o
=]

| | |- > |

Figure 8: Fault detection with optical protection
The detail ed process includes the follow ng steps:

* step la. The fault on the optical path (e.g. fiber cut, |oss of
signal, etc.) is detected by ROADML and notified to O PNC

* step 2a. OPNC notifies the fault to MDSC
* step 1b. Rl detects |oss of end-to-end connectivity (e.g. 3
nm ssed BFD nessages) and notifies P-PNC. This step takes place

al most sinultaneously to 1la.

* step 2b. P-PNC notifies the issue to MDSC [Editor’s note: is this
step necessary?]
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* step 3. Rl is configured to hold the FRR process, thus it waits
for the correspondi ng value set by the hold-off tine paraneter

* step 4. Optical protection is started by ROADML, potentially
i nvol ving an exchange of nessages with O PNC and ROADMWR

* step 5. Both ROADML and ROADM?2 notify O PNC of the availability
of an optical backup path

* step 6. OPNC notifies MDSC of the availability of an optica
backup path

* step 7. Rl detects again end-to-end connectivity with R2.

The IP traffic is recovered as soon as the optical protection is
conpleted with no action taken by the IP routers.

As in the previous use case, when the failure is fixed the network
operator nay desire to bring the service back to the origina
configuration. |If this is the case, multi-layer hitless reversion,
as described in Section 7.5, takes place to move the service back to
the initial network setup

7.2. Optical Network M ntenance

Bef ore pl anned mai nt enance operation on the optical network takes

pl ace, the IP traffic affected by the nmaintenance operation should be
moved hitlessly to another link. The MDSC and the P-PNC have to
coordinate to reroute the traffic before the event happens. In such
a case the IP traffic needs to be |locked to the protection route
until the maintenance event is finished, unless a fault occurs on
such path. In this exanple, it is supposed that the |ink undergoing
mai nt enance activity is the one from ROADML to ROADM?, affecting the
IP traffic steered fromRlL to R2. A few mnutes before the

mai nt enance wi ndow, the MDSC starts the process that brings to the
hitless re-routing of the affected IP traffic. That means the IP
backup path (through R3) is available and it is used only for the
time requested by the optical plane to do nmai ntenance. The path

R1- R3 shoul d not be overl oaded, unless the network operator accepts
sonme possible traffic |osses. At the optical |ayer, the maintenance
activity has no inpact on traffic as a new path is configured upfront
and the optical service does not revert to the original link unti

the mai ntenance window is finished. At the of maintenance, the
networ k configuration is noved back to the initial configuration
using, if the network operator has chosen so, the multi-layer hitless
reversion process discussed in Section 7.5.
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The next figure shows the process adopted to handl e the nai ntenance

wi ndow.

R1 ROADML P-PNC OPNC MDSC ROADM2 R2 ROADMB R3
| | | 1. Swi tch to backup pat h| | | |
| | <o | | | | |
| 2. Swi tch to backup pat h| | | | | |
| <o | | | | | |
| 3.1 P service switched | | | | | |
|- >| ] | | | |
| | | 4.1 P service switched | | | |
| | |- >| N | | |
| | | | 5. Conput e optical backup | |
| | | <------ | | |
| | 6. Enabl e optical backup]| | | | |
| <o | > | | |
| | 7. Acknow edge | 7. Acknow edge | | | |
| |- S <o | | | |
| | | | 8. Acknowl edge | | | |
| | | |------> 1 | | |
| | | | 9.Switch to optical backup | |
| | | <------ | | | | |
| | 9.Switch to optical backup | | | |
| | <oomoee o | o >| | | |
| | 10. Acknow edge | 10. Acknow edge | | | |
| | o S| <o | | | |
| | | | 11. Acknow edge | | | |
| | | |------>] | | |
| | | 12. Revert to initial path | | |
| | B | | | | |
| 13. Revert to initial path | | | | |
| <o | | | | | |
| 14. 1P service reverted | | | | | |
|- > ] | | | |
| | | 15. 1 P service reverted | | | |
| | |- >| | | | |

o m e e e e e e aaa oo +

| 16. Mai nt enance wi ndow |

o e e e e e e e e e e aa o - +

Fi gure 9: Mai ntenance w ndow operation
The steps include the foll ow ng:
* step 1. MDSC requires P-PNC to steer the IP service to a backup

path (RL-R3-R2). This is necessary to avoid | oss of service
bef ore nai ntenance starts
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* step 2. P-PNC signals Rl to switch I P service to the backup path
* step 3. Rl switches to backup path and acks to P-PNC
* step 4. P-PNC acks to MDSC

* step 5. MDSC instructs O-PNC to enable the process to create an
optical backup path

* step 6. O PNC instructs ROADML and ROADM2 to enabl e a backup path
* step 7. ROADML and ROADM2 acknowl edge to O PNC
* step 8. O PNC acknow edges to MDSC

* step 9. MDSC instructs O-PNC to disable the primary optical path,
initially used, and switch to the optical backup path

* step 10. O PNC instructs ROADML and ROADM? to switch
* step 11. ROADML and ROADM2 acknow edge to O PNC
* step 12. O PNC acknow edges to MDSC

* step 13. MDSC requires P-PNC to nove revert the |P service back
to the primary path (Rl-R2)

* step 14. P-PNC signals RL to switch IP service to the primary
path (carried over the optical backup path)

* step 15. Rl switches to backup path and acknow edges to P-PNC

* step 16. P-PNC acknow edges to MDSC

* step 17. The nmintenance activity foll ows.

Once the activity is over, the network operator may wish to bring the
whol e configuration back to the IP and optical primary paths. In

such a case, multi-layer hitless reversion nmay be perforned, as
described in Section 7.5.
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7.3. Cross-layer Link Failures

The approach described here | everages the multi-Ilayer PO
capabilities to address failures in links between IP routers and
ROADMs, relying on optical network protection/restoration to handle
nmost failure scenarios. The connectivity between a router and an
edge ROADM i s characterized by having N working ports and one spare
port (N+1) to handle protection. Depending on the specific network
configuration and protection schene adopted, this approach may offer
sonme cost advantages because it reduces the overall resources
required for protection in the optical network. Since the nunber of
failed links between I P routers and edge ROADMs is |ower, this
configuration can achi eve higher availability at | ower costs while
recovering 100% of IP traffic.

Fol | owi ng the previous exanples, this case is characterized by having
R1 configured with N ports working (say, P1-P3) and 1 spare port (PP)
left as the protection of the other N. In case of failure, for
exanpl e of port Pl, PP is dynanically activated and the traffic
originally directed to P1 is steered to PP. PP receives the sane
configuration of P1 while P1 is brought in a down state. Differently
fromordinary LAG the traffic is not redistributed over the
surviving links. Since a backup port (PP) is enabled, the traffic
keeps on flowing on N links instead of NN1. If on the IP layer this
scenario introduces the conplexity of handling an extra port both on
R1 and ROADML, on the optical |layer the configuration, as depicted in
figure Figure 2, does not change as only N optical channels (e.qg.

| anbdas) are used, as shown in figure Figure 10

Fome e + Fome e +
I P1|---|P1 I
I I OP1|
I P2|---| P2 I
| RL | ROADML |
I P3|---|P3 I
I I oP2|
| PP| ---| PP |
Fommm e + Fommm e +

Figure 10: Use of N1 protection on Rl

Two sub-cases nmay be consi dered, depending on the availability of a
Muxponder or a Transponder on ROADML. |If a Muxponder is used, then
the optical P1 and PP are hosted on the sane optical conplex (e.qg.
board) on the custoner’s edge of ROADML. It is the optical conplex
that selects the input source of the signals and maps it on the
proper |lanbda. |f instead a Transpoder is used, then it’s ROADML' s
internal matrix that switches fromthe input source fromP1l to PP
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cross-connecting the signal to the output lanbda. It has to be noted
that the mechanismto deal with the on-the-fly reconfiguration of a
router’s port is out of the scope of the present docunent and may be
subj ect of a dedicated draft.

The next figure shows the process adopted to handle N 1 port
protection.

Seeesaeaeasas | |

R1 ROADML P-PNC O PNC MDSC  ROADW2 R2 ROADM3 R3
|1.Port RU/PL failure | | | I I |
EET T >| | _I I | | |
| | | 2. Port R1/P1 failure | | | |
| | [EEEEEEEEREPEEE >| I | | |
N +
| 3.FRR |
AR, +
| 4. 1P service switched | | I | | |
EET TR T rpp >| | _I I | | |
| | | 5. 1P service switched | | | |
| | [EEEEEETEPEPEEE >| I | | |
R, +
| 6. PP Up|
Fomm o - +
| 7. Port R1/PP Up| | I I I I
EETEEE TR e >| | | I | |
| | 8. Port RL/PP Up| | I I
| [ERRCEEEEERERTE >| I | |
| | | 9. Reconfi gure access & connect new path
I I | <------ I I I
| 10. Reconfigure access & connect new path
I
I

I

I

I

I

|

| 11. Acknow edge | |
I [------mmme - >|
I

I

I

I

I

I

I

| | | 16. 1 P service switched

| | R e >

Figure 11: N1 protection operation

I I

I I

I I I

| | | 12. Acknow edge | |

I I |------ >| I I

| | 13.Switch back to initial path |

| <o | |

14. Switch back to initial path | | |
S | | | | |
15. 1P service switched | | | |
[EEEEEEEEEEER > | | | |
I I

I I

The sequence of steps is detail ed.
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R1 detects port P1 failure and notifies P-PNC

P-PNC notifies MDSC of the failure

Rl triggers FRRto protect the IP flows steering

R1 inforns P-PNC of the switch to the backup path

P-PNC notifies MDSC of the traffic switch

R1 handl es the nechanismto replicate the configuration

PP

R1 infornms P-PNC that PP is up and ready to forward

P-PNC notifies MDSC that port PP is up and ready to
forward traffic

MDSC requires O PNC to reconfigure ROADML access (both in
the case of muxponder and transponder) and WDM connectivity if a
transponder is used

O PNC signals ROADML to reconfigure access (nuxponder/
transponder) and WDM connectivity (transponder)

ROADML acknow edges to O PNC

O PNC acknow edges to MDSC

MDSC requires P-PNC to revert to the initial (primry)

P-PNC notifies RL to revert to initial

(primary) path

R1 notifies P-PNC of IP service switch and new port in

P-PNC notifies MDSC of service switch and new port in

i s dependent on the network operator’s preference.

Busi ,

et al.

Expi res 8 August 2026

when port P1 on Rl is fixed, nultilayer
configurati on may happen. that
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7.4. Router Node Fail ures

As shown in Figure 2, in its nornmal operations Rl is dual-honmed to R2
and R3. Even if highly unlikely due to the usual redundancy depl oyed
in field, this case considers a full failure of R2 (node failure).
The inplications of such an event are useful to discuss the
interacti on between the IP and the optical |ayers through the MDSC
coordi nation. The underlying assunption is that it is not possible
to R2 to conmunicate to P-PNC about the event causing the failure, so
it isupto RLto detect it and to comunicate instead to P-PNC. The
first reaction to the event is to performa fast-rerouting action and
nmove the traffic fromthe RI-R2 link to the RI-R3 link. As part of
the assunption, the RI-R3 IP |link has been previously dinensioned to
carry a certain anmount of traffic, so it is possible that after fast
re-routing takes place sone traffic previously carried on the R1-R2
IP link and now shifted to RL-R3 is discarded, for exanple because
congestion occurs. MDSC instructs the optical layer to find
avai l abl e optical resources, activate a new optical path between
ROADML and ROADMB and finally nove the traffic previously associated
to RI-R2 to the newy created optical path. Wen this second optica
path is available, MDSC triggers a new switch of the traffic so that
R1 can now steers the previous RL-R2 traffic to the new optical path.
The final configuration is shown in figure Figure 12

| SUXXXXXXXXXXXXXXXXXXXXXX | P Link RL-R2 XXXXXXXXXXXXXXXXXXXXXXX>

Fomm e - o - I + Fomm e - o - I +
| Pl --|P1 P3|\ . /| P3 Pl --|P1 |
R1 | | ROADML | \  _ / \__ |/ | ROADMR | | RrR2 |
| P2| --| P2 P4|\ \/ \/ /| P4 P2| --| P2 |
fome e 4+ 4oeeoo--- +\| Opt i cal |/ 4+ 4+ 4oeeoo--- +
| Net wor k |
| <xx I P Link R1-R3 xx \ / xX | P Link R3-R2 xxx>|
X | | X
| <xX R1- R3 backup xx X | | X
X X +--------- + X
X x |P3 P4l x
X X | ROADMB | x
x x |P1 P2| x
X X +--------- + X
X X | | x
X X +--------- + X
x x |P1 P2| x
X X | R3 | x
vV V| | V
e + -

Figure 12: 1P configuration after the creation of a second
optical path
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The next figure shows the process adopted to handl e the node
protection case.

R1 RCADML P-PNC O PNC MDSC  ROADWR R2 RCADIVB R3

Fommm e e oo +

| 1. R2 down|

| and FRR |

B +
| 2. R2 down + FRR| | | | | | |
[EEEEEPREPEEPEE > | | | | |
| | | 3. R2 down + FRR| | | | |
| | [EEREEEEEEEEE >| | | | |
| 4.1 P service switched | | | | | |
[EEEEEEEEEE PR >| | ! | | | |
| | | 5. 1P service switched | | | |
| | |- 5 ] | | |
| | | | 6. Setup optical backup path | |
I I | <------ I I I
| | 7. Setup path | 7. Setup path | | | [
| | <o R PEETEEETEERTEEE > |
| | 8. Acknowl edge | | | | | |
| EREEEEEREEPEES R St | |
| | | | 9. Backup pat h avail abl e| | |
| | | |------ >| I N |
| | | 10. Depl oy new I P path and switch traffic |
| | | <o | | | | |
| 11. Depl oy new path then switch | | | | |
ESRERLEEREEREEE | | | | | | |
| 12. 1P service switched | | | | | I
[ -ommme e >| 1 | | | |
| | | 13.1 P service swi tched | | | |
| | R > | | | |

Busi ,

Fi gure 13: Node protection operation

step 1. Rl detects R2's failure and triggers IP FRR finding R3 as
t he next hop

step 2. Rl notifies P-PNC that R2 is down and FRR has started
step 3. P-PNC notifies MDSC of the events

step 4. Upon noving the RI-R2 traffic (or part of it) on RL-R3
path, Rl notifies P-PNC of the service switch

step 5. P-PNC notifies MDSC of th eswitch
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7

5

* step 6. MDSC requires O-PNC to conpute a new optical path between
ROADML and ROADM3

* step 7. OPNC instructs both ROADML and ROADMB to configure a new
optical service

* step 8. Both ROADML and ROADMB inform O PNC that the backup path
is avail abl e

* step 9. OPNC inforns MDSC that the backup path is avail able

* step 10. MDSC conmputes a new | P path between RL and R3, provides
the relevant information to P-PNC and triggers switch

* step 11. P-PNC transfers the information received to Rl and
triggers RL to switch traffic

* step 12. Rl informs P-PNC of the service switch
* step 13. P-PNC inforns MDSC of the service swtch.
Multi-layer hitless reversion

In sone cases, the mechani sns enpl oyed by the optical |ayer to revert
to the original setup may cause disruption at the IP layer, if proper
coordination is not enabled. As this may cause traffic loss, if the
optical reversion is requested by the network operator, nulti-I|ayer
coordi nati on under the supervision of the MDSC is necessary. The
effect of nulti-layer coordination is to bring the whol e network,
i.e. both the IP and the optical |ayers, back to their initial
configuration after the recovery froma failure. |In particular, the
process described in this section relies on the hitless sw tching
capability of the IP layer. Depending on the specific configuration,
the procedure can be enabled at the end of the use cases described in
Section 7. The decision whether to apply it or not has to be

eval uated by the network operator considering different factors,
including the relative conplexity of the process and the effects of
its steps on the live traffic.

To nove back to the initial network configuration the MDSC has to
foll ow a sequence of steps:

* Force the IP layer to switch the traffic flow(s) on another path
e.g. an alternative/backup path

* Trigger the optical layer to coordinate the reversion to the
initial setup, e.g. disable an optical backup path and enabl e
connectivity on the previously used primary path
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* Force again the IP layer to switch back to the original path. The
actions on the IP layer are handled so that the IP traffic is
switched only after the interface queues are enptied, guaranteeing
a hitless swtching.

The nmimcs of the steps requested is shown in the next figure.

R1 ROADML P-PNC O PNC MDSC ROADM2 R2 ROADMB R3
| 1. Fi ber back online notification | |

| | | 14.1 P service reverted

| I
| EENERPEERBRS A IR P |
| | | | 2. Fi ber back online notification |
I I I N R >| I I I I
| | | 3.Switch to backup path]| | | |
| | <-ooooeee | | | | |
| 4. Switch to backup path| | | | | |
| <----mmmmmmm--| o I I I I I
| 5. Service switch notification | | | | |
R >| | | | I I I
| | | 6. Service switch notification | | |
| | R >| | I I I
| | | | 7. Revert to primary | | |
I I I < I I I I I
| | 8. Revert to prinary | | | I |
| | <o EEEEEEEEEEEETS > | | |
| | 9. Acknow edge | | | | I |
| |- S <o | | |
| | | | 10. Acknow edge | | | |
| | | |------3] | | |
| | | 11. Revert to initial path | | |
| | R s | | | | |
| 12. Revert to initial path | | | [ I
| <------mmm---- - I I I I I I
| 13. 1P service reverted | | | | | |
ERREEEEEEEEEE. >| | | | I I I

I I I I

I I I I

Figure 14: hitless multi-layer reversion
Figure 5.2 Diagramfor hitless nulti-layer reversion
The steps illustrated in the previous figure are detail ed here:

* step 1. ROADML detects the optical signal is up again on the
previ ously broken fiber and notifies O PNC

* step 2. OPNC notifies MDSC of the fiber up event
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10.

11.

Busi ,

step 3. MDSC requires P-PNC to nove the affected IP service(s) to
an alternative/backup path (this path may vary according to the
scenarios explained later). Being a hitless switch, it is
necessary to avoid | oss of service

step 4. P-PNC signals Rl to switch the | P service(s) to the
al ternativel/ backup path

step 5. Rl switches the service(s) to the alternative/backup path
and notifies P-PNC

step 6. P-PNC confirms the switch to MDSC
step 7. MDSC instructs O-PNC to disable the optical protection
path (which may vary according to the scenarios detailed |ater)
and activate again the optical primary path

step 8. O PNC instructs both ROADML and ROADM2 to di sable the
optical protection path and activate the primary one

step 9. ROADML and ROADM2 acknow edge to O PNC
step 10. O PNC acknow edges to MDSC

step 11. MDSC requires P-PNC to revert the | P service(s) back to
the primary path

step 12. P-PNC signals Rl to switch the I P service(s) to primary
pat h

step 13. Rl switches and acknow edges to P-PNC

step 14. P-PNC acknow edges to MDSC.

Concl usi ons

This section will provide a sunmary of the analysis and of the gaps
identified in this draft once the analysis is mature.

Security Considerations

TODO Security

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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