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Abst ract

Thi s docunent explores the applicability of the Abstraction and
Control of TE Networks (ACTN) architecture to Packet Opti cal
Integration (PO) within the context of | P/MPLS and opti cal
internetworking. It exanines the YANG data nodels defined by the

| ETF that enable an ACTN based depl oynment architecture and highlights
specific scenarios pertinent to Service Providers.

Exi sting | ETF protocols and data nodels are identified for each
mul ti-technol ogy scenario (packet over optical), particularly
enphasi sing the Miulti-Domain Service Coordi nator to Provisioning
Network Controller Interface (MPI) within the ACTN architecture

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at https://|ETF- TEAS-
WG gi thub.io/actn-poi/draft-ietf-teas-actn-poi-applicability.htm.
Status information for this document may be found at
https://datatracker.ietf.org/doc/draft-ietf-teas-actn-poi-
applicability/.

Di scussion of this docunent takes place on the Traffic Engi neering
Architecture and Signaling Wrking Goup nmailing |ist
(mailto:teas@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/teas/. Subscribe at
https://ww.ietf.org/mailman/listinfol/teas/.

Peruzzini, et al. Expires 12 April 2026 [ Page 1]



Internet-Draft ACTN PO Cct ober 2025

Source for this draft and an issue tracker can be found at
https://github. com | ETF- TEAS- WH act n- poi

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six mnonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 12 April 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . . . . . . . . . . . 4
1.1. Terminology . . e e 6
2. Reference Network Archltecture .o A, 7
2.1. Milti-domain Service Cbord|nator (NDSC) funct|ons .. . . 10
2.1.1. Milti-domain L2/L3 VPN Network Services . . . . . . . 12
2.1.2. Milti-domain and Multi-layer Path Conputation . . . . 16
2.2. | PIMPLS Domain Controller and I P router Functions . . . . 17
2.3. Optical Domain Controller and NE Functions . . ... . 19
3. Interface Protocols and YANG Data Mddels for the NPIs .. . . 20
3.1. RESTCONF Protocol at the MPIS . . . . . . . . . . . . . . 20
3.2. YANG Data Mddels at the MPIs . . . . . . . . . . . . 20
3.2.1. Commpn YANG Data Model s at the NPIs .. . . . . . . . 20

Peruzzini, et al. Expires 12 April 2026 [ Page 2]



Internet-Draft ACTN PO Cct ober 2025

3.2.2. YANG nodels at the Optical MPIs . . . . . . . . . . . 21
3.2.3. YANG data nodels at the Packet MPIS . . . . . . . . . 22
3.3. Path Conmputation Elenment Protocol (PCEP) . . . . . . . . 23
4. Inventory, Service and Network Topology D scovery . . . . . . 24
4.1. Optical Topology Discovery . . . . . . . . . . 25
4.2. Optical Path Discovery . . . . . . . . . . . . . . . . . 28
4.3. Packet Topology Discovery . . . . . . . . . . . . . . . . 29
4.4. TE Path D scovery . . . < 10
4.5. Inter-domain Link D scovery S X
4.5.1. Cross-technology Ethernet link Discovery . . . . . . 32
4.5.2. Inter-domain IP Link Discovery . . . . . . . . . . . 34
4.6. Milti-technology |IP Link D scovery . . .. . . . . . 36
4.6.1. Intra-domain single-technology IP Llnks .. . . . . . 38
4.7. LAG Discovery . . e 10]
4.8. L2/L3 VPN Network SerV|ces D scovery e 24
4.9. Inventory Discovery . . . . 43
5. Establishment of L2/L3 VPN SerV|ces Mﬂth TE ReqU|renents . . 43
5.1. Optical Path Computation . . e . . . . . . . 45
5.2. Milti-technology IP Link Setup < 1¢)
5.2.1. Milti-technology LAG Setup . . . . . . . . . . . . . 49
5.2.2. Milti-technol ogy LAG Update . . . . . 50
5.2.3. Milti-technology TE path propert|es Cbnf|gurat|on . . 50
5.3. TE Path Setup and Update . . . . . . . . . . . 51
5.4. L2/L3 VPN Network Service Setup T V24
6. Conclusions . . . . . . . . . . . . . . . . . 53
7. Security CbnS|derat|ons .o .. . . . . . . .. b4
7.1. LLDP Snooping Security Cbn3|derat|ons . . . . . . . . . . 55
8. Operational Considerations . . . . . . . . . . . . . . . . . b6
9. |ANA Considerations . . . . . . . . . . . . . . . . . . ... b7
10. References . . . Y 4
10.1. Nornmative References - Y 4
10.2. Informative References . . . . . . . . . . . . . . . . . 61
Appendi x A.  Additional Scenarios . . . . . . . . . . . . . . . . 65
A.1l. OsSS/ Ochestration Layer . . . . . . . . . . . . . . . . . 65
A 1l.1. MSCNBI . . . . . . . . . . . . 65

A 2. Milti-layer and NUItl-dona|n ReS|I|ency T < Y 4
A.2.1. Mintenance Wndow . . . . . . . . . . . . . . . . . 67
A.2.2. Router Port Failure . . . . . . . . . . . . . . . . . 67

A. 3. Mixponders . . . . . . . . . . . . . . . . . . . . .. . 68
Acknowl edgrments . . . . . . . . . . . . . . . . . . . . . .. .. 710
Contributors . . e 4
Aut hor s’ Addresses et

Peruzzini, et al. Expires 12 April 2026 [ Page 3]



Internet-Draft ACTN PO Cct ober 2025

1.

I nt roducti on

The full automation of managenent and control for Service Providers
transport networks, spanning | P/MPLS, optical, and m crowave

technol ogies, is crucial to addressing custoner denands for high-
bandwi dt h applications, such as ultra-fast nobile broadband for 5G
and fiber connectivity services. The Abstraction and Control of TE
Net wor ks (ACTN) architecture and interfaces enabl e the automati on and
efficient operation of conplex optical and | P/ MPLS networks using
standardi zed interfaces and data nodels. This approach supports a
broad spectrum of network services that can be requested by upper-

| ayer applications, meeting diverse service-level requirenents froma
net wor k perspective, such as physical diversity, |atency, bandw dth,
and topol ogy.

Packet Optical Integration (PO) represents an advanced application
of traffic engineering. |In w de-area networks, packet networks based
on the Internet Protocol (IP), often augnented with Miltiprotoco
Label Switching (MPLS) or Segnent Routing (SR), are typically

i mpl ement ed over an optical transport network utilizing Dense

Wavel ength Division Miltiplexing (DADM, occasionally with an
optional Optical Transport Network (OIN) | ayer

There are significant technical differences between the packet and
optical technologies (e.g., routers versus optical sw tches) and
their associ ated network engi neering and pl anni ng approaches (e.g.,

i nter-domain peering optimzation in |IP networks versus managi ng
physical inpairnents in DADM systens or operating on vastly different
time scales). Additionally, custoner requirenents often differ

bet ween packet and optical networks, and it is conmon for Service
Providers to use different vendors for each domain. As a result, the
operation of these conpl ex packet and optical networks is often

sil oed, as each technol ogy domain requires specialized skill sets.

As a consequence, in nmany existing network depl oynents, packet and
optical networks are engi neered and operated i ndependently.

This separation is inefficient for several reasons. Firstly,

i ntegrating packet and optical networks can significantly reduce
capital expenditures (CAPEX) and operational expenditures (OPEX).
Secondly, nulti-technol ogy topol ogy insights can optim ze

troubl eshooting (e.g., alarmcorrel ation) and enhance network
operation (e.g., coordination of maintenance events). Additionally,
detailed inventory and pl anning information can al so i nprove service
assurance quality, such as detecting constraint violations or |ack of
resource diversity. Thirdly, multi-technology traffic engineering
enabl es nore efficient use of available network capacity (e.g.,
coordi nation of restoration). Furthernore, provisioning workflows
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can be sinplified or automated across layers, facilitating
capabilities such as bandw dt h-on-demand and stream i ned mai nt enance
activities.

The ACTN framework facilitates seam ess integration of packet and
optical networks across nultiple technol ogies and vendors. This is
achi eved t hrough separated Provisioning Network Controllers (PNCs)
for both packet and optical domains, which hide the conplexities of
the technical differences between the packet and optical technol ogies
whil e providing sufficient abstract information that allows the

Mul ti-Domain Service Coordinator (MDSC) to provide multi-|ayer

coordi nati on between packet and optical networks.

Thi s docunent uses packet-based Traffic Engi neered (TE) service
exanpl es. These are described as "TE-path" in this docunent. Unless
otherw se stated, these TE services nmay be instantiated using
Resource Reservation Protocol (RSVP) Traffic Engineering (TE)-based
or SR -TE-based, forwardi ng pl ane nmechani smns.

Thi s docunent outlines key scenarios for Packet Optical Integration
(PA) fromthe perspective of the packet service |ayer and highlights
the necessary coordination between packet and optical |ayers to
enhance PO depl oynent and operation. These scenarios enphasize

mul ti -domai n packet networks functioning as clients of optica

net wor ks.

Thi s docunent anal yzes the scenario in which packet networks support
mul ti-domain TE paths. The optical networks may consist of a DWDM
network, an OTN network (without a DWDM | ayer), or a multi-layer OTN
DWDM net wor k.  Additionally, DWM networks can be either fixed-grid
or flexible-grid.

Mul ti-technol ogy and nul ti-domain scenarios, based on the reference
network described in Section 2 and very relevant for Service
Providers, are described in Section 4 and Section 5.

For each scenario, existing | ETF protocols and data nodel s,
identified in Section 3.1 and Section 3.2, are analyzed with a
particul ar focus on the MPI in the ACTN architecture.

For each multi-technol ogy scenario, the docunent anal yzes how to use
the interfaces and data nodels of the ACTN architecture.

A summary of the gaps identified in this analysis is provided in
Section 6.
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Under st andi ng the degree of standardization and identifying potenti al
gaps are crucial for evaluating the feasibility of integrating packet
and optical DWM domains (with an optional OIN |ayer) froman end-to-
end, multi-vendor service provisioning perspective.

1.1. Term nol ogy
Thi s docunent uses the ACTN term nol ogy defined in [ RFC8453].
In addition, this docunent uses the follow ng term nol ogy.

Customer service: The end-to-end service from Customer Edge (CE) to
CE.

Net wor k service: The Provider Edge (PE) to PE configuration,
i ncluding both the network service |layer (VRFs, RT inport/export
policies configuration) and the network transport |ayer (e.g.
RSVP- TE Label Switched Paths (LSPs). This includes the
configuration (on the PE side) of the interface towards the CE
(e.g. VLAN, |P address, routing protocol, etc.).

Technol ogy domai n: short for "swi tching technol ogy domai n", defined
as "region" in [RFC5212], where the term"region" is applied to
(QWPLS) control donains

PNC Domai n: part of the network under the control of a single PNC
instance. It is subject to the capabilities of the PNC which
technol ogy is controll ed.

Port: The physical entity that transmits and recei ves physica
si gnal s.

Interface: A physical or logical entity that transmts and receives
traffic.

Li nk: An association between two interfaces that can exchange
traffic directly.

Intra-domain link: a link between two adj acent nodes that belong to
the same PNC donsi n.

Inter-domain link: a link between two adj acent nodes that belong to
di fferent PNC domai ns.

Et hernet link: A link between two Ethernet interfaces.

Si ngl e-technol ogy Ethernet link: An Ethernet |ink between two
Et hernet interfaces on physically adjacent |P routers.
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Mul ti-technology Ethernet link: An Ethernet |ink between two
Et hernet interfaces on logically adjacent IP routers, supported by
two cross-technol ogy Ethernet |inks interconnected through an
optical tunnel

Cross-technol ogy Ethernet link: An Ethernet link connecting an
Et hernet interface on an IP router to an Ethernet interface on a
physi cal |y adj acent optical node.

Inter-domain Ethernet link: An Ethernet |ink between two Ethernet
interfaces on physically adjacent IP routers that belong to
di fferent P-PNC donai ns.

Si ngl e-technol ogy intra-domain Ethernet link: An Ethernet |ink
between two Ethernet interfaces on physically adjacent |IP routers
that belong to the sane P-PNC donai n.

Multi-technology intra-domain Ethernet |ink: An Ethernet |ink
between two Ethernet interfaces on logically adjacent IP routers
within the sane P-PNC domain, supported by two cross-technol ogy
Et hernet |inks interconnected through an optical tunnel

IPlink: A link between two IP interfaces.

Inter-domain IP link: An IP link supported by an inter-domain
Et hernet |ink.

Si ngl e-technol ogy intra-domain IP link: An IP link supported by a
singl e-technol ogy intra-donmain Ethernet |ink

Multi-technology intra-domain IP link: An IP link supported by a
mul ti-technol ogy intra-domain Ethernet I|ink.

2. Reference Network Architecture
Thi s docunent exani nes various depl oynment scenarios for Packet and
Optical Integration (PO), where the ACTN hierarchy is inplenented to

manage a nmulti-technol ogy, multi-domain network conprising two
optical domains and two packet domamins, as illustrated in Figure 1:
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Figure 1: Reference Network

The ACTN architecture, as defined in [ RFC8453], is utilized to nanage
this multi-technol ogy, multi-domain network. |In this topology, each
Packet PNC (P-PNC) is responsible for controlling its respective
packet domain, while each Optical PNC (O PNC) is tasked with managi ng
its optical domain. The packet dommins controlled by the P-PNCs can
represent Autononous Systens (ASes), as defined in [ RFC1930], or
Interior Gateway Protocol (1GP) areas within the sanme operator

net wor k.

The I P routers between the packet domai ns can be either AS Boundary
Routers (ASBR) or Area Border Router (ABR): in this document, the
generic termBorder Router (BR) is used to represent either an ASBR
or an ABR

The Mul ti-Domain Service Coordinator (MDSC) is responsible for
orchestrating the entire nmulti-domain, multi-technol ogy network,
enconpassi ng both packet and optical domains. A standardized
interface, the Miulti-Domain Service Coordinator to Provisioning
Network Controller Interface (MPl), enables the MDSC to interact with
various Provisioning Network Controllers (O PNCs and P-PNCs).
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The MPI interface provides the MDSC with an abstracted topol ogy,
conceal i ng technol ogy-specific details of the network and sel ectively
hi di ng topol ogy i nformati on based on the chosen abstraction policy.
The | evel of abstraction is determ ned by the configuration
paraneters of the P-PNC and O PNC, such as offering potential
connectivity information between any Provi der Edge (PE) and Border
Router (BR) within a packet network.

In the reference network of Figure 1, it is assumed that:

* The donai n boundaries of the packet and optical donains are

congruent. In other words, each optical domain exclusively
supports connectivity between IP routers within a single packet
domai n.

* There are no physical links directly connecting optical donmains.
I nter-domai n physical links exist only under the follow ng

condi tions:

-  between packet dommins (i.e., between BRs belonging to
di fferent packet domains): these links are called inter-domain
Et hernet or IP links within this docunent;

-  between packet and optical domains (i.e., between routers and
optical nodes): these links are called cross-technol ogy
Et hernet links within this docunent;

-  between custoner sites and the packet network (i.e., between CE
devices and PE routers): these links are called access |inks
within this docunent.

* Al the physical interfaces at inter-domain |inks are Ethernet
physi cal interfaces.

Scenari os using coherent optical interfaces on the IP routers are
out si de the scope of this docunent.

Thi s docunent anal yzes scenarios in which all nmulti-technology IP
i nks supported by the optical network are intra-domain (intra-AS/
intra-area), such as PE-BR, PE-P, BR-P, and P-P I P |links.
Consequently, inter-domain IP |links are al ways singl e-technol ogy
connections, supported by single-technol ogy Ethernet |inks between
physically adjacent |P routers.

As described in [RFC7424], in order to increase the bandw dth between
two adjacent routers, nmultiple Ethernet |inks can be setup between
adj acent routers using either Link Aggregation G oups (LAGs)

[ 1 EEE_802. 1AX] or Equal Cost Milti-Path (ECMP) [RFC2991].
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Therefore, if inter-domain |inks between optical domains exist, they
woul d be utilized to support nulti-domain optical services, which
fall outside the scope of this docunent.

The optical nodes within the optical domains can be either

*  WDM nodes, as defined in
[1-D.ietf-ccanp-optical-inpairnment-topol ogy-yang], with an
i ntegrated ROADM function with or without integrated optica
transponders;

* OTN nodes, with integrated an OIN cross-connect function and with
or without integrated ROADM functions or optical transponders

2.1. Milti-domain Service Coordinator (MDSC) functions

The MDSC in Figure 1 is responsible for coordinating nmultiple packet
and optical domains in a multi-donmain, multi-technol ogy environment.
It facilitates nmulti-layer and nulti-domain L2/L3 VPN network
services as requested by the OSS/ O chestration |ayer.

From an i npl enent ati on perspective, the functions associated with
MDSC described in [ RFC8453] may be grouped differently.

1. The service-related and network-rel ated functi ons are conbi ned
into a single, nonolithic inplementation. This inplenmentation
manages end- custoner service requests received through the
Customer MDSC Interface (CM) and adapts the corresponding
network nodels. An exanple of this architecture is illustrated
in Figure 2 of [RFC8453].

2. An inmplenentation may opt to separate the service-related and
networ k-rel ated functions into distinct functional entities, as
outlined in [ RFC8309] and Section 4.2 of [RFC8453]. 1In this
approach, the MDSC i s deconposed into a top-Ilevel Service
O chestrator, which interfaces with the customer through the
Custonmer MDSC Interface (CM), and a Network Orchestrator, which
interfaces southbound with the PNCs. The interface between the
Service O chestrator and the Network Orchestrator is not
specified in [ RFC8453].
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3. Another inplenentation may choose to split the MDSC functions
into a "higher-level MDSC' (MDSC-H) and "l ower-I|evel MDSCs"
(MDSC-Ls). The MDSC-H is responsible for multi-technol ogy
coordi nation across packet and optical domains, while the MDSC-Ls
handl e donmi n-specific coordination. Specifically, an Optica
MDSC- L manages nul ti-donmai n coordi nati on between the O PNCs, and
a Packet MDSC-L manages multi-domain coordi nati on between the
P-PNCs. This approach is illustrated, for exanple, in Figure 9
of [ RFC8453].

4. An alternative inplenentation may choose to integrate the MDSC
and P-PNC functions in a single entity.

In current service provider network depl oynents, the MDSC s

Nort hbound Interface (NBI) typically connects to an OSS/ Orchestration
| ayer rather than a CNC. In this scenario, the MDSCis limted to
perform ng Network Orchestration functions, as described in [ RFC8309]
(point 2 above). Consequently, the MDSC handl es network service
requests received fromthe OSS and/ or O chestration.

The functionality of the OSS and/or Orchestration |ayer, as well as
its interface with the MDSC, is typically operator-specific and falls
outside the scope of this draft. Therefore, this docunent assunes
that the 0SS and/or Orchestration |ayer requests the MDSC to
provision L2/L3 VPN network services through mechani sms not covered
in this docunent.

There are two proni nent workfl ow cases when the MDSC nmul ti-technol ogy
coordination is initiated:

* Initiated by request fromthe OSS and/or Orchestration layer to
setup L2/L3 VPN network services that require nmulti-layer/multi-
domai n coordination

* The MDSC initiates these workflows to performmnulti-layer and
mul ti-domain optinizations and/or mai ntenance activities (e.g.,
rerouting LSPs and their associ ated services when a resource, such
as a fiber, is placed in maintenance node during a maintenance
wi ndow). Unlike service fulfilnment, these workfl ows are not
triggered by a network service provisioning request fromthe CSS
or Orchestration | ayer

The latter workflow cases are outside the scope of this docunent.
Thi s docunent exami nes use cases in which rmulti-layer coordination is

initiated by a network service request fromthe OSS and/ or
Orchestration | ayer.
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2.1.1. Milti-domain L2/L3 VPN Network Services

Figure 2 and Figure 3 provide an exanple of a hub & spoke nulti-
domain L2/L3 VPN with three PEs where the hub PE (PE13) and one spoke
PE (PE14) are within the sane packet donain, and the other spoke PE
(PE23) is within a different packet domain.

| CE13 | Packet Domain 1 Packet Domain 2
(| ( )
( | PE13 P15 BR11 ) ( BR21 P24 )
G _ ) ( _ )
( / \ ! \ \ / )
( \ / \_ \ \ \_ )
( PE14 \ / ) ( / \_ )
( _ \ P16 / ) ( _/_ N )
( / / \- - -/ A\ / \ ] \' )
( \___ \ \_ ) (V. \ 1)
( : BR12 ) )
(/ ) ( BR22 PE23| )
------ ) (: [ )
| CE14 | (__ ) (===
------ | CE23 |
( ) : )
( - _ ) ( - )
( / \ \' NE12 ) ( : / _ )
( NE11 \ / \_ ) ( NE21 \ \ )
( / \ _ [\ ) ( / \ )
( \i_| - ) ( _ N )
( / \ \ ) ( / v\ \' )
(\N__ \ \_ ) ( \___ [/ \_ )
( NE13 NE14 NE15 ) ( NE22 NE23 )
( ) ( )
Optical Domain 1 Optical Domain 2

I nter-domain |inks
Cross-layer |inks
Intra-domain |inks

Figure 2: Milti-domain VPN topol ogy exanple
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| CE13 | Packet Domain 1 Packet Domain 2
(1 ( )
( | PE13 P15 BR11 ) ( BRrR21 P24 )
C 1 _ ) ( _ )
( [ H \ / \ / \ / [0\ )
( \ o \ \ o \ )
( PE14 ) ( )
( - _:_ P16 ___ ) (- _
( /7 s \ /A lM oo / \ /" S\ )
( v/ \_ \_ ) (VN \_ 1)
( : BR12 ) ( | )
(/ : ) ( BR22 PE23| )
------ : ) ( [ )
| CE14 |:(__ : ) (e
—————— : | CE23 |
( : ) ( )
( _ : __ ( _ )
( o ..o / \' NE12 ) ( / )
( NE12 \__ / : \ ) ( NE21 \__: [/ )
( : : ) ( )
( _ I ) ( I )
( / \ [0\ / \ ) ( / \ / \' )
(\___ 1/ \_ \_ 1) ( v___ 1/ \_ 1)
( NE13 NE14 NE15 ) ( NE22 NE23 )
( ) ( )
Optical Domain 1 Optical Domain 2
H/ S = Hub VRF / Spoke VRF

Intra-domain TE Path 1 {PE13, P16, NE14, NE13, PE14}
Inter-domain TE Path 2 {PE13, NE11, NE12, BR12,
BR11, BR21, NE21, NE23, P24, PE23}

Figure 3: Milti-domain VPN TE pat hs exanpl e

There are many options to inplement multi-domain L2/L3 VPNs,
i ncl udi ng:

1. BGP-Label ed Unicast (BGP-LU) ([ RFC8277])

2. I nt er-domai n RSVP-TE
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3. I nter-domain SR-TE

Thi s docunent explores inter-domain TE options where the TE tunnel
nodel , as defined in [I-D.ietf-teas-yang-te], applies at the MPI for
both intra-domain and inter-domain TE configurations. The assessnent
of alternative options is beyond the scope of this draft.

It is also assunmed that:

* the bandwi dth of each intra-domain TE path is managed by its
respective P-PNC,

* technol ogy-specific mechani snms are enployed for inter-domain TE
path stitching. In the case of inter-domain SR-TE, a Segnent
Identifier (SID) is used in Segnent Routing (SR) to define a
segnent (a portion of the path) within a network. A binding SID
a special type of SID, acts as a reference to a preconputed SR
policy or path.

* each packet dommin in Figure 2 enploys technol ogy-specific |oca
protection mechani snms, such as Fast Reroute (FRR) for MPLS-TE or
Topol ogy | ndependent Loop-Free Alternate (TI-LFA) for SR TE
These nechani sns operate with an awareness of the multi-technol ogy
TE path properties, such as the Shared Ri sk Link Goup (SRLG path
properties defined in [ RFC8001].

For inter-domain TE paths, it is assumed that each packet domain in
Figure 2 and Figure 3 enploys the sane TE technol ogy. The stitching
bet ween two dommins is achi eved using inter-domai n TE nechani sns.

In this scenario, a key function of the MDSC is to identify the

mul ti-domain and nmulti-layer TE paths for carrying L2/L3 VPN traffic
between PEs in different packet domamins. The MDSC then relays this
information to the P-PNCs to ensure that the forwarding tables of the
PEs (e.g., VRF) are correctly configured, allowi ng the L2/L3 VPN
traffic to be routed over the designated nmulti-domain and nulti-I|ayer
TE pat hs.

The sel ection of the TE path shoul d consider both the TE requirenents
and t he binding requirenents of the L2/L3 VPN network service.

In general, the binding requirenents for a network service (e.g., L2/
L3 VPN) can be categorized into three main cases

1. The custoner is asking for VPN isolation to dynanmically create

and bind tunnels to the service so that they are not shared by
ot her services (e.g. VPN
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The | evel of isolation can be different:

a. Hard isolation with deterministic latency inplies that the
L2/L3 VPN requires a set of dedicated TE tunnels. These
tunnel s neither share resources with other services, nor
conpete for bandwi dth with other tunnels, ensuring
deterministic | atency performance.

b. Hard i sol ation but without determnistic characteristics

c. Soft isolation neans the tunnels associated with L2/L3 VPN
are dedicated to that but can conpete for bandwidth with
ot her tunnel s.

2. The customer does not require isolation and may request a VPN
service where the associated tunnels are shared across nmultiple
VPNs.

For each TE path required to support the L2/L3 VPN network servi ce,
it is possible that:

1. A TE path that neets the TE and bi ndi ng requirenents already
exists in the network.

2. An existing TE path could be nodified (e.g., through bandwi dth
increase) to nmeet the TE and bi ndi ng requirenents:

a. The TE path characteristics can be nodified only in the
packet | ayer.

b. One or nore new underlay optical tunnels need to be setup to
support the requested changes of the overlay TE paths (multi -
| ayer coordination is required).

3. A new TE path needs to be setup to neet the TE and bi ndi ng
requirenents:

a. The new TE path reuses existing underlay optical tunnels;

b. One or nore new underlay optical tunnels need to be setup to
support the setup of the new TE path (nulti-I|ayer
coordi nation is required).

Thi s docunent exani nes scenarios in which a single TE path is used to
carry VPN traffic between PEs. Scenarios involving multiple parallel
TE paths for |oad-bal ancing VPN traffic between PEs are possible but
are beyond the scope of this docunent.
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2. 1.

Mul ti-domain and Multi-layer Path Conputation

VWhen establishing a new TE path, the MDSC i s responsi ble for
coordi nating the path conputation across nmultiple |layers and domai ns.

Based on the MDSC s know edge of the underlying network topol ogy and
configuration, there are three possible approaches for multi-|ayer
and nul ti-domain path conputation

1.

Ful | Summarization: In this approach, the MDSC nmaintai ns an
abstracted TE topol ogy view of all its packet and optica
under | yi ng domai ns.

In this case, the MDSC | acks sufficient TE topol ogy information
to performnulti-layer/multi-domain path computation. It

del egates the P-PNCs and O-PNCs to conpute local paths within
their respective donains, then uses the returned information to
conpute the optimal mnulti-domain/multi-Ilayer path.

Thi s approach presents an issue for the P-PNC, as it |acks the
ability to perform single-domain/multi-layer path conputation.

It cannot retrieve topology information fromthe O PNCs or

del egate optical path conputation to the O PNCs. A possible
solution is to include a CNC function within the P-PNC to request
the MDSC for nulti-domain optical path conmputation, as shown in
Figure 10 of [ RFC8453].

Anot her solution could involve relying on the MDSC recursive

hi erarchy, as defined in Section 4.1 of [RFC8453], where each IP
and optical domain pair has a "lower-|level MDSC' (MDSC-L) for
multi-layer correlation, and a "higher-Ilevel MDSC' (MDSC-H) for
mul ti - domai n coordi nati on.

In this case, the MDSC-H obtains an abstract view of the
underlying multi-layer domain topologies fromits MDSC-L. Each
MDSC-L gets the full 1P donain topology fromthe P-PNC and an
abstracted view of the optical domain topology fromits O PNC
Topol ogy abstraction occurs at the MPIs between MDSC-L and O PNC
as well as between MDSC-L and MDSC- H.

Partial summarization: In this approach, the MDSC has conpl ete
visibility of the TE topol ogy of the packet network domai ns and
an abstracted view of the TE topol ogy of the optical network
domai ns.

The MDSC can then only performmulti-domain/single-layer path
conputation for the packet |ayer, where the path can be conputed
optinmally for the two packet donmins.
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The MDSC nust still need to delegate the O PNCs to performloca
path conputation within their domains. It uses the information
fromthe OPNCs and its TE topol ogy view of the nulti-domain
packet layer to performmulti-layer/nmulti-domain path
conput ati on.

3. Full know edge: In this approach, the MDSC has a conpl ete and
enough detailed view of the TE topol ogy of all the network
domai ns (both optical and packet).

In such a case, the MDSC has all the infornmation needed to
performmulti-domain/multi-layer path conputation w thout relying
on PNCs.

Thi s approach, however, may present scalability issues. As

di scussed in Section 2.2 of
[1-D.ietf-teas-yang-path-conputation], perform ng path
conputation for optical networks in the MDSC is particularly
chal  engi ng, as optimal paths al so depend on vendor-specific
optical attributes, which may vary across domains if provided by
di fferent vendors.

Thi s docunent exani nes scenarios where the MDSC adopts the parti al
summari zati on approach to enable multi-domain and nulti-Ilayer path
comput ati on.

Typically, O PNCs are responsi ble for optical path conputation within
their respective domains. Wen setting up a network service, they
must consi der connection requirenments such as bandw dt h,
anplification, wavel ength continuity, and non-Ilinear inpairments that
may i npact the network service path.

The nethods and types of path requirenents and inpairnents, such as
those detailed in [I-D.ietf-ccanp-optical-inpairnent-topol ogy-yang],
used by the O-PNC for optical path conputation, are not exposed at
the MPI and therefore are out of scope for this docunent.

2. 2. | P MPLS Domain Controller and | P router Functions

Each packet dommin in Figure 1, corresponding to either an | GP area
or an Autononous System (AS) within the sanme operator network, is
controll ed by a packet donmin controller (P-PNC).

P-PNCs are responsible for establishing TE paths between any two PEs
or BRs within their controlled domains, as requested by the MDSC
They al so provide topology information to the MDSC to enabl e
efficient network coordination
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For exanple, in inter-domain SR-TE, setting up a bidirectional SR TE
path from PE13 in Domain 1 to PE23 in Domain 2, as shown in Figure 3,
requires the MDSC to coordinate the foll owi ng actions:

*

P-PNCl: Push a SID list to PE13, including the Binding SID
associated with the SR-TE path in Domain 2, with PE23 as the
target destination (forward direction).

P-PNC2: Push a SID list to PE23, including the Binding SID
associated with the SR-TE path in Domain 1, with PEL3 as the
target destination (reverse direction).

Wth reference to Figure 4, P-PNCs are responsible for the follow ng:

1.

2

To expose to MDSC their respective detail ed TE topol ogy

To perform singl e-layer, single-domain |ocal TE path conputation,
when requested by the MDSC, between two PEs (for single-domain
end-to-end TE path) or between PEs and BRs for an inter-domain TE
pat h sel ected by the MDSC.

To configure the routers in their respective domain to setup a TE
pat h;

To configure the VRF and PE-CE interfaces (Service access points)
for the intra-domain and inter-domain network services requested
by the MDSC.

o e e e oo + o e e e oo +
I I I I
| P- PNC1 | | P- PNC2 |
I I I I
R R | ---+ R R | ---+
| 1.TE | 2.VPN | 1.TE | 2.VPN
| Path | Provisioning | Path | Provisioning
| Config | | Config |
Y Y Y Y
Tt + Tt +
CE /| PE TE path 1 BR\ / BR TE path 2 PE\ CE
O--/---0.. i 0--\----- [--00 . 0---\--0
\ / \ /
\ Domain 1 / \ Domain 2 /
S + S +

Figure 4: Domain Controller & node Functions
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When requesting a new TE path setup, the MDSC provi des the P-PNCs
with the explicit path to be created or nodified. |In other words,
the MDSC conmuni cates the conplete |ist of nodes involved in the path
(strict node). The P-PNC is then responsible for setting up the
explicit TE path. For exanpl e:

* with SR-TE, the P-PNC pushes to headend PE or BR the |ist of SIDs
to create the explicit SR-TE path, provided by the MDSC

* with RSVP-TE, the P-PNC requests the headend PE or BR to start
signaling the explicit RSVP-TE path, provided by the MDSC

To scale in large SR-TE packet domains, the MDSC can provide the
P-PNC with a | oose path and per-domain TE constraints. The P-PNC can
then select the conplete path within its domain.

In this case, the P-PNC nust signal back to the MDSC which path it
has chosen, allowing the MDSC to track rel evant resource utilization

Fromthe Figure 3 exanple, the TE path requested by the MDSC t ouches
PE13 - P16 - BR12 - BR21 - PE23. P-PNC2 is aware of two paths with
the sane topology netric, e.g., BRR1 - P24 - PE23 and BR21 - BR22 -
PE23, but with different loads. It nmay prefer to steer traffic on
the latter as it is |ess |oaded.

For the purposes of this docunment, it is assumed that the MDSC al ways
provides the explicit list of all hops to the P-PNCs to set up or
nodi fy the TE path.

2.3. Optical Domain Controller and NE Functions
The optical network provides underlay connectivity services to | P/
MPLS networks. The packet and optical nulti-Ilayer coordination is
handl ed by the MDSC, as shown in Figure 1.
The O-PNC is responsible to

* Provide the MDSC with an abstract TE topol ogy view of its
under|ying optical network resources;

* performsingl e-domain | ocal path conputation when requested by the
MDSC,

* Performoptical tunnel set up when requested by the MDSC
The nechani sns used by the O-PNC to performintra-donain topol ogy

di scovery and path setup are typically vendor-specific and outside
the scope of this docunent.
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Dependi ng on the optical network type, TE topol ogy abstraction, path
comput ation, and path setup can be single-layer (either OIN or DWM
or multi-layer OTINDWM In the latter case, multi-|ayer

coordi nati on between the OIN and DWDM | ayers is handl ed by the O PNC.

3. Interface Protocols and YANG Data Models for the MPls

Thi s section describes general assunptions applicable to all M
interfaces between each PNC (Optical or Packet) and the MDSC, to
support the scenarios discussed in this docunent.

3.1. RESTCONF Protocol at the MPIs

The RESTCONF protocol, as defined in [ RFC8040], using the JSON
representation from|[RFC7951], is assuned to be used at these
interfaces. Additionally, extensions to RESTCONF, as defined in

[ RFC8527], to conply with the Network Managenent Datastore
Architecture (NVDA) from [ RFC8342], are assunmed to be used at these
MPI and MDSC NBI interfaces.

3.2. YANG Data Mdels at the MPls

The data nodels used on these interfaces are assuned to use the YANG
1.1 Data Model i ng Language, as defined in [ RFC7950].

This section describes the YANG data nodel s applicable to the Packet
and Optical MPIs. Sonme of these YANG data nodels may be optional,
dependi ng on the specific network configuration detailed in Section 4
and Section 5.

3.2.1. Conmon YANG Data Mddels at the MPls
As required in [RFC3040], the "ietf-yang-library" YANG nodul e defined
in [RFC8525] is used to allow the MDSC to di scover the set of YANG
nmodul es supported by each PNC at its MPI.

Both Optical and Packet PNCs can use the followi ng cormon topol ogy
YANG data nodel s at the MPI:

*  The Base Network Mddel, defined in the "ietf-network” YANG nodul e
of [ RFC8345];

* The Base Network Topol ogy Model, defined in the "ietf-network-

t opol ogy" YANG nodul e of [RFC8345], which augnents the Base
Net wor k Mbdel ;
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* The TE Topol ogy Model, defined in the "ietf-te-topol ogy" YANG
modul e of [ RFC8795], which augnents the Base Network Topol ogy
Model .

Optical and Packet PNCs can use the common TE Tunnel WMbdel, defined
inthe "ietf-te" YANG nodule of [I-D.ietf-teas-yang-te], at the MI.

Al'l conmon YANG data nodel s are generic and augnented by technol ogy-
speci fic YANG nodul es, as described in the foll owi ng sections.

Both Optical and Packet PNCs can al so use the Ethernet Topol ogy
Model , defined in the "ietf-eth-te-topol ogy" YANG nodul e of
[I-D.ietf-ccanp-eth-client-te-topo-yang], which augnments the TE
Topol ogy Mbdel with Ethernet technol ogy-specific information.

Both Optical and Packet PNCs can use the foll ow ng conmon
notifications YANG data nodels at the MPI:

* Dynani c Subscription to YANG Events and Dat astores over RESTCONF
as defined in [ RFC8650];

* Subscription to YANG Notifications for Datastores updates as
defined in [ RFC8641].

PNCs and MDSCs conply with subscription requirenents as stated in
[ RFC7923] .

3.2.2. YANG nodels at the Optical MIs

The Optical PNC can use the foll ow ng technol ogy-specific topol ogy
YANG dat a nodel s, which augnment the generic TE Topol ogy Model:

*  The WSON Topol ogy Model, defined in the "ietf-wson-topol ogy" YANG
nmodul e of [ RFC9094];

* the Flexi-grid Topol ogy Model, defined in the "ietf-flexi-grid-
t opol ogy" YANG nodul e of [I-D.ietf-ccamp-flexigrid-yang];

* the OIN Topol ogy Model, as defined in the "ietf-otn-topol ogy" YANG
nmodul e of [I-D.ietf-ccanp-otn-topo-yang].

The optical PNC can use the foll owi ng technol ogy-specific tunnel YANG
data nodel s, whi ch augnents the generic TE Tunnel Mbdel:

*  The WDM Tunnel Mbdel, defined in the "ietf-wdmtunnel" YANG nodul e
of [I-D.ietf-ccanp-wdmtunnel -yang];
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3.

2.

* the OIN Tunnel Model, defined in the "ietf-otn-tunnel” YANG nodul e
of [I-D.ietf-ccanp-otn-tunnel -nodel].

The optical PNC can use the generic Path Conputati on YANG RPC,
defined in the "ietf-te-path-conputati on" YANG nodul e of
[1-D.ietf-teas-yang-path-conputation].

Not e that technol ogy-specific augnmentations of the generic path
comput ation RPC for WBON, Flexi-grid, and OTN path conputati on RPCs
have been identified as a gap.

The optical PNC can use the followi ng client signal YANG data nodel s:

* the CBR Cdient Signal Mdel, defined in the "ietf-trans-client-
service" YANG nodule of [I-D.ietf-ccanp-client-signal-yang];

* the Ethernet Cient Signal Mdel, defined in the "ietf-eth-tran-
service" YANG nodule of [I-D.ietf-ccanp-client-signal-yang].

3. YANG data nodels at the Packet MPls

The Packet PNC can use the follow ng technol ogy-specific topol ogy
YANG dat a npdel s:

* The L3 Topol ogy Model, defined in the "ietf-I3-unicast-topol ogy"
YANG nodul e of [RFC8346], which augnents the Base Network Topol ogy
Model ;

* the Packet TE Topol ogy Mdde, defined in the "ietf-te-topol ogy-
packet" YANG nmodule of [I-D.ietf-teas-yang-13-te-topo], which
augnments the generic TE Topol ogy Mdel ;

* The MPLS-TE Topol ogy Mddel, defined in the "ietf-te-npls-topol ogy”
YANG nodul e of [I-D.ietf-teas-yang-te-npls-topol ogy], which
augnents the TE Packet Topol ogy Model with or without the L3 TE
Topol ogy Model, defined in "ietf-13-te-topol ogy" YANG nodul e of
[I-D.ietf-teas-yang-13-te-topo];

* the SR Topol ogy Model, defined in the "ietf-sr-npls-topol ogy" YANG
nmodul e of [I-D.ietf-teas-yang-sr-te-topo].

The Packet PNC can use the follow ng technol ogy-specific tunnel YANG
data nodel s, whi ch augnents the generic TE Tunnel Mbdel:

*  The MPLS-TE Tunnel Mdel, defined in the "ietf-te-npls" YANG
nmodul es of [I-D.ietf-teas-yang-te-npls];
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* the SR-TE Tunnel Mbdel which is to be defined as described in
Section 6.

The packet PNC can use the followi ng network service YANG data
nodel s:

* L3VPN Network Model (L3NM), defined in the "ietf-13vpn-ntw' YANG
modul e of [ RFC9182];

* L3NM TE Service Mapping, defined in the "ietf-13nmte-service-
mappi ng" YANG nodul e of [I-D.ietf-teas-te-service-nmappi ng-yang];

* L2VPN Network Model (L2NM), defined in the "ietf-12vpn-ntw' YANG
modul e of [ RFC9291];

* L2NM TE Servi ce Mapping, defined in the "ietf-12nmte-service-
mappi ng" YANG nodul e of [I-D.ietf-teas-te-service-nmappi ng-yang].

Pat h Conput ation El ement Protocol (PCEP)

[ RFC8637] exami nes the applicability of a Path Conputation El enent
(PCE) [ RFC5440] and PCE Commruni cation Protocol (PCEP) to the ACIN
framework. It further describes how the PCE architecture applies to
ACTN and lists the PCEP extensions needed to use PCEP as an ACTN
interface. The stateful PCE [RFC8231], PCE-Initiation [RFC8281],
stateful Hi erarchical PCE (H PCE) [RFC8751], and PCE as a central
controll er (PCECC) [ RFC8283] are key extensions enabling the use of
PCE/ PCEP for ACTN.

Si nce PCEP supports path conputation in both packet and optical
networks, it is well-suited for inter-layer path conputation.

[ RFC5623] describes a framework for applying the PCE-based
architecture to interlayer (G MLS traffic engineering. Furthernore,
section 6.1 of [RFC8751] outlines H PCE applicability for inter-I|ayer
or PO .

[ RFC8637] lists various PCEP extensions that apply to ACTN. It also
lists the PCEP extension for the optical network and PO.

Note that PCEP can be used in conjunction with the YANG data nodel s
described in the rest of this docunent. Depending on whether ACTN is
deployed in a greenfield or browmfield, two options are possi bl e:

1. The MDSC uses a single RESTCONF/ YANG i nterface to each PNC to
di scover all TE information and request TE tunnels. It may
performfull multi-layer path conputation or del egate path
conputation to the underlying PNCs.
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Thi s approach is desirable for operators froma nulti-vendor
integration perspective as it is sinple. W need only one type
of interface (RESTCONF) and use the rel evant YANG data nodel s
dependi ng on the operator use case considered. The benefits of
havi ng only one protocol for the MPI between MDSC and PNC have
al ready been highlighted in
[1-D.ietf-teas-yang-path-conputation].

2. The MDSC uses the RESTCONF/ YANG i nterface towards each PNC to
di scover all the TE informati on and requests the creation of TE
tunnels. However, it uses PCEP for hierarchical path
comput ati on.

As nentioned in Option 1, from an operator perspective, this
option can add integration conplexity to have two protocols

i nstead of one unless the RESTCONF/ YANG i nterface is added to an
exi sting PCEP depl oynment (brownfield scenario).

Section 4 and Section 5 of this draft analyze the case where a single
RESTCONF/ YANG i nterface is deployed at the MPI (i.e., option 1
above) .

4. Inventory, Service and Network Topol ogy Di scovery
In this scenario, the MSDC needs to di scover the underlying PNCs:
* the network topol ogy, at both optical and IP layers, in ternms of
nodes and links, including the access links, inter-domain IP |inks

as well as cross-technol ogy Ethernet |inks;

* the optical tunnels supporting nulti-technol ogy intra-domain IP
i nks;

* poth intra-domain and i nter-domain L2/L3 VPN network services
depl oyed within the network;

* the TE paths supporting those L2/L3 VPN network services;
* the hardware inventory information of I P and optical equi pnent.

The O PNC and P-PNC coul d di scover and report the hardware network
inventory information of the equi pnment used by the different
managenent |layers. In the context of PO, the inventory information
of IP and optical equipment can conpl enent the topol ogy views and
facilitate the packet/optical multi-layer view, e.g., by providing a

mappi ng between the |owest-level link term nation points (LTPs) in
the topol ogy view and corresponding ports in the network inventory
Vi ew.
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The MDSC coul d al so discover the entire network inventory information
of both IP and optical equipment and correlate this information with
the links reported in the network topol ogy.

Reporting the entire inventory and detail ed topol ogy information of
packet and optical networks to the MDSC rmay present scalability

i ssues as a potential drawback. The analysis of the scalability of
this approach and mechani sns to address potential issues is outside
the scope of this docunent.

Each PNC provides the MDSC the topol ogy view of the domain it
controls, as described in Section 4.1 and Section 4.3. The MDSC uses
this information to discover the conplete topol ogy view of the nulti-
| ayer multi-domain networks it controls.

The MDSC should al so maintain up-to-date inventory, service and
net wor k topol ogy databases of I P and optical |ayers through | ETF
notifications through MPI with the PNCs when any network

i nvent ory/ t opol ogy/ servi ce change occurs.

It should al so be possible to correlate information fromIP and
optical layers (e.g., which port, |anbda/OISi, and direction are used
by a specific IP service on the WM node).

In particular, for the cross-technology Ethernet links, it is key for
MDSC to automatically correlate the informati on fromthe PNC network
dat abases about the physical ports fromthe routers (single link or
bundle links for LAG to client ports in the ROADM

The analysis of multi-layer fault managenent is outside the scope of
thi s docunent. However, the discovered information should be
sufficient for the MDSC to correlate optical and IP layer alarnms to
speed- up troubl eshooting easily.

Al arnms and event notifications are required between MDSC and PNCs so
that any network changes are reported alnost in real-tine to the MDSC
(e.g., node or link failure). As specified in [RFC7923], MDSC nust
subscribe to specific objects from PNC YANG dat astores for
notifications.

4.1. Optical Topol ogy D scovery
The WEON Topol ogy Mddel and the Flexi-grid Topol ogy nodel can be used
to report the DWM network topol ogy (e.g., WM nodes and OMS | i nks),

dependi ng on whet her the DWDM optical network is based on fixed-grid
or flexible-grid or a mx of fixed-grid and flexible-grid.
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It is worth noting that, as described in Appendix | of

[ITUT G694.1], a fixed-grid can also be described as a flexible
grid with constraints: for exanple, a 50GHz fixed-grid can be
described as a flexible-grid which supports only ne4 and val ues of n
which are only multiplier of 8.

As a consequence:

* A flexible-grid DADM net work topol ogy can only be reported using
the Flexi-grid Topol ogy nodel;

* A fixed-grid DWM network topol ogy, can be reported using either
the WSON Topol ogy nodel or the Flexi-grid Topol ogy nodel ;

* A mxed fixed and flexible grid DAWDM net work topol ogy can be
reported using either the Flexi-grid Topol ogy nodel or both WSON
and Flexi-grid topol ogy nodels.

Clarifying how both WSON and Fl exi-grid topol ogy nodels could be used
together (e.g., through nulti-inheritance as described in
[I-D.ietf-teas-te-topol ogy-profiles]) has been identified as a gap

The OTN Topol ogy Model is used to report the OTN network topol ogy
(e.g., OTN switching nodes and links), when the OIN sw tching | ayer
is deployed within the optical domain

To allow the MDSC to discover the complete nulti-layer and nulti-
domai n network topology and to correlate it with the hardware
inventory infornmation, the O PNCs report an abstract optical network
t opol ogy where:

* one TE node is reported for each optical node deployed within the
optical network domain; and

* one TElink is reported for each OMB |ink and, optionally, for
each OTN I i nk.

Since the MDSC del egates optical path conmputation to its underlay

O PNCs, the following information can be abstracted and not reported

at the MPI:

* the optical paraneters required for optical path conmputation, such
as those detailed in
[1-D.ietf-ccanp-optical-inpairnment-topol ogy-yangd];

* the underlay OTS Iinks and I LAs of OVS |inks;
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* the physical connectivity between the optical transponders and the
ROADMS.

The OTN Topol ogy Model also reports the CBR client LTPs that

term nates the cross-technol ogy Ethernet links: once CBR client LTP
is reported for each CBR or multi-function client interface on the
optical nodes (see sections 4.4 and 5.1 of
[I-D.ietf-ccanp-transport-nbi-app-statenent] for the description of
mul ti-function client interfaces).

The Ethernet Topol ogy Mbdel reports the Ethernet client LTPs that
term nate the cross-technol ogy Ethernet |inks: one Ethernet client
LTP is reported for each Ethernet or multi-function client interface
on the optical nodes.

The optical transponders and, optionally, the OIN access cards, are
abstracted at MPl by the O-PNC as Trail Term nation Points (TTPs),
defined in [RFC8795], within the optical network topology. This
abstraction is valid independently of the fact that optica
transponders are physically integrated within the sane WOM node or
are physically | ocated on a device external to the WDM node since it
bot h cases the optical transponders and the WDM node are under the
control of the sane O PNC and abstracted as a single WOM TE Node at
the O MPI

The associ ati on between the Ethernet or CBR client LTPs term nating
the Ethernet cross-technol ogy Ethernet |inks and the optical TTPs is
reported using the Inter Layer Lock-id (ILL) identifiers, defined in
[ RFC8795] .

For exanple, with a reference to Figure 5, the ILL values X and Y are
used to associate the client LTPs (7-0) in NE11l and (8-0) in NE12
with the corresponding optical TTPs (7) in NE11 and (8) in NE12,
respectively.
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Legenda:

O LTP

\ / TTP

\%

< > Inter-Layer Lock-id reported by the PNC
Figure 5: Milti-layer optical topology discovery

The intra-domain optical Iinks are discovered by O PNCs, using

mechani sms whi ch are outside the scope of this docunent, and reported

at the MPIs within the optical network topol ogy.

In the case of a multi-layer DWM OIN network domain, multi-I|ayer

intra-domain OIN |inks are supported by underlay WDM tunnels: this

relationship is reported by the nmechani snms described in Section 4. 2.
4.2. Optical Path Discovery

The WDM Tunnel Model is used to report all the WDM tunnel s
established within the optical network.
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When the OIN switching layer is deployed within the optical domain,
the OIN Tunnel Model is used to report all the OIN tunnels
established within the optical network.

The Ethernet client signal nodel and the Transparent CBR client

signal nmodel are used to report all the connectivity services

provi ded by the underlay optical tunnels between Ethernet or CBR
client LTPs, depending on whether the connectivity service is frame-
based or transparent. The underlay optical tunnels can be either WM
tunnels or, when the optional OIN switching |layer is depl oyed, OIN
tunnel s.

The WDM tunnel s can be used to support either Ethernet or CBR client
signals or multi-layer intra-domain OINlinks. |In the latter case,
the hierarchical-link container, defined in [I-D.ietf-teas-yang-te],
associ ates the underlay WDM tunnel with the supported multi-Iayer
intra-domain OIN link, and it allows discovery of the nulti-I|ayer
pat h supporting all the connectivity services provided by the optica
net wor k.

The O-PNCs report in their operational datastores all the Ethernet

and CBR client connectivities and all the optical tunnels depl oyed

within their optical domain regardl ess of the nmechani sns bei ng used
to set themup, such as the nmechani snms described in Section 5.2, as
wel | as other nechanism (e.g., static configuration), which are

out side the scope of this docunent.

4.3. Packet Topol ogy Discovery
The L3 Topol ogy Model is used to report the I P network topol ogy.

The L3 Topol ogy Mddel, SR Topol ogy Mobdel, TE Topol ogy Model and the
TE Packet Topol ogy Mbdel are used together to report the SR-TE

net wor k topol ogy, as described in Figure 2 of
[1-D.ietf-teas-yang-sr-te-topo].

The TE Topol ogy Mddel, TE Packet Topol ogy Mbdel and MPLS-TE Topol ogy
Model are used together to report the MPLS-TE network topol ogy, as
described in [I-D.ietf-teas-yang-te-npls-topol ogy].

As described in [I-D.ietf-teas-yang-13-te-topo], the rel ationship

bet ween the I P network topol ogy and the MPLS-TE network topol ogy
depend on whether the two network topol ogies are congruent or not: in
the latter case, the L3 TE Topol ogy Mddel is used, together with the
L3 Topol ogy Model to provide the association between the two network
t opol ogi es.
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To allow the MDSC to discover the conplete nmulti-layer and nulti-
domai n network topology and to correlate it with the hardware
inventory information as well as to performnulti-domain TE path
conputation, the P-PNCs report the full packet network, including all
the information that the MDSC requires to perform TE path
conmputation. In particular, one TE node is reported for each IP
router and one TE link is reported for each intra-domain IP |ink

The packet topol ogy also reports the IP LTPs term nating the inter-
domain I P |inks.

The Ethernet Topol ogy Model is used to report the intra-donmain

Et hernet |inks supporting the intra-domain I[P links as well as the
Et hernet LTPs that might term nate cross-technol ogy Ethernet I|inks,
i nter-domai n Ethernet |inks or access |links, as described in detai

in Section 4.5 and in Section 4.6.

Al the intra-domain Ethernet and IP |inks are discovered by the

P- PNCs, using nmechani snms, such as Link Layer Discover Protocol LLDP
[ 1 EEE_802. 1AB], which are outside the scope of this docunent, and
reported at the MPIs within the Ethernet or the packet network

t opol ogy.
4.4. TE Path Discovery

W assune that the discovery of existing TE paths, including their
bandwi dth, at the MPI is done using the generic TE tunnel YANG data
nmodel , defined in [I-D.ietf-teas-yang-te], with packet technol ogy-
specific (e.g., MPLS-TE or SR-TE) augnentati ons.

Not e that technol ogy-specific augnentations of the generic path TE
tunnel nodel for SR-TE path setup and discovery is outlined in
section 1 of [I-D.ietf-teas-yang-te] but are currently identified as
a gap in Section 6

To enabl e MDSC to discover the full end-to-end TE path configuration,
the technol ogy-specific augnentation of the [I-D.ietf-teas-yang-te]
shoul d allow the P-PNC to report the TE path within its domain (e.qg.
the SID list assigned to an SR-TE path).

For exanple, considering the L3VPN in Figure 2, the TE path 1 in one
direction (PE13-P16-PE14) and the TE path in the reverse direction
(between PE14 and PE13) should be reported by the P-PNCl to the MDSC
as TE primary and primary-reverse paths of the same TE tunne
instance. The bandwi dth of these TE paths represents the bandw dth
all ocated by P-PNC1 to the two TE paths, which can be synmetric or
asymmetric in the two directions.
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The P-PNCs use the TE tunnel nodel to report, at the MPI, all the TE
pat hs established within their packet domain regardl ess of the
mechani sm being used to set themup; i.e., independently on whether

t he mechani snms described in Section 5.3 or other neans, such as
static configuration, which are outside the scope of this docunent,
are used.

4.5. Inter-domain Link Discovery

In the reference network of Figure 1, there are three types of inter-
domai n |inks:

* Inter-domain Ethernet |inks supporting inter-domain IP |inks
bet ween two adj acent | P domains;

* Cross-technol ogy Ethernet |inks between an an | P domain and an
adj acent optical donain;

* Access |links between a CE device and a PE router
Al the three types of links are Ethernet |inks.

It is worth noting that the P-PNC nay not be aware whet her an

Et hernet interface terminates a cross-technol ogy Ethernet |ink, an
inter-domain Ethernet link or an access link. The TE Topol ogy Mdde
supports the discovery for all these types of links with no need for
the P-PNC to know the type of inter-domain |ink

There are two possible nodels to report the access |inks between CEs
and PEs: the TE Topol ogy Model, defined in [ RFC8795], or the Service
Attachment Points (SAP) Mdel, defined in [ RFC9408].

Al t hough the discovery of access links is outside the scope of this
docunent, clarifying the relationship between these two nodel s has
been identified as a gap

The inter-domain Ethernet |inks and cross-technol ogy Ethernet |inks
are di scovered by the MDSC using the plug-id attribute, as described
in section 4.3 of [RFC8795].

A nore detail ed description of howthe plug-id can be used to
di scover inter-domain links is also provided in section 5.1.4 of
[I-D.ietf-ccanp-transport-nbi-app-statenent].

The plug-id attribute can al so be used to discover the access-Iinks,

but the analysis of the access-link discovery is outside the scope of
thi s docunent.
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Thi s docunent considers the following two options for discovering
inter-domain |inks:

1. Static configuration
2. LLDP [I EEE_802. 1AB] automatic discovery

O her link discovery options are possible but not described in this
docunent .

As outlined in [I-D.ietf-ccanp-transport-nbi-app-statenent], the
encodi ng of the plug-id nanespace and the specific LLDP infornation
reported within the plug-id value, such as the Chassis ID and Port ID
mandatory TLVs, is inplenmentation-specific and needs to be consi stent
across all PNCs within the network.

The static configuration requires an adnministrative burden to
configure network-wi de unique identifiers, making it nore viable for

i nter-domain Ethernet links. For cross-technol ogy Ethernet I|inks,
the automatic discovery solution based on LLDP snooping is preferable
when possi bl e.

The routers exchange standard LLDP packets as defined in

[ EEE_802. 1AB], and the optical nodes snoop the LLDP packets received
fromthe | ocal Ethernet interface and report the extracted

i nformati on, such as the Chassis ID, Port ID, and System Nane TLVs,
to the O PNGs.

Note that the optical nodes do not actively participate in the LLDP
packet exchange and do not send any LLDP packets.

4.5.1. Cross-technol ogy Ethernet |ink Discovery

The MDSC can di scover a cross-technol ogy Ethernet |ink by matching
the plug-id values of the two LTPs reported by adjacent O PNC and
P-PNCs. |In case LLDP snooping is used, the P-PNC reports the LLDP

i nformati on sent by the corresponding Ethernet interface on the IP
router, while the O PNC reports the LLDP information received by the
correspondi ng Ethernet interface on the optical node, e.g., between
LTP 5-0 on PE13 and LTP 7-0 on NE11l, as shown in Figure 6
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Legenda:
O LTP

<...> Link discovered by the MDSC
{ } LTP Plug-id reported by the PNC

Figure 6: Cross-technol ogy Ethernet |ink discovery

As described in Section 4.1, the LTP termi nating a cross-technol ogy
Ethernet link is reported by an OPNC in the Ethernet topol ogy, the
OIN topol ogy nodel, or both, depending on the type of corresponding
physi cal port on the optical node.

It is worth noting that the discovery of cross-technol ogy Ethernet
links is based solely on the LLDP information sent by the Ethernet
interfaces of the routers and snooped by the Ethernet interfaces of
the optical nodes. Therefore, the MDSC can discover these |inks even
bef ore optical paths, supporting overlay nulti-technology |P |inks,
are set up.
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4.5.2. Inter-domain | P Link Discovery

The MDSC can di scover an inter-domain Ethernet |ink supporting an
inter-domain IP link by matching the plug-id values of the two

Et hernet LTPs reported by adjacent P-PNCs. The P-PNCs report the
LLDP information being sent and received fromthe correspondi ng
Et hernet interfaces, e.g., between Ethernet LTP 3-1 on BR11 and
Et hernet LTP 4-1 on BR21, as shown in Figure 7.

o e e e e o - + o e e e e e oo +
/1P Topol ogy (P-PNC 1) / /[ 1P Topology (P-PNC 2) /
/ - + - +
/ | BR11 | / / | BR21 | /
/ | (3-2)0<. ..o > 4- 2) | /
/ | \ / / /] /
/ R +| / / R + /

/ |/ / | /

- | -+ T +

S S | ---------- + L R R +
/ \Y / IV /
A LR +/ / A R R TR + /
I {1}(3-1)C<. .o >(4-1) {1} | /
| [\ / / /| | /
/ | BR11 [vV(*) / I (*)V BR21 | /
/ | / / / \ | /
/ | {2}(3-0)Cx >Q(4-0) {3} |/
/ R + / / R + /
/ Eth. Topology (P-PNC 1) / / Eth. Topology (P-PNC 2) /
o e e e e e e oo + o e e e e e e oo +
Not es

(*) Supporting LTP
{1} {BR11, 3, BR21, 4}
{2} {BR11, 3}
{3} {BR21, 4}

O LTP
----> Supporting LTP
<...> Link discovered by the MDSC
<~~~> Link inferred by the MDSC
{ } LTP Plug-id reported by the PNC
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Figure 7: Inter-domain Ethernet and IP |link discovery

Different information is required to be encoded by the P-PNC within
the plug-id attribute of the Ethernet LTPs to di scover cross-
technol ogy Ethernet links and inter-donmain Ethernet |inks.

If the P-PNC does not know a priori whether an Ethernet interface on
an I[P router termnates a cross-technology Ethernet link or an inter-
domai n Ethernet link, it nust report at the MPl two Ethernet LTPs
representing the same Ethernet interface, e.g., both Ethernet LTP 3-0
and Ethernet LTP 3-1, supported by LTP 3-0, as shown in Figure 7.

* The physical Ethernet LTP (e.g., LTP 3-0 in BR11l, as shown in
Figure 7) represents the physical adjacency between the Ethernet
interface on an I P router and the Ethernet interface on its
physical ly adjacent node. This node can be either an IP router
(in the case of a single-technology Ethernet link) or an optica
node (in the case of a cross-technol ogy Ethernet |ink).
Therefore, as described in Section 4.5.1, the P-PNC reports,
within the plug-id attribute of this LTP, the LLDP information
sent by the corresponding Ethernet interface on the IP router,
such as {BR11, 3} and {BR21, 4} plug-id values reported by the
Et hernet LTP 3-0 on BR11 and the Ethernet LTP 4-0 on BR21, as
shown in Figure 7.

* The logical Ethernet LTP (e.g., LTP 3-1 in BRl1, as shown in
Figure 7), supported by a physical Ethernet LTP (e.g., LTP 3-0 in
BR11, as shown in Figure 7), is used to discover the |ogica
adj acency between Ethernet interfaces on IP routers, which can be
either single-technology or multi-technol ogy. Therefore, the
P-PNC reports, within the plug-id attribute of this LTP, the LLDP
i nformati on sent and received by the correspondi ng Ethernet
interface on the IP router, such as the {BRl1, 3, BR?1, 4} plug-id
val ues reported by the Ethernet LTP 3-1 on BR11 and the Ethernet
LTP 4-1 on BR21, as shown in Figure 7

It is worth noting that in the case of inter-domain Ethernet |inks,
the MDSC cannot di scover, using the LLDP information reported in the
plug-id attributes, the physical adjacency between two Ethernet
interfaces on physically adjacent IP routers, because these plug-id
val ues do not match, such as the {BR1l1l, 3} and {BR21, 4} plug-id val ues
shown in Figure 7. However, the MDSC nay infer the physical intra-
domain Ethernet links if it knows a priori, using mechani sms outside
the scope of this document, that the Ethernet interfaces on the IP
routers either term nate a cross-technol ogy or single-technol ogy
(intra-domain or inter-domain) Ethernet link, e.g., as shown in
Figure 7.
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The P-PNC can omit to report the physical Ethernet LTPs when it
knows, through nechani sns outside the scope of this docunent, that
the correspondi ng Ethernet interfaces term nate inter-domain Ethernet
I'i nks.

The MDSC can then discover an inter-domain IP |link between the two IP
LTPs supported by the two Ethernet LTPs terminating an inter-domain
Et hernet |ink, discovered as described in Section 4.5.2, e.g.,
between I P LTP 3-2 on BR21 and IP LTP 4-2 on BR22, supported
respectively by Ethernet LTP 3-1 on BR11 and Ethernet LTP 4-1 on
BR21, as shown in Figure 7

4.6. Milti-technology IP Link D scovery

A multi-technology intra-domain IP link and its supporting multi-

technol ogy intra-domain Ethernet link are discovered by the P-PNC
like any other intra-domain IP and Ethernet |inks, as described in
Section 4.3, and reported at the MPl within the packet and the

Et hernet network topol ogies, e.g., as shown in Figure 8.
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/ | PE13 | | BR11 | /
/ | ( 5- 2) O<::::::::::::::::::::::>q 6- 2) | /
/ I I I /
/ TS + | TS + /
/ | /
. I e +
I
| Supporting Link
e +
/ Ethernet Topol ogy (P-PNC 1) | /
/ e + | e + /
/ | PE13 | \% | BR11 | /
/ (5- 1) O<::::::::::::::>q 6- 1) | /
/ | (5-0) |\ /] (6-0) | /
/ ERREEE O---- -+ () ()] +----- O-----k
/ NN<---- 4 +----- >[N /
oo o o o o e e e e e e e leee—ao-o- +
T +
/ : Et hernet or OTN Topol ogy /
/ \% (O-PNC 1) \% /
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Figure 8 Milti-technology intra-domain Ethernet and IP |ink

di scovery

interface 5 on the P13 router is term nating two
links: - The multi-technol ogy intra-domain Ethernet
Et hernet LTP 5-1 on PE13 and the | ogical

Et hernet LTP 6-1 on BR11; - The cross-technol ogy Et hernet |ink, which
is supporting that multi-technol ogy intra-domain Ethernet |ink,
bet ween the physical Ethernet LTPs 5-0 on PE13 and the physical

Et hernet LTP 7-0 on the optical
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The P-PNC does not report any plug-id information on the |ogica

Et hernet LTPs termnating intra-domain Ethernet |inks, such as the
LTP 5-1 on PE13 and LTP 6-1 in BR11 shown in Figure 8, since these
links are discovered by the PNC

In addition, the P-PNC al so reports the physical Ethernet LTPs that
terminate the cross-technol ogy Ethernet |inks supporting the nulti-
technol ogy intra-domain Ethernet links, e.g., the Ethernet LTP 5-0 on
PE13 and the Ethernet LTP 6-0 on BR11l, shown in Figure 8.

The MDSC di scovers, using the nechani sns described in Section 4.5,

whi ch cross-technol ogy Ethernet |inks support the nulti-technol ogy

intra-domain Ethernet links, e.g., the link between LTP 5-0 on PE13
and LTP 7-0 on NE11, shown in Figure 8.

The MDSC al so di scovers, fromthe information provided by the O PNC
and described in Section 4.2, which optical tunnels support the

mul ti-technology intra-domain IP |inks and therefore the path within
the optical network that supports a multi-technology intra-domain IP
link, e.g., as shown in Figure 8.

4.6.1. Intra-domain single-technology |IP Links
It is worth noting that the P-PNC may not be aware of whether an
Et hernet interface on the IP router ternminates a nulti-technol ogy or
a single-technol ogy intra-domai n Ethernet |ink.
In this case, the P-PNC, always reports two Ethernet LTPs for each

Et hernet interface on the IP router, e.g., the Ethernet LTP 1-0 and
1-1 on PE13, shown in Figure 9
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{ } LTP Plug-id reported by the PNC

Figure 9: Single-technology intra-domain Ethernet and IP |ink
di scovery

It is worth noting that in the case of intra-donain single-technol ogy
Et hernet |inks, the MDSC cannot di scover, using the LLDP information
reported in the plug-id attributes, the physical adjacency between
two Ethernet interfaces on physically adjacent |IP routers, because
the plug-id values do not match, such as {PE13, 1} and {P16, 2}, as
shown in Figure 9. However, the MDSC nay infer the physical intra-
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domai n Ethernet links, e.g., between LTP 1-0 on PE13 and LTP 2-0 on
P16, as shown in Figure 9, if it knows a priori, using nechanisns
out side the scope of this docunent, that all Ethernet interfaces on
the IP routers termnate either a cross-technol ogy or single-
technol ogy (intra-domain or inter-domain) Ethernet link, e.g., as
shown in Figure 9.

The P-PNC can omt reporting the physical Ethernet LTP if it knows,
t hrough nechani sns outside the scope of this docunent, that the
intra-domain Ethernet link is single-technol ogy.

4.7. LAG Discovery

The P-PNCs can di scover the configuration of LAG groups within its
domai n and report each intra-domain LAG as an Ethernet bundle Iink
within the Ethernet topol ogy exposed at the MPI

This is done by bundling multiple single-domain Ethernet |inks, as

shown in Figure 10. For exanple, the Ethernet bundl ed |ink between
Et hernet LTP 5-1 on BR21 and Ethernet LTP 6-1 on P24 is built from
the Ethernet |inks set up respectively:

*  petween the Ethernet LTP 1-1 on BR21 and the Ethernet LTP 2-1 on
P24; and

* between the Ethernet LTP 3-1 on BR21 and the Ethernet LTP 4-1 on
P24.
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/ I P Topol ogy (P-PNC 2) /
/ TS + TS + /
/ | BRL | | P24 | /
/ | ( 5- 2) O<::::::::::::::::::::::>q 6- 2) | /
/ | | I /
/ - + | - + /
/ | /
o e e e e e e e e e e e oo oo I R +
|
| Supporting Link
|
|
o m e e e e e e e oo | ---------------------------------
/ | /
[ A--------- + Vv R + /
/ | (5- 1) O<::::::::::::::::::::::>q 6- 1) | /
/ | BR21 | Bundl ed Link | P24 | /
/ | | | | /
/ | (3- 1) O<::::::::::::::::::::::>q 4- 1) | /
/ | ( 1- ]_) O<::::::::::::::::::::::>q 2- ]_) | /
/ R + R + /
/ Et her net Topol ogy (P-PNC 2) /
Fm e m e e e e e e e e e e e e e e e e e eeaoo- +
Legenda:
o LTP

<===> Link discovered by the PNC and reported at the M
Fi gure 10: LAG

The nmechani sns used by the MDSC to di scover single-technol ogy and
mul ti-technology intra-domain LAG links are the sanme, with the only
di fference being whether the bundled |inks are single-technol ogy or
mul ti -technol ogy.

However, the nechani sns used by the MDSC to di scover single-
technol ogy inter-domain LAG |inks between two BRs are different and
outsi de the scope of this docunent, as they do not inply cross-
technol ogy coordinati on between packet and optical donains.

As described in Section 4.3, the mechani snms used by the P-PNC to

di scover the configuration of LAG groups within its domain, such as
LLDP [ | EEE_802. 1AB], are outside the scope of this docunent.
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It is worth noting that according to [| EEE_802. 1AB], LLDP can be
configured on a LAG group (Aggregated Port) and/or on any number of
its LAG menbers (Aggregation Ports)

If LLDP is enabled on both LAG nenbers and groups, two types of LLDP
packets are transmtted by the routers and received by the optica
nodes on some cross-technol ogy Ethernet links: one sent for the LLDP
session configured at LAG nenber (Aggregation Port)level and another
one for the LLDP session configured at LAG group (Aggregated

Port)l evel. This could cause sonme i ssues when LLDP snooping is used
to di scover the cross-technol ogy Ethernet |inks, as defined in
Section 4.5.1.

The cross-technol ogy Ethernet |ink discovery is based only on the
LLDP session configured on the LAG nmenbers (Aggregation Ports) to
al | ow di scovery of these |inks independently fromthe configuration
of the underlay optical tunnel or fromthe LAG group

To avoid any anbiguity on how the optical nodes can identify which
LLDP packets belong to which LLDP session, the P-PNC can disable the
LLDP sessions on the LAG groups configured by the MDSC (e.g., the
mul ti-technol ogy single-domain LAG groups configured using the
mechani sns described in Section 5.2.1), keeping the LLDP sessions on
t he LAG nenbers enabl ed.

Anot her option is to rely on other mechanisms (e.g., the Port type
field in the Link Aggregation TLV defined in Annex F of

[ EEE_802. 1AX]) that allow the optical node to identify which LLDP
packets belong to which LLDP session: the O PNC can then use only the
LLDP information fromthe LLDP sessions configured on the LAG nenbers
to support the cross-technol ogy Ethernet |ink di scovery nechani sns
defined in Section 4.5. 1.

4.8. L2/L3 VPN Network Services Discovery

The P-PNC reports the L2/L3 VPN services configured within its
domai n, using the L2NM and L3NM network service nodels, and which
packet TE tunnels (e.g., MPLS-TE or SR-TE) are used by each L2/L3 VPN
service, using the L2NM and L3NM TE servi ce mappi ng nodel s.

The MDSC can use the information nmentioned above together with the
packet TE path, packet topology, nmulti-technology IP links, optica
topol ogy and optical path information di scovered as described in the
previ ous sections, to discover the multi-technol ogy path used to
carry the traffic for each L2/L3 VPN service
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4.9. Inventory Discovery

The are no YANG data nodels in | ETF that could be used to report at
the MPI the whole inventory information di scovered by a PNC

[ RFC8345] had foreseen sonme work for inventory as an augnentation of
the network nodel, but no YANG data nodel has been devel oped so far

There are al so no YANG data nmodels in I ETF that could be used to
correlate topology information, e.g., a link termination point (LTP),
with inventory information, e.g., the physical port supporting an
LTP, if any.

Inventory information through MPI and correlation wth topol ogy
information is identified as a gap requiring further work and outside
of the scope of this draft.

5. Establishment of L2/L3 VPN Services with TE Requirements

In this scenario the MDSC needs to setup a multi-domain L2VPN or a
mul ti-domain L3VPN with some SLA requirenents.

The MDSC receives the request to setup a L2/L3 VPN network service
fromthe OSS/ Orchestration |ayer (see Appendix A).

The MDSC transl ates the L2/L3 VPN SLA requirenents into TE
requirenents (e.g., bandw dth, TE metric bounds, SRLG disj oi ntness,
nodes/ | i nks/ domai ns i ncl usi on/ excl usion) and find the TE paths that
nmeet these TE requirenents (see Section 2.1.1).

For exanple, considering the L3VPN in Figure 2 and Figure 3, the MDSC
finds that:

* PE13-P16- PE14 TE path already exists but have not enough bandw dth
to support the new L3VPN, as described in Section 4.4;, and that:

- the IP link(s) between PE13 and P16 has not enough bandwi dth to
support increasing the bandwi dth of that TE path, as descri bed
in Section 4.3;

- a new underlay optical tunnel could be setup to increase the
bandwi dth of the IP |ink(s) between PE13 and P16 to support
i ncreasing the bandwi dth of that overlay TE path, as described
in Section 5.1. The di nensioning of the underlay optica
tunnel is decided by the MDSC based on the TE requirenents
(e.g., the bandwi dth) requested by the TE path and on its
mul ti-layer optimization policy, which is an internal NMDSC
i npl emrent ati on i ssue;
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- anewnulti-domain TE path needs to be setup between PE13 and
PE23, e.g., either because existing TE paths between PE13 and
PE23 are not able to neet the TE and bi ndi ng requirenents of
the L2/L3 VPN service or because there is no TE path between
PE13 and PE23.

As described in Section 2.1.2, with partial summarization, the MDSC
will use the TE topol ogy information provided by the P-PNCs and the
results of the path conmputation requests sent to the O PNCs, as
described in Section 5.1, to conpute the nmulti-layer/nmulti-domain
pat h between PE13 and PE23.

For exanple, the multi-layer/nulti-domain performed by the MDSC coul d
require the setup of:

* a new underlay optical tunnel between PE13 and BR11, supporting a
new | P link, as described in Section 5.2;

* a new underlay optical tunnel between BR21 and P24 to increase the
bandwi dth of the IP |link(s) between BR21 and P24, as described in
Section 5. 2.

When setting up the L2/L3 VPN network service requires nulti-domain
and nulti-layer coordination, the MDSC is al so responsible for
coordi nating the network configuration needed to realize the
requested network service across the appropriate optical and packet
domai ns.

The MDSC woul d therefore request:

* the OPNCl to setup a new optical tunnel between the ROADMs
connected to PE13 and P16, as described in Section 5.2;

* the P-PNCl to update the configuration of the existing IP link, in
case of LAG or configure a new IP link, in case of ECMP, between
PE13 and P16, as described in Section 5.2;

* the P-PNCl1 to update the bandwi dth of the selected TE path between
PE13 and PE14, as described in Section 5. 3.
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After that, the MDSC requests P-PNC2 to set up a TE path between BR21
and PE23, with an explicit path (BR21, P24, PE23) to constrain the
new TE path to use the underlay optical tunnel setup between BR21 and
P24, as described in Section 5.3. The P-PNC2 properly configures the
routers within its domain to set up the requested path and returns
the informati on needed for nulti-domain TE path stitching. For
exanmple, in inter-domain SR TE, the P-PNC2, know ng the node and

adj acency SIDs assigned within its domain, can install the proper SR
policy or hierarchical policies within BR21 and return to the MDSC
the binding SID assigned to this policy in BR21.

Then the MDSC requests P-PNCL to set up a TE path between PE13 and
BR11, with an explicit path (PE13, BRl1l) to constrain the new TE path
to use the underlay optical tunnel setup between PE13 and BR11,

speci fying which inter-domain |ink should be used to send traffic to
BR21 and the information for nmulti-domain TE path stitching, as
described in Section 4.4 (e.g., in inter-domain SR-TE, the binding
SI D assigned by P-PNC2 to the corresponding SR policy in BR21). The
P- PNC1 properly configures the routers within its domain to set up
the requested path and the nulti-domain TE path stitching. For
exanple, in inter-domain SR-TE, the P-PNCl, know ng the node and

adj acency SIDs assigned within its domain and the PE SID assigned by
P-PNCL to the inter-donmain |ink between BR11 and BR21, along with the
bi nding SID assigned by P-PNC2, installs the proper policy or
policies within PE13.

Once the TE paths have been sel ected and, if needed, set up or
nodi fi ed, the MDSC can request both P-PNCs to configure the L3VPN and
its binding with the selected TE paths, as described in Section 5. 4.

5.1. Optical Path Conputation

As described in Section 2.1.2, optical path computation is usually
performed by the O PNCs.

When performing nmulti-layer/multi-domain path conputation, the MDSC
can del egate single-donmain optical path conmputation to the O PNC

As described in Section 4.1, Section 4.5, and Section 4.6, there is a
one-to-one relationship between a multi-layer intra-domain IP |ink
and its underlay optical tunnel. Therefore, the properties of an
optical path between two optical TTPs, as conputed by the O PNC, can
be used by the MDSC to infer the properties of the associated nulti-

| ayer single-domain IP Iink.

As discussed in [I-D.ietf-teas-yang-path-conputation], there are two

options to request an O-PNC to performoptical path conputation
either via a "conpute-only" TE tunnel path, using the generic TE
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tunnel YANG data nmodel defined in [I-D.ietf-teas-yang-te], or via the
pat h conputati on RPC defined in
[1-D.ietf-teas-yang-path-conputation].

This draft assumes that the path conputation RPC is used.

There are no YANG data nodels in | ETF that could be used to augnent
the generic path conputation RPC with technol ogy-specific attributes.

Optical technol ogy-specific augnentation for the path conputati on RPC
is identified as a gap requiring further work outside of this draft’s
scope.

5.2. Milti-technology IP Link Setup

As described in Section 5.1, there is a one-to-one rel ationship
between a nulti-technology intra-domain IP link and its underl ay
optical tunnel.

Therefore, to set up a new nulti-technology intra-domain IP link, the
MDSC requires the O-PNC to set up the optical tunnel (using either
the WDM Tunnel nodel or the OTN Tunnel nodel, if optional OIN
switching is supported) within the optical network and steer client
traffic between the two cross-technol ogy Ethernet |inks over that
optical tunnel, using either the Ethernet Cient Signal Mdel (for
frane-based transport) or the Transparent CBR Cient Signal Mbdel

(for transparent transport).

For exanple, with reference to Figure 11, the MDSC can request O PNCl
to set up an optical tunnel between optical TTPs (7) on NE11l and (8)
on NE12 and steer client traffic over this tunnel between LTP (7-0)
on NE11 and LTP (8-0) on NE12.

o +
/ | P Topol ogy (P-PNC 1) /
/ S - + S - + /
/ | PE13 | |  BRIL | /
/ | ( 5- 2) O<::::::::::::::::::::::>q 6- 2) | /
/ | | | | /
/ R + | R + /
/ | /

| Supporting Link
|
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/ | PE13 | \% | BR11 | /
/ | ( 5- 1) O<::::::::::::::>q 6- 1) | /
/ | (5-0) |\ /] (6-0) | /
/ CRR O----- + (%) ()] +-- - - O----- N
/ A\t R >/ A /
o +
R ——_ e TP +
/ : Et hernet or OTN Topol ogy : /
/ Vv (O PNC 1) Vv /
/ TR O----- +  ETH CBR TR O----- + /
/ | (7-0) | client sig. | (8-0) | /
/ | Xeommmmmene et X /
/ | NE11 | | | NE12 | /
/ e + | e + /
. R +
| Underl ay
| tunnel
+-------------------|- -------------------------------------- +
/ (7) I (8) /
/ .- | .- /
/ A \ [ + v o \ [ + /
/ I v I I v I /
/ | X======| ================| ======X | /
/ | NE11 | Opt . Tunnel | NE12 | /
/ e + e + /
/ Optical Topol ogy (O PNC 1) /
g +
Not es

(*) Supporting LTP

Legenda:
O LTP
\ / TTP
V

----> Supporting LTP or Supporting Link or Underlay tunnel
<===> Link discovered by the PNC and reported at the MPI
<...> Link discovered by the MDSC

X---X Ethernet/CBR client signal

X===X Optical tunnel
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Figure 11: Multi-technology IP |link setup
Note: Figure 11 is an exact copy of Figure 8.

After the optical tunnel has been set up and the client traffic
steering configured, the two | P routers can exchange Ethernet franes
bet ween t hensel ves, including LLDP nessages.

If LLDP [I EEE_802. 1AB] or any other discovery mechani sms, outside the
scope of this docunent, are used between the adjacency of the two IP
routers’ ports, the P-PNC can automatically discover the underlay

mul ti-technol ogy single-domain Ethernet Iink set up by the MDSC and
report it to the P-PNC, as described in Section 4.6.

O herwise, if no automatic discovery nmechani sns are used, the MDSC
can configure this nulti-technol ogy single-domain Ethernet |ink at
the MPI of the P-PNC

The two Ethernet LTPs terminating this nmulti-technol ogy single-domain
Et hernet link are supported by the two underlay Ethernet LTPs

term nating the two cross-technol ogy Ethernet links, e.g., LTP 5-1 on
PE13 and 6-1 on BR11l, as shown in Figure 11

After the multi-technol ogy single-donain Ethernet |ink has been
configured by the MDSC or discovered by the P-PNC, the correspondi ng
mul ti-technol ogy single-domain IP link can al so be configured either
by the MDSC or the P-PNC

Thi s docunent assunes that the IP link is configured by the P-PNC

It is worth noting that if LAGis not supported within the domain
controlled by the P-PNC, the P-PNC can configure the nulti-technol ogy
singl e-domain IP link as soon as the underlay multi-technol ogy

singl e-domain Ethernet link is either discovered by the P-PNC or
configured by the MDSC at the MPI. However, if LAGis supported, the
P- PNC | acks enough information to deternine whether the di scovered or
configured multi-technol ogy single-donmain Ethernet |ink would be:

1. Used to support a multi-technol ogy single-domain IP |ink;

2. Used to create a new LAG group

3. Added to an existing LAG group

The MDSC can request the P-PNC to configure a new multi-technol ogy
single-domain IP link, supported by the just discovered or configured

mul ti-technol ogy single-domain Ethernet link, by creating an IP |ink
within the running datastore of the P-PNC MPI. Only the IP link, IP
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LTPs, and the reference to the supporting multi-technol ogy single-
domai n Ethernet link are configured by the MDSC. All other
configuration is provided by the P-PNC

For exanple, with reference to Figure 11, the MDSC can request P-PNCl
to set up a multi-technol ogy single-domain IP link between IP LTP 5-2
on PE13 and IP LTP 6-2 on BR11, supported by the multi-technol ogy
singl e-domai n Et hernet |ink between ETH LTP 5-1 on PE13 and ETH LTP
6-1 on BR11.

The P-PNC configures the requested nulti-technol ogy single-domain [P
link and, once finished, reports it to the MDSC within the IP
t opol ogy exposed at its MPI

5.2.1. Milti-technol ogy LAG Setup

The P-PNC configures a new LAG group between two routers when the
MDSC creates a new Ethernet bundled link at the MPI (using the

bundl ed-1ink container defined in [RFC8795]), bundling the nulti-
technol ogy single-domain Ethernet |ink(s) being created, as described
above.

When a new LAG link is created, it is recomended to configure the
m ni mum nunber of active nenber links required to consider the LAG
link as up. For example, a LAGIlink with three menbers can be

consi dered up when only one menber link fails and down when at | east
two menber links fail.

The attribute required to configure the m ni nrum nunber of active
menber links is missing in [I-D.ietf-ccamp-eth-client-te-topo-yang]
and is identified as a gap in Section 6.

It is worth noting that a new LAG group can be created to bundl e one
or nore multi-technol ogy single-domain Ethernet |ink(s).

For exanple, with reference to Figure 10, the MDSC can request P-PNC2
to set up an Ethernet bundled |ink between Ethernet LTP 5-1 on BR21
and Ethernet LTP 6-1 on P24, bundling the multi-technol ogy single-
domai n Et hernet |ink between Ethernet LTP 1-1 on BR21 and Et hernet
LTP 2-1 on P24.

It is also worth noting that the MDSC needs to create the Ethernet
LTPs term nating the Ethernet bundled |ink

The MDSC can request the P-PNC to configure a new multi-technol ogy
single-domain I P |ink, supported by the just configured Ethernet
bundl ed Iink, follow ng the sane procedure described in Section 5.2
above.

Peruzzini, et al. Expires 12 April 2026 [ Page 49]



Internet-Draft ACTN PO Cct ober 2025

For exanple, with a reference to Figure 10, the MDSC can request the
P-PNC2 to setup a nulti-technol ogy single-domain I P Link between I P
LTP 5-2 on BR21 and IP LTP 6-2 on P24 supported by the Ethernet
bundl e i nk between ETH LTP 5-1 on BR21 and the Ethernet LTP 6-1 on
P24.

5.2.2. Milti-technol ogy LAG Update

The P-PNC adds new nenber(s) to an existing LAG group when the MDSC
updates the configuration of an existing Ethernet bundled link at the
MPI, adding the multi-technol ogy single-donain Ethernet |ink(s) being
created, as described above.

When nmenber |inks are added or renoved froma LAG |ink, the m ninmm
nunber of active nenber links required to consider the LAG |ink as up
may al so need to be updat ed.

For exanple, with reference to Figure 10, the MDSC can request P-PNC2
to add the nulti-technol ogy single-domain Ethernet |ink set up
between Ethernet LTP 3-1 on BR21 and Ethernet LTP 4-1 on P24 to the
exi sting Ethernet bundle Iink set up between Ethernet LTP 5-1 on node
BR21 and Ethernet LTP 6-1 on node P24.

After the LAG configuration has been updated, the P-PNC can al so
update the bandwi dth information of the multi-technol ogy single-
domain I P link supported by the updated Ethernet bundl ed |ink

5.2.3. Milti-technology TE path properties Configuration

The MDSC can di scover the TE path properties (e.g., the list of
SRLGs, the delay) of a nulti-technology IP link fromthe TE
properties of:

* the IP LTPs terminating the nulti-technology IP link (e.g., the
list of SRLGs reported by the P-PNC using the packet TE topol ogy
nodel ) ;

* the optical path (e.g., the list of SRLGs reported by the O PNC
using the WbM or OTN tunnel nodel); and

* the cross-domain links (e.g., the list of SRLGs reported by the
O PNC and P-PNC respectively, using the WSON and/ or flexi-grid,
the OIN and the packet TE topol ogy nodel s).

The MDSC can al so report this information to the P-PNC by properly

configuring the multi-technology IP link properties using the packet
TE topol ogy nodel at the packet PNC MPI.
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This information is used by the P-PNC at | east when conputing the

| ocal protection path, as described in Section 5.3, e.g., to ensure
that the | ocal protection path is SRLG disjoint with the primary
pat h.

It is worth noting that the list of SRLGs for a nulti-technology IP
link can be quite long. |nplenmentation-specific nmechanisns can be

i mpl emented by the MDSC or by the OPNC to summari ze the SRLGs of an
optical tunnel. These mechanisns are inplenentation-specific and
have no inpact on the YANG nodels nor on the interoperability at the
MPl, but cares have to be taken to avoid missing information.

5.3. TE Path Setup and Update

Thi s docunent assunes that TE path setup and update at the MPI could
be done using the generic TE tunnel YANG data nodel, defined in
[I-D.ietf-teas-yang-te], with packet technol ogy-specific
augnment ati ons, described in Section 3.2.3.

VWhen a new TE path needs to be setup, the MDSC can use the
[I-D.ietf-teas-yang-te] nodel to request the P-PNC to set it up,
properly specifying the path constraints, such as the explicit path,
to ensure the P-PNC sets up a TE path that neets the end-to-end TE
and binding constraints and uses the optical tunnels set up by the
MDSC to support this new TE path.

The [I-D.ietf-teas-yang-te] nodel supports requesting the setup of
both end-to-end as well as segnent TE tunnels (w thin one donmin).

In the latter case, the technol ogy-specific augnentations shoul d
all ow the configuration of the information needed for nulti-domain TE
pat h stitching.

For exanple, the SR-TE specific augnentations of the
[I-D.ietf-teas-yang-te] nodel should be defined to allow the MDSC to
configure the binding SIDs to be used for the multi-domain SR-TE path
stitching and to allow the P-PNC to report the binding SID assigned
to the segment TE paths. Note that the assigned binding SID should
be persistent in case IP router or P-PNC rebooting.

The MDSC can al so use the [I-D.ietf-teas-yang-te] nodel to request
the P-PNC to increase the bandwidth allocated to an existing TE path,
and, if needed, also on its reverse TE path. The
[I-D.ietf-teas-yang-te] nodel supports both symetric and asymretric
bandwi dth configuration in the two directions.

[Editor’s Note:] Add sone text about the protection options (to
further discuss whether to put this text here or in Section 5.2).
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The MDSC al so request the P-PNC to configure |ocal protection
mechani sms. For exanple, the FRR | ocal protection, as defined in

[ RFC4090] in case of MPLS-TE domain or the TI-LFA | ocal protection,
as defined in [I-D.ietf-rtgwy-segnment-routing-ti-lfa] in case of SR-
TE donmai n. The nmechanisns to request the configuration Tl-LFA |oca
protection for SR-TE paths using the [I-D.ietf-teas-yang-te] are a
gap in the current YANG nodel s.

The requested | ocal protection nmechanisnms within the P-PNC domain are
configured by the P-PNC t hrough inpl enentation specific nmechani sns
whi ch are outside the scope of this docunent.

The P-PNC takes into account the nmulti-layer TE path properties
(e.g., SRLG information), configured by the MDSC as described in
Section 5.2.3, when conputing the protection configuration (e.g., in
case of SR-TE dommins, the TI-LFA post-convergence path or, in case
of MPLS-TE donmin, the FRR backup tunnel) for multi-technol ogy

singl e-donmain | P |inks.

SR-TE path setup and update (e.g., bandwi dth increase) through MPl is
identified as a gap requiring further work, which is outside of the
scope of this draft.

5.4. L2/L3 VPN Network Service Setup

The MDSC can use the L2NM and L3NM network service nodels to request
the P-PNCs to setup L2/L3 VPN services, and the L2NM and L3NM TE
service mapping nodels to request the P-PNCs to configure the PE
routers to steer the L2/L3 VPN traffic to the sel ected TE tunnels
(e.g., MPLS-TE or SR-TE).

It is worth noting that the L2NM and L3NM TE servi ce mappi ng nodel s,
defined in [I-D.ietf-teas-te-service-mappi ng-yang], provide a |list of
TE tunnel (s) that should be used to forward L2/L3 VPN traffic between
the two PEs terminating the listed TE tunnel(s). |If the list
contains nore than one TE tunnel for the same pair of PEs, these TE
tunnel s are used to | oad bal ance the associated L2/L3 VPN traffic

bet ween the sanme set of two PEs.

The possibility to request splitting the traffic between nmultiple TE
tunnels for the same PE pair in a way other than | oad balancing is
identified as a gap requiring further work and is outside the scope
of this draft.
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6

Concl usi ons

The anal ysis provided in this docunment shows that the | ETF YANG
nodel s described in Section 3.2 provide useful support for Packet
Optical Integration (PAO) scenarios for resource discovery (network
t opol ogy, service, tunnels, and network inventory discovery), as well
as for supporting multi-layer/multi-domain L2/L3 VPN network

servi ces.

The foll owing gaps were identified that nay need to be addressed by
the relevant | ETF Worki ng G oups:

* how both WSON and Fl exi-grid topol ogy nodels could be used
together (through multi-inheritance): this gap has been identified
in Section 4.1;.

* network inventory nodel: this gap has been identified in
Section 4.9 and the solution in
[I-D.ietf-ivy-network-inventory-yang] has been proposed to resol ve
it;

* technol ogy-specific augnentations of the path conputati on RPC
defined in [I-D.ietf-teas-yang-path-conputation] for optica
networks: this gap has been identified in Section 5.1 and the
solution in [I-D.ietf-ccanp-optical -pat h-conput ati on-yang] has
been proposed to resolve it;

* relationship between a common di scovery nechani sns applicable to
access links, inter-domain I P |inks and cross-technol ogy Ethernet
links and the UNI topol ogy discover nechani smdefined in
[ RFCO408]: this gap has been identified in Section 4. 3;

* a mechanismapplicable to the P-PNC NBI to configure the SR-TE
pat hs. Technol ogy-specific augnmentations of TE Tunnel nodel,
defined in [I-D.ietf-teas-yang-te], are foreseen in section 1 of
[I-Dietf-teas-yang-te] but not yet defined: this gap has been
identified in Section 5.3;

* an attribute, which is used to configure the m ni mum nunber of
active nmenber links required to consider the LAGI|ink as being up,
is mssing fromthe topol ogy nodel defined in
[I-D.ietf-ccanp-eth-client-te-topo-yang]: this gap has been
identified in Section 5.2.1;

* a mechanismto configure splitting the L2/L3 VPN traffic, between
multiple TE tunnels for the sane PEs pair, in a different way than
| oad bal ancing: this gap has been identified in Section 5. 4;
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* a mechanismto report client connectivity constraints inposed by
some nmuxponder design: this gap has been identified in
Appendi x A. 3.

Al t hough not applicable to this docunment, it has been noted that
bei ng able to use WSON and Fl exi-grid topol ogy nodel s together
(through multi-inheritance) is not only useful for m xed fixed-grid
and flexible-grid DADM network topol ogi es but also the only viable
option for a mxed CADM and DWDM net wor k t opol ogy.

Al t hough not applicable to this docunent, it has been noted that the
WDM t unnel nodel woul d al so support optical tunnel setup in the case
of a mixed CWDM and DWDM net wor k t opol ogy.

Al t hough not anal yzed in this docunent, it has been noted that the TE
Tunnel nodel, defined in [I-D.ietf-teas-yang-te], needs enhancenent
to support scenarios where nultiple parallel TE paths are used in

| oad-bal ancing to carry traffic between two end-points (e.g., VPN
traffic between two PES).

7. Security Considerations

Thi s docunent hi ghlights how the ACTN architecture can depl oy packet
over optical infrastructure services. It highlights how existing

| ETF protocols and data nodel s nay be used for nulti-Ilayer services.
It reuses several existing |ETF protocols and data nodels for the MP
interfaces between each PNC (Optical or Packet) and the MDSC

i ncl udi ng:

*  RESTCONF
*  NETCONF
*  PCEP

*  YANG

Several existing authentication and encryption practices and

techni ques may be used to help secure these MPI interfaces. These
mechani sns i ncl ude using Transport Layer Security (TLS) to provide
secure transport for RESTCONF, NETCONF and PCEP. Furthernore, access
control techniques can al so provide additional security. NETCONF
supports an Access Control Mdel (NACM, and RESCONF supports Rol e
Based Access Control (RBAC), which should also ensure that MDSC to
PNC communi cation i s based on authorised use and granul ar control of
connectivity and resource requests.
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7.1. LLDP Snooping Security Considerations

Earlier in the docunent, LLDP is discussed as a mechanismfor the
PNCs to discover the intra-domain Ethernet and IP links. Wile LLDP
provi des val uabl e i nformati on for network managenent and

troubl eshooting, it also presents several security issues:

* Eavesdroppi ng: LLDP transmi ssions are not encrypted. Potentially,
LLDP packets could be captured using a packet sniffer. An
attacker can leverage this information to gain insights into the
net wor k t opol ogy, device types, and configurations, which could be
used for further attacks;

* Unaut hori zed Access: Information disclosed by LLDP can include
devi ce types, software versions, and network configuration
details. This mght help an attacker identify vul nerabl e devices
or configurations that can be exploited to gain unauthorized
access or escalate privileges within the network;

* Data Manipulation: If an attacker gains access to a network
devi ce, they could manipulate LLDP information to advertise false
device information, leading to potential msconfigurations or
trust relationships being exploited. This can disrupt network
operations or redirect traffic to malicious devices;

* Denial of Service (DoS): By flooding the network with fake LLDP
packets, an attacker could overwhel m network devices or nmanagenent
systens, potentially leading to a denial of service where
legitimate network traffic is disrupted;

* Spoofing: An attacker could spoof LLDP packets to inpersonate
ot her network devices. Potentially, this mght lead to incorrect
net wor k mappi ngs or trust rel ationships being established with
mal i ci ous devi ces;

* Lack of Authentication: LLDP does not include nechanisns for
aut henticating the source of LLDP nessages, which neans that
devi ces accept LLDP information fromany source as legitimate.

To mitigate these security issues, network adm nistrators m ght
i npl ement several security nmeasures, including:

* Disabling LLDP on ports where it is not needed, especially those
faci ng untrusted networKks;

* Using network segmentation and Access Control Lists (ACLs) to
limt who can send and receive LLDP packets;
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*  Enpl oyi ng network nonitoring and anonmaly detection systens to
identify unusual LLDP traffic patterns that may indicate an
att ack;

* Regul arly updating and patching network devices to address known
vul nerabilities that could be exploited through infornmation
gathered via LLDP

Oper ational Considerations

Thi s docunent has identified the need and enabling conponents for
aut omati ng the managenent and control of multi-layer Service
Providers’ transport networks, conbining the optical and m crowave
transport layer with the packet (IP/MPLS) |ayer to create a nore
efficient and scal able network infrastructure. This approach is
particularly beneficial for Service Providers and |large enterprises
dealing with high bandw dt h denands and | ooki ng for cost-effective
ways to expand their networks. However, integrating these two
traditionally separate network |ayers involves several operationa
consi derati ons:

* Network Design and Capacity Pl anni ng: Deciding the degree of
i ntegration between the packet and optical layers is critical
Furthernmore, this includes determ ning whether to pursue a | oose
i ntegration (keeping | ayers distinct but coordinated) or a tight
integration (conbining |ayers nore closely, potentially at the
hardware | evel) coordinated via the MDSC. Accurate forecasting
and planning will also be essential to ensure that the integrated
ACTN i nfrastructure can handl e future capacity denmand w t hout
excessi ve over-provisioning;

* SystemInteroperability: Networks often conprise equi prment from
various vendors. Ensuring that packet and optical devices can
i nteroperate seanl essly and the PNCs can nmanage themis cruci al
for a successful integration. The Service Provider nust also
check with the vendors to ensure they support the | ETF-based
technol ogi es outlined in this docunent;

* Performance Monitoring: The integrated PO network will require
conpr ehensi ve nonitoring solutions that can provide visibility to
the PNCs across both packet and optical layers. Ildentifying and
di agnosi ng i ssues nmay becone nore conplex with integrated | ayers.
Tel enetry data may al so be required to collect |ower-I|ayer
net wor ki ng heal th and consi der network and service perfornmance.
This topic is further discussed in
[1-D. poi dt-teas-actn-poi-assurance];
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* Fault Managerment and Recovery: The PO networks shoul d be

resilient, including considerations for automatic protection

swi tching and fast reroute nechani sns that span both | ayers.

Fault isolation and recovery nmay become nore chall engi ng, as

i ssues in one layer can have cascadi ng effects on the other.

Ef fective fault managenent strategies nmust be in place to quickly
identify and rectify such issues. This topic is further discussed
in [I-D.poidt-teas-actn-poi-assurance];

Specific Security Considerations are discussed in Section 7.
9. | ANA Consi derations

Thi s docunent requires no | ANA acti ons.
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Appendi x A, Additional Scenarios
A 1. OSS/ Orchestration Layer

The OSS/ Orchestration layer is a vital part of the architecture
framework for a service provider

* to abstract (through MDSC and PNCs) the underlying transport
network conplexity to the Business Systens Support |ayer;

* to coordinate NFV, Transport (e.g. |IP, optical and m crowave
net wor ks), Fixed Acess, Core and Radi o donai ns enabling ful
aut omati on of end-to-end services to the end custoners;

* to enable catal ogue-driven service provisioning from externa
applications (e.g. Custonmer Portal for Enterprise Business
services), orchestrating the design and |ifecycle managenent of
these end-to-end transport connectivity services, consuming |IP
and/ or optical transport connectivity services upon request.

As discussed in Section 2.1, in this docunment, the MDSC interfaces
with the OSS/ Orchestration |ayer and, therefore, it perforns the
functions of the Network Orchestrator, defined in [ RFC8309].

The 0SS/ Orchestration | ayer requests the creation of a network
service to the MDSC specifying its end-points (PEs and the interfaces
towards the CEs) as well as the network service SLA and then proceeds
to configuring accordingly the end-to-end custoner service between
the CEs in the case of an operator managed service.

A.1.1. MDSC NB

As explained in Section 2, the OSS/Orchestration |ayer can request
the MDSC to setup L2/L3VPN network services (with or without TE
requi r enent s)

Al t hough the OSS/ Orchestration layer interface is usually operator-
specific, typically it would be using a RESTCONF/ YANG i nterface with
a nore abstracted version of the MPI YANG data nodels used for
network configuration (e.g. L3NM L2NM.
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Figure 12 shows an exanpl e of possible control flow between the OSS/
O chestration layer and the MDSC to instantiate L2/L3 VPN network
services, using the YANG data nodels under the definition in
[I-D.ietf-teas-actn-vn-yang], [RFC9291], [RFC9182] and
[1-D.ietf-teas-te-service-nappi ng-yang].

e o e e o s +
I
1. VN 2. L2/L3NM & | n
| TSM | |
| | | |
I I I I
% % | 3. Update VN
I
o o e e e oo +
I I
| MDSC |
I I
o m e e e e e e e e e e e e e e e e e eeee e +

Fi gure 12: Service Request Process

* The VN YANG data nodel, defined in [I-D.ietf-teas-actn-vn-yang],
whose primary focus is the CM, can also provide VN Service
configuration froman orchestrated network service point of view
when the L2/L3 VPN network service has TE requirenments. However,
this nodel is not used to setup L2/L3 VPN service with no TE
requirenents

It provides the profile of VNin terns of VN nenbers, each of
whi ch corresponds to an edge-to-edge |ink between custoner end-
points (VNAPs). It also provides the nmappi ngs between the
VNAPs with the LTPs and the connectivity matrix with the VN
menber. The associated traffic matrix (e.g., bandw dth,

| atency, protection level, etc.) of VN nenber is expressed
(i.e., via the TE-topology’s connectivity matrix).

The nodel al so provides VN-level preference information (e.g.,
VN nmenber diversity) and VN-level adnmin-status and operational -
st at us.

Peruzzini, et al. Expires 12 April 2026 [ Page 66]



I nt

A 2.

A 2

A 2.

Per

ernet-Draft ACTN PO Cct ober 2025

* The L2NM and L3NM YANG data nodel s, defined in [ RFC9291] and
[ RFC9182], whose primary focus is the MPI, can also be used to
provi de L2VPN and L3VPN network service configuration froma
orchestrated connectivity service point of view

* The TE & Service Mappi ng YANG dat a nodel
[I-D.ietf-teas-te-service-nmappi ng-yang] provides TE-service
mappi ng.

* TE-service mappi ng provides the mappi ng between a L2/L3 VPN
i nstance and the correspondi ng VN instances.

* The TE-service mapping al so provides the binding requirenments as
to how each L2/L3 VPN VN i nstance is created concerning the
underlay TE tunnels (e.g., whether they require a new and isol ated
set of TE underlay tunnels or not).

* Site mapping provides the site reference information across L2/L3
VPN Site I D, VN Access Point ID, and the LTP of the access link.

Multi-1layer and Multi-domain Resiliency
. 1. Maintenance W ndow

Bef ore pl anned mai nt enance operati on on DWDM networ k takes place, IP
traffic should be noved hitless to another I|ink.

MDSC nust reroute IP traffic before the events takes place. It
shoul d be possible to lock IP traffic to the protection route until
the mai ntenance event is finished, unless a fault occurs on such
pat h.

2. Router Port Failure

The focus is on client-side protection schene between |IP router and
reconfigurabl e ROADM Scenario here is to define only one port in
the routers and in the ROADM nuxponder board at both ends as back-up
ports to recover any other port failure on client-side of the ROADM
(either on the IP router port side or on the nmuxponder side or on the
link between them). Wien client-side port failure occurs, alarns are
raised to MDSC by I P-PNC and O PNC (port status down, LGOS etc.).

MDSC checks with OP-PNC(s) that there is no optical failure in the
optical |ayer.

There can be two cases here:

uzzini, et al. Expires 12 April 2026 [ Page 67]



Internet-Draft ACTN PO Cct ober 2025

1. LAG was defined between the IP routers at the two ends. MDSC
after checking that optical layer is fine between the two edge
WDM nodes, triggers the WOM edge node re-configuration so that
the IP router’s back-up port with its associ ated nmuxponder port
can reuse the WDM tunnel that was already in use previously by
the failed I P router port and adds the new link to the LAG on the
failure side

VWil e the ROADM reconfiguration takes place, IP/MPLS traffic is
usi ng the reduced bandwi dth of the IP |ink bundle, discarding

|l ower priority traffic if required. Once back-up port has been
reconfigured to reuse the existing WoM tunnel and the new |ink
has been added to the LAG then original Bandwi dth is recovered
bet ween the end routers.

Note: in this LAG scenario |let assune that BFD is running at LAG
|l evel so that there is nothing triggered at MPLS | evel when one
of the Iink nmenber of the LAG fails.

2. If there is no LAGthen the scenario is not clear since a IP
router port failure would automatically trigger (through BFD
failure) first a sub-50nms protection at MPLS | evel :FRR (MPLS
RSVP- TE case) or TI-LFA (MPLS based SR-TE case) through a
protection port. At the sanme tinme MDSC, after checking that
optical network connection is still fine, would trigger the
reconfiguration of the back-up port of the IP router and of the
muxponder to re-use the same WDM tunnel as the one used
originally for the failed IP router port. Once everything has
been correctly configured, MDSC d obal PCE coul d suggest to the
operator to trigger a possible re-optinization of the back-up
MPLS path to go back to the MPLS primary path through the back-up
port of the IP router and the original WOM tunnel if overal
cost, latency etc. is inmproved. However, in this scenario, there
is a need for protection port PLUS back-up port in the IP router
whi ch does not lead to clear port savings.

A. 3. Muxponders

The setup of a client connectivity service between two transponders
is relatively clear and its inplenentation sinple.

There is a one to one relationship between the tranponder’s client
and trunk (or DADM port. The client port bitrate deternines the
trunk port bit rate which will also determne the Baud-rate, the
nodul ation format, the FEC etc.
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The controller, when asked to set up a client connectivity service,
needs to find a WOM tunnel suitable to conply the DADM port
par ameters

The setup of a client connectivity service between two nmuxponders is
different since there is a one to many rel ati onship between the
muxponder’s trunk (or DAWDM) port and client ports. For exanple,
there nmight be a 100Gh/s trunk port shared by ten 10CE client ports.

The controller, when asked to set a 10GE client connectivity service
bet ween two nmuxponder’s client ports, needs first to check whether
there is already an existing WOM tunnel between the two nuxponders
and then take different actions:

1. if the WDM tunnel already exists, the controller needs only to
enable the 10CE client ports to establish the 10GE client
connectivity service;

2. if the WDM tunnel does not exist, the controller has to first
establish the WDM tunnel, finding a proper optical path nmatching
the optical paraneters of the two nuxponders’ trunk ports (e.g.,
an OTSi carrying an OTU4), and then enable the 10GE client ports
to establish the 10GE client connectivity service.

Since multiple client connectivity services are sharing the sane VDM
tunnel, a multiplexing |abel shall be assigned to each client
connectivity service. The nultiplexing | abel can either be a
standard | abel (e.g., an OIN tineslot) or a vendor-specific |abel

The nul tiplexing | abel can be either configurable (flexible
configuration) or assigned by design to each nuxponder’s client port
(fixed configuration). 1In the former case, any muxponder client port
can be connected with any other client port of the peer nuxponder
(for exanmple client port 1 on one muxponder can be connected wth
client port 5 on the peer nuxponder) while in the latter case only
client ports with the sanme port nunber can be connected (for exanple
client port 2 on one nmuxponder can be connected only with client port
2 on the peer muxponder and not with any other client port).

In case of flexible configuration, since the two nuxponders are under
the control of the sane O-PNC, the configuration of the nultiplexing
| abel , regardl ess of whether it is a standard or vendor-specific

| abel , can be done by the O PNC usi ng nechani sns which are vendor-
specific and outside the scope of this docunent. The MDSC can j ust
request the O-PNC to setup a client connectivity service over a WM
t unnel
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In case of fixed configuration, the nmultiplexing |abel is assigned by
the muxponder but the O PNC and MDSC needs to be aware of the
connectivity constraints to avoid try and fail.

It is worth noting that the current WSON and Fl exi-grid topol ogy
nmodel s in [ RFC9094] and [I-D.ietf-ccanp-flexigrid-yang] do not
provide sufficient information to the MDSC about this connectivity
constraint and this is identified as a gap.
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