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Abst ract

Thi s docunent provides YANG data nodel s that describe the performance
moni toring paraneters and scaling intent nechani sns for TE-tunnels
and Virtual Networks (VNs). Their performance nonitoring paraneters
are exposed as the key telenetry data for tunnels and VN

The nodel s presented in this docunment allow customers to subscribe to
and nonitor the key performance data of the TE-tunnel or the VN. The
nmodel s al so provide custoners with the ability to program autonom c
scaling intent mechanisns on the | evel of TE-tunnel as well as VN

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 Cctober 2025.
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1.

I nt roducti on

The YANG [ RFC7950] nodel in [RFC9731] is used to operate customner-
driven Virtual Networks (VNs) during the conputation of VN, its
instantiation, and its life-cycle service nmanagenent and operations.
The YANG nodel in [I-D.ietf-teas-yang-te] is used to operate TE-
tunnel s during the tunnel instantiation, and their life-cycle
managenent and operations.

The nodels presented in this docunment allow the applications hosted
by the custoners to subscribe to and nonitor the key perfornmance data
of their interest on the level of VN [RFC9731] or TE-tunne
[I-D.ietf-teas-yang-te]. The key characteristic of the nodels
presented in this docunent is their top-down progranmmability, which
enabl es custoner-hosted applications to subscribe to and nmonitor the
key performance data of their interest, as well as utilize the

aut onom ¢ scaling intent mechanismat both the VN and TE-tunne

| evel s.

According to the classification of [RFC8309], the YANG data nodel s
presented in this docunent can be classified as customer service
nodel s. These can be mapped to the CM (Custoner Network Controller
(CNC) - Multi-Donmain Service Coordinator (MSDC) interface) of
Abstraction and Control of TE Networks (ACTN) [RFC8453].

[ RFC8233] describes key network performance data to be considered for
end-to-end path computation in TE networks. The services provided
can be optimzed to neet the requirenments (such as traffic patterns,
quality, and reliability) of the applications hosted by the

cust omer s.

Thi s docunent provides YANG data nmodel s wi th performance nonitoring
paraneters that can be subscribed to for nonitoring and telemetry for
any VN TE- Tunnel via the mechani sm specified in [ RFC8641] and

[ RFC8640]. It also provides the ability to programtheir custonized
automatic scaling infout intent. A client network controller can
utilize these nodels and initiate the capabilities via a NETCONF

[ RFC8341] or a RESTCONF [ RFC8040] interface.

The term ' Performance nonitoring’ in this docunment refers to the
subscription and publication of streaming telenetry data.
Subscription is initiated by the client (e.g., CNC) while publication
is provided by the network (e.g., MDSC Provisioning Network
Controller (PNC)) based on the client’s subscription. As per

[ RFC7799], this would be classified as a passive nethod. Note that
the actual neasurenents night be done via any techni que, though. As
the scope of perfornance nonitoring in this docunent is to augnent
the performance nonitoring paraneters (telemetry data) on the |eve
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of a client’s VN or TE-tunnel, the entity interfacing to the client
(e.g., MDSC) has to provide VN or TE-tunnel level information. This
requires the controller to be able to derive VN or TE-tunnel |eve
performance data based on | ower-level data collected via PMcounters
in the Network Elements (NE). How the controller entity derives such
custom zed level data (i.e., VN or TE-tunnel level) is out of the
scope of this docunent.

The data nodel includes configuration and state data according to the
Net wor k Managenent Datastore Architecture (NVDA) [ RFC8342].

1.1. Term nol ogy

Refer to [RFC8453], [RFC7926], and [RFC8309] for the key terns used
in this docunent.

Scaling: This refers to the network’s ability to reshape its own
resources. "Scale-out" refers to inproving network performance by
increasing the allocated resources, while "scale-in" refers to
decreasing the allocated resources, typically because the existing
resources are unnecessary.

Scaling Intent: Scaling intent is used to declare scaling conditions.
Specifically, scaling intent refers to how the client prograns or
configures conditions that will be applied to their key performance
data to trigger either scaling out or scaling in. Various conditions
can be set for scaling intent on either the VN or TE-tunnel |evel

Net wor k Aut onomics: This refers to the network autonation capability
that allows a client to initiate scaling intent nechani sns and
provides the client with the status of the adjusted network resources
based on the client’s scaling intent in an automated fashi on

1.2. Tree Diagram
A sinplified graphical representation of the data nodel is used in
Section 4 and Section 8 of this document. The neaning of the symbols
in these diagrans is defined in [ RFC8340].

1.3. Prefixes in Data Node Nanes
In this docunent, the nanes of data nodes and ot her data nodel

obj ects are prefixed using the standard prefix associated with the
correspondi ng YANG i nported nmodul es, as shown in Table 1.
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| Prefix | YANG nodul e | Reference |
[ ey e ————————————————_ Ll p—p—p—_—r
| te | Tetf-te | [I-Dietf-teas-yang-te] |
Focmmnaaann e +
| te-types | ietf-te-types | [ RFC8776] |
Ty I o mmemeeieeeeaecaeaaaas +
| rt-types | ietf-routing-types | [ RFC8294] |
TS o e e e o e e e e e e oo +
| te-tel | Tetf-te-telemetry | [RFCXXXX] |
Focmmnaaann . +
| vn | ietf-vn | [ RFC9731] |
T I o mmemeeieeeeaecaeaaaas +
| vn-tel | ietf-vn-telemetry | [RFCXXXX] |
TS o e e e o e e e e e e oo +

Table 1. Prefixes and correspondi ng YANG nodul es
Note: The RFC Editor is requested to replace XXXX with the number
assigned to the RFC once this draft becones an RFC, and to renove
this note.

Further, the followi ng additional docunents are referenced in the
nmodel defined in this docunent -

* [RFC7471] - OSPF Traffic Engineering (TE) Metric Extensions.
* [RFC8570] - I1S-1S Traffic Engineering (TE) Metric Extensions.

* [RFC7823] - Performance-Based Path Selection for Explicitly Routed
Label Switched Paths (LSPs) Using TE Metric Extensions.

2. Use- Cases

There is a need for real-tine (or senmi-real-tinme) traffic nonitoring
of the network to optimize the network and the traffic distribution.
Figure 1 shows an example of a high-level workflow for dynamic
service control based on traffic monitoring that could use the
mechani sm descri bed in this docunent.
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O +

1. Traffic| N4 Traffic |~

Moni tor & | Monitor | | 8.Traffic

Optim ze | | Result 5.Service | | nodify &

Pol i cy | | modify & | optim ze
% | optimze Req. v | result

. +

| Flow Optimze | | vConnection Agent |
o m e e e e e e e e e e e e e e e e e e e e e e eme—— o - +
2. Path | N 3.Traffic |~
Moni tor | | Monitor | |7.Path
Request | | Result 6. Pat h | | modify &
| | modify & | | optimze
% | optimze Req. v | result
o m e e e e e e e e e e e e e e e e e e e e e e eme—— o - +

APP:  Application
DB: Dat abase
Req: Request

Figure 1: Workflow for dynam c service control based on traffic
nmoni t ori ng

Sone of the key points are as foll ows:
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3.

3.

1.

* Network traffic nonitoring is inportant to facilitate the
aut omati c di scovery of the inbal ance of network traffic, and

2025

initiate network optim zation, thus hel ping the network operator
or the virtual network service provider to use the network nore

efficiently and save Capital Expenses (CAPEX) and Operating
Expenses ( OPEX).

* Custoner services have various Service Level Agreenents (SLA)
requi renents, such as service availability, latency, jitter,

packet loss rate, Bit Error Rate (BER), etc. The TE network can

satisfy service availability and BER requirenents by providing
different protection and restoration nechani sns. However, for
other SLA requirenents (like latency), there are no such

mechani sms. I n order to provide high-quality services accordi

ng

to the customer SLA, one possible solution is to nmeasure the SLA-

rel ated performance paraneters, and dynamically provision and
optinize services based on the performance nonitoring results.

* Performance nonitoring in a large-scale network coul d generate
huge amount of performance information. Therefore, the
appropriate way to deliver the information to the client and
network interfaces should be carefully considered.

Design of the Data Mdels

Thi s docunment descri bes two YANG nodel s:

(1) TE Tel emetry Model, which provides the TE-Tunnel |evel of

a

performance nonitoring nmechani smand scaling intent mechani sm
that allows scale in/out programing by the customer. (See

Section 3.1 & Section 9.1 for details).

(i) VN Tel enetry Mddel, which provides the VN | evel of the

aggr egat ed perfornance nonitoring nmechani smand scaling intent
mechani smthat allows scal e-in/out progranming by the custoner

(See Section 3.2 & Section 9.2 for details).
TE Tel emetry Model

Thi s nodel describes the performance telenmetry for the TE tunnel

The telenmetry data is augnented to the TE tunnel. This nodel also

all ows autonomic traffic engineering scaling-intent configuration

mechani smon the TE-tunnel |evel. Various conditions can be set for
aut o-scaling based on the telenetry data (See Section 6 for details)
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As shown in Figure 2, the TE Tel emetry Mdel augments the TE- Tunnel
Model to enhance TE perfornance nmonitoring capability. This
monitoring capability will facilitate the re-optinization and
reconfiguration of TE tunnels based on the performance nonitoring
data collected via the TE Tel enetry YANG nodel .

oo + oo +
| TE-Tunnel | | TE |
| Model | <=-------- | Telenetry |
A + augnents | Model |

Hommmmea +

Figure 2: TE Telenmetry Mdel Rel ationship
3.2. VN Tel enetry Mbdel

As shown in Figure 3, the VN Tel enetry Mdel augnments the basic VN
nmodel to enhance VN nonitoring capability. This nonitoring
capability will facilitate re-optimzation and reconfiguration of VNs
based on the performance nonitoring data collected via the VN

Tel enmetry YANG nmodel. This nodel also inports the TE tel enetry nodel
to reuse the groupings.

S IR + . +
| VN | augnents | VN |
| Model |[<--------- | Telenmetry |
e + | Model |
R +

I
| inports

%
S +
| TE |
| Telenmetry |
| Model |
. +

Figure 3: VN Tel enmetry Mddel Rel ationships

Thi s nodel describes the performance telenetry for the VN nodel. The
telenmetry data is augnented to the VN nodel at the VN Level as well
as at the individual VN nenber level. This nodel also allows
autonom c traffic engineering scaling intent configuration nmechani sm
on the VN level. Scale-in/out criteria m ght be used for network
autonomi cs in order for the controller to react to a certain set of
variations in nonitored paraneters (See Section 4 for illustrations).
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Moreover, this nodel also provides a nmechanismto define aggregated
VN tel emetry parameters as a groupi ng of underlying VN nenber |evel
telemetry parameters. This is unique to the VN nodel as a VN
conprises nmultiple VN-nenbers, and each VN-nenber could be further
set across nultiple TE tunnels. G ouping operations (such as maxi num
and nean) could be set at the tine of configuration. For exanple, if
the "maxi munmi' groupi ng operation is used for delay at the VN | evel,
the VN telenetry data is reported as the maxi num of

{del ay_vn_nenber _1, delay_vn_nenber_2,... delay_vn_nmenber_N}. Thus,
this telemetry aggregati on nechani smallows the aggregation (or
grouping) of a certain conmon set of telemetry val ues under a

groupi ng operation. This can also be done at the VN-nenber |level to
suggest how the end-to-end (E2E) telenetry can be inferred fromthe
per-domai n tunnels created and nonitored by PNCs. Figure 4 provides
an exanpl e of interactions.

1. dient sets the
groupi ng op, and
subscribes to the

|
| 2. Orchestrator pushes:
I
I
VN | evel telenetry for |
I
|
v

I

| VN | evel telenetry for

| - VN Uilized-bw percent

| (M ni mum across VN Menber s)
Del ay and |
Utilized-bw percent |
I

- VN Del ay
(Maxi mum across VN Menbers)

Figure 4: TE Telenetry Mdel Interactions
3.3. VPN Service Performance Mnitoring

The YANG nodel in [I-D.ietf-opsawg-yang-vpn-service-pn] provides

net wor k performance nonitoring (PM and VPN service performance

moni toring that can be used to nonitor and manage network perfornmance
on the topol ogy at higher layers or the service topol ogy between VPN
sites. Thus the YANG nodels in this docunent could be used al ongside
i etf-network-vpn-pmto understand and correl ate the performance

moni toring at the VPN service and the underlying TE | evel .
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4. Autonomic Scaling Intent Mechani sm

The scaling intent configuration mechanismallows the client to
configure automatic scale-in and scal e-out nechani sns on both the TE-
tunnel and the VN level. Various conditions can be set for auto-
scaling based on the PMtelenetry data.

There are several paraneters involved in the mechani sm

* Scal e-out-intent or Scal e-in-intent: whether to scal e-out or
scal e-in.

* Performance-type: performance netric type (e.g., one-way-del ay,
one-way-del ay-m n, one-way-del ay- max, two-way-del ay, two-way-
del ay-m n, two-way-delay-max, utilized bandwidth, etc.)

*  Threshol d-val ue: the threshold value for a certain Performnce-
type that triggers scale-in or scal e-out.

* scaling-operation-type: in the case where the scaling condition
can be set with one or nmore performance types, then scaling-
operation-type (AND, OR, M N, MAX, etc.) is applied to these
sel ected performance types and their threshold val ues.

* Threshold-tinme: the duration for which the criteria need to hold
true.

* Cooldown-tine: the duration after a scaling action has been
triggered, for which there will be no further operation

The tree in Figure 5 is a part of ietf-te-telenetry tree whose node
is presented in full detail in Sections 6 & 7.
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nodul e:

ietf-te-telenetry

augnment /te:te/te:tunnels/te:tunnel
+--rw te-scaling-intent

+--rw scal e-in-intent

| +--rwthreshold-tine? ui nt 32
+--rw cool down-tinme? ui nt 32
+--rw scal i ng-condi ti on* [performance-type]
| +--rw performance-type identityref

| +--rw scal e-in-operation-type?

I
I
|
| | +--rwthreshol d-val ue? scal e-val ue
I
| ] scaling-criteria-operation

I

I

+--rw scal e-i n-op? scal e-op
+--rw scal e? scal e-val ue
+--rw scal e-out-i ntent
+--rw threshol d-tinme? ui nt 32
+--rw cool down-ti nme? ui nt 32
+--rw scal i ng-condi tion* [performance-type]
| +--rw perfornmance-type i dentityref
| +--rw threshol d-val ue? scal e-val ue

| +--rw scal e-out-operation-type?

| scaling-criteria-operation
+--rw scal e- out - op? scal e- op
+--rw scal e? scal e-val ue

Figure 5: The scaling intent

April 2025

Let’s say the client wants to set the scaling out operation based on

two performance-types (e.qg.,

a te-tunnel), it can be done as foll ows:

* Set Threshol d-ti ne:

hol d true)

t wo-way-del ay and utilized-bandw dth for

X (sec) (duration for which the criteria nust

* Set Cooldown-tinme: y (sec) (the duration after a scaling action
has been triggered, for which there will be no further operation)

* Set AND for the scal e-out-operation-type

In the scaling condition s list,

set:

List 1: Scaling Condition for Two-way-del ay

* performance type: Two-way-del ay

* threshold-value: z mlli-seconds

Lee, et al. Expi res 23 COctober 2025
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List 2: Scaling Condition for Uilized bandwi dth
* performance type: Utilized bandw dth
* threshol d-val ue: w negabytes
Refer to Section 7 for some exanples of scaling intent.
5. Performance Monitoring Parameters
Thi s nodel augnents the Tunnel nodel to include performance
paraneters fromthe grouping performance-netrics-attributes fromte-
types [ RFC8776]:
*  one-way-del ay
* one-way-delay-nornality
* one-way-resi dual - bandwi dt h
* one-way-residual - bandwi dt h-normal ity
* one-way- avai |l abl e- bandwi dt h
* one-way-avai l abl e-bandwi dt h-normal ity
* one-way-utilized-bandw dth
* one-way-utilized-bandw dth-nornality
*  two-way- del ay

* two-way-del ay-normality

Lee, et al. Expi res 23 COctober 2025 [ Page 12]
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6

.1

+--ro te-telenetry

+--ro perfornmance-netrics-one-way
| +--ro one-way-del ay? ui nt 32
| +--ro one-way-del ay-normality?
| te-types: performance-netrics-nornality
| +--ro one-way-residual - bandw dt h?
| ] rt-types: bandw dt h-i eee-fl oat 32
| +--ro one-way-residual -bandw dt h-normality?
| te-types: performance-netrics-normality
| +--ro one-way-avail abl e- bandwi dt h?
| rt-types: bandw dt h-i eee-f| oat 32
| +--ro one-way-avail abl e-bandwi dt h-normality?
| te-types: performance-netrics-nornality
| +--ro one-way-utilized-bandw dth?
| rt-types: bandw dt h-i eee-f| oat 32
| +--ro one-way-utilized-bandw dth-normality?
| te-types: performance-netrics-nornality
+--ro performance-netrics-two-way

+--ro two-way-del ay? ui nt 32

+--ro two-way-del ay-normality?

te-types: performance-netrics-normality

Figure 6: Performance Monitoring Paraneters
Noti fi cation
Thi s nodel does not define specific notifications. To enable
notifications, the mechanismdefined in [ RFC8641] and [ RFC8640] can
be used. This nechanismcurrently allows the user to:

* Subscribe to notifications on a per-client basis.

* Specify subtree filters or xpath filters so that only interested
contents will be sent.

* Specify either periodic or on-denand notifications.
YANG Push Subscri pti on Exanpl es

[ RFC8641] all ows subscriber applications to request a continuous,
custom zed stream of updates from a YANG dat ast ore.

The example in Figure 7 shows the way for a client to subscribe to
the telenetry information for a particular tunnel (Tunnell). The
telemetry parameter that the client is interested in is one-way-
del ay.
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<net conf: rpc netconf: nmessage-i d="101"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<est abl i sh-subscri pti on
xm ns="urn:ietf:parans: xm : ns:yang:ietf-yang-push: 1.0">
<filter netconf:type="subtree">
<te xm ns="urn:ietf:paranms:xm:ns:yang:ietf-te">
<tunnel s>
<t unnel >
<name>Tunnel 1</ name>
<te-telenetry xm ns="urn:ietf:parans: xm :ns:yang
ietf-te-telenetry">
<performance-netrics-one-way>
<one-way- del ay/ >
</ performance-nmetri cs- one-way>
</te-tel enetry>

</ tunnel >
</ tunnel s>
</te>
</filter>

<peri 0d>500</ peri od>
<encodi ng>encode- xm </ encodi ng>
</ establish-subscripti on>
</ netconf:rpc>

Figure 7: TE Tunnel Subscription Exanple
The example in Figure 8 shows the way for a client to subscribe to
the telenetry information for all VNs. The telenetry paraneter that

the client is interested in is one-way-delay and one-way-utilized-
bandwi dt h.
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<net conf: rpc netconf: nmessage-i d="101"
xm ns: netconf="urn:ietf:parans: xnm : ns: net conf: base: 1. 0" >
<est abl i sh-subscri pti on
xm ns="urn:ietf:parans: xm : ns:yang:ietf-yang-push: 1.0">
<filter netconf:type="subtree">
<virtual -network xm ns="urn:ietf:parans:xm:ns:yang:ietf-vn">
<vn>
<vn-id/ >
<vn-telemetry xm ns="urn:ietf:paranms: xm :ns:yang:
ietf-vn-telenetry">
<par ams>
<performance-netrics-one-way>
<one-way- del ay/ >
<one-way-utilized-bandw dt h/ >
</ performance-netri cs- one-way>
</ par ans>
</vn-tel enetry>
</ vn>
</virtual - net wor k>
</filter>
<peri 0d>500</ peri od>
</ establish-subscripti on>
</ netconf:rpc>

Figure 8: VN Subscription Exanpl e
7. Scal i ng Exanpl es
The exanmple in Figure 9 shows the way to configure a TE tunnel with
the scaling-out intent to re-optinize when the the scaling condition

of two-way-delay crossing 100 nmilliseconds (100000 mi croseconds) for
a threshold of 1 nin (60 seconds).
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<edit-config xmns="urn:ietf:parans: xm :ns: netconf:base: 1. 0">

<t ar get >
<runni ng/ >
</target>
<confi g>
<te xm ns="urn:ietf:paranms:xm:ns:yang:ietf-te">
<t unnel s>
<tunnel >
<name>Tunnel 1</ name>
<te-scal i ng-intent
xm ns="urn:ietf:parans: xm : ns:yang:
ietf-te-telenetry">
<scal e-out-intent>
<t hreshol d-ti ne>
60
</threshol d-ti me>
<scal i ng-condi ti on>
<per f or mance-type>
t wo- way- del ay
</ per f or mance-t ype>
<t hr eshol d- val ue>
100000
</t hreshol d-val ue>
</ scal i ng-condi ti on>
</ scal e-out-intent>
</te-scaling-intent>
</ tunnel >
</tunnel s>
</te>
</ config>

</ edit-config>

Figure 9: TE Tunnel Scaling Exanple

The exanmple in Figure 10 shows the way to configure a VN with the

2025

scaling-in intent to reduce bandw dth when the the scaling condition

of utilized-percentage crossing 50 percent for a threshold of 5

m nutes (300 seconds).
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<edit-config xmns="urn:ietf:parans: xm :ns: netconf:base: 1. 0">

<t ar get >
<runni ng/ >
</target>
<confi g>
<virtual -network xm ns="urn:ietf:parans:xm:ns:yang:ietf-vn">
<vn>
<vn-i d>VN1</vn-id>
<vn-scal i ng-i ntent
xm ns="urn:ietf:parans: xm : ns: yang:
ietf-vn-telenetry">
<scal e-in-intent>
<t hreshol d-ti me>300</t hreshol d-ti me>
<scal i ng- condi ti on>
<per f or mance-t ype>
utilized-percentage
</ performance-type>
<t hreshol d- val ue>
50
</t hreshol d- val ue>
</ scal i ng-condi ti on>
</scal e-in-intent>
</vn-scaling-intent>
</ vn>
</virtual - net wor k>
</ config>

</edit-config>
Figure 10: VN Scal ing Exanpl e

The example in Figure 11 shows the way to configure a VN with the
scaling-in when the the scaling condition of one-way-del ay-variation
crossing 100 mlliseconds (100000 m croseconds) OR one-way-del ay
crossing 50 mlliseconds (50000 microseconds) for a threshold of 2
m nutes (120 seconds).
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<edit-config xmns="urn:ietf:parans: xm :ns: netconf:base: 1. 0">
<t ar get >
<runni ng/ >
</target>
<confi g>
<virtual -network xm ns="urn:ietf:parans:xm:ns:yang:ietf-vn">
<vn>
<vn-i d>VN2</vn-i d>
<vn-scal i ng-i ntent
xm ns="urn:ietf:parans: xm : ns: yang:
ietf-vn-telenetry">
<scal e-in-intent>
<t hreshol d-ti me>120</t hreshol d-ti me>
<scal i ng- condi ti on>
<per f or mance-t ype>
one-way- del ay-vari ation
</ performance-type>
<t hreshol d- val ue>
100000
</t hreshol d- val ue>
<scal e-i n-operation-type>
OR
</ scal e-i n-operation-type>
</ scal i ng-condi ti on>
<scal i ng- condi ti on>
<per f or mance-t ype>
one-way- del ay
</ performance-type>
<t hreshol d- val ue>
50000
</t hreshol d-val ue>
<scal e-i n-operation-type>
oR
</ scal e-i n-operation-type>
</ scal i ng-condi ti on>
</scal e-in-intent>
</vn-scal i ng-intent>
</vn>
</ virtual - net wor k>
</ config>
</edit-config>

Figure 11: VN Scaling Exanple with OR condition
The example in Figure 12 shows the way to configure a grouping
operation at the VN level to require that the VN | evel one-way-del ay

needs to be the reported as the max of the one-way-delay at the VN
menber | evel, where as the utilized-percentage is the nean.
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<edit-config xmns="urn:ietf:parans: xm :ns: netconf:base: 1. 0">
<t ar get >
<runni ng/ >
</target>
<confi g>
<virtual -network xm ns="urn:ietf:parans:xm:ns:yang:ietf-vn">
<vn>
<vn-i d>VN1</vn-id>
<vn-tel emetry
xm ns="urn:ietf:parans: xm : ns: yang:
ietf-vn-telenetry">
<operation>
<per f or nance-t ype>
one- way- del ay
</ per f or mance-t ype>
<gr oupi ng- oper ati on>
maxi mum
</ gr oupi ng- oper ati on>
</ operati on>
<oper ati on>
<per f or mance-t ype>
utilized-percentage
</ performance-type>
<gr oupi ng- oper ati on>
mean
</ gr oupi ng- oper ati on>
</ oper ati on>
</vn-tel enetry>
</vn>
</virtual - net wor k>
</ config>
</ edit-config>

Figure 12: VN Groupi ng Operation Exanple

8. YANG Data Tree
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nodul e:

Lee,

ietf-te-telenetry

augnment /te:te/te:tunnels/te:tunnel

+- -

+-

et al

rw te-scaling-intent
+--rw scal e-in-intent

| +--rwthreshold-tine? ui nt 32
+--rw cool down-tinme? ui nt 32
+--rw scal i ng-condi ti on* [performance-type]
| +--rw performance-type identityref

| +--rw scal e-in-operation-type?

I
I
|
| | +--rwthreshol d-val ue? scal e-val ue
I
| ] scaling-criteria-operation

I

I

+--rw scal e-i n-op? scal e-op
+--rw scal e? scal e-val ue
+--rw scal e-out-i ntent
+--rw threshol d-tinme? ui nt 32
+--rw cool down-ti nme? ui nt 32
+--rw scal i ng-condi tion* [performance-type]
| +--rw perfornmance-type i dentityref
| +--rw threshol d-val ue? scal e-val ue

| +--rw scal e-out-operation-type?
| scaling-criteria-operation
+--rw scal e- out - op? scal e- op
+--rw scal e? scal e-val ue
rote-telenetry
+--ro performance-netrics-one-way
| +--ro one-way-del ay? ui nt 32
| +--ro one-way-del ay-normality?
| te-types: performance-netrics-nornality
| +--ro one-way-residual - bandw dt h?
| ] rt-types: bandw dt h-i eee-fl oat 32
| +--ro one-way-residual -bandw dt h-normality?
| te-types: performance-netrics-normality
| +--ro one-way-avail abl e- bandwi dt h?
| rt-types: bandw dt h-i eee-f| oat 32
| +--ro one-way-avail abl e-bandwi dt h-normality?
| te-types: performance-netrics-nornality
| +--ro one-way-utilized-bandw dth?
| rt-types: bandw dt h-i eee-f| oat 32
| +--ro one-way-utilized-bandw dth-normality?
| te-types: performance-netrics-nornality
+--ro performance-netrics-two-way
+--ro two-way-del ay? ui nt 32
+--ro two-way-del ay-normality?
te-types: performance-netrics-normality

Figure 13: ietf-te-telenetry YANG nodel tree
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nodul e:

Lee,

ietf-vn-telenetry

augnment /vn:virtual - network/vn:vn

+- -

+-

et al

rw vn-scal i ng-intent
+--rw scal e-in-intent

| +--rwthreshold-tine? ui nt 32
+--rw cool down-tinme? ui nt 32
+--rw scal i ng-condi ti on* [performance-type]
| +--rw performance-type identityref

| +--rw scal e-in-operation-type?

I
I
|
| | +--rwthreshol d-val ue? scal e-val ue
I
| ] scaling-criteria-operation

I

I

+--rw scal e-i n-op? scal e-op
+--rw scal e? scal e-val ue
+--rw scal e-out-i ntent
+--rw threshol d-tinme? ui nt 32
+--rw cool down-ti nme? ui nt 32
+--rw scal i ng-condi tion* [performance-type]
| +--rw perfornmance-type i dentityref
| +--rw threshol d-val ue? scal e-val ue

| +--rw scal e-out-operation-type?
| scaling-criteria-operation
+--rw scal e- out - op? scal e- op
+--rw scal e? scal e-val ue
rwvn-tel enetry
+--r0 parans
| +--ro performance-netrics-one-way
| | +--ro one-way-del ay?
| | +--ro one-way-delay-nornmality?
| te-types: performance-netrics-nornality
| | +--ro one-way-residual -bandw dth?
| rt-types: bandw dt h-i eee-f| oat 32
| | +--ro one-way-residual -bandw dth-normality?
| te-types: performance-netrics-nornality
| | +--ro one-way-avail abl e- bandw dt h?
| rt-types: bandw dt h-i eee-fl oat 32
| | +--ro one-way-avail abl e-bandwi dt h-normality?
| te-types: performance-netrics-normality
| | +--ro one-way-utilized-bandw dth?
| rt-types: bandw dt h-i eee-fl oat 32
| | +--ro one-way-utilized-bandw dth-normality?
| te-types: performance-netrics-nornality
| +--ro performance-netrics-two-way
| +--ro two-way-del ay? ui nt 32
| +--ro two-way-del ay-normality?
| te-types: performance-netrics-nornality
+--rw operation* [performance-type]
+--rw perfornmance-type i dentityref
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+--ro parans

I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
+

VN TE Perf Mbonitoring

+--rw groupi ng- operation? i dentityref
augrment /vn:virtual - networ k/ vn: vn/ vn: vn- nenber :
+--rw vn-nmenber-tel enetry

+--ro performance-netrics-one-way

+--r10
+--T10
I

+--T0

+--10

+--r0

+--T0

+--10

+--r0

one- way- del ay?
one-way-del ay-nornmal i ty?
te-types: performance-netrics-normality
one-way- r esi dual - bandw dt h?
rt-types: bandw dt h-i eee-f| oat 32
one-way- r esi dual - bandwi dt h-nornal i ty?
te-types: performance-netrics-nornality
one- way- avai | abl e- bandwi dt h?
rt-types: bandw dt h-i eee-fl oat 32
one-way- avai | abl e- bandwi dt h-normal i ty?
te-types: performance-netrics-nornality
one-way-utilized- bandw dt h?
rt-types: bandw dt h-i eee-f| oat 32
one-way-utilized-bandw dth-nornmality?
te-types: performance-netrics-normality

+--ro performance-netrics-two-way

+--T0
+--T0

t wo- way- del ay? ui nt 32
t wo- way- del ay-normal ity?
te-types: performance-netrics-nornality

+--ro te-tunnel -ref*

-> /te:tel/tunnel s/tunnel/nane
--rw operation* [performance-type]

+--rw performance-type identityref
+--rw groupi ng- operation? i dentityref

Figure 14: ietf-vn-telenetry YANG nodel tree

YANG Dat a Mode

ietf-te-tel enetry nodel

The YANG code is as foll ows:

<CODE BEG@ NS> file "ietf-te-tel emetry@025-04-22. yang"
modul e ietf-te-telenetry {

Lee,

yang-version 1.1;

nanespace "urn:ietf:parans:xn:ns:yang:ietf-te-telenetry”
prefix te-tel;

[* lmport TE */

i mport

ietf-te {

prefix te;

et al.
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Lee,

reference
"I-D.ietf-teas-yang-te: A YANG Data Mddel for Traffic
Engi neering Tunnels and Interfaces”;

}
[* Inmport TE Comon types */

inmport ietf-te-types {
prefix te-types;
ref erence
"RFC 8776: Commobn YANG Data Types for Traffic Engi neering”;

}
/* Import Routing Common types */

inmport ietf-routing-types {
prefix rt-types;
ref erence
"RFC 8294: Common YANG Data Types for the Routing Area";

}

organi zati on
"I ETF Traffic Engineering Architecture and Signaling (TEAS)
Wor ki ng G oup”;
cont act
"WG Web: <https://datatracker.ietf.org/wy/teas/>
W5 List: <rmailto:teas@etf.org>
Editor: Young Lee <younglee.tx@nmail.conp
Dhruv Dhody <dhruv.ietf@nmail.conm";
description
"Thi s nodul e describes the YANG data nodel for perfornmance
moni toring paraneters (telemetry data) for TE tunnels.

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stri bution and use in source and binary forms, with or

wi t hout nodification, is permitted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.";

/* Note: The RFC Editor will replace XXXX with the nunber
assigned to the RFC once draft-ietf-teas-pmtelenetry-
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aut onom cs becones an RFC. */

revisi on 2025-04-22 {
description
"Initial revision.";
reference
"RFC XXXX: YANG nmodel s for VN TE Performance Mnitoring
Tel enetry and Scal i ng Intent Autonom cs";

}

identity telemetry-paramtype {
description
"Base identity for telemetry paraneter types"
}

identity one-way-delay {
base tel enetry-paramtype;
description
"To specify average Delay in one (forward) direction
in mcroseconds.

At the VN level, it is the maxi mumdel ay of the
VN menber s.

The threshol d-value for this type is interpreted as
m croseconds. ";
ref erence
"RFC 7471: OSPF Traffic Engineering (TE) Metric Extensions.
RFC 8570: IS 1S Traffic Engineering (TE) Metric Extensions.
RFC 7823: Perfornmance-Based Path Sel ection for Explicitly
Rout ed Label Switched Paths (LSPs) Using TE Metric
Ext ensi ons";

}

identity two-way-delay {
base tel enetry-paramtype;
description
"To specify average Delay in both (forward and reverse)
directions in m croseconds.

At the VN level, it is the nmaxi mum del ay of the
VN- nenber s.

The threshol d-value for this type is interpreted as
m croseconds. ";
ref erence
"RFC 7471: OSPF Traffic Engineering (TE) Metric Extensions.
RFC 8570: IS 1S Traffic Engineering (TE) Metric Extensions.
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RFC 7823: Perfornmance-Based Path Sel ection for Explicitly
Rout ed Label Switched Paths (LSPs) Using TE Metric
Ext ensi ons";

}

identity one-way-del ay-variation {
base tel emetry-paramtype;
description
"To specify average Delay Variation in one (forward) direction
in mcroseconds.

At the WN level, it is the max delay variation of the
VN- nenber s.

The t hreshol d-value for this type is interpreted as
m croseconds. ";
reference

"RFC 7471: OSPF Traffic Engineering (TE) Metric Extensions.
RFC 8570: 1S-1S Traffic Engineering (TE) Metric Extensions.
RFC 7823: Performance-Based Path Sel ection for Explicitly
Rout ed Label Switched Paths (LSPs) Using TE Metric

Ext ensi ons";

}

identity two-way-delay-variation {
base tel emetry-paramtype;
description
"To specify average Delay Variation in both (forward and
reverse) directions in nicroseconds.

At the WN level, it is the max delay variation of the
VN- menber s.

The threshol d-value for this type is interpreted as
m croseconds. ";
ref erence

"RFC 7471: OSPF Traffic Engineering (TE) Metric Extensions.
RFC 8570: I1S-1S Traffic Engineering (TE) Metric Extensions.
RFC 7823: Performance-Based Path Sel ection for Explicitly
Rout ed Label Switched Paths (LSPs) Using TE Metric

Ext ensi ons";

}

identity utilized-bandw dth {
base tel enetry-paramtype;
description
"To specify utilized bandwi dth over the specified source
and destination in bytes per second.
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The threshol d-value for this type is interpreted as
byt es per second.";
ref erence
"RFC 7471: OSPF Traffic Engineering (TE) Metric Extensions.
RFC 8570: IS-1S Traffic Engineering (TE) Metric Extensions.
RFC 7823: Perfornmance-Based Path Sel ection for Explicitly
Rout ed Label Switched Paths (LSPs) Using TE Metric
Ext ensi ons";

}

identity utilized-percentage {
base tel enetry-paramtype;
description
"To specify utilization percentage of the entity
(e.g., tunnel, link, etc.)";

[* Typedef */

typedef scal e-op {
type enuneration {
enum UP {
description
"Scal e up the bandw dth capacity";

}
enum DOMWN {
description
"Scal e down the bandw dth capacity”;
}

}

description
"Scal i ng operation”;

}

typedef scaling-criteria-operation {
type enuneration {
enum AND {
description
"AND operation";

}
enum OR {
description
"COR operation”;
}

}

description
"Operations to analyze the list of scaling criteria.";
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typedef scal e-val ue {
type union {
type uint32;
type rt-types: bandwi dt h-i eee-fl oat 32;
type rt-types: percentage;
type te-types:te-bandwi dth
}
description
"Uni on of scale values of various types”;
}

groupi ng scal i ng-duration {
description
"Base scaling criteria durations”;
| eaf threshold-tine {
type uint32;
units "seconds";
description
"The duration for which the criteria nmust hold true. The
value of "0’ indicates an i mrediate scaling with no
duration to wait.";

| eaf cool dowmn-tinme {
type uint32;
units "seconds";
description
"The duration after a scaling-in/scaling-out action has been
triggered, for which there will be no further operation
The value of "0 indicates an i medi ate scaling action with
no duration to wait.";
}
}

grouping scaling-criteria {
description
"Grouping for scaling criteria";
| eaf performance-type {
type identityref {
base tel enetry-paramtype;
}

description
"Reference to the tunnel level telenetry type";

| eaf threshol d-val ue {
type scal e-val ue;
description
"Scaling threshold for the telenetry paraneter type. The
value is it be interpreted as per the type.";
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}
}

groupi ng scaling-in-intent {
description
"Basic scaling in intent";
uses scal i ng-duration;
list scaling-condition {
key "performance-type";
description
"Scal i ng conditions";
uses scaling-criteria;
| eaf scal e-in-operation-type {
type scaling-criteria-operation;
default "AND';
description
"Operation to be applied to check between scaling criteria
if the scale-in threshold condition has been net.
Defaults to AND.";

}

| eaf scale-in-op {
type scal e-op;
default " DOM';
description
"The scaling operation to be perforned when scaling condition
is met";
}
| eaf scale {
type scal e-val ue;
description
"Additional scaling-by information to be interpreted as per
the scale-in-op.";
}
}

groupi ng scaling-out-intent {
description
"Basic scaling out intent";
uses scal i ng-duration;
list scaling-condition {
key "performance-type";
description
"Scal i ng conditions";
uses scaling-criteria;
| eaf scal e-out-operation-type {
type scaling-criteria-operation;
default "OR';
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description
"Operation to be applied to check between scaling criteria
if the scale-out threshold condition has been net.
Defaults to OR ";
}
}

| eaf scal e-out-op {
type scal e-op;
defaul t "UP";
description
"The scaling operation to be perforned when scaling condition
is met.";
}
| eaf scale {
type scal e-val ue;
description
"Additional scaling-by information to be interpreted as per
the scal e-out-op.";
}
}

augnent "/te:te/te:tunnels/te:tunnel" {
description
"Augnent ati on paraneters for config scaling-criteria TE
tunnel topol ogies. Scale in/out criteria m ght be used
for network autonomics in order for the controller to
react to a certain set of nmonitored paraneters.”;
contai ner te-scaling-intent {
description
"The scaling intent";
cont ai ner scale-in-intent {
description
"scal e-in";
uses scaling-in-intent;
}
contai ner scal e-out-intent {
description
"scal e-out";
uses scaling-out-intent;
}
}
container te-telemetry {
config fal se;
description
"Tel emretry Data";
uses te-types: performance-netrics-attributes;
}
}
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}
<CCDE ENDS>

9.2. ietf-vn-telemetry node
The YANG code is as foll ows:

<CODE BEG@ NS> file "ietf-vn-tel emetry@025-04-22. yang"
modul e ietf-vn-telenmetry {
yang-version 1.1;
nanespace "urn:ietf:parans: xnm:ns:yang:ietf-vn-tel enetry”
prefix vn-tel;

[* lmport VN */

inmport ietf-vn {
prefix vn;
ref erence
"RFC 9731: A YANG Data Mddel for Virtual Network (VN)
Qper ati ons";

}
[* Inmport TE */

inmport ietf-te {
prefix te;
ref erence
"I-D.ietf-teas-yang-te: A YANG Data Model for Traffic
Engi neering Tunnels and Interfaces";

}
/[* Import TE Common types */

inmport ietf-te-types {
prefix te-types;
ref erence
"RFC 8776: Common YANG Data Types for Traffic Engi neering”;

}
[* Inmport TE Telemetry */

inmport ietf-te-telenmetry {
prefix te-tel;
ref erence
"RFC XXXX: YANG nodel s for VN TE Performance Mnitoring
Tel enetry and Scaling Intent Autonom cs”;
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/* Note: The RFC Editor will replace XXXX with the nunber
assigned to this draft.*/

organi zati on
"I ETF Traffic Engineering Architecture and Signaling (TEAS)
Wor ki ng G oup”;
cont act
"WG Web: <https://datatracker.ietf.org/wy/teas/>
W5 List: <rmailto:teas@etf.org>
Editor: Young Lee <younglee.tx@nmail.conp
Dhruv Dhody <dhruv.ietf@nmail.conm";
description
"Thi s nodul e descri bes YANG data nodel s for performance
moni toring paraneters (telemetry data) for Virtual Network

(WN)..

Copyright (c) 2025 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject to
the license terns contained in, the Revised BSD License set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC XXXX; see the
RFC itself for full legal notices.";

/* Note: The RFC Editor will replace XXXX with the nunber
assigned to the RFC once draft-lee-teas-pmtel enetry-
aut onom cs beconmes an RFC. */

revision 2025-04-22 {
description
"Initial revision.";
reference
"RFC XXXX: YANG nmodel s for VN TE Performance Mnitoring
Tel enetry and Scal i ng Intent Autonom cs”;

}

i dentity grouping-op {
description
"Base identity for grouping-operation”;

}

identity mnimm/ {
base groupi ng- op;
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description
"Sel ect the mnimum of the nonitored parameters”;

}

identity maxi mum {
base groupi ng- op;
description
"The maxi mum of the nonitored paraneters”;

}

identity nean {
base groupi ng- op;
description
"The mean of the nonitored paraneters”;

}

identity standard-deviation {
base groupi ng- op;
description
"The standard devi ation of the nonitored paraneters”;

}

identity sum {
base groupi ng- op;
description
"The sum of the nonitored paraneters”;

}

identity and {
base groupi ng- op;
description
"Logi cal AND operation";

}

identity or {
base groupi ng- op;
description
"Logi cal OR operation”;

}

groupi ng groupi ng-operation {
list operation {
key "performance-type";
| eaf performance-type {
type identityref {
base te-tel:tel enetry-paramtype;
}

description
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"Reference to the tunnel level telenetry type";
}
| eaf groupi ng-operation {
type identityref {
base groupi ng- op;
}

description
"describes the operation to apply to the underlying
TE tunnel s";
}
description
"Groupi ng operation for each perfornmance-type";
}
description
"G ouping operation for each perfornmance-type";
}

augnment "/vn:virtual - network/vn:vn" {
description
"Augnent ati on parameters for state TE VN topol ogies.";
cont ai ner vn-scaling-intent {
description
"scaling intent";
contai ner scale-in-intent {
description
"VN scal e-in";
uses te-tel:scaling-in-intent;
}
contai ner scale-out-intent {
description
"VN scal e-out"”;
uses te-tel:scaling-out-intent;
}
}
contai ner vn-telenetry {
description
"VN tel emetry parans";
cont ai ner parans {
config fal se;
description
"Read-only telenetry paraneters"
uses te-types: performance-netrics-attributes;
}
uses groupi ng-operati on;
}
}

augnment "/vn:virtual - network/vn:vn/vn:vn-nenber" {

2025
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description
"Augnent ati on parameters for state TE vn nenber topol ogies.";
contai ner vn-nmenber-telenetry {
description
"VN nenber telenetry parans";
cont ai ner parans {
config fal se;
description
"Read-only telemetry paraneters”
uses te-types: performance-netrics-attributes;
|leaf-list te-tunnel-ref {
type leafref {
path "/te:te/te:tunnels/te:tunnel/te: nane";
}

description
"Alist of underlying TE tunnels that formthe

VN- nenber " ;
}
} _ _
uses groupi ng-operati on;
}
}
}
<CODE ENDS>

Security Considerations

The YANG nodul es specified in this docunent define a schenma for data
that is designed to be accessed via network nmanagenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |layer, and the mandatory-to-inpl enment secure
transport is Secure Shell (SSH) [RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFCB8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]

provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

Refer to the security considerations for TE-tunnel and VN Yang in
[I-Dietf-teas-yang-te] and [ RFC9731] respectively.

There are a nunber of data nodes defined in this YANG nodul e that are
witable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes nmamy be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

Lee, et al. Expi res 23 COctober 2025 [ Page 34]



I nternet-Draft VN TE Perf Mbonitoring April 2025

11.

ef fect on network operations. These are the subtrees with the wite
operation that can be exploited to inmpact the network monitoring. An
incorrect condition could cause frequent scaling operations to be
executed causing harmto the network:

* Jte:tel/te:tunnels/te:tunnel/te-scaling-intent/scale-in-intent

* Jte:tel/te:tunnels/te:tunnel/te-scaling-intent/scal e-out-intent

* [fvn:virtual -network/vn:vn/vn-scal i ng-intent/scal e-in-intent

* Jvn:virtual -network/vn:vn/vn-scal i ng-intent/scal e-out-intent
Further, the followi ng are the subtrees with the wite operation that
can be exploited by setting an incorrect grouping operation for the
VN operation inpacting the network nonitoring:

* Jvn:virtual -network/vn:vn/vn-tel emetry/operation

* [vn:virtual - network/vn:vn/vn: vn-menber/vn- nenber-tel emetry/
operati on

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees with the
read operations that can be exploited to learn real-tine (and
sensitive) telenetry information about the TE tunnels and VN
* [te:tel/te:tunnels/te:tunnel/te-telenetry
* [vn:virtual -network/vn:vn/vn-tel emetry
* [vn:virtual - networ k/vn: vn/vn: vn- nenber/vn- nenber-tel enetry

I ANA Consi derations

Thi s docunent registers the foll owi ng nanespace URIs in the | ETF XM
registry [ RFC3688]:
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URI: urn:ietf:parans:xm :ns:yang:ietf-te-telenetry
Regi strant Contact: The |IESG
XM.: N A, the requested URI is an XM. nanespace.

URI: urn:ietf:parans: xm :ns:yang:ietf-vn-telenetry
Regi strant Contact: The |IESG
XM.: N A, the requested URI is an XM. nanespace.

Thi s document registers the foll owi ng YANG nodul es in the YANG Modul e
Nanes registry [ RFC6020]:

nane: ietf-te-telenetry

nanespace: urn:ietf:paranms: xm:ns:yang:ietf-te-telenetry
prefix: te-tel

reference: RFC XXXX

nane: ietf-vn-telenetry

namespace: urn:ietf:paranms: xm:ns:yang:ietf-vn-telenmetry
prefi x: vn-tel

ref erence: RFC XXXX
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Appendi x A.  Qut of Scope

Thi s docunent exclusively focuses on performance nmonitoring tel enetry
and scaling intent nechanisns of the underlying transport (TE-tunnels
and Virtual Networks (VNs)). The perfornmance nonitoring of the
services is out of scope. See Section 3.3 for details about VPN
performance monitoring. Simlarly, performance nonitoring of |ETF
network slices could be developed, and it is clearly out of the scope
of this docunent.
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