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Abst r act

RFC5926 creates a |ist of cryptographic algorithnms that can be used
with TCP-AO. This docurment expands that |ist, adding two Message
Aut henti cati on Code (MAC) al gorithns, HVAC SHA256-128 and

KMAC256- 128. For each MAC al gorithm a correspondi ng Key Derivation
Function (KDF) is al so added.

The MAC al gorithms described by this docunent produce 128-bit (i.e.,
16-byte) MACs. When 16-byte MACs are encoded in TCP-AO the TCP-AO
consunmes 20 bytes. This does not challenge TCP' s 40-byte option size
limtation.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi mum of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 30 Novenmber 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Legal
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
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and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

[ RFC5926] creates a list of cryptographic algorithns that can be used
with TCP- AO [ RFC5925]. This docunment expands that |ist, adding two
Message Aut hentication Code (MAC) al gorithms, HVAC SHA256-128 and
KMAC256- 128. For each MAC algorithm a correspondi ng Key Derivation
Function (KDF) is al so added.

The MAC al gorithms described by this docunent produce 128-bit (i.e.,
16-byte) MACs. When 16-byte MACs are encoded in TCP-AQ, the TCP-AO

consunmes 20 bytes. This does not challenge TCP' s [ RFC9293] 40-byte
option size limtation.

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

3. Algorithm C asses
[ RFC5925] requires the followi ng cryptographic algorithm classes:

* Key Derivation Functions (KDFs)
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*  MAC Al gorithmns

Section 3.1 of this docunent addresses KDFs while Section 3.2
addresses MAC al gorit hns.

3.1. Key Derivation Functions (KDFs)
A KDF converts I nput Keying Material (IKM into cryptographically
secure Qutput Keying Material (OKM. 1In the case of TCP-AQ a KDF
converts an adm nistratively assigned Master_Key into a Traffic_Key.
KDFs have the follow ng interface:
* Traffic_Key = KDF_al g( Master_Key, Context, Qutput_Length)
wher e:
* KDF_alg is the KDF al gorithm being used.
* Master_Key is a variable length pre-shared key (PSK).

* Context is binary string containing information related to the TCP
connection, as defined in [ RFC5925], Section 5. 2.

* Qutput_Length is the desired Iength of the Traffic_Key. 1In this
docunent, the Qutput_Length is always equal to 256 bits.

Thi s docunent defines two KDFs:
*  HKDF- SHA256
*  KMAC256- KDF

Section 3.1.1 of this docunent descri bes HKDF- SHA256 whil e
Section 3.1.2 describes KMAC256- KDF.

3.1.1. HKDF- SHA256

HKDF- SHA256 is as described in [ RFC5869]. HKDF- SHA256 executes in
the foll owi ng stages:

*  Extract
*  Expand
The interface to the Extract stage is:

*  PRK = HKDF-Extract(salt, |KM
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wher e:

* PRK is a Pseudo-random key, to be used in the Expand stage.

* salt is an all-zero byte string whose | ength equals 32 bytes.

* |KMis the Master_Key argunent provided to the KDF interface.

According to [ RFC5869], the goal of the extract stage is to

concentrate the possibly dispersed entropy of the input keying

material into a short, but cryptographically strong pseudorandom key.

I mpl ement ati ons MUST execute the extract stage.

The interface to the Expand stage is:

*  OKM = HKDF- Expand(PRK, info, L)

wher e:

* OKMis the Traffic_Key.

* PRK is the value produced by the Extract stage.

* info is the Context argunment provided to the KDF interface.

* Lis the Qutput_Ilength argument provided to the KDF interface
divided by 8. (The Qutput_| ength argunent provided to the KDF
interface is nmeasured in bits, while L is neasured in bytes.)

The expand stage expands the pseudorandom key to the desired | ength.

The output key | ength depend on the specific cryptographic algorithns

for which the keys are needed. |nplenentations MJST execute the

expand st age.
3.1.2. KMAC256- KDF

KMAC256- KDF is as described in [DA.10. 6028_N ST. SP. 800-56Cr2]. So,

the interface to KMAC256- KDF as described in

[DA . 10. 6028_N ST. SP. 800-56Cr 2] :

*  OKM = KMAC256(Z, salt, x, HoutputBits, S)

wher e:

* Zis is the Master_Key argunent provided to the KDF interface

* salt is an all-zero byte string whose | ength equals 132 bytes.
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3.

3.

*

*

2.

X is the Context argunment provided to the KDF interface.

H outputBits is is the Qutput_Length argunent provided to the KDF
interface.

Sis the byte string 01001011 || 01000100 || 01000110, which
represents the sequence of characters "K', "D," and "F" in 8-bit
ASCI | .

MAC Al gorithmns

Each MAC al gorithm defined for TCP-AO has the followi ng fixed
el ements as part of its definition:

*

KDF_Alg is the name of the KDF al gorithmused to generate the
Traffic_Key.

Key_Length is the length of the Traffic_Key used in this MAC
measured in bits. In this docunent, the Key_Length is always 256
bits.

MAC Length is the desired | ength of the MAC to be produced by the
algorithm In this docunent, the MAC Length is always 128 bits.

MACs conputed for TCP-AO have the followi ng interface:

*

MAC = MAC al g(Traffic_Key, Message)

wher e:

*

2.

1.

MAC is the value to be encoded in TCP-AQ
MAC alg is MAC Al gorithm used.
Traffic_Key is the result of KDF.

Message is the nessage to be authenticated, as specified in
[ RFC5925], Section 5. 1.

The Use of HWVAC- SHA256- 128

The three fixed el enents for HVAC SHA256- 128 ar e:

*

*

*

KDF_Al g: HKDF- SHA256.
Key Length: 256 bits.

MAC Length: 128 bits.
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3.

2.

For :

* MAC = MAC alg (Traffic_Key, Message)

HVAC- SHA256- 128 for TCP-AO has the foll ow ng val ues:
* MAC is the value to be encoded in TCP-AO

* MAC al g i s HVAC SHA256.

* Traffic _Key is the result of the KDF.

* Message is the nessage to be authenticated, as specified in
[ RFC5925], Section 5. 1.

2. The Use of KMAC256-128

The three fixed el ements for KMAC256-128 are:
*  KDF_Al g: KMAC256- KDF

* Key_Length: 256 bits.

* MAC Length: 128 bhits.

For :

* MAC = MAC alg (Traffic_Key, Message)
KMAC256- 128 for TCP- AO has the followi ng val ues:
* MAC is the value to be encoded in TCP-AO
* MAC alg is KMAC256.

* Traffic Key is the result of the KDF.

* Message is the nessage to be authenticated, as specified in
[ RFC5925], Section 5. 1.

Security Considerations

Thi s docunent inherits all of the security considerations of
[ RFC5869], [RFC5925], [RFC8702], and [ RFC9688] .

The security of cryptography-based systens depends on both the
strength of the cryptographic algorithns chosen and the strength of
the keys used with those algorithnms. The security al so depends on
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the engi neering of the protocol used by the systemto ensure that
there are no non-cryptographic ways to bypass the security of the
overall system

Mast er _Keys SHOULD have at | east 256 bits of entropy. This docunent
RECOMMVENDS t hat operators use Master Keys generated by a

crypt ographi ¢ random nunmber generator, or similar. However, it is
under stood that that may not do so.

TCP- AO Master Key Tuples MJST be rotated at a rate comensurate with
the strength of the cryptographic al gorithns.

5. | ANA Consi derati ons

IANA is requested to add the following entries to the "Cryptographic
Al gorithns for TCP-AO Registration”

(https://ww. i ana. org/ assi gnnent s/t cp- paraneters/tcp-

par anet er s. xht m #t cp- par anet er s- 3) .

[ sl sl )
| Algorithm | Reference |
+ o4 o= =+
| HMAC- SHA256- 128 | Thi s Docunent |
I I I I T +
| KMAC256- 128 | This Document |
I I I i +

Table 1: | ANA Actions
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