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Abst ract

RFC5926 specifies cryptographic algorithms for TCP-AO It explains
how to use KDF_HVAC SHA1 and KDF_AES 128 CMAC as KDFs. It also
expl ai ns how to use HVAC- SHA- 1- 96 and AES-128- CVAC-96 as MAC

al gorithns.

Thi s docunment specifies several new KDFs and MAC al gorithns for TCP-
AO. The KDFs and MAC al gorithms specified in this docunment use
stronger cryptography.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 29 Cctober 2026.
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . 2
2. Conventions and Defl ni t| ons . 4
3. Updates to RFC 5926 . 4
3. 1. Concrete KDFs . . . . 4
3.1.1. KDF_HVAC SHA256 . 4
3.1. 2. KDF_HVAC SHA384 . 4
3.1.3. KDF_HVAC SHA512 . . 5
3.1.4. KDF_HVAC SHA3- 256 . 5
3.1.5. KDF_HVAC SHA3-384 . 5
3.1.6. KDF_HVAC SHA3-512 . 6
3.2. MAC Algorithms . . . . . . . . 6
3.2.1. The Use of HVAC- SHA256-128 6
3.2.2. The Use of HVAC- SHA384-128 7
3.2.3. The Use of HWVAC SHA512-128 . 7
3.2.4. The Use of HWVAC- SHA3-256-128 8
3.2.5. The Use of HWVAC- SHA3- 384-128 9
3.2.6. The Use of HMAC-SHA3-512-128 . . . . . . . . . . . . 9

4. Security Considerations . . . . . . . . . . . . . . . .. .. 10
5. | ANA Considerations . . . . . . . . . . . . . . . . . . .. . 10
6 Acknowl edgenents . . . . . . . . . . . . . . . . . .. ... 11
7. Normative References . . . . . . . . . . . . . . . . .. .. 1
Authors’ Addresses . . . . . . . . . . . . . . . ... ..., o112

1. Introduction

TCP end-points use the TCP Authentication Option (TCP-AO [RFC5925]
to authenticate segnents. TCP-AO relies upon:

* A Master Key Tuple (MT)

* A Key Derivation Function (KDF)

* A Message Authentication Code (MAC) al gorithm

TCP- AO systens are configured with one or nore MKTs for each
connection that they protect. Wen a connection is associated with
mul tiple MKTs, TCP-AO can rotate anmong them during the course of a
TCP session. This facilitates dynam c key change and aut hentication

algorithmagility.

An MKT i ncl udes:
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* Two MWKT identifiers, one used for sending and one used for
receiving
* A connection identifier (i.e., a TCP socket pair)
* A master key (i.e., a shared secret)
* A KDF
* A MAC al gorithm

* A flag indicating whether TCP options other than TCP-AO are
aut henti cat ed

The KDF generates a traffic key. |Its inputs are:
* A pseudorandom function (PRF) used to generate the traffic key
* The master key

* Context (i.e., Abinary string containing information related to
t he connecti on)

* Qutput length (i.e., the length of the traffic key, in bits)
The MAC al gorithm produces a MAC. It is defined by:

* The KDF algorithmused to generate the traffic key

* The length of the traffic key, in bits

* The length of the MAC, in bits

The following are inputs to the MAC Al gorithm

* traffic key

*  message

TCP- AO systens include the MAC in the TCP-AO  They use the MAC to
aut henti cate segnents.

[ RFC5926] specifies cryptographic algorithnms for TCP-AO. It explains
how to use KDF_HVAC SHA1 and KDF_AES 128 CMAC as KDFs. It also
expl ai ns how to use HVAC- SHA- 1-96 and AES-128- CVAC-96 as MAC

al gorithns.
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3.

3.

3.

3.

Thi s docunment specifies several new KDFs and MAC al gorithns for TCP-
AO. The KDFs and MAC algorithms defined in this docunent use
stronger cryptography.

According to [ RFC2104], "Applications of HVAC can choose to truncate
the out put of HVAC by outputting the t leftnost bits of the HVAC
comput ation for some paraneter t".

The al gorithns described in this docunent truncate the output of HVAC
to 128 bits (i.e., 16 bytes). Therefore, when they are encoded in
TCP- AO, the TCP- AO consunes 20 bytes.

Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP14 [ RFC2119] [ RFC8174] when, and only when, they appear in all
capitals, as shown here.

Updates to RFC 5926
1. Concrete KDFs
1.1. KDF_HWMAC SHA256

For KDF_HMAC SHA256:

* PRF for KDF_alg: HVAC SHA256 [ RFC2104]
[ DO . 10. 6028_NI ST. FI PS. 180- 4]

* Use: HMAC- SHA256( Key, | nput).

* Input: (i || Label || Context || CQutput_Length)

* Key: Master_ Key, configured by user, and passed to the KDF
* Qutput_Length: 256 bits

* Result: Traffic_Key, used in the MAC function by TCP-AO
1.2. KDF_HVAC SHA384

For KDF_HVAC SHA384:

* PRF for KDF_alg: HVAC- SHA384 [ RFC2104]
[ DO . 10. 6028_NI ST. FI PS. 180- 4]
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* Use: HWVAC SHA384( Key, Input).

* Input: (i || Label || Context || CQutput_Length)

* Key: Master_Key, configured by user, and passed to the KDF

*  Qutput_Length: 384 bits

* Result: Traffic_Key, used in the MAC function by TCP-AO
3.1.3. KDF_HVAC SHA512

For KDF_HVAC SHA512:

* PRF for KDF_alg: HVAC SHA512 [ RFC2104]
[ DOl . 10. 6028_Ni ST. FI PS. 180- 4]

*  Use: HVAC- SHA512( Key, Input).

* Input: (i || Label || Context || Qutput_Length)

* Key: Master_Key, configured by user, and passed to the KDF

*  Qutput_Length: 512 bits

* Result: Traffic_Key, used in the MAC function by TCP-AO
3.1.4. KDF_HMAC_SHA3- 256

For KDF_HVAC SHA3- 256:

* PRF for KDF_al g: HWVAC SHA3- 256 [ RFC2104]
[DA . 10. 6028_N ST. FI PS. 202]

*  Use: HMAC- SHA3- 256( Key, | nput).

* Input: (i || Label || Context || Qutput_Length)

* Key: Master_Key, configured by user, and passed to the KDF

*  Qutput_Length: 256 bits

* Result: Traffic_Key, used in the MAC function by TCP-AO
3.1.5. KDF_HVAC SHA3- 384

For KDF_HVAC SHA3- 384:
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KDF_al g: HMAC- SHA3- 384 [ RFC2104]

[DA . 10. 6028_N ST. FI PS. 202]

*  Use: HVAC- SHA3- 384(Key, Input).

* Input: (i || Label || Context || Cutput_Length)

* Key: Master_Key, configured by user, and passed to the KDF

* Qutput_Length: 384 bits

*  Result:

Traffic_Key, used in the MAC function by TCP- AO

3.1.6. KDF_HVAC SHA3-512

For KDF_HMAC_SHA3- 512:

*  PRF for

KDF al g: HVAC- SHA3-512 [ RFC2104]

[ DO . 10. 6028_NI ST. FI PS. 202]

* Use: HWVAC SHA3-512(Key, |nput).

* Input: (i || Label || Context || CQutput_Length)

* Key: Master_Key, configured by user, and passed to the KDF

*  Qutput_Length: 512 bits

*  Resul t:

Traffic_Key, used in the MAC function by TCP- AO

3.2. MAC Al gorithms

The foll owi ng subsections should be added to Section 3.2 of

[ RFC5926] .

3.2.1. The Use of HMAC- SHA256- 128

By definition, HVAC [ RFC2104] requires a cryptographic hash function.

SHA256 wi | |

be that hash function used for authenticating and

providing integrity validation on TCP segnents w th HVAC.

The three fixed el enents for HVAC SHA256- 128 ar e:

*  KDF_Al g:

KDF_HVAC_SHA256

* Key_Length: 256 bits.

* MAC Length: 128 bhits.
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3.

3.

2.

For :

* MAC = MAC alg (Traffic_Key, Message)

HVAC- SHA256- 128 for TCP-AO has the foll ow ng val ues:
*  MAC_ al g: HVAC- SHA256

* Traffic_Key: Variable; the result of the KDF.

* Message: The nessage to be authenticated, as specified in
[ RFC5925], Section 5.1.

2. The Use of HMAC- SHA384-128

By definition, HVAC [ RFC2104] requires a cryptographic hash function.
SHA384 wi |l be that hash function used for authenticating and
providing integrity validation on TCP segnents w th HVAC.

The three fixed el ements for HVAC SHA384-128 are:

*  KDF_Al g: KDF_HVAC SHA384

* Key_Length: 384 bhits.

*  MAC Length: 128 bits.

For :

* MAC = MAC alg (Traffic_Key, Message)

HVAC- SHA384- 128 for TCP-AO has the foll ow ng val ues:

*  MAC al g: HVAC- SHA384

* Traffic_Key: Variable; the result of the KDF.

* Message: The nessage to be authenticated, as specified in
[ RFC5925], Section 5. 1.

2.3. The Use of HMAC- SHA512-128

By definition, HVAC [ RFC2104] requires a cryptographic hash function.
SHA512 will be that hash function used for authenticating and
providing integrity validation on TCP segnents w th HVAC.

The three fixed el enents for HVAC- SHA512- 128 ar e:
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*

*

*

KDF_Al g: KDF_HVAC SHA512
Key Length: 512 bits.

MAC Length: 128 bits.

For:

*

MAC = MAC al g (Traffic_Key, Message)

HVAC- SHA512- 128 for TCP-AO has the foll ow ng val ues:

*

3.2. 4.

By

SHA3- 256 wi |l |

MAC al g: HVAC- SHA512
Traffic_Key: Variable; the result of the KDF.

Message: The nessage to be authenticated, as specified in
[ RFC5925], Section 5.1.

The Use of HVAC- SHA3- 256- 128

definition, HVAC [ RFC2104] requires a cryptographi c hash function.

providing integrity validation on TCP segnents w th HVAC.

The three fixed el enents for HMAC SHA3- 256- 128 ar e:

*

*

*

KDF_Al g: KDF_HWVAC_SHA3- 256.
Key_Length: 256 bits.

MAC Length: 128 bits.

For:

*

MAC = MAC al g (Traffic_Key, Message)

HVAC- SHA3- 256- 128 for TCP- AO has the foll owi ng val ues:

*

MAC al g: HWMAC- SHA3- 256.
Traffic_Key: Variable; the result of the KDF.

Message: The nessage to be authenticated, as specified in
[ RFC5925], Section 5. 1.
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5. The Use of HVAC- SHA3-384-128

April 2026

By definition, HVAC [ RFC2104] requires a cryptographic hash function.
SHA3-384 will be that hash function used for authenticating and

providing integrity validation on TCP segnents w th HVAC.
The three fixed el ements for HVAC- SHA3-384-128 are:

*  KDF_Al g: KDF_HVAC SHA3- 384.

* Key_Length: 384 bits.

*  MAC _Length: 128 bits.

For :

* MAC = MAC alg (Traffic_Key, Message)

HVAC- SHA3- 384- 128 for TCP- AO has the foll owi ng val ues:

*  MAC_ al g HVAC- SHA3- 384.

* Traffic_Key: Variable; the result of the KDF.

* Message: The nessage to be authenticated, as specified in

[ RFC5925], Section 5. 1.

6. The Use of HWVAC SHA3-512-128

By definition, HVAC [ RFC2104] requires a cryptographic hash function.
SHA3-512 will be that hash function used for authenticating and

providing integrity validation on TCP segnents w th HVAC.
The three fixed el ements for HVAC- SHA3-512-128 are:

*  KDF_Al g: KDF_HVAC SHA3-512.

* Key_ Length: 512 bits.

* MAC Length: 128 bits.

For:

* MAC = MAC alg (Traffic_Key, Message)

HVAC- SHA3- 512-128 for TCP-AO has the foll owi ng val ues:

*  MAC al g HVAC- SHA3-512.
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4.

* Traffic_Key: Variable; the result of the KDF.

* Message: The nessage to be authenticated, as specified in
[ RFC5925], Section 5. 1.

Security Considerations

According to [ RFC2104], "Applications of HVAC can choose to truncate
the out put of HVAC by outputting the t leftnmost bits of the HVAC
conputation for sone paranmeter t".

The al gorithnms described in this document truncate the output of HWVAC
to 128 bits (i.e., 16 bytes). Therefore, when they are encoded in
TCP- AO, the TCP- AO consunmes 20 bytes.

[ RFC2104] continues, "W recommend that the output length t be not

| ess than half the length of the hash output (to match the birthday
attack bound) and not |ess than 80 bits (a suitable | ower bound on

the nunber of bits that need to be predicted by an attacker).

In this docunment, only the followi ng MAC algorithns conply with that
recomendati on:

*  HVAC- SHA256- 128
*  HVAC- SHA3- 256- 128
I ANA Consi derati ons
I ANA is requested to add the following entries to the "Cryptographic
Al gorithns for TCP-AO Regi stration”

(https://wwv i ana. or g/ assi gnnent s/t cp- paranet ers/tcp-
par anet er s. xht m #t cp- par anet er s- 3) .
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[ el e
| Algorithm | Reference |
[§ ooy oo oo
| SHA256-128 | This Docunent |
- . +
| SHA384-128 | This Docunent |
T . +
| SHA512-128 | This Document |
S o +
| SHA3-256-128 | This Docunent |
- . +
| SHA3-384-128 | This Docunent |
T . +
| SHA3-512-128 | This Docunent |
S o +

Table 1: | ANA Actions
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