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Abst ract

Thi s docunent specifies an experinental diagnostic payl oad format
returned in TCP RST segnents. Such payl oads are used to share with
an endpoint the reasons for which a TCP connection has been reset.
Sharing this information is meant to ease diagnostic and

troubl eshoot i ng.

Thi s specification builds on provisions that are already present in
RFC 9293 "Transm ssion Control Protocol (TCP)". As such, this
docunent does not require any change to RFC 9293.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the TCP Mii ntenance and
M nor Extensions mailing list (tcpm@etf.org), which is archived at
https://mail archive.ietf.org/arch/browse/tcpni.

Source for this draft and an issue tracker can be found at

https://github. com boucadai r/draft-boucadair-tcpmrst-di agnostic-
payl oad.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

A TCP connection [ RFC9293] can be reset by a peer for various
reasons, e.g., received data does not correspond to an active
connection. Also, a TCP connection can be reset by an on-path
service function (e.g., Carrier G ade NAT (CGN) [ RFC6888], NAT64

[ RFC6146], or firewall) for several reasons. Typically, a Network
Address Transl ator (NAT) function can generate an RST segnent to
notify an endpoint upon the expiry of the lifetinme of the
correspondi ng mappi ng entry or because an RST segnment was received
froma peer (Section 2.2 of [RFC7857]).

A TCP connection can also be closed by a user or an application at
any tine. However, the peer that receives an RST segnent does not
have any hint about the reason that led to terminating the
connection. Likewise, the application that relies upon such a TCP
connection may not easily identify the reason for the connection
reset. Troubl eshooting such events at the renpote side of the
connection that receives the RST segnent nmay not be trivial

This docunent fills this void by specifying an experinental format of
the di agnostic payload returned in an RST segnent. This design is
backward conpatible with TCP as further clarified in Section 6.1

The generic procedure for processing an RST segnent is specified in
Section 3.5.3 of [RFC9293]. Only the deviations fromthat procedure
to insert and validate a diagnostic payload is provided in Section 4.

Thi s docunent specifies the format and the overall approach to ease
mai ntaining the list of codes while allow ng for addi ng new codes as
needed in the future and accommpdati ng any existing vendor-specific
codes. An initial version of error codes is available in Table 2
However, the authoritative source to retrieve the full list of error
codes is the | ANA-mai ntained registry (Section 9.1).

Section 5 provides a set of exanples to illustrate the use of TCP RST
di agnosti c payl oads.
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Section 7 provides an informative di scussion of socket API
consi derations. |Inplenentation and experinmental validation are
detailed in Appendi x A

Experinment goals are listed in Section 3.
2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent nmakes use of the terns defined in Section 4 of
[ RFC9293].

SEG LEN is defined in Section 3.3.1 of [RFC9293]. SHLD-2 is defined
in Section 3.5.3 of [RFC9293] while MJST-12 is defined in Section 3.6
of [RFC9293].

Thi s docunent uses the follow ng terns:

RST di agnostic payl oad: The payl oad of an RST nessage that conveys
di agnosti c dat a.

RST with diagnostic payl oad: An RST segnent that includes diagnostic
payl oad.

Reset reason information: Refers to a reset reason code and a
Private Enterprise Nunber (PEN). The PEN can be omitted if it is
set to O.

3. Experinent Description & Goals

The nmain objective of this experinment is to have a conmmon fornat of
RST di agnostic payl oad that woul d be used as basis for consistent
testing and evaluation in a variety of deploynent contexts (Internet,
data centers, application clients/servers provided and managed by the
sanme entity, clients and servers software owned by distinct entities,
etc.).

Experiments reports are encouraged to share the main | essons | earned
in these experinentations. Specifically, the following itens are of
i nterest:

Delivery and on-path device interference: Ildentify and share issues
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(or lack thereof) related to the delivery of RST with diagnostic
payl oad.

CPU/ | oad i npact: Assess CPU | oad inpact (or |ack thereof) of
handl i ng RSTs, including when a mi x of RSTs with and wi t hout

di agnostic payl oad are sent by an endpoint.

St andard reset reasons: Assess whether the |list of code reasons
(Section 9.1) reflects observed reset cases.

Integration of socket APl extensions: Exercise the socket API
extensions and identify any required adjustenment (Section 7).

Oper ational guidance: Strengthen the operational gui dance for
depl oyi ng RSTs with di agnosti c payl oad.

4. RST Di agnostic Payl oad
4.1. Payl oad For nat
This section defines the nessage format to convey RST di agnostic
payl oad. This format is designed to mininmze the length of the
payl oad.
The format of the RST diagnostic payload is shown in Figure 1.
0 1 2 3
01234567890123456789012345678901
i i i T i I S i e s o o i i

| 0x33AA | reason- code |
R et e s i o e s i i

I pen I
B i s T T i i o S o T Ji I
Figure 1: Structure of the RST Di agnostic Payl oad
The RST di agnostic payl oad conprises a magi c nunber that is used to
unanbi guously identify an RST payl oad that follows this
specification. The magic nunber MJST be set to O0x33AA
The descriptions of other fields shown in Figure 1 are as foll ows:

reason-code: This field takes a value froman avail able registry
(I ANA or vendor-specific).

Value 0 is reserved and MUST NOT be used.

The reason code is taken fromthe "TCP Failure Causes" registry
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[ANA-TCP] if "pen" is set to O.

It is RECOVMENDED t hat inplenentations support all codes defined
in Table 2 provided in Section 9.1

If the "pen" is not set to O, then the reason code refers to a
registry of the entity identified by the "pen" paraneter.

pen: Includes a Private Enterprise Nunber (PEN)
[ Private-Enterprise-Nunbers].

The reserved PEN value "0" is used to indicate that the reason
code refers to the | ANA-mai ntained registry (Section 9.1).

SEG LEN MJST be 8 for an RST with diagnostic payl oad.
4.2. Behavior

Mal f ormed RST di aghostic payl oads that include the magi ¢ nunbers
Ox33AA MJST be silently ignored by the receiver. RSTs that carry
such mal formed di agnostic payl oads are handl ed |ike an RST wi t hout
payl oad.

A peer that receives a valid diagnostic payl oad nay pass the reset
reason information to the | ocal application in addition to the

i nformati on (MJST-12) described in Section 3.6 of [RFC9293]. The
reset reason information may al so be | ogged locally, unless a |loca
policy specifies otherwise. Howthe reset reason information is
passed to an application and howit is stored locally is

i mpl ement ati on-specific.

Because new codes nmay be supported by a sender, receivers SHOULD NOT
di scard received RST diagnostic payl oads with an unknown reason code
unl ess configured ot herw se.

Vendor-specific registries may be maintained by applications. It is
out of scope to describe how an inplenentation associates a PEN with
a vendor-specific registry.

5. Sonme Exanpl es
Figure 2 depicts an exanple of an RST diagnostic payload that is
generated to informthe peer that the TCP connection is reset because

an ACK was received fromthat peer while the connection is still in
the LI STEN state (Section 3.10.7.2 of [RFC9293]).
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0 1 2 3
01234567890123456789012345678901
B T I i R i e i Sl e e g e S I T s s it sTE O T B S SR
| 0x33AA | 0x02 |
e o o e i et oI i S S S i s s e sl St S S S e R R R
| 0x00 I
e e i i i e S S e S i il s St S S i R R R R

Figure 2: Exanple of an RST Di agnostic Payload with Reason Code

An RST di agnostic payl oad may al so be sent by an on-path service
function. For exanple, the follow ng diagnostic payload is returned
by a NAT function upon expiry of the mapping entry to which the TCP
connection is bound (Figure 3).

0 1 2 3

01234567890123456789012345678901
O e i o R i i I R S e o
| 0x33AA | O0X0E |
i T s i o S i i S R I S I S S S M
| 0x00 |
B T S i T s i i e e SEI S

Figure 3: Exanple of an RST Di agnostic Payl oad to Report
Connecti on Ti meout

Figure 4 illustrates an RST diagnostic payload that is returned by a
peer that resets a TCP connection for a reason code 1234 (0x4D2)
defined by a vendor with the private enterprise nunber 32473
(Ox7ED9) .

0 1 2 3

01234567890123456789012345678901
S Sy i S S A S T T G T S o
| 0x33AA | 0x4D2 |
Fo e e e e e b e b e e e e e e e e e e e e e e e e e e e e e e e
| Ox7ED9 |
S S S M M S S S T M T S S S S

Figure 4: Exanple of an RST Di agnostic Payload to Report Vendor-
Speci fic Reason Code

Fi gure 4 uses the Enterprise Number 32473 defined for docunmentation
use [ RFC5612].
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6. Operational Considerations
6.1. Backward Conpatibility

Ret urni ng di agnostic data in an RST segnent is consistent with the
provision in Section 3.5.3 of [RFC9293] for RST segnents, especially:

| TCP inplementations SHOULD all ow a received RST segnment to include
| data (SHLD 2).

Al so, this docunment does not change the conditions under which an RST
segnment is generated (Section 3.5.2 of [RFC9293]).

6.2. Miltiple RSTs

Per Section 3.6 of [RFC9293], one or nore RST segnents can be sent to
reset a connection.

Sendi ng nore RST segnents to reset a connection can be used to

mtigate depl oynent contexts where sonme on-path devices may di scard

RSTs wi th payl oad dat a.

Whet her a TCP endpoint elects to send nore than one RST with only a

subset of themthat include the diagnostic payload is inplenmentation-

specific for clients and policy-based for servers (see Section 6.3).
6.3. Manageability

TCP server inplenentations should support the foll ow ng paraneters:

* A paraneter to control the activation of RSTs with diagnostic
payl oad.

* A paraneter to expose the set of reason codes that are supported
by an inpl enentation.

* A parameter to control whether "enpty" RSTs are al so sent together
with an RST with di aghostic payl oad.

* Arate-limt of RSTs with diagnostic payl oad.
* Counters to track sent/received RSTs with diagnostic payl oad.

* Counters to track received invalid RSTs with diagnostic payl oad.
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6. 4. Mai nt enance

As new reason codes may be added to the | ANA registry, there is a
risk that the codes that are supported by an inplenentation do not
match the latest version in the registry. Deviations can be detected
usi ng the exposure paraneter in Section 6. 3.

It is RECOWENDED to proceed with regul ar software updates to align
with the latest version in the registry.

7. Socket APl Considerations (Infornmative)
Thi s section describes how the socket APl can be extended to provide
a way for an application to use the functionality described in this
docunent .
This section is informational only.
The APl described in this section can change in a non-backwards
compati ble way during the evolution of this docunent due to changed
functionality or gained experience during the inplementation

7.1. Socket Options

Table 1 provides an overview of the | PPROTO TCP-1|evel socket options
defined in this section.

[ s el ety Ll
| Option Name | Data Type | Set | Get |
[ sl e e pe S pe g
| TCP_RST_REASON ENABLE | uint32_t | X | |
B i T B i T +----- +----- +
| TCP_RST_REASON CODE | struct tcp_rst_reason | X | X |
B e ] B e ] +----- +----- +

Tabl e 1. Socket Options

7.1.1. Enable the Sending of the Diagnostic Payl oad
( TCP_RST_REASON_ENABLE)

Usi ng setsockopt() with the | PPROTO TCP-1evel socket option with the
nane TCP_RST_REASON ENABLE enabl es or disables the sending of the

di agnostic payl oad using a reason-code and pen. The option_val ue of
type uint32_t specifies the pen in host byte order to use. Wen 0 is
used (Section 3 of [RFC9371]), the reason-codes fromthe registry
specified in Section 9.1 are used. Wen Oxffffffff is used

(Section 3 of [RFC9371]), the sending is disabled. The default is
that the sending of a diagnostic payload is disabled. An
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i mpl ementation night not support the use of PENs different from zero
and Oxffffffff.

7.1.2. Get or Set the Diagnostic Payl oad as Code (TCP_RST_REASON CODE)

Usi ng getsockopt() with the | PPROTO TCP-I|evel socket option with the
name TCP_RST_REASON CCDE al lows the caller to retrieve the reason-
code and the pen of the diagnostic payload in the received RST
segnment, which term nated the correspondi ng TCP connection

Usi ng setsockopt() with this socket option allows the caller to
provi de reason-code and pen to be sent as part of the diagnostic

payl oad when the application triggers the sending of a RST segnent by
using close(). In addition to using close() in conbination with the
SOL_SOCKET- | evel socket option with nane SO LI NGER, the application
can just provide the TCP._RR RST ON CLOSE flag in trr_flags. This way
the application can trigger the sending of a RST segnment by calling
set sockopt () once followed by close().

For accepted sockets, this socket option is inherited fromthe
i stening socket.

The followi ng structure is used as the option_val ue:

struct tcp_rst_reason {
uintl6_t trr_flags;
uintl6_t trr_code;
uint32 t trr_pen;

b

trr_flags: This field is reported as 0 for getsockopt() calls.
For setsockopt ()

calls, the following flag can be used:

TCP_RR RST ON CLOSE: Wen this flag is set, calling
close() triggers the sending of a RST segnment sinilar to case,
where the SOL_SOCKET-| evel socket option with name SO LINGER i s
used to enable lingering with the linger time of 0. Wen this
flag is cleared, the corresponding functionality is disabled.

trr_code: The reason-code in host byte order to be interpreted in

conbination with the PEN provided in trr_pen. 1In case of trr_pen
being zero, trr_code refers to a value in the registry defined in
Section 9.1.

trr_pen: The PEN in host byte order to is used in conbination with
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9

the reason-code specified in trr_code. Wen this socket option is
used with setsockopt(), it is an error to use zero as a value for
trr_pen as long as trr_code is not zero.

When getsockopt() with this socket option is perfornmed on a socket,
whi ch has not received a RST with a diagnostic payl oad containing a
reason-code and pen, zero is provided as the trr_code and trr_pen
When setsockopt() with a trr_code and trr_pen of zero is perforned,
the special handling of RST segnents sent during the ungraceful
term nation of the TCP connection is disabl ed.

Security Considerations

[ RFC9293] discusses TCP-rel ated security considerations. 1In
particul ar, RST-specific attacks and their mtigations are di scussed
in Section 3.10.7.3 of [RFC9293].

The presence of vendor-specific reason codes may be used to
fingerprint hosts. Such a concern does not apply if the reason codes
are taken fromthe | ANA-mai ntained registry. |Inplenmenters are, thus,
encouraged to register new codes within | ANA i nstead of maintaining
specific registries.

I ANA Consi derations
1. New Registry for TCP Fail ure Causes
Thi s docunent requests IANA to create a new registry entitled "TCP
Fai |l ure Causes" under the "Transm ssion Control Protocol (TCP)
Par anet ers" registry group [| ANA-TCP].

Val ues are taken fromthe 1-65535 range.

The assignnment policy for this registry is "Expert Review'
(Section 4.5 of [RFC8126]). See nore gui dance at Section 9. 2.

The registry is initially populated with the values listed in
Tabl e 2.

[ gttty S pp—————————(——(—————————————————— Ll p—p—p————
| Value | Description | Specification (if |
| | | avail abl e) |
| 0 | Reserved | Thi sDocunent |
R, o e e e e e e e e e e e e e e o e e e e +
| 1 | I'llegal option Iength | Section 3.1 of |
| | | [ RFC9293] |
dememaas e T +
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| 2 | Desynchronized state | Section 3.5.1 of |
I I | [RFC9293] I
R, o e e e e e e e e e e e e e e o e e e e +
| 3 | New data is received after | Sections 3.6.1 and |
| | CLOSE is called | 3.10.7.1 of [RFC9293] |
Fomm o - o m e e e e e e e e e eee oo s o +
| 4 | ABORT process | Section 3.10.5 of |
I I | [RFC9293] I
R, o e e e e e e e e e e e e e e o e e e e +
| 5 | Unexpected ACK received by non- | Section 3.10.7 of |
| | synchroni zed state connection | [ RFC9293] |
Fomm o - o m e e e e e e e e e eee oo s o +
| 6 | Unexpected SYN in the w ndow | Section 3.10.7 of |
I I | [RFC9293] I
R, o e e e e e e e e e e e e e e o e e e e +
| 7 | Unexpected security conpartment | Appendi x A 1 of |
| | | [ RFC9293] |
Fomm o - o m e e e e e e e e e eee oo s o +
| 8 | Mal formed nessage | Thi sDocunent |
N St Tt +
| 9 | Not authorized | Thi sDocunent |
AR, oo m e e e e e e e e e e ao - o e e e e e e oo +
| 10 | Resource exceeded | Thi sDocunent |
Fomm o - o m e e e e e e e e e eee oo s o +
| 11 | Network failure | Thi sDocunent |
N St Tt +
| 12 | Reset received fromthe peer | Thi sDocunent |
AR, oo m e e e e e e e e e e ao - o e e e e e e oo +
| 13 | Destination unreachable | Thi sDocunent |
Fomm o - o m e e e e e e e e e eee oo s o +
| 14 | Connection timeout | Thi sDocunent |
N St Tt +
| 15 | Too nuch outstandi ng data | Section 3.6 of |
| | | [ RFC8684] |
Fomm o - o mm e e e e e e eee oo s e +
| 16 | Unacceptabl e perfornmance | Section 3.6 of |
| | | [ RFC8684] |
N St Tt +
| 17 | M ddl ebox interference | Section 3.6 of |
| | | [ RFC8684] |
Fomm o - o mm e e e e e e eee oo s e +

Table 2: Initial TCP Failure Causes

Note that codes in the 8-14 range can be used by service functions
(Ca\, firewall, proxy, etc.).
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10.

10.

Note to the RFC Editor: Please replace Thi sDocunent with the RFC
nunber assigned to this docunent.

2. Qidelines for the Designated Experts

Criteria that should be applied by the designated experts include
det ermi ni ng whether the proposed registration duplicates existing
entries and whether the registration description is clear and fits
the purpose of this registry.

The desi gnated experts nmamy approve registrati on once they checked
that the new requested code is not covered by an existing code and if
the provided reasoning to register the new code is acceptable. A
registration request may supply a pointer to a specification where
that code is defined. However, a registration my be accepted even
if no permanent and readily available public specification is
avai | abl e.

Regi stration requests are to be sent to rst-diag-review@etf.org
(mailto:rst-diag-review@etf.org) and are evaluated within a three-
week review period on the advice of one or nore designated experts.
Wthin the review period, the designated experts will either approve
or deny the registration request, comrunicating this decision to the
review list and I ANA. Denials should include an explanation and, if
appl i cabl e, suggestions as to how to make the request successful
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Appendi x A. I nplenmentation and Experinmental Validation in Linux

Questions and concerns have been rai sed regarding whether RST with
payl oad affects the nornal term nation of flows across different
software platfornms, operating systens, m ddl eboxes, etc. Even though
Section 3.5.3 of [RFC9293] explicitly allows this behavior, a ful

i mpl ementation is needed to widely verify if unexpected cases can
happen in the real world.

The overall design in Linux is to pre-allocate a | arge enough zeroed
buffer, put a reset reason code in the first byte and sent it out to
verify whether the RST with payl oad can be possibly declined by any
equi prrent in between two sides and the other side successfully parses
the RST with payl oad.

A.1. Inplenentation
The follow ng inplenentation is acconplished on top of Linux 6.16

*Payl oad Attachnment*: Allocate a 1000-byte data payl oad attached to
al |l generated RST packets.

*Reason Code Encoding*: The first byte of the payload is used to
store a predefined reset reason code that is listed in
i nclude/ net/rstreason.h file, while the remai nder of the payl oad
is zero-padded. The reason code is generated by the existing
mechani sm cal l ed TCP reset reasons
(https://git.kernel.org/pub/scmlinux/kernel/git/torval ds/
|'inux.git/commt/?i d=d5115a55ff b52).

*Handl i ng of Reset Types*: The inplenentation distinguishes between
the two primary reset scenarios in tcp_send_ active_reset() and
tcp_v4_send_reset() respectively:

* For an *Active Reset*, initiated proactively by the |oca
system the payload is placed in the linear area of the socket
buffer (sk_buff).

* For a *Passive Reset*, sent in response to an unexpected or
invalid incomng packet, the payload is stored in the non-
|i near (paged) area of the sk _buff.

Conpl ete patch is shown in Figure 5.
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diff --git a/include/net/tcp.h b/include/net/tcp.h

i ndex b3815d104340..0b32257774c8 100644

--- alinclude/net/tcp.h

+++ b/include/net/tcp.h

@-62,6 +62,7 @dvoid tcp_tinme_wait(struct sock *sk, int state, int tinmeo);
#def i ne MAX_TCP_OPTI ON_SPACE 40

#define TCP_M N_SND_MsS 48

#define TCP_M N_GSO _SI ZE (TCP_M N_SND_MSS - MAX_TCP_OPTI ON_SPACE)
+#def i ne PAYLOAD _LEN 1000

/*

* Never offer a wi ndow over 32767 wi thout using wi ndow scaling. Sone
diff --git a/net/ipvd/tcp_ipvd.c b/net/ipvd/tcp_ipva.c
i ndex 84d3d556ed80. . 49250e6bd6al 100644
--- alnet/ipvd/tcp_ipvl.c
+++ b/ net/ipv4/tcp_ipval.c
@-741,6 +741,7 @static bool tcp v4 ao _sign reset(const struct sock *sk, struct sk_buf
f *skb,

static void tcp_v4 _send_reset(const struct sock *sk, struct sk_buff *skb,

enum sk_rst_reason reason)

{

+ u32 len = sizeof (struct tcphdr) + REPLY _OPTIONS LEN + PAYLQAD LEN
const struct tcphdr *th = tcp_hdr(skb);
struct {

struct tcphdr th;

@ -757,6 +758,7 @static void tcp_v4 _send_reset(const struct sock *sk, struct sk _buff *
skb,
#endi f

ué4 transmt _tine = O;

struct sock *ctl _sk;
+ char buffer[len];

struct net *net;

u32 txhash = 0;

@-786,7 +788,8 @static void tcp _v4 send reset(const struct sock *sk, struct sk buff *
skb,
}

menset (&rg, 0, sizeof(arg));

- arg.iov[0].iov_base = (unsigned char *)&rep;

+ menset (&buffer, 0, len);

+ arg.iov[0].iov_base = (unsigned char *)buffer;
arg.iov[0].iov_len = sizeof(rep.th);
net = sk ? sock_net(sk) : skb_dst_dev_net _rcu(skb);

@-911,6 +914,10 @@ static void tcp_v4 send reset(const struct sock *sk, struct sk _buff

*skb,

ctl_sk->sk mark = 0;
ctl_sk->sk _priority = O;

+ mencpy(buffer, (char *)&ep, arg.iov[0].iov_Ilen);
+ /* put rst reason into the first byte in payload */
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+ buffer[arg.iov[0].iov_len] = reason;
+ arg.iov[0].iov_|len += PAYLQAD LEN
i p_send_uni cast _reply(ctl_sk, sk,
skb, &TCP_SKB CB(skb)->header. h4. opt,
i p_hdr (skb)->saddr, ip_hdr(skb)->daddr,
diff --git a/net/ipv4/tcp_output.c b/net/ipvd/tcp_output.c
i ndex b616776e3354..c07dd009a0de 100644
--- alnet/ipvd/tcp_output.c
+++ b/ net/ipv4/tcp_output.c
@ - 3628, 12 +3628, 14 @@ void tcp_send fin(struct sock *sk)
void tcp_send_active reset(struct sock *sk, gfp_t priority,
enum sk_rst_reason reason)

{
+ u32 Il en = MAX_TCP_HEADER + PAYLOAD LEN
+ char payl oad[ PAYLOAD LEN];
struct sk_buff *skb;
TCP_I NC_STATS(sock _net(sk), TCP_M B _QUTRSTS)
/* NOTE: No TCP options attached and we never retransnmit this. */
- skb = all oc_skb(MAX_TCP_HEADER, priority);
+ skb = alloc_skb(len, priority);
if (!skb) {
NET | NC_STATS(sock_net (sk), LI NUX_M B_TCPABORTFAI LED);
return;

@ - 3641, 8 +3643,13 @ void tcp_send_active_reset(struct sock *sk, gfp_t priority,

/* Reserve space for headers and prepare control bits. */
skb_reserve(skb, MAX TCP_HEADER)
+ skb_put (skb, PAYLOAD LEN);
tcp_init_nondat a_skb(skb, tcp_acceptabl e_seq(sk),
TCPHDR_ACK | TCPHDR _RST) ;
menset (payl oad, 0, PAYLOAD LEN);
payl oad[ 0] = reason
skb_store_bits(skb, 0, payload, PAYLOAD LEN);
TCP_SKB CB(skb)->end _seq += PAYLOAD LEN
tcp_mstanp_refresh(tcp_sk(sk));
/[* Send it off. */
if (tcp_transmt_skb(sk, skb, 0, priority))

+ + + +

Figure 5: Conplete Patch
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A. 2. Experinmental Validation

To ensure a thorough evaluation, a nulti-I|layered experinental

met hodol ogy was desi gned, progressing from basic functional checks to
conplex, real-world conpatibility and stability tests. The whole

i mpl ement ati on has been deployed in Tencent’s production environnent
for al nost six nonths.

A 2. 1. Functional Verification

A 2.

Bou

The basic functionality test is using iperf or iperf3 to construct a
norrmal termination senario. The tcpdunp tool with -X option
effectively helps to show the [ RST+] flag and t he 1000-byte payl oad,
confirmng that the kernel correctly generated and transmtted the
augnment ed RST packets.

Two servers, designated as Client A and Server B. The test is
conducted as foll ow ng:

1. Start the iperf3 server on Server B (iperf3 -s).

2. Initiate a connection fromClient Ato Server B (iperf3 -c
[I1P_of _B]).

3. After the connection is established, one of the iperf3 processes
is termnated using the kill comrand, triggering the kernel to
send an RST packet.

4. Sinmultaneously, tcpdunp is run on either host to capture the
reset packet using the filter: "tcp[tcpflags] & tcp-rst =0 -X
-nn -vv -S.

2. Conpatibility Verification

*Har dwar es and Kernel s*: Tests were conducted on various Linux
distributions (e.g., Ubuntu or Cent0S) with different kernel
versions. The physical hosts were equi pped with a range of
network interface cards (NICs), including Intel i40e, ixgbe, and
Mel | anox ml x5.

*Virtualization*: The mechanismwas tested in a virtualized
envi ronment where the VM used a virtio_net driver and the host
enpl oyed DPDK to redirect packets in the host.

*M ddl eboxes*: Tests were performed with Layer 4 (L4) and Layer 7

(L7) gateways placed between the client and server to verify
correct packet parsing and forwarding.
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*W de Area Network (WAN)*: The setup was tested over |ong-haul

international links to sinulate complex conditions, including
Chi na-to- Si ngapore (RTT > 30ns) and China-to-Germany (RTT >
200ms) .

In conclusion, across all conplex environment tests, the RST packets
wi th payl oads were successfully received by the peer. No instances
of packets being dropped or m shandl ed by internedi ate m ddl eboxes,
gat eways, or diverse hardware and software configurations were
observed.
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