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Abst ract

TCP Del ayed Acknow edgnents (ACKs) is a widely depl oyed nechani sm
that allows reducing protocol overhead in nmany scenarios. However,
Del ayed ACKs may al so contribute to suboptinmal performance. Wen a
relatively large congestion wi ndow (cwnd) can be used, |ess frequent
ACKs may be desirable. On the other hand, in relatively small cwnd
scenarios, eliciting an i medi ate ACK may avoi d unnecessary del ays
that may be incurred by the Del ayed ACKs nmechani sm This docunent
specifies the TCP ACK Rate Request (TARR) option. This option allows
a sender to request the ACK rate to be used by a receiver, and it

al so allows to request immediate ACKs froma receiver.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 2 Novenber 2025.
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1. Introduction

Del ayed Acknow edgnents (ACKs) were specified for TCP with the aimto
reduce protocol overhead [ RFC1122]. Wth Delayed ACKs, a TCP del ays
sending an ACK by up to 500 nms (often 200 nms, with |ower values in
recent inplenentations such as ~50 ns al so reported), and typically
sends an ACK for at |east every second segnent received in a stream
of full-sized segnents. This allows conbining several segnments into
a single one (e.g. the application |ayer response to an application
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| ayer data message, and the corresponding ACK), and al so saves up to
one of every two ACKs, under many traffic patterns (e.g. bulk
transfers). The "SHOULD' requirement |evel for inplenenting Del ayed
ACKs in RFC 1122 (subsequently reinforced in RFC 5681), along with
its expected benefits, has led to a w despread depl oynent of this
mechani sm

However, there exist scenari os where Del ayed ACKs contribute to
subopti mal performance. W next roughly classify such scenarios into
two main categories, in terns of the congestion w ndow (cwnd) size
and t he Maxi nrum Segnent Size (MSS) that would be used therein: i)

"l arge" cwnd scenarios (i.e. cwnd >> MSS), and ii) "snmall" cwnd
scenarios (e.g. cwnd up to ~MsS)

In "large" cwnd scenarios, increasing the nunber of data segnents
after which a receiver transmts an ACK beyond the typical one (i.e.
2 when Del ayed ACKs are used) nmay provide significant benefits. One
exanple is mtigating performance linmitations due to asynmetric path
capacity (e.g. when the reverse path is significantly limted in
comparison to the forward path) [RFC3449]. Another advantage is
reduci ng the conputational cost both at the sender and the receiver,
and reduci ng network packet |oad, due to the | ower nunber of ACKs

i nvol ved.

In many "small" cwnd scenari os, a sender may want to request the
recei ver to acknow edge a data segment imediately (i.e. wthout the
additional delay incurred by the Del ayed ACKs nechanisn). 1In high
bit rate environnents (e.g. data centers), a flow s fare share of the
avai | abl e Bandwi dt h Del ay Product (BDP) nmay be in the order of one
MBS, or even less. For an accordingly set cwnd value (e.g. cwnd up
to MsS), Delayed ACKs would incur a delay that is several orders of
magni t ude greater than the Round Trip Time (RTT), severely degrading
performance. Note that the Nagle al gorithm may produce the sane
effect for sone traffic patterns in the sane type of environnents

[ RFC8490]. In addition, when transactional data exchanges are
performed over TCP, or when the cwnd size has been reduced, eliciting
an inmedi ate ACK fromthe receiver may avoid idle times and all ow
timely continuation of data transm ssion and/or cwnd grow h,
contributing to maintaining | ow | atency.
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Further "small" cwnd scenarios can be found in Internet of Things
(1oT) environments. Many 10T devices exhibit significant menory
constraints, such as only enough RAM for a send buffer size of 1 MSS
[ RFC9006]. In that case, if the data segnent does not elicit an
application-layer response, the Del ayed ACKs nechani sm unnecessarily
contributes a delay equal to the Del ayed ACK timer to ACK

transm ssion. The sender cannot transmit a new data segnent unti
the ACK corresponding to the previous data segment is received and
pr ocessed.

Wth the aimto provide a tool for performance i nprovenent in both
"large" and "small" cwnd scenarios, this docunent specifies the TCP
ACK Rate request (TARR) option. This option allows a sender to
request the ACK rate to be used by a receiver, and it also allows to
request i mmediate ACKs froma receiver. Therefore, TARR allows to
override the Del ayed ACKs nmechani sm [ RFC1122] (while still conplying
with the maxi num delay to send an ACK of 500 ns). However, Standards
Track TCP specifications other than RFC 1122 and sone | nformati ona
specifications that recomend or mandate triggering ACKs in special
conditions prevail over TARR (see section 3.2 and Appendi x B)

2. Conventions used in this document

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. TCP ACK Rate Request Functionality

A TCP endpoi nt SHOULD announce that it supports the TARR option by
including the TARR option format (with the appropriate Length val ue,
see Section 4) in packets that have the SYN bit set.

In some cases (e.g. when SYN cookies are used [RFC4987]), the client
MAY announce that it supports the TARR option in packets subsequent
to the SYN packet. (Note that announci ng TARR option support on the
ACK in the three-way handshake is not reliable.)

Upon reception of a segnent announci ng support of the TARR option, a
TARR- opt i on- capabl e endpoi nt MJST announce support of the TARR option
as well by including it in the next segnment to be sent.

The next two subsections define the sender and receiver behaviors for
devi ces that support the TARR option, respectively.
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3.1. Sender behavi or

A TCP sender MUST NOT include the TARR option in TCP segnments to be
sent if the TCP receiver does not support the TARR option.

A TCP sender MAY request a TARR-option-capable receiver to nodify the
ACK rate of the latter to one ACK every R data segnents received from
the sender. This request is perfornmed by the sender by including the
TARR option in the TCP header of a segnent. The TARR option carries
the R val ue requested by the sender (see section 4).

A TCP sender SHOULD only request an ACK rate greater than 2 if the
expected tinme between consecutively received ACKs is snmaller than 1
ms or if the TCP sender uses pacing (see section 5.1).

A TCP sender MUST NOT conmuni cate a value of R corresponding to an
anount of data bytes to be acknow edged at once by the receiver
greater than the last known rwin size or greater than the current
cwnd si ze.

Note that, at a given noment, the rwin size may have changed fromthe
last rwin size known by the sender. |In such case: i) if rwin size
has increased, the sender will not request an R val ue correspondi ng
to an anount of data bytes to be acknow edged at once greater than
the current rwin size; ii) if rwin size has decreased, a request of
an R val ue corresponding to an anount of data bytes to be

acknow edged at once greater than the current rwin size will be

i gnored by the receiver (see Section 3.2, second paragraph).

cwnd may decrease for a nunber of reasons, including congestion
control [RFC5681] and rwin decrease. |f cwnd decreases and the new
cwnd value is smaller than the nunber of bytes corresponding to the
| ast R requested, the next segnent fromthe sender SHOULD carry a
TARR option with an R val ue corresponding to a nunber of bytes
smal l er than or equal to the current cwnd

When a TCP sender needs a data segnent to be acknow edged i medi ately
by a TARR-option-capabl e receiving TCP, wi thout nodifying the steady
state ACK rate being used by the receiver, the sender includes the
TARR option in the TCP header of the data segnent, with a value of R
equal to 0. Requesting an imediate ACK fromthe receiver can help
reduce the time it takes to detect and/or recover from packet | oss.

When a retransmission is triggered by retransnission tiner expiration
or by Tail Loss Probe (TLP) Probe Timeout (PTO expiration [RFC8985],
if the sender knows that the TCP receiver is TARR-capabl e, and the

| ast R val ue requested by the sender different fromzero is greater
than 2, the segnent carrying retransmitted data SHOULD carry a TARR
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option with Rset to 1. (Note: In any other circunmstances, a TCP
segnment carrying retransmtted data is not required to include a TARR
option.) Once the sender determines that all retransmtted data has
been acknow edged, the first segment carrying only new data SHOULD
carry a TARR option with Rset to 2. Wen a TARR option with R=2 is
sent, the receiver is requested to revert to default Delayed ACKs
operation [RFC 1122].

Note that, even if TARR has been successfully used in an on-going TCP
connection, the path fromsource to destination nay change to a new
one where packets carrying the TARR opti on m ght not be supported
(e.g., due to a TARR-unfriendly mddl ebox). Not including the TARR
option in a retransnitted packet, or in the first packet carrying
only new data, is a conservative approach that may prevent such
packets from being discarded in a possible such new path.

3.2. Receiver behavior

A receiving TCP conforming to this specification MIST process a TARR
option present in a received segnent.

A TARR-option-capabl e receiving TCP MJST ignore a TARR option
requesting a value of R corresponding to an ampbunt of data bytes to
be acknow edged at once greater than its current rwin size.

O herwi se, a TARR-option-capabl e receiving TCP SHOULD nodify its ACK
rate to one ACK every R received data segnents fromthe sender. The
receivers’s count of data segments received fromthe sender is reset
every time that an ACK is sent for any reason

If the rwin size of a TARR-option-capable TCP decreases to a val ue

| ower than the anmount of data bytes to be acknow edged at once for
the latest R requested, the anount of data bytes acknow edged at once
by an ACK sent by the receiving TCP MUST NOT exceed its current rwin
si ze.

If a TARR- option-capable TCP receives a segnent carrying the TARR

option with R=0, the receiving TCP SHOULD send an ACK i medi ately
whil e keeping its steady state ACK rate.
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Fol | owi ng the behavi or specified in RFC 5681, in order to aid the
sender in segnment |oss detection and repair, a TARR-option-capabl e
recei ver SHOULD send a duplicate ACK i mredi ately when an out - of - or der
segnent arrives [ RFC5681], regardless of the |ast ACK rate requested
by the sender. After sending a duplicate ACK, the receiver MAY send
the next non-duplicate ACK after R data segnments received. In
addition, a TARR-option-capable receiver SHOULD send an i mredi ate ACK
when the incom ng segnent fills in all or part of a gap in the
sequence space [RFC5681], regardl ess of the last ACK rate requested
by the sender.

Fol | owi ng RFC 5961, in order to protect froman attack whereby an

of f-path attacker may inject a spoofed TCP segnent hoping to cause
the connection to be torn down, if a TARR-option-capable TCP receiver
receives a segnent with the RST bit set, and the sequence nunber does
not exactly match the next expected sequence value, yet is within the
current receive wi ndow, the receiver MJIST send an ACK (call ed
"chal | enge ACK' [RFC5961]), regardless of the |ast requested ACK
rate.

A TARR-option-capabl e receiver in AccECN node MJUST conply with the
rules specified in draft-ietf-tcpmaccurate-ecn, section 3.2.2.5.1,
on when it emts an ACK, regardless of the last ACK rate requested.
That is, such a receiver SHOULD enit an ACK (Change-Tri ggered ACK)
whenever a data packet marked Congestion Experienced (CE) arrives
after the previous packet was not CE, and it MJST enit an ACK
(I'ncrement-Triggered ACK) if 'n” CE marks have arrived since the
previous ACK [I-D.ietf-tcpmaccurate-ecn]. (If there is

unacknowl edged data at the receiver, 'n' SHOULD be 2. |If there is no
unacknow edged data at the receiver, 'n’ SHOULD be 3 and MJUST be no
less than 3. In either case, 'n’ MJST be no greater than 7.)

VWhen Data Center TCP (DCTCP) is used, if the receiver is TARR-option-
capable, it MJST conply with the rules specified in section 3.2 of
RFC 8257 that produce ACKs, regardless of the last ACK rate
requested. This is in order to allow the sender to be able to handle
congestion by determ ning the nunber of bytes sent that encountered
congesti on [ RFC8257].

Note al so that the receiver mght be unable to send ACKs at the
requested rate (e.g., due to lack of resources). On the other hand,
the receiver mght opt not to fulfill a request for security reasons
(e.g., to avoid or mitigate an attack by which a | arge nunber of
senders request disabling delayed ACKs sinultaneously and send a

| arge nunber of data segnents to the receiver)

In any case, as specified in RFC 9293, the delay for an ACK MJUST be
| ess than 0.5 seconds.
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The request to nmodify the ACK rate of the receiver holds until the
next segment carrying a TARR option is received.

4. Option Format

The TARR option presents two different formats that can be identified
by the corresponding format |ength. For packets that announce TARR
option support by their senders, the TARR option has the format shown
in Fig L

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Ki nd | Lengt h | ExI D |
R e s T o T S R El ok i R e e S S e o o s

Figure 1: Format used to announce support of the TARR option by
t he sender.
Kind: The Kind field value is 254,
Length: The Length field value is 4 bytes.

ExI D: The experiment ID field size is 2 bytes, and its value is
0x00AC.

When the sender requests an ACK rate of R the TARR option has the
format and content shown in Fig. 2.

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Ki nd | Length | ExI D |
T S T I Al ol ST SN S S S S S S S S S i S SIS SN S O Y
I R | V|
e R ko S R

Figure 2: TCP ACK Rate Request option format.
Kind: The Kind field value is 254,

Length: The Length field value is 5 bytes.
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ExI D. The experinent ID field size is 2 bytes, and its value is
0x00AC

R The size of this field is 7 bits. The field carries the binary
encodi ng of the ACK rate requested by the sender. The nmaxi num val ue
of Ris 127.

V (reserVed): The size of this field is 1 bit. This field is
reserved for future use

5. Issues of Stretch ACKs

The TARR option can be used to increase the nunber of data segnents
after which a receiver sends an ACK. ACKs that acknow edge nore than
two previously unacknow edged data segments are known as "Stretch
ACKs" [StrACKs]. Stretch ACKs have been reported to produce a numnber
of undesirable effects [RFC2525], including increased TCP sender
burst size (which may be inflicted also on other flows), increased
time for TCP to open the cwnd, and reduced frequency of RTT sanpl es.
Note that, as per this specification, R values up to 127 are
possi bl e.

5.1. Sender burstiness

I ncreased TCP sender burstiness may contribute to router queue
overfl ow and packet | oss. One technique that a sender SHOULD use to
mtigate the sender burstiness that stenms from Stretch ACKs is TCP
Sender Pacing [ RFC2760]. This technique allows to space the

transm ssion of data segnents over a given tine interval (e.g., the
RTT). TCP Sender Pacing requires an algorithmto deternine the
appropri ate data segnent transm ssion rate, which needs to be
comrensurate with the R val ue being used.

5.2. Sl ow cwnd opening

During slow start, cwnd increases by up to Sender Maxi num Segnent
Size (SMBS) upon receipt of an ACK covering new data [ RFC5681].
However, Stretch ACKs (or even Del ayed ACKs) reduce the anount of
ACKs received by the sender, thus reducing the rate of cwnd growth,
increasing transfer tinme and reduci ng throughput, when conpared with
sendi ng an ACK for each incom ng data segnment. Note that, while
Appropriate Byte Counting (ABC) [ RFC3465] m ght be used to address
this problem it remains an experinmental nechanism not fully
included in RFC 5681, which specifies standard TCP congesti on
control
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In order to avoid sl ow cwnd opening, a TCP sender SHOULD NOT use the
TARR option to produce Stretch ACKs during Slow Start. VWhile there
exi st TCP receiver inplenentations that send one ACK per received
data segnment during Slow Start, a TCP sender MAY use the TARR option
with R=1 for data segnents transnmitted during Slow Start.

5.3. Lower frequency of RTT sanples

VWhen TARR produces Stretch ACKs, the nunmber of RTT sanples that the
sender can obtain decreases. This reduces the responsiveness of the
RTT estimate to path RTT changes. Therefore, tine-based packet |oss
detection could either unnecessarily delay ACKs or could result in
spurious retransmssions. In order to limt this issue, when there
are segnments in flight, a sender needs to trigger a sufficient number
of ACKs per round trip. (This nunber depends on the specific
scenario, with the best currently known value for such nunber being
roughly in the range of at least 1-4). This can be achieved by i)
sending a data segnent with the TARR option with R=0 at the required
rate or ii) using a greater R value intended to produce the required
ACK rate.

6. Changing the ACK rate during the lifetime of a TCP connection

In sone scenarios, setting the ACK rate once for the whole lifetine

of a TCP connection may be suitable. However, there are al so cases

where it may be desirable to nodify the ACK rate during the lifetine
of a connecti on.

The ACK rate to be used may depend on the cwnd val ue used by the
sender, which can change over the lifetine of a connection. cwnd wll
start at a low value and grow rapidly during the slowstart phase,
then settle into a reasonably consistent range for the congestion-
avoi dance phase - assum ng the underlying bandw dt h-del ay product
(BDP) remmins constant. Phenonena such as routing updates, |ink
capacity changes or path |oad changes nay nodi fy the underlyi ng BDP
significantly. The cwnd shoul d be expected to change accordingly,
pronpting the need for ACK rate updates. cwnd nay al so change due to
relatively sporadi c phenonena, such as retransm ssion timer
expiration, regardl ess of the steady-state cwnd value for a given
path; in such cases, ACK rate updates may be needed as well. Note
that the sender nmay opt to request an ACK rate that it considers
appropriate at any nonent.

TARR can al so be used to suppress Delayed ACKs in order to all ow

measuring the RTT of each packet in specific intervals (e.g., during
flow start-up), and allow a different ACK rate afterwards.
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A Linux receiver has a heuristic to detect slow start and suppress
Del ayed ACKs just for that period. However, sone slow start variants
(e.g., HyStart, HyStart++, etc.) may alter the ending of slow start,
thus confusing the heuristics of the receiver
[I-D.ietf-tcpmhystartplusplus]. To avoid slow start sender behavi or
ossification, an explicit signal such as TARR may be usef ul

In sone scenarios, the sender may notice that the ACKs it receives
cover nore segnents than the ACK rate requested. This rmay be due to
two reasons: i) ACK filtering or ACK decimation [RFC 3449] is
occurring en route; or ii) the receiver uses Large Receive Ofl oad
(LRO). If the reason is known or suspected by the sender, in the
fornmer, the sender may decide to reduce the ACK frequency to reduce
recei ver workl oad and network load up to the ACK filtering or ACK
decimation point. In the latter, the sender may want to increase the
ACK frequency to conpensate for the inpact of the LRO engine on the
ACK f I ow.

Future TCP specifications nay al so pernit Congestion Experienced (CE)
mar ks to appear on pure ACKs [I-D.ietf-tcpmgeneralized-ecn]. This
m ght involve nore frequent ACK rate updates (e.g., once an RIT), as
the sender probes around an operating point.

7. | ANA Consi derations

Thi s docunent specifies a new TCP option (TCP ACK Rate Request) that
uses the shared experinental options format [RFC6994], with ExID in
net wor k- st andard byte order

| ANA has assigned the ExI D val ue Ox00AC for the TCP option specified
in this docunent.

8. Security Considerations

The TARR option opens the door to new security threats. This section
di scusses such new threats, and suggests mtigation techniques.

An attacker might be able to inmpersonate a legitimte sender, and
forge an apparently valid packet intended for the receiver. In such
case, the attacker may nount a variety of harnful actions. By using
TARR, the attacker may intentionally comunicate a bad R value to the
latter with the aimto damage communi cati on or device performance.

For exanple, in a small cwnd scenario, using a too high R value may

| ead to exacerbated RTT increase and throughput decrease. In other
scenarios, a too low R value may contribute to depleting the energy
of a battery-operated receiver at a faster rate or may lead to

i ncreased network packet | oad.
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10.

10.

Wil e Transport Layer Security (TLS) [ RFC8446] is strongly
recomrended for securing TCP-based communication, TLS does not
protect TCP headers, and thus cannot protect the TARR option fields
carried by a segnent. One approach to address the problemis using
net wor k-1 ayer protection, such as Internet Protocol Security (IPsec)
[ RFC4301]. Another solution is using the TCP Authentication Option
(TCP- AQ), which provides TCP segnment integrity and protection agai nst
replay attacks [ RFC5925].

Wiile it is relatively hard for an off-path attacker to attack an
unprotected TCP session, it is RECOWENDED for a TARR receiver to use
t he gui dance and attack mitigation given in [RFC5961]. The TARR
option MJST be ignored on a packet that is deened invalid.

A TARR receiver mght opt not to fulfill a request to avoid or
mtigate an attack by which a | arge nunber of senders request

di sabl i ng del ayed ACKs sinul taneously and send a | arge nunber of data
segnents to the receiver (see Section 3.2).
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Appendi x A.  Relation between the present docunment and RFC 5690

A previously published docunent, entitled "Addi ng Acknow edgnent
Congestion Control to TCP" [RFC5690], includes functionality simlar
to sonme aspects of the present document. However, the notivation,

mai n goals, and use cases of both docunents are al nost orthogonal .

In fact, some features of the present docunent were not considered in
[ RFC5690]. This section conpares the main features of RFC 5690 and
the present docunent.

A.1. Mdtivation, goals and features

RFC 5690 is an informational docunment that describes a possible
congestion control mechanismfor TCP ACKs. The main goal is to
reduce ACK traffic when there is congestion on the reverse path in
order to reduce the congestion. The nmechanismincludes: i) a
component for the TCP sender to detect |ost and ECN-marked pure ACKs,
ii) a mechanismfor adjusting the ACK Ratio, iii) a nmethod to

di scover the support of the ACK congestion control nechani sm by an
endpoi nt (by means of a new TCP option), and iv) a nmethod for the TCP
sender to informthe TCP receiver of a new value for the ACK Ratio
(by neans of a second new TCP option). As of the witing, and to the
best know edge of the authors, RFC 5690 has not been inpl ement ed.
Option Kind values for the new TCP options described in RFC 5690 have
nei ther been allocated by | ANA
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The present docunent defines the TARR option. Wile it can be used
to reduce network load, its primary focus is rather on end-to-end
performance and end-system resource conservation. TARR serves two
purposes: i) allowing a sender to request a given ACK ratio fromthe
receiver, and ii) allowing a sender to request an i mmedi ate ACK,

wi t hout nodifying the steady state ACK ratio. The latter is not
supported by RFC 5690. On the other hand, TARR night be used as a
component of other nechanisns (e.g. an ACK congestion contro

mechani sm). However, such nmechani sms are out of the scope of the
present docunent.

A.2. New TCP option details

As part of the ACK congestion control mechanism RFC 5690 proposes
the use of two new TCP options: one intented to announce support of
TCP ACK Congestion Control, and another one which is used by the
sender to communicate the ACK ratio to the receiver. The forner can
only be sent on packets that have the SYN bit set. |In the latter, a
one-byte field is used to carry the ACK ratio, but the encoding to be
used for this field is not defined.

The present docunent uses a single TCP experinental option Kind val ue
(following RFC 6994) for both announcing support of the TARR option,
and for communicating the requested ACK ratio. In the present
docunent, announci ng support of the TARR option nay be done in
packets that do not have the SYN bit set, with the aimto alleviate
the need for TCP option space in SYN packets. |In contrast with RFC
5690, the encoding to be used for the ACK ratio field is specified
(see Section 4).

Appendi x B. O her docurments that provide rules on sending ACKs
B.1. Standards Track docunents

RFC 1122, Section 4.2.2.21 allows (via a nornmative "MAY") a receiver
to send an ACK in response to an out-of-order data segnent, i.e., a
segnment that is in the window, but not at the |l eft w ndow edge
(MAY-13 in RFC 9293). RFC 2018 states that, in such circumnstance,
the receiver "SHOULD send an ACK", including a SACK option, "for
every valid segnment that arrives containing new data"

Following simlar principles, RFC 5681 states that, in order to aid
the sender in segment | oss detection and repair, a receiver SHOULD
send a duplicate ACK i nmedi ately when an out-of -order segnent

arrives. In addition, a receiver SHOULD send an i mredi ate ACK when
the incomng segnent fills in all or part of a gap in the sequence
space.
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RFC 5961 updates RFC 793 to state that a TCP that receives a segnent
with the RST bit "SHOULD i npl ement"” a set of instructions which
include: "If the RST bit is set and the sequence nunber does not
exactly match the next expected sequence value, yet is within the
current receive wi ndow, TCP MJST send an acknow edgnent (chall enge
ACK) ".

draft-ietf-tcpmaccurate-ecn, section 3.2.2.5.1, provides "The
followi ng rules define when the receiver of a packet in AccECN node
emts an ACK:

Change- Tri ggered ACKs: An AccECN Data Receiver SHOULD enmit an ACK
whenever a data packet marked CE arrives after the previous packet
was not CE

Even though this rule is stated as a "SHOULD', it is inmportant for a
transition to trigger an ACK if at all possible, The only valid
exception to this rule is given bel ow these bullets.

For the avoi dance of doubt, this rule is deliberately worded to apply
sol ely when _data_ packets arrive, but the conparison with the
previ ous packet includes any packet, not just data packets.

Increment - Tri ggered ACKs: An AccECN receiver of a packet MJST enit an
ACK if 'n" CE marks have arrived since the previous ACK. If there is
unacknowl edged data at the receiver, 'n' SHOULD be 2. |If there is no
unacknowl edged data at the receiver, 'n° SHOULD be 3 and MJST be no
less than 3. In either case, 'n’” MJST be no greater than 7."

B.2. Informational docunents

RFC 5690 descri bes a possible congestion control nechanismfor TCP
ACKs (see Appendix A).

RFC 8257 describes Data Center TCP (DCTCP). 1In order to handle
congestion, this schenme requires that the sender nust be able to
determi ne the nunber of bytes sent that encountered congestion. To
this end, "DCTCP introduces a new Bool ean TCP state variabl e, DCTCP
Congestion Encountered (DCTCP.CE)". And follows: "When receiving
packets, the CE codepoi nt MJST be processed as follows:

1. |If the CE codepoint is set and DCTCP.CE is fal se, set DCTCP.CE to
true and send an i medi ate ACK

2. If the CE codepoint is not set and DCTCP.CE is true, set DCTCP.CE
to fal se and send an i medi ate ACK

3. Oherwise, ignore the CE codepoint.
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Since the i mMmediate ACK reflects the new DCTCP. CE state, it may
acknow edge any previously unacknow edged packets in the old state.
This can lead to an incorrect rate conputation at the sender per
Section 3.3. To avoid this, an inplenentation MAY choose to send two
ACKs: one for previously unacknow edged packets and anot her

acknow edgi ng the nost recently received packet."

B. 3. Experinmental docunents

RFC 4782 describes the experinmental Quick-Start nechani smfor
transport protocols, and specifies its use with TCP. Quick-Start may
produce a sudden increase of pure ACKs transnitted on the reverse
path. The docunent proposes that "In the absence of congestion
control for acknow edgement traffic, the TCP receiver could limt its
sending rate for ACK packets sent in response to Quick-Start data
packets". The docunent proposes that the receiver can acknow edge
the first Quick-Start data packet, and every succeedi ng K data
packets, and gives a fornula to deternine K

Note that TARR can be used to allow a Quick-Start sender to request
the ACK rate to be used by the receiver

Appendi x C. Inpact of TARR in the presence of elenents that nodify the
ACK rate

ACK filtering and ACK deci mati on are techni ques that may be used by
the receiver or by a m ddl ebox intended to reduce the nunmber of TCP
ACKs [ RFC 3449].

In ACK filtering, the transmt queue of the device perform ng ACK
filtering is inspected. Wen there are several ACKs stored in that
queue for a given connection, sone or all of the older ACKs of the
connection are deleted. 1In contrast, ACK decimation drops ACKs from
a queue without a proper control on which ACKs are bei ng dropped.

Using TARR (with R > 2) in the presence of elenents perforn ng ACK
filtering may contribute to producing Stretch ACKs (see Section 5),
but there will be at |east one ACK sent per sender cwnd. However,
ACK decimation may drop all ACKs corresponding to a cwnd of data,
thus producing retransm ssion timer expiration. Note that, in this
case, absence of TARR would elicit a greater nunber of ACKs fromthe
receiver, leading to a greater probability that at |east one of the
ACKs for a given cwnd of data would not be dropped. This notivates
the sender behavior in Section 3.1 to request the receiver to revert
to default Del ayed ACKs operation [ RFC 1122] after retransm ssion
timer expiration when using TARR (with R > 2).
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Recei ver-si de aggregation techni ques such as LRO nmay al so reduce the
nunber of ACKs. Using TARR with such a receiver may al so reduce
further the nunmber of ACKs. In sone cases, this mght also lead to
not eliciting at | east one ACK per cwnd of data. The sane neasure of
reverting to default Delayed ACKs operation will prevent undesired
future consequences of using TARR in the same TCP connecti on.

Aut hors’ Addr esses

Carl es Gonez

UPC

C/ Esteve Terradas, 7

08860 Castell defels

Spai n

Emai | : carl es. gonmez@ipc. edu

Jon Crowcroft
Uni versity of Canbridge
JJ Thonson Avenue

Canbri dge
United Ki ngdom
Enmai | : jon.crowcroft@l.cam ac. uk

Gonez & Crowcroft Expires 1 Decenber 2025 [ Page 19]



