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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
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described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction

Ful | managenment of software updates for unattended, connected devices
requires a cooperation between the update author(s) and nanagenent,
distribution, policy enforcement, and auditing systens. This
specification provides the extensions to the SU T manifest
[I-D.ietf-suit-manifest] that enable an author to coordinate with
these other systens. These extensions enable authors to instruct
devices to exam ne update priority, |ocal update authorisation,
update lifetime, and system properties. They also enable devices to
report and distributors to collect Software Bill of Materials

i nformati on.

Extensions in this specification are OPTIONAL to inplenment and
OPTIONAL to include in manifests. A Recipient that encounters a
command or parameter it does not inplenment MJIST reject the manifest
as defined in [I-D.ietf-suit-manifest] Section 8.4.2, ensuring that
updat e behavi our is never ambiguous. Conversely, when a depl oynent
relies on update-nmanagenent behavi our defined here, the manifest

aut hor MJST ensure that targeted recipients advertise support for the
required extensions (for exanple via enablenent policy or capability
negoti ati on) before shipping such manifests so that required commands
wi || be honoured rather than rejected.

2. Conventions and Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

This draft makes use of term nol ogy defined in [ RFC9019] and
[I-Dietf-suit-manifest].

3. Extension Metadata
Sone additional netadata nakes managenent of SUI T updates easier

* A semantic version nunber for the update represented by the
mani f est

* Concise Software ldentifiers (CoSWD) [RFC9393]

*  Text descriptions of requirenments
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* Text description of the current versions of conponents
3.1. suit-set-version

Thi s nmetadata encodes a semantic version for the conponent set that
the mani f est updates, including any dependencies. This enables
version comparisons to be perfornmed on manifests. Non-manifest

i mges encode their versions independently of the manifest.

The version MJST be encoded as a senantic version, according to
[semver], so that recipients can conpare manifests deternministically.
Depl oynments that cannot supply a semantic version wthout |oss of
fidelity MJUST omit suit-set-version and convey any human-facing
nunbering via text-current-version (Section 3.4). Because suit-set-
version is a machi ne-readabl e paraneter for determ ning conpatibility
and because [senmver] mandates that the build-nunmber is ignored, build
numbers MJUST NOT be i ncl uded.

The conposition of suit-set-version is the same as suit-paraneter-
version (Section 4.4).

If a build nunber is desired, the mani fest author MAY include it via
text-current-version (Section 3.4).

3.2. suit-cosw d

A CoSWD can enable Software Bill of Mterials use-cases. Tightly
coupling update and attestation ensures that verification
infrastructure always knows what software to expect on each devi ce.

suit-coswid is a menber of the suit-manifest. It contains a Concise
Software Identifier (CoSWD) as defined in [ RFC9393]. This el enent
SHOULD be made severable so that it can be discarded by the Reci pient
or an internediary if it is not required by the Recipient while

preserving the nanifest signature. |nplenentations that cannot
support severabl e el emrents MAY include suit-coswid non-severably, but
MJUST ensure that Recipients can still process the manifest.

suit-coswid typically requires no processing by the Recipient.
However, Recipients MJST NOT fail if a suit-coswid is present.

suit-coswid i s RECOVWENDED to inplenent and RECOVMENDED to include in
mani f est s.

Moran & Takayana Expi res 15 June 2026 [ Page 4]



I nternet-Draft SUI T Update Managenment Extensions Decenber 2025

3.3. suit-text-version-required

suit-text-version-required is used to represent a version-based
dependency on suit-paraneter-version as described in Section 4.4 and
Section 5.5. Wien a Manifest Author needs to communi cate such a
dependency to operators, the author SHOULD popul ate the suit-text nap
with a SU T_Conponent _ldentifier key for the dependency conponent,
and place in the corresponding map a suit-text-version-required key
with a free text expression that is representative of the version
constraints placed on the dependency so that field personnel can
val i date conpliance. Deploynents that provide operator guidance

excl usively through other channels MAY onit this field. This text
SHOULD be expressive enough that a device operator can be expected to
under st and t he dependency; predefined tokens MAY be used when
supporting documentation ensures equivalent clarity. Expressions in
this field MUST be encoded as UTF-8 text limted to printable
characters (Unicode general categories L, N, P, or Zs) and SHOULD use
sinmple relational operators (for example >, >= <, <= =) so that

aut omated tooling can performlint checks. This is a free text field
and there are no specific formatting rules.

By way of exanple only, to express a dependency on a conponent "['X’,
"y']1", where the version should be any vl1.x later than vl1.2.5, but
not v2.0 or above, the author would add the followi ng structure to
the suit-text elenent. Note that this text is in cbhor-diag notation

y'] |
">=1, 2.5, <2"

3.4. text-current-version

suit-text-current-version is used to provide human-readabl e version
i nformati on equivalent to suit-set-version (Section 3.1). This

met adata MAY have a version |listed for each or any conponent. The
Mani f est Processor MJST NOT consune this version; it is for hunman
readability only.

To describe a version, a Mnifest Author SHOULD popul ate the suit-
text map with a SU T _Conponent Identifier key for the dependency
conmponent, and place in the corresponding map a suit-text-current-
version key with a free text version that is representative of the
versi on of the component so that operators can reconcil e machine and
human-r eadabl e records. Depl oynents that provide human-facing
version information through other configuration channels MAY omit
this text. This text SHOULD be expressive enough that a device
operator can be expected to understand the version; environnments that
rely on catalog identifiers MAY use those identifiers when supporting
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docunent ati on provi des the necessary context. Values in this field
MJST be encoded as UTF-8 text limted to printable characters, and

i mpl ement ati ons MJST treat suit-set-version and suit-paraneter-
version as authoritative when a di screpancy exists. Recipients MJST
NOT interpret this text as executable code or markup and MUST treat
it as display-only information. This is a free text field and there
are no specific formatting rul es.

It is RECOWENDED that the Manifest Author use a Semantic Version
([senver]) in the free-text field to keep human-readabl e and machi ne-
readabl e versions aligned. Unlike suit-set-version (Section 3.1),
the full semantic version specification can be used.

4, Ext ensi on Paraneters

Several paraneters are needed to define the behaviour of the conmands
specified in Extension Conmands (Section 5). These paraneters foll ow
the sane considerations as defined in Section 8.4.8 of
[I-Dietf-suit-manifest].

[ oo by s oo s s oo el e e et o}
| Nane | CDDL Structure | Reference |
[ s s e s s e s e s s s s s sl st
| Use Before | suit-parameter-use-before | Section 4.1 |
Fom e o m oo S +
| M nimum | suit-parameter-mni numbattery | Section 4.2

| Battery | | |
o e e e e oo o e e e e e e e e e e e e oo oo S +
| Update | suit-parameter-update-priority | Section 4.3

| Priority | |

Fom e oo e S +
| Version | suit-parameter-version | Section 4.4 |
o e e e oo o e e e e e e e e e e e e e o m o S +
| Wait Info | suit-parameter-wait-info | Section 4.5

Fom e o m o oo S +
| Comnponent | suit-paramneter-conponent-netadata | Section 4.6

| Metadata | | |
o e e e e oo - o e e e e e e e e e e mmmemao - o m e e e oo - +

Table 1

4.1. suit-paraneter-use-before

An expiry date for the use of the nmanifest encoded as the positive

i nt eger nunber of seconds since 1970-01-01. Inplenentations that use
this parameter MJST use a 64-bit internal representation of the
integer. Used with Section 5.1
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4.2. suit-parameter-mni numbattery

This paraneter sets the mininmumbattery level in mM. This paraneter
is encoded as a positive integer. Used with suit-condition-mni num
battery (Section 5.3).

4.3. suit-parameter-update-priority

This paraneter sets the priority of the update. This paraneter is
encoded as an integer. It is used along with suit-condition-update-
aut horized (Section 5.4) to ask an application for perm ssion to
initiate an update. This does not constitute a privilege inversion
because an explicit request for authorization has been provided by
the Update Authority in the formof the suit-condition-update-

aut hori zed command.

Applications MAY define their own neanings for the update priority.
For exanple, critical reliability and vulnerability fixes might be

gi ven negative nunbers, while bug fixes night be given small positive
nunbers, and feature additions m ght be given |arger positive
nunbers, which allows an application to make an informed deci sion
about whet her and when to allow an update to proceed.

4.4. suit-paraneter-version

I ndi cates all owabl e versions for the specified conponent. One
versi on conpari son can be made with each suit-paraneter-version

This paraneter is conpared with version asserted by the current
conmponent when suit-condition-version (Section 5.5) is invoked. The
current conponent nay assert the current version in many ways,
including storage in a paraneter storage database, in a netadata
object, or in a known |ocation within the component itself.

Each suit-paraneter-version contains a conparison operator and a
version, according to the follow ng CDDL:

SUI T_Par anet er _Versi on_Match = |
sui t-condition-version-conparison-type
SUI T_Condi ti on_Ver si on_Conpari son_Types,
sui t-condition-version-conpari son-val ue:
SUI T_Condi ti on_Versi on_Conpari son_Val ue

]

The conpari son type can be
* Greater.

* Geater or Equal.
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*  Equal
* Lesser or Equal
* Lesser.

The version conparison value is encoded as a CBOR |ist of integers.
Conparisons are done on each integer in sequence. Conparison stops
after all integers in the list defined by the manifest have been
consuned OR after an non-equal conparison has occurred. For exanple,
if the nanifest defines a conparison, "Equal [1]", then this will

mat ch all version sequences starting with 1. |If a nmanifest defines
both "Greater or Equal [1,0]" and "Lesser [1,10]", then it will match
versions 1.0.x up to, but not including 1.10.

4.4.1. suit-paraneter-version Semantic Versioning encodi ng guidelines
The encoded versions follow semantic versioning (see [senver]).
Versi ons are conposed of:

1. A release version encoded as a sequence of 1 to 3 positive
i ntegers

2. An optional pre-release indicator encoded as a negative integer,
foll owed by zero or nore positive integers

Wi le [senmver] allows a build nunber, it mandates that the build
nunber is ignored. Because suit-paraneter-version exists solely to
enabl e the Manifest Processor to nmake a decision about version
conmpatibility, build nunmbers MJST NOT be i ncl uded.

In [senver],

1. The first integer represents the mgjor nunber. This indicates
breaki ng changes to the conponent.

2. The second integer represents the mnor nunber. This is
typically reserved for new features or |arge, non-breaking
changes.

3. The third integer is the patch version. This is typically
reserved for bug fixes.

The pre-rel ease indicator MIST NOT appear as elenent 0. The pre-
rel ease indicator is encoded as:

* -1. Rel ease Candidate (RC
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* -2: Beta

* -3: Alpha

This all ows these rel eases to conpare correctly with final rel eases
For exanple, Version 2.0, RCl should be | ower than Version 2.0.0 and
hi gher than any Version 1.x. By encoding RC as -1, this works
correctly: [2,0,-1,1] conpares as lower than [2,0,0]. Simlarly,
beta (-2) is lower than RC and al pha (-3) is |lower than RC

For exanpl e:

* 1.2.3=101,2,3].

* 1.2-rc.3 =10[1,2,-1,3].

* 1.2-beta =1[1,2,-2].

* 1.2-alpha =[1,2,-3].

* 1.2.3-alpha.4 =11,2,3,-3,4].

suit-paraneter-wait-info

suit-directive-wait (Section 5.6) directs the manifest processor to
pause until a specified event occurs. The suit-parameter-wait-info
encodes the paraneters needed for the directive.

The exact inplenmentation of the pause is inplenentation-defined. For
exanmpl e, this could be done by bl ocking on a semaphore, registering
an event handl er and suspendi ng the mani fest processor, polling for a
notification, or aborting the update entirely, then restarting when a
notification is received.

suit-paraneter-wait-info is encoded as a map of wait events. Al

wait events MJUST be satisfied before the Mnifest Processor

continues. The wait events currently defined are described in the
foll owi ng table.
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| Nare | Encoding | Description |

[ e ——————————— Ll pp—p—p——_——— Ll —_—(——————(—————(———— L

| suit-wait-event- | int | Sane as suit-paraneter-

| authorization | | update-priority |

g S o e e e e e e e e oo s +

| suit-wait-event- | int | Wait until power state

| power I I I

T TS S +

| suit-wait-event- | int | Wait until network state

| network | | |

g S o e e e e e e e e oo s +

| suit-wait-event- | See | Wait for other device to

| other-device-version | bel ow | match version |

T TS S +

| suit-wait-event-tine | uint | Wait until tinme (seconds

| | | since 1970-01-01) |

g S o e e e e e e e e oo s +

| suit-wait-event- | uint | Wait until seconds since

| time-of-day | | 00:00:00 Local Tinme |

T TS S +

| suit-wait-event- | uint | Wait until seconds since

| time-of-day-utc | | 00:00:00 UTC |

g S o e e e e e e e e oo s +

| suit-wait-event-day- | uint | Wait until days since

| of -week | | Sunday Local Tinme |

T TS S +

| suit-wait-event-day- | uint | Wait until days since

| of-week-utc | | Sunday UTC |

g S o e e e e e e e e oo s +
Table 2

sui t-wait-event-other-device-version reuses the encodi ng of

SUI T_Paraneter_Version _Match. It is encoded as a sequence that

contains an inplementation-defined bstr identifier for the other

device, and a list of one or nore SU T_Paranet er _Versi on_Mat ch.
4.6. suit-paramneter-conmponent-net adata

In sone instances, a systemmay need to know the file netadata for a
conmponent. This netadata can incl ude:

* creator
* creation tine

* pnodification tine
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* default perm ssions (rwx)

* a map of user/perm ssion pairs
* a map of role/permssion pairs
* a map of group/perm ssion pairs
* file type

Unl ess ot herwi se stated, all string values in this structure MJST be
encoded as UTF-8 without control characters (Unicode genera
categories Cc or Cf) and SHOULD be limted to hunman-readabl e
identifiers such as names or POSI X-style paths. Binary val ues
conveyed via bstr MJST be well-formed for the consum ng platform (for
exanple, a UUI D or pernmissions bitmap) and MJUST NOT exceed the
mnimum |l ength required to represent the val ue canonically.

Conponent netadata is applied at tine of fetch, copy, or wite; see
[I-Dietf-suit-manifest], sections 8.4.10.4, 8.4.10.5, 8.4.10.6.
Therefore, the conponent netadata paraneter nust be set in advance of
the conponent being fetched, copied into, or witten.

4.6.1. Creator

Soneti mes, managenent of file systens requires that the creator of
each file is correctly recorded. Because the default creator of
files will be the update agent, this can obscure the actual creator
of each file. The Creator netadata el enent allows overriding the
default behaviour and setting the correct creator

The creator is defined as foll ows:

SU T meta actor_id = UUI D Tagged / bstr / str [/ int
UUI D Tagged = #6. 37(bstr)

The actor I D can be whatever is nost appropriate for any given
system For exanple, the actor ID m ght be a string (e.qg.,
usernane), integer (e.g., POSI X userid), or UUD (e.g., TEEP TA
Uul D) .

4.6.2. Creation & Mdification Tinme
The creation and nodification tines are defined by CBOR tine types.

These are defined in [RFC8949], Section 3.4.2. The CBORtag is
REQUI RED when either creation or nodification tinme are provided.
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suit-nmeta-nodification-tine => #6. 1(uint)
suit-neta-creation-tine => #6. 1(uint)

4.6.3. Conponent Default Perm ssions

Typi cal permni ssions nmanagenent systens require read, wite, and
execute perm ssions that are applied to all users who do not have
their own explicit perm ssions. These are the default perm ssions
for the current conponent. Default perm ssions are described by the
fol |l owi ng CDDL:

SU T meta permissions = uint .bits SUT neta_perm ssion_bits
SUI T_meta_perm ssion_bits = &

r.- 2, w 1, x: O,

* $$SUl T_net a_perm ssion_bits_extensions

)

4.6.4. User, Role, G oup permssions

Many fil esystems have users and groups. Additionally some have
roles. Actors that have these associations can have specific

perm ssions associated with them for each conponent. Each of these
sets of permissions is defined the sane way: with a map of actor
identifiers to perm ssions.

SUI T_met a_perm ssion_map = {
+ SU T neta_actor_id => SU T_mnet a_per m ssi ons
}
The SUI T neta actor_id is the sane as defined for Creator,
Section 4.6. 1.
4.6.5. File Type
File Type typically identifies whether a file is a directory, regular
file, or synbolic link. |If not specified, File Type defaults to

regular file.

Thi s enabl es specific managenent operations for SU T command
sequences:

* To create a directory

- Set the Conponent |Index to the Component ldentifier of the
directory to be created

-  Set the Conponent netadata, including the file type for
directory
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Set suit-parameter-content to an enpty bstr
I nvoke suit-directive-wite
create a synbolic link

Set the Conponent Index to the Conponent ldentifier of the link
to be created

Set the Conponent netadata, including the file type for
synbolic |ink

Set suit-parameter-content to the link target

I nvoke suit-directive-wite

For exanple, the follow ng Payl oad Fetch & Install sequences wl|l
create a new /usr/local/bin directory, downl oad https://cdn. exanmpl e/
exanmpl e3. bin into a new file: /usr/local/bin/exanple3, then create a
sym i nk at /usr/bin/exanple that points to /usr/local/bin/exanpl e3.

* Common has conponents for

[ usr/ bi n/ exanpl e
[usr/1local/bin

[usr/ 1 ocal / bi n/ exanpl e3

* Payl oad fetch:

set conponent index =1

set paraneters:

o content = h’

o netadata = {file-type: directory}

wite

set conponent index = 2

set URI = "https://cdn. exanpl e/ exanpl e3. bi n"
fetch

condition i mage digest
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5.

* Install:
- set conponent index =0
- set paraneters:
o content = "/usr/local/bin/exanpl e3"
o netadata = {file-type: symink}
- wite
Ext ensi on Conmands
The followi ng table defines the semantics of the comrands defined in
this specification in the sanme way as in the Abstract Machine
Description, Section 6.4, of [I-D.ietf-suit-manifest].
Al conmands defined in this specification are OPTIONAL to inplenent.
A Recipient that encounters a conmand it does not inplenent MJST

reject the manifest as defined in [I-D.ietf-suit-nmanifest]
Section 8.4.2, ensuring that update behaviour is never ambi guous.
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| Commrand | CDDL Identifier | Semantic of the Operation |
| Name | | |
[ sl s s, s e U
| Use Before | suit-condition- | assert(now() < |
| | use-before | current. parans[ use-before]) |
I oo mmeeemeeaaaas T T TRy +
| Check Image | suit-condition- | assert(not binary- |
| Not Match | image-not-match | match(di gest(current), |
| | | current. parans[digest])) |
. O +
| Check | suit-condition- | assert(battery >= |
| M nimum | mnimmbattery | current. parans[mnm ni num |
| Battery | | battery]) |
S o e e e oo o e e e e e e e e e e aa o - +
| Check | suit-condition- | assert( isAuthorized( |
| Update | update- | current.parans[priority]))
| Authorized | authorized | |
I oo mmeeemeeaaaas T T TRy +
| Check | suit-condition- | assert(version_check(current,
| Version | version | current. params[version]))
S o e e e e oo o mm e e e e e e a— oo oo +
| Wait For | suit-directive- | until event(arg), wait |
| Event | wait | |
I oo mmeeemeeaaaas T T TRy +
| Override | suit-directive- | conponents[i].parans[k] := v
| Multiple | override- | for-each k,v in d for-each |
| | multiple | i,din arg |
. O +
| Copy Params | suit-directive- | current.parans[k] =
| | copy-parans | components[i].parans[k] for k
| | | inl for i,l in arg
S o e e e oo o e e e e e e e e e e aa o - +
Tabl e 3

5.1. suit-condition-use-before

Verify that the current tine is BEFORE the specified tine. suit-
condition-use-before is used to specify the last tine at which an
update should be installed. The recipient evaluates the current tine
agai nst the suit-paraneter-use-before paraneter (Section 4.1), which
must have already been set as a paraneter, encoded as seconds after
1970-01-01 00: 00: 00 UTC. Tinestanp conditions MJST be evaluated in
64 bits, regardless of encoded CBOR size. suit-condition-use-before
is OPTIONAL to inpl enent.
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5.2. suit-condition-inage-not-nmatch

Verify that the current conponent does not match the suit-paraneter-
i mage-di gest (Section 8.4.8.6 of [I-D.ietf-suit-manifest]). [If no
digest is specified, the condition fails. suit-condition-imge-not-
match is OPTIONAL to inpl ement.

5.3. suit-condition-mninumbattery

suit-condition-mninumbattery provides a nmechanismto test a

Reci pient’s battery level before installing an update. This
condition is primarily for use in primary-cell applications, where
the battery is only ever discharged. For batteries that are charged,
suit-directive-wait is nore appropriate, since it defines a "wait"
until the battery level is sufficient to install the update. suit-
condition-mninmumbattery is specified in mA. suit-condition-
mnimumbattery is OPTIONAL to inplenent. suit-condition-m ni mum
battery consunes suit-paraneter-mni mumbattery (Section 4.2).

5.4. suit-condition-update-authorized
Request authorization fromthe application and fail if not
authorized. This can allow a user to decline an update. suit-
paraneter-update-priority (Section 4.3) provides an integer priority
| evel that the application can use to determ ne whether or not to
aut horize the update. Priorities are application defined. suit-
condi ti on-updat e-authori zed is OPTIONAL to inpl enent.

5.5. suit-condition-version
suit-condition-version allows conparing versions of firmare.
Verifying inmage digests is preferred to version checks because
digests are nore precise. suit-condition-version examnes a
conponent’s version against the version info specified in suit-
par anet er-versi on (Section 4.4).

5.6. suit-directive-wait

suit-directive-wait directs the nmanifest processor to pause until a
speci fied event occurs. Sone possible events include:

1. Authorization
2. External power
3. Network availability

4, Oher device firmvare version
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5. Tine
6. Tinme of day
7. Day of week
5.7. suit-directive-override-nultiple

This directive enables setting paraneters for multiple conponents at
the sane tine. This allows a small reduction in encodi ng over head:

* without override-multiple, the encoding for each conponent
consi sts of:

- set-conponent-index (2 bytes)
- override-paraneters (1 byte + paraneter nap)

* with override-multiple, the encoding for each conponent consists
of :

- the conponent index key (1 byte)
- the paraneter nap

Override-multiple requires the command (1-2 bytes) and one additiona
map to hold the paraneter sets (1 byte). For one conponent, there is
no savings. For nultiple conponents, there is an encodi ng savi ngs of
2 bytes per conponent.

Proper structuring of code should ensure that override-nultiple
follows a code-path nearly identical to set-conponent-index +
override-paraneters.

This command is purely an encoding alias for set-conponent-index and
override-paranmeters. The conponent index is set to the |ast
component listed in the override-nultiple argunent when overri de-
mul ti pl e conpl et es.

The foll owing CDDL defines the argunent for suit-directive-override-
mul tiple:

CDDL SUIT Override Miult _Arg = { uint => {+ $$SU T Paraneters} }
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suit-directive-copy-parans

suit-directive-copy-parans enabl es a mani fest author to specify one
or nore conponents to copy paraneters from and a list of paraneters
to copy from each specified source conponent.

The behaviour is exactly the same as override paraneters, but with
par anet er val ues defined in existing conmponents. Paraneters are only
copi ed between identical keys (no copying fromURH to digest, for
exanpl e).

For each entry in the map, the nanifest processor sets the source
component to be the conponent identified by the index contained in
the map key. For each paranmeter identified in the copy list, the
mani f est processor copies the parameter fromthe source conmponent to
the current conponent.

The foll owi ng CDDL defines the argunent for suit-directive-copy-
par ams:

CDDL SUI T Directive_Copy_Params = { uint => [+ int] }
I ANA Consi derati ons
I ANA is requested to:
* allocate key 14 in the SU T Envel ope registry for suit-coswd
* allocate key 14 in the SUT Manifest registry for suit-coswd

* allocate key 7 in the SU T Conponent Text registry for suit-text-
versi on-required

* allocate the commands and paranmeters as shown in the follow ng

tabl es

SU T Conmands
[ el o fumesbomsospasesefsessfsespsfsfespefesfuspeny femspeesfespeesfespeesfspeuny o}
| Label | Nane | Reference |
[ el Sty el
| 4 | Use Before | Section 5.1 |
S R o e o +
| 25 | I'mage Not WMatch | Section 5.2
R, o e e e o S +
| 26 | MninmmBattery | Section 5.3 |
S e oo +
| 27 | Update Authorized | Section 5.4
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Fommma - S RIS . +
| 28 | Version | Section 5.5
R, o e e e o S +
| 29 | Wait For Event | Section 5.6 |
S D S TRy . +
| 34 | Override Multiple | Section 5.7
Fommma - T I I +
| 35 | Copy Parans | Section 5.8
R, o e e e o S +
Tabl e 4

6.2. SUT Parameters

[ gl s oo st e e e gl
| Label | Nane | Reference |
[ ettty bty sl p——p—p—_— o
| 4 | Use Before | Section 4.1

I I . +
| 26 | MnimumBattery | Section 4.2

R o S +
| 27 | Update Priority | Section 4.3 |
S - +
| 28 | Version | Section 4.4

I I . +
| 29 | Wait Info | Section 4.5 |
R o S +

Table 5
7. Security Considerations

Thi s docunent extends the SU T manifest specification. A detailed
security treatnent can be found in the architecture [RFC9019] and in
the information nodel [I-D.ietf-suit-information-nodel] docunents.

The free-text fields introduced in Sections Section 3.3 and

Section 3.4 are intended solely for human consunption. Recipients
MJST treat those values as untrusted input: they MJST NOT eval uate
the text, execute enbedded nmarkup, or override machi ne-readabl e

deci sions derived fromsuit-set-version or suit-paraneter-version

| mpl enent ati ons SHOULD bound the length of displayed text to nitigate
interface flooding and | og injection.
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8.

8.

8.

Conponent netadata (Section 4.6) can expose operator identifiers,
file paths, or other locally neaningful strings. Deployments SHOULD
val i date these val ues agai nst | ocal policy before applying them and
MUST handl e mi ssing or mal forned netadata defensively so that the
updat e agent does not escal ate privileges or disclose sensitive

i nformation inadvertently.
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Appendi x A.  Full CDDL

To be valid, the followi ng CDDL nust be appended to the SU T Mani fest
CDDL. The SUT CDDL is defined in Appendix A of
[I-Dietf-suit-manifest].

$$unsever abl e- mani f est - menber - ext ensions //= (
suit-current-version =>\
bstr .cbor SU T_Condition_Version_Conpari son_Val ue

$$SUl T_sever abl e- menbers-extensions //= (
suit-coswid => bstr)
; suit-coswid => bstr .cbor concise-sw d-tag)

$$sever abl e- mani f est - nenber s- choi ce-extensions //= (
suit-coswid => bstr .cbor SU T_Command_Sequence / SUl T_Di gest

)
SU T Condition //= (

sui t-condition-imge-not-natch, SUI T_Rep_Pol i cy)
SU T Condition //= (

suit-condition-use-before, SUl T_Rep_Pol i cy)
SU T Condition //= (

suit-condition-mni numbattery, SUI T_Rep_Pol i cy)

SU T Condition //= (

sui t-condition-update-authorized, SU T _Rep Policy)
SU T Condition //= (

suit-condition-version, SUl T_Rep_Pol i cy)

SUT Directive //=(
suit-directive-wait, SUI T_Rep_Pol i cy)

SUT Directive //=(
suit-directive-override-multiple, SU T Override_Milt_Arg)

SU T Directive //=(
sui t-directive-copy- parans, SUI T_Directive_Copy_Parans)

SU T Override_Milt_Arg = {
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+ uint => {+ $$SU T_Par anet er s}

SU T _Directive Copy_Paranms = {
+ uint => [+ int]
}

SUT Wit Bvent = { + SUT Wiit_Events }

SU T Wait_Events //= (suit-wait-event-authorization => int)
SUT Wit Events //= (suit-wait-event-power => int)
SUT Wit Events //= (suit-wait-event-network => int)
SUT Wit Events //= (suit-wait-event-other-device-version
=> SU T_Wait _Event _Argunent _Ot her_Devi ce_Ver si on)
SUT Wit Events //= (suit-wait-event-time => uint); Tinmestanp
SU T Wit _Events //= (suit-wait-event-time-of-day
=> uint); Tinme of Day (seconds since 00:00: 00)
SUT Wit Events //= (suit-wait-event-day-of - week
=> uint); Days since Sunday

SU T_Wait_Event Argunent O her_Device_Version = |
ot her - devi ce: bstr,
ot her-device-version: [ + SU T _Paraneter_ Version_Match ]

]

SUI T_Paraneters //= (suit-paraneter-use-before => uint)
SUI T_Paraneters //= (suit-paraneter-nini mumbattery => uint)
SUI T_Paraneters //= (suit-paraneter-update-priority => int)
SUI T _Paraneters //= (suit-paraneter-version =>
bstr .cbor SU T_Paraneter_ Version_Match)
SUI T Paraneters //= (suit-paraneter-wait-info =>
bstr .cbor SU T_Wiit_Event)
SUI T_Paraneters //= (suit-paraneter-conponent-netadata =>
bstr .cbor SU T_Conponent _Met adat a)

SUI T_Par aneter_Version_Match = |
suit-condition-version-conparison-type
SUI T_Condi ti on_Ver si on_Conpari son_Types,
sui t-conditi on-versi on-conpari son-val ue:
SUI T_Condi ti on_Ver si on_Conpari son_Val ue

]
SUI T_Condi tion_Versi on_Conpari son_Types /=
sui t-condition-version-conpari son-greater
SUI T_Condi ti on_Ver si on_Conpari son_Types /=
sui t-condition-version-conpari son-greater-equa
SUI T_Condi ti on_Ver si on_Conpari son_Types /=
sui t-condition-version-conpari son-equa
SUI T_Condi tion_Versi on_Conparison_Types /=
suit-condition-version-conparison-|esser-equa
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SUI T_Condi ti on_Ver si on_Conpari son_Types /=
sui t-condition-version-conparison-|esser

sui t-condition-version-conpari son-greater = 1

sui t-condition-version-conpari son-greater-equal = 2
sui t-condition-version-conpari son-equal = 3
sui t-condition-version-conparison-|lesser-equal = 4

sui t-condition-version-conparison-lesser =5

SUI T_Condi ti on_Version_Conparison_Value = [+int]

SUI T_Conponent _Met adata = {

sui t-met a-defaul t-perm ssions => SUl T_net a_perm ssi ons,
sui t - met a- user-perm ssions => SUl T_neta_pern ssi on_map,
sui t - met a- group- perm ssi ons => SU T _neta_pern ssi on_map,
suit-nmeta-rol e-perm ssions => SUI T _neta_perni ssi on_nap,
suit-nmeta-file-type => SU T_Fil etype,
suit-meta-nodification-tinme => CBOR Dateti e,
suit-nmeta-creation-tinme => CBOR Datetine,
suit-meta-creator => SU T nmeta_actor _id,

$$SUI T_Conponent _Met adat a_Ext ensi ons

IS ICS EEN BES BES BES BEN BN ]|

}

SU T meta permissions = uint .bits SU T nmeta_perm ssion_bits
SUI T_meta_perm ssion_bits = &

wite attr_ex: 13,

read_attr_ex: 12,

sync: 11,

del ete: 10,

recurse_delete: 9,

wite attr: 8,

change_owner: 7,

change _perm 6,

read_perm 5,

read_attr: 4,

creatdir_append: 3,

list read: 2,

create wite: 1,

traverse_exec: O,

* $$SUI T_net a_per mi ssi on_bi ts_ext ensi ons

)
SUI T_met a_perm ssion_map = {

+ SU T neta_actor_id => SU T_mnet a_per m ssi ons
}

SU T meta actor_id = UUID Tagged / bstr / str / int
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UUI D Tagged = #6. 37(bstr)

$$sui t -t ext - conponent - key- ext ensi ons //
suit-text-version-required => tstr)
$$sui t -t ext - conponent - key- ext ensi ons //
suit-text-current-version => tstr)

suit-set-version = 6

suit-coswid = 14

sui t-condition-use-before =4
sui t-condition-imge-not-nmatch
suit-condition-mni numbattery

sui t-condition-updat e-aut horized

sui t-condition-version

suit-directive-wait
suit-directive-override-multiple
sui t-directive-copy-parans

suit-wait-event-authorization

sui t-wait-event - power

sui t-wait-event - net wor k
suit-wait-event-other-device-version
suit-wait-event-tine

sui t-wait-event-time-of -day

sui t-wait - event - day- of - week

~NOoO O WNBE

sui t - par anet er -use- before
suit-paraneter-mni numbattery
sui t - paraneter-update-priority
Sui t - par anet er - ver si on
suit-paraneter-wait-info

26
27
28
29

suit-text-version-required
suit-text-current-version
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