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1. Introduction

Devi ces that require nore advanced configurations than a Manifest
signed by a single authority also require nore conplex rules for
depl oyi ng software updates. For exanple, devices may require:

* Conponents fromnultiple software signing authorities
* a mechanismto renove an unneeded Conponent
* Dependencies delivered in the sane envel ope as the Manifest

* a partly encrypted Manifest so that distribution does not revea
private information

* installation perforned by a different execution node than payl oad
fetch

Devi ces inmplementing this specification typically partition their
software, dividing it, according to physical or |ogical features,
into multiple "domains” with different requirenents for authorities:
multiple trust domains. Because of the nore conpl ex use cases that
are typically targetted by devices inplenenting this specification,
the applicable device class is typically Gass 2 or higher and often
isolation level 1s8, for exanple Arm TrustZone for Cortex-M as
described in [I-D.ietf-iotops-7228bi s].

Dependenci es enabl e several additional use cases. |n particular,
they enable two or nore entities who are trusted for different
privileges to coordinate. This can be used in nany scenarios. For
exanpl e:

* Devices with network interface controllers (NI Cs), including
radi os, may contain secondary processors in the NICs in addition
to the device primary processor. These two processors may have
separate Software with separate signing authorities. Dependencies
all ow the Manifest for the primary processor to reference a
Mani fest signed by a different authority.

Moran & Takayana Expi res 23 January 2026 [ Page 3]



I nternet-Draft SUI T Trust Donmi ns July 2025

* A network operator may wish to provide |ocal caching of Update
Payl oads. The network creates a Dependent Manifest that provides
a different URI for any Payl oads they wi sh to cache the paraneter
override mechani smdescribed in Section 5.6.1

* A Device Adm nistrator provides a device with sone additiona
configuration. The Device Adm nistrator wants to test their
configuration with each new Software version before releasing it.
The configuration is delivered as a binary in the same way as a
Software I mage. The Device Admi nistrator references the Software
Mani fest fromthe Software author in their own Manifest which also
defines the configuration.

* An Author wants to entrust a Distributor to provide devices with
firmvare decryption keys, but not permit the Distributor to sign
code. Dependencies allow the Distributor to deliver a device's
decryption information without al so granting code signing
aut hority.

* A Trusted Application Manager (TAM wants to distribute
personal i sation information to a Trusted Execution Environment in
addition to a Trusted Application (TA), but does not have code
signing authority (see [RFC9397], Section 2). Dependencies enable
the TAMto construct an update containing the personalisation
i nformati on and a dependency on the TA, but |eaves the TA signed
by the TA's Aut hor.

When a system has nmultiple trust domains, each domain mght require

i ndependent verification of authenticity or security policies. Trust
domai ns m ght be divided by separation technol ogy such as Arm

Trust Zone, Intel SGX, or another Trusted Execution Environnent (TEE)
technol ogy. Trust domains night also be divided into separate
processors and nenory spaces, with a commrunication interface between
t hem

For exanple, an application processor may have an attached
communi cati ons nmodul e that contains a processor. The conmunications
modul e mi ght require nmetadata signed by a specific Trust Authority
for regulatory approval. This may be a different Trust Authority
than the application processor

Dependenci es enabl e Conponents such as Software, configuration, and
ot her Resource data authenticated by different Trust Anchors to be
delivered to devices.

These nechani sns are not part of the core Manifest specification

([I-Dietf-suit-manifest]), but they are needed for nore advanced use
cases, such as the architecture described in [ RFC9397].
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This specification extends the SU T Manifest specification
([1-D.ietf-suit-manifest]) with:

* |Integrated Conponents

*  Dependenci es

* Mani fest Conponent ldentifier

* Candidate Verification

* Parameter Override support

* Uninstall support

2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and

"OPTIONAL" in this document are to be interpreted as described in

BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all

capitals, as shown here

The terminology from[I-D.ietf-suit-manifest], Section 2 and

[ RFC9397], Section 2 is used in this specification. Additionally,

the follow ng term nology is used:

* Dependency: A Manifest that is required by a second Manifest in
order for operations described by the second Manifest to conplete
successful ly.

* Dependent: A Manifest that depends on anot her Man

* Root Manifest: A manifest that has no dependents and, conbined
with all Dependencies (recursively) specifies a conplete Conponent
Set .

* Staging Procedure: A procedure that fetches dependenci es and
i mges referenced by an Update and stores themto a Staging Area.

* |Installation Procedure: A procedure that installs dependencies and
i mges stored in a Staging Area; copying (and optionally,
transform ng then) into an active Image storage | ocation

* Staging Area: A Conponent or group of Conponents that are used for
transi ent storage of Inmages between fetch and installation
Images in this area are opaque, except for use by the Installation
Procedure.
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3.

* Reference Count: An inplenmentation-defined mechanismto track the
nunber of manifests that refer to another manifest.

Changes to SU T Workfl ow Model
The use of the features presented for use with multiple trust domains
requires some augnentation of the workflow presented in the SUT

Mani fest specification ([I-D.ietf-suit-manifest]):

One additional assunption is added to the list of assunptions for the
Update Procedure in [I-D.ietf-suit-manifest], Section 4.2:

* Al Dependencies nmust be fetched and integrity checked before any
Payl oad is fetched.

One additional assunption is added to the list of assunptions for the
I nvocation Procedure in [I-D.ietf-suit-manifest], Section 4.2:

* Al Dependencies rmust be validated prior to |oading.

Steps 3 and 5 are added to the expected installation workflow of a
Reci pi ent:

1. Verify the signature of the Mnifest.

2. Verify the applicability of the Manifest.

3. Resol ve Dependenci es.

4. Fetch Payl oad(s).

5. Verify Candi date Conponent Set.

6. Install Payload(s).

7. Verify image(s).

In addition, when nultiple Manifests are used for an Update, each
Mani fest’s steps occur in a |lockstep fashion: all Manifests have
Dependency resol ution perforned before any Manifest perforns a
Payl oad fetch, etc. The |ockstep process is described in
Section 5. 4.

Changes to Manifest Metadata Structure

To accommpdat e the additional netadata needed to enabl e these

features, the Envel ope and Manifest are augnented with several new
el enent s:
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*  Envel ope

- Integrated Dependency
*  Mani f est

- Comon

o0 Dependency Met adat a

- Conponent ldentifier

- Dependency Resol ution SU T_Comrand_Sequence

- Candidate Verification SU T_Conmand_Sequence
In addition several new SU T _Comrmands are added:
* SUT Conditions

- Dependency Integrity Check

- Conponent |s Dependency Check
* SUT Directives

- Process Dependency

- Set Paraneters

- Unlink
The Envel ope gains two nmore el ements: |ntegrated Dependenci es and
I nt egrated Payl oads. The Comon netadata section in the Mnifest
al so gains a list of Dependenci es.

The new netadata structure is shown bel ow.
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o e e e e a e oo oo +

| Envel ope |

o e e e e e e oo +

| Authentication Bl ock |

| Manifest 0 —--eoaoa---- S e i +

| Severable Elenents | | Manifest |

| I'ntegrated Dependencies | R R +

| I'ntegrated Payl oads | | Structure Version |

T + | Sequence Nunber |

| Reference to Full Manifest |

R Conmon Structure |
| +---- Command Sequences |

R + | | | Digests of Envel ope El enents |

| Common Structure | <--+ | R e +

o e e e e e e e oo oo - + |

| Dependency | ndices | R +

| Conponent | Ds | | Command Sequence |

| Common Command Sequence --------- D e +

| List of ( pairs of ( |
| * command code |
| * argunent / |
| reporting policy |
I I

Figure 1: SU T Metadata Structure

This is an update of the figure in Section 4.2 of
[I-D.ietf-suit-manifest]

5. Dependenci es

A Dependency is another SU T _Envelope ([I-D.ietf-suit-manifest],
section 8.2) that describes additional Conponents.

5. 1. Changes to Required Checks

This section augnments the definitions in Required Checks
([1-D.ietf-suit-manifest], Section 6.2).

More checks are required when handli ng Dependencies. By default, any
signature of a Dependency MJUST be verified. However, there are sone
exceptions to this rule: where a device supports only one | evel of
access (no ACLs, [I-D.ietf-suit-manifest], Section 9, declaring which
authorities have access to different Conponents/Commands/ Paraneters),
it MAY choose to skip signature verification of Dependencies, since
they are verified by digest. Were a device differentiates between
trust levels, such as with an ACL, it MAY choose to defer the
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verification of signatures of Dependencies until the list of affected
Conponents is known so that it can skip redundant signature
verifications. For exanple, if a dependent’s signer has access
rights to all Conponents specified in a Dependency, then that
Dependency does not require a signature verification. Simlarly, if
the signer of the dependent has full rights to the device, according
to the ACL, then no signature verification is necessary on the
Dependency.

Conponents that should be treated as Dependencies are identified in
the suit-conmon netadata (Section 5.2).

Any required check that fails MJST result in an Abort.
Prior to executing any Command Sequence:

1. If the interpreter does not support Dependencies and a Manifest
speci fies a Dependency, then the interpreter MJUST Abort.

2. If the Manifest contains nmore than one Conponent and/ or
Dependency, each Command sequence MJST begin with a Set Component
I ndex Command.

If a Dependency is specified, then the Manifest Processor MJST
performthe foll owi ng additional checks:

1. Prior to executing any Conmand Sequence: the dependent MJST
popul ate all Conmand Sequences for each Procedure specified by
t he Dependency; either the Staging Procedure, the Update
Procedure, the Installation Procedure, or the |Invocation
Pr ocedur e.

2. At the end of each section in the dependent: The correspondi ng
section in each Dependency has been executed, if present.

If a Recipient supports groups of interdependent Conponents (a
Conmponent Set), then prior to fetching any payload, it SHOULD verify
that all Conponents in the Conponent Set are specified by a single
Mani fest and all its Dependencies that together:

1. Have sufficient perm ssions inparted by their signatures.

2. Specify a digest and a Payl oad for every Conponent in the
Conmponent Set .

Failing to verify the availablility of all conponents may |ead to API
m smat ches and ot her version mismatch probl ens.

Moran & Takayana Expi res 23 January 2026 [ Page 9]



I nternet-Draft SUI T Trust Donmi ns July 2025

The singl e dependent Manifest is called a Root Manifest.
5.2. Changes to Manifest Structure

Thi s section augnents the Manifest Structure (Section 8.4) in
[I-Dietf-suit-manifest].

5.2.1. Manifest Conponent |ID

In conplex systens, it may not always be clear where the Root

Mani fest is stored; this is particularly conpl ex when a system has
mul ti ple, independent Root Manifests. The Manifest Conponent ID
resolves this contention. The manifest-conponent-id is intended to
be used by the Root Manifest. The manifest-conponent-id is only used
when storing a Root Manifest. The manifest-conmponent-id is ignored
when processi ng Dependenci es.

The foll owing CDDL (see [ RFC8610]) describes the Manifest Component
| D

$$SUI T_Mani f est _Extensions //=
(suit-mani fest-conponent-id => SUI T_Conponent Identifier)

5.2.2. SU T_Dependenci es Mni fest El enent

The suit-comon section, as described in [I-D.ietf-suit-nmanifest],
Section 8.4.5 is extended with a map of Component indices that

i ndi cate a Dependency. The keys of the map are the Conponent indices
and the values of the nap are any extra netadata needed to describe

t hose Dependenci es.

Because sone operations treat Dependencies differently from other
Conponents, it is necessary to identify them SU T_Dependenci es

i dentifies which Conmponents from suit-conmponents
([1-D.ietf-suit-manifest], Section 8.4.5) are to be treated as the
SUI T_Envel ope of a Dependency. SU T Dependencies is a nmap of
Conmponents, referenced by Conponent Index. Optionally, a Conponent
prefix or other nmetadata may be delivered with the Conmponent i ndex.
The CDDL for suit-dependencies is shown bel ow
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$$SUI T_Conmmon- ext ensions //= (
sui t - dependenci es => SUl T_Dependenci es

)
SUI T_Dependenci es = {
+ uint => SU T Dependency_Met adat a

}

SUI T_Dependency_Met adata = {
? suit-dependency-prefix => SU T_Conponent _ldentifier
* $$SUl T_Dependency_Ext ensi ons

}

If no extended nmetadata i s needed for an extension,

SUI T_Dependency_Metadata is an enpty map (this is the sane encodi ng
size as a null). SU T_Dependenci es MJST be sorted according to Core
Det erm ni stic Encodi ng Requirenments ([ RFC8949], Section 4.2.1).

The Conponents specified by SU T _Dependency Metadata will contain a
Mani f est Envel ope that describes a Dependency of the current

Mani fest. The Manifest is identified, but the Recipient should
expect an Envel ope when it acquires the Dependency. This is because
the Manifest is the one invariant el enent of the Envel ope, where

ot her el enents may change by countersigning, adding authentication
bl ocks, or severing el enents.

When executing suit-condition-imge-match over a Conponent that is
designated in SU T_Dependency_Met adata, the digest MJST be conputed
over just the bstr-wapped SU T_Mani fest contained in the Mnifest
Envel ope designated by the Conponent Index. This enables a
Dependency reference to uniquely identify a particular Mnifest
structure. This is identical to the digest that is present as the
first element of the suit-authentication-block in the Dependency’s
Envel ope. The digest is calculated over the Manifest structure to
ensure that renoving a signature froma Mnifest does not break
Dependenci es due to missing signature elenents. This is also
necessary to support the trusted internediary use case, where an
intermedi ary re-signs the Manifest, renoving the original signature,
potentially with a different algorithm or trading COSE_Sign for
COSE_Mac.

The suit-dependency-prefix el ement contains a

SUI T_Conponent _Identifier ([I-D.ietf-suit-manifest],

Section 8.4.5.1). This specifies the scope at which the Dependency
operates. This allows the Dependency to be forwarded on to a
Conponent that is capable of parsing its owm Manifests. 1t also
all ows one Manifest to be deployed to nultiple dependent Recipients
wi t hout those Reci pients needing consi stent Conponent hierarchy.

sui t-dependency-prefix is OPTIONAL for Recipients to inplenent.
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A Dependency prefix can be used with a Conponent identifier. This
al | ows conpl ex systens to understand where Dependenci es need to be
appl i ed. The Dependency prefix can be used in one of two ways. The
first sinply prepends the prefix to all Conponent Identifiers in the
Dependency.

A Dependency prefix can also be used to indicate when a Dependency
needs to be processed by a secondary Manifest Processor, as described
in Section 5.4.1.

5.3. Changes to Abstract Machine Description

Thi s section augnments the Abstract Machine Description in
[I-Dietf-suit-manifest], Section 6.4. Wth the addition of
Dependenci es, sonme changes are necessary to the abstract machi ne,
outside the typical scope of added Commands. These changes alter the
behavi our of an existing Cormand and way that the parser processes
Mani f est s:

* Five new Commands are introduced in Section 5.6:
- Set Parameters
- Process Dependency
- |s Dependency
- Dependency Integrity
- Unlink

* Dependenci es have Conmponent ldentifiers. Al Commands may target
Dependenci es as well as Conponents, with one exception: suit-
directive-process-dependency. Future comands MAY define their
own restrictions on applicability to Dependenci es and non-
Dependency Components.

* Dependenci es are processed in |ockstep with the Root Manifest.
Thi s means that every Dependency’s current Command sequence mnust
be executed before a dependent’s | ater Conmand sequence may be
executed. For exanple, every Dependency’s Dependency Resol ution
step nmust be executed before any dependent’s Payl oad fetch step

*  \When a Mani fest Processor supports multiple independent
Conponents, they may have shared Dependenci es.

*  \When a Manifest Processor supports shared Dependencies, it MJST
support reference counting of those Dependenci es.
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5.

5

*  \When reference counting is used, Conmponents MJUST NOT be
overwitten. The Manifest Uninstall section nust be called, then
the conponent MJST be Unli nked.

4. Processi ng Dependenci es

As described in Section 5.1, the Mnifest Processor nust ensure that
a Mani fest with Dependencies invokes suit-directive-process-
dependency for each of its Dependencies’ sections fromthe
correspondi ng section of the dependent. Any changes made to

Par aneters by the Dependency persist in the dependent.

When a Process Dependency Command is encountered, the Manifest
Processor:

1. Checks whether the map of Dependencies contains an entry for the
current Conponent Index. |f not present, it causes an inmnedi ate
Abort .

2. Checks whet her the Dependency has been the target of a Dependency
integrity check. If not, it causes an i mediate Abort.

3. Perforns any application-specific setup that is required to parse
the specified Conponent as a SU T_Envel ope of a Dependency.

4. Authenticates the Dependency.
5. Executes the compn-sequence section of the Dependency.

6. Executes the section of the Dependency that corresponds to the
currently executing section of the dependent.

If the specified Dependency does not contain the current section,
Process Dependency succeeds i nmedi ately.

The interpreter also perfornms the checks described in Section 5.1 to
ensure that the dependent is processing the Dependency correctly.

4.1. Miltiple Manifest Processors

When there are two or nore trust dommins, a Manifest Processor night
be required in each. The first Mnifest Processor is the nornal
Mani f est Processor as described for the Recipient in Section 6 of
[I-Dietf-suit-manifest]. The second Mani fest Processor only
executes sections when the first Manifest Processor requests it. An
APl interface is provided fromthe second Manifest Processor to the
first. This allows the first Manifest Processor to request a linited
set of operations fromthe second. These operations are limted to:
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setting Paraneters, inserting an Envel ope, and invoking a Mnifest
Conmand Sequence. The second Manifest Processor declares a prefix to
the first, which tells the first Manifest Processor when it shoul d
del egate to the second. These rules are enforced by underlying
separation of privilege infrastructure, such as TEEs, or physica
separ ati on.

VWhen the first Mani fest Processor encounters a Dependency prefix,
that informs the first Manifest Processor that it should provide the
second Mani fest Processor with the correspondi ng Dependency Envel ope.
This is done when the Dependency is fetched. The second Manifest
Processor imrediately verifies any authentication information in the
Dependency Envel ope. Wen a Paraneter is set for any Conponent that
mat ches the prefix, this Paranmeter setting is passed to the second
Mani f est Processor via an API. As the first Manifest Processor works
through the Procedure (set of Conmand sequences) it is executing,
each time it sees a Process Dependency Comrand that is associated
with the prefix declared by the second Manifest Processor, it uses
the APl to ask the second Manifest Processor to invoke that
Dependency section instead.

Thi s mechani sm ensures that the two or nmore Manifest Processors do
not need to trust each other, except in a very limted case. Wen
Par aneter setting across trust domains is used, it nust be very
carefully considered. Only Paraneters that do not have an effect on
security properties should be allowed. The Dependency MAY contro
whi ch Paraneters are allowed to be set by using the Override
Paraneters Directive. The second Manifest Processor MAY al so contro
whi ch Paraneters may be set by the first Mani fest Processor by neans
of an ACL that lists the allowed Paraneters. For exanple, a URl may
be set by a dependent without a substantial inmpact on the security
properties of the Manifest.

5.5. Dependency Resol ution
The Dependency Resol uti on Command Sequence is a container for the
Conmands needed to acquire and process the Dependencies of the
current Manifest. Al Dependencies MJST be fetched before any
Payl oad is fetched to ensure that all Manifests are avail able and
aut henti cated before any of the (larger) Payl oads are acquired.
5.6. Added and Modified Comrands

Al'l Conmands are nmodified in that they can al so target Dependenci es.
However, Set Conponent Index has a larger nodification
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| Command Nare | Semantic of the Operation |
[5 eemesfomms b besee s esos s ese s espe e ossos e e es s os s os g es e s s s pel
| Set Paraneters | current.parans[k] :=v if not k in

| | current.parans for-each k,v in arg
S o m oo +
| Process | exec(current[comon]); |
| Dependency | exec(current[current-segnent]) |
o e o e e e e e e e e e e e e e e +
| Dependency | verify(current,

| Integrity | current. parans[inage-di gest]) |
S o m oo +
| I's Dependency | assert(current exists in |
| | Dependenci es) |
o e o e e e e e e e e e e e e e e +
| Unlink | unlink(current) |
Fom e o m o oo +

Tabl e 1: Added/ Modi fi ed Abstract Machi ne Commands
5.6.1. suit-directive-set-parameters

Simlar to suit-directive-override-paraneters
([I-D.ietf-suit-manifest], section 8.4.10.3), suit-directive-set-
paraneters allows the Manifest to configure behavior of future
Directives by changing Parameters that are read by those Directives.
Set Parameters is for use when Dependenci es are used because it

all ows a Manifest to nodify the behavior of its Dependenci es.
Because of this nodification behavior, suit-directive-set-paraneters
MUST only be used for paraneters that are intended to be overridden

Avai |l abl e Paranmeters are defined in [I-D.ietf-suit-manifest], section
8.4.8.

If a Paraneter is already set, suit-directive-set-paraneters wll
skip setting the Paraneter to its argunent. This enabl es paraneter
repl acenent in Manifest trees. A Dependency can specify a default
Parameter using suit-directive-set-paraneters. Then, a dependent of
that Dependency can use suit-directive-set-paraneters prior to

i nvoki ng suit-directive-process-dependency. Since suit-directive-
set-paraneters has set-if-unset behaviour, this neans that the
dependent has effectively overriden the Dependency’s Paraneter.

Mani fests that wish to enforce a specific value of a Paraneter MJST
use suit-directive-override-paranmeters instead. This satisfies
USER_STORY. OVERRI DE and REQ USE. MFST. COVPONENT of [ RFC9124].
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Wil e suit-directive-set-paraneters can be used outside of a
Dependency use case, it has limted applicability: in linear

mani fests (w thout try-each, [I-D.ietf-suit-manifest], section
8.4.10.2) it either behaves as suit-directive-override-paraneters or
has no effect, depending on whether its targets are already set.

When used as a set-if-unset construction following a try-each, suit-
directive-override-paranmeters has the sane effect as if a suit-
directive-override-paranmeters were placed in the final elenent of the
try-each with no preceding condition. This limts the applicability
of suit-directive-set-paraneters outsi de dependency use cases.

suit-directive-set-paranmeters does not specify a reporting policy.
5.6.2. suit-directive-process-dependency

Execute the Conmmands in the common section of the current Dependency,
foll owed by the Commands in the equival ent section of the current
Dependency. For exanple, if the current section is "Payload Fetch,"
this will execute "Common netadata" in the current Dependency, then
"Payl oad Fetch" in the current Dependency. Once this is conplete,
the Conmand follow ng suit-directive-process-dependency will be
processed.

If the current Conponent |ndex matches any of the follow ng
condi tions, the Manifest Processor MJST Abort:

* The current Conponent index does not have an entry in the suit-
dependenci es map

* The current Component index has not been the target of a suit-
condi ti on-dependency-integrity

*  The current section is "Comon net adata"

If the current Conponent is True, then this Directive applies to al
Dependenci es.

When suit-directive-process-dependency conpletes, it forwards the

| ast status code that occurred in the Dependency; an Abort in a
Dependency causes an Abort in the suit-directive-process-dependency
of the Dependent.
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5.

5

5.

6.3. suit-condition-is-dependency

Check whet her the current Conponent index is present in the
Dependency list. |If the current Conponent is in the Dependency list,
suit-condition-is-dependency succeeds. CQherwise, it fails. This
can be used along with conponent-id = True to act on all Dependencies
or on all non-Dependency Conponents (Section 8).

6.4. suit-condition-dependency-integrity

Verify the integrity of a Dependency. Wen a Manifest Processor
executes suit-condition-dependency-integrity, it perforns the
foll owi ng operati ons:

1. Verify the signature of the Dependency’s suit-authentication-
wr apper .

2. Conpare the Dependency’s suit-authentication-w apper digest to
the dependent’s suit-paraneter-inage-di gest

3. Verify the Dependency agai nst the Depedency’s suit-
aut henti cati on-w apper di gest

If any of these steps fails, the Manifest Processor MJST i mredi ately
Abort.

The Mani fest Processor MAY cache the results of these operations for
|ater use fromthe context of the current Manifest. The Manifest
Processor MUST NOT use cached results from any other Manifest
context. The Manifest Processor MJST prevent tanpering with the
cached results, e.g. through tanper-evident nmenory. |If the Manifest
Processor caches the results of these checks, it MIST elimnate this
cache if:

* Any Fetch, or Copy operation targets the Dependency’s Conponent |ID
* An Abort is encountered

* A Procedure compl etes

6.5. suit-directive-unlink

A Mani fest Processor that supports nultiple independent root
mani f ests MJUST support suit-directive-unlink. Wen a Conponent is no

| onger needed, the Manifest Processor unlinks the Conmponent to inform
the Manifest Processor that it is no | onger needed.
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If a Manifest is no |l onger needed, the Mnifest Processor unlinks it.
Thi s causes the Manifest Processor to execute the suit-uninstall
section of the unlinked Manifest, after which it decrenents the

ref erence count of the unlinked Manifest. The suit-uninstall section
of a manifest typically contains an unlink of all its dependencies
and conponents.

Al'l conponents, including Manifests nmust be unlinked before deletion
or overwite. |If the reference count of a conponent is non-zero, any
command that alters that conponent MJUST cause the Manifest Processor
to Abort. Affected commands are:

* suit-directive-copy
* suit-directive-fetch
* suit-directive-wite

The unlink Command decrenents an inpl enentation-defined reference
counter. This reference counter MJST persist across restarts. The
ref erence counter MJUST NOT be decrenented by a given Manifest nore
than once, and the Manifest Processor must enforce this. The

Mani f est Processor MAY choose to ignore an Unlink Directive depending
on device policy.

When the reference counter of a Manifest reaches zero, the suit-
uni nstal |l Command sequence is invoked (Section 6).

suit-directive-unlink is OPTIONAL to inplenment in Manifest
Processors, but Manifest Processors that support multiple independent
Root Manifests MJST support suit-directive-unlink.

6. Uni nst al |

In sone systens, particularly with nultiple, independent, optional
Conponents, it nay be that there is a need to uninstall the
Conponents that have been installed by a Manifest. Were this is
expected, the uninstall Command sequence can provi de the sequence
needed to cleanly renove the Conponents defined by the Manifest and
its Dependencies. |In general, the suit-uninstall Conmand Sequence
will contain primarily unlink Directives.

WARNI NG This can cause faults where there are | oose Dependencies
(e.g., version range matching, [|-D.ietf-suit-update-managenent],
Section 5.5), since a Conponent can be renoved while it is depended
upon by another Conponent. To avoi d Dependency faults, a Manifest
aut hor MJST use explicit Dependenci es where possible. To enable
applications where explicit Dependency matching is not possible, a

Moran & Takayana Expi res 23 January 2026 [ Page 18]



I nternet-Draft SUI T Trust Donmi ns July 2025

Mani f est Processor can track references to | oose Dependenci es via
reference counting in the sane way as explicit Dependencies, as
described in Section 5.6.5.

The suit-uninstall Command Sequence is not severable, since it nust
al ways be available to enable uninstalling.

7. Staging and Installation

In order to coordi nate between downl oad and installation in different
trust domains, the Update Procedure defined in
[I-Dietf-suit-manifest], Section 8.4.6 is divided into two sub-
procedures:

* The Staging Procedure: This procedure is responsible for
dependency resolution and acquiring all payloads required for the
Update to proceed. It is conposed of two command sequences

- suit-dependency-resol ution
- suit-payl oad-fetch

* The Installation Procedure: This procedure is responsible for
verifying staged conponents and installing them It is conposed
of :

- suit-candidate-verification
- suit-install

Thi s extension is backwards conpati bl e when used with a Mnifest
Processor that supports the Update Procedure but does not support the
St agi ng Procedure and Installation Procedure: the payl oad-fetch
command sequence already contains suit-condition-imge tests for each
payl oad ([I-D.ietf-suit-manifest], section 7.3) which neans that

i mges are already validated when suit-install is invoked. This
makes suit-candi date-verification OPTIONAL to inplenent.

The Staging and Installation Procedures are only required when
Staging occurs in a different trust domain to Installation

7.1. suit-candidate-verification
Thi s command sequence is responsible for verifying that all elenents
of an update are present and correct prior to installation. This is

only required when Installation occurs in a trust dommin different
from Stagi ng, such as an installer invoked by the bootl oader
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This section details a set of tenplates for creating Mnifests.
These tenpl ates explain which Paraneters, Conmmands, and orders of

Conmands are necessary to achieve a stated goal .

8.1. Dependency Tenpl ate

The goal of the Dependency tenplate is to obtain, verify, and process

a Dependency as appropriate.
The foll owi ng Conmmands are added to the shared sequence:

* Set Component Index Directive ([I-D.ietf-suit-manifest],
Section 8.4.10.1)

* Set Paraneters Directive (Section 5.6.1) for digest

([I-D.ietf-suit-manifest], Section 8.4.8.6). Note that the digest

MUST nmatch the SU T_Di gest in the Dependency’s suit-

aut henti cation-block ([I-D.ietf-suit-manifest], Section 8.3).

The foll owi ng Commands are placed into the Dependency resol ution

sequence:

* Set Component Index Directive ([I-D.ietf-suit-manifest],
Section 8.4.10.1)

* Set Paraneters Directive (Section 5.6.1) for a UR
([I1-D.ietf-suit-mani fest], Section 8.4.8.10)

* Fetch Directive ([I-D.ietf-suit-manifest], Section 8.4.10.4)

* Dependency Integrity Condition (Section 5.6.4)

* Process Dependency Directive (Section 5.6.2)

Then, the validate sequence contains the follow ng operations:

* Set Component Index Directive ([I-D.ietf-suit-manifest],
Section 8.4.10.1)

* Dependency Integrity Condition (Section 5.6.4)

* Process Dependency Directive (Section 5.6.2)

I f any Dependency is declared, the dependent MJST popul ate all
Conmand sequences for the current Procedure (Update or |nvoke).
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8.

8.

Moran & Takayana

NOTE: Any changes nade to Paraneters in a Dependency persist in the
dependent .

1.

1.

I nt egr at ed Dependenci es

An i npl enenter MAY choose to place a Dependency’s Envel ope in the
Envel ope of its dependent. The dependent Envel ope key for the
Dependency Envel ope MUST be a text string. The URI for the
Dependency MJST match the text string key of the dependent’s Envel ope
key. It is RECOMWENDED to make the text string key a resol vable URI
so that a Dependency that is renoved fromthe Envel ope can still be

f et ched.

2.

Encrypted Manifest Tenpl ate

The goal of the Encrypted Manifest tenplate is to fetch and decrypt a
Mani fest so that it can be used as a Dependency. To use an encrypted
Mani fest, create a plaintext dependent, and add the encrypted

Mani f est as a Dependency. The dependent can include very little

i nformation.

NOTE: This tenplate also requires the extensions defined in
[I-D.ietf-suit-firnmnare-encryption].

The foll owing Conmands are added to the shared sequence:

*

Set Conponent Index Directive ([I-D.ietf-suit-manifest],
Section 8.4.10.1)

Set Paraneters Directive (Section 5.6.1) for digest
([I-D.ietf-suit-manifest], Section 8.4.8.6). Note that the digest
MUST match the SU T_Di gest in the Dependency’s suit-

aut henti cation-block ([I-D.ietf-suit-manifest], Section 8.3).

The foll owi ng operations are placed into the Dependency resol ution
bl ock:

*

Set Component Index Directive ([I-D.ietf-suit-nmanifest],
Section 8.4.10.1)

Set Paraneters Directive (Section 5.6.1) for
- URl ([I-D.ietf-suit-manifest], Section 8.4.8.9)
- Encryption Info ([I-D.ietf-suit-firmvare-encryption])

Fetch Directive ([I-D.ietf-suit-manifest], Section 8.4.10.4)
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* Dependency Integrity Condition (Section 5.6.4)
* Process Dependency Directive (Section 5.6.2)
Then, the validate block contains the foll ow ng operations:

* Set Component Index Directive ([I-D.ietf-suit-manifest],
Section 8.4.10.1)

* Check Inmage Match Condition ([I-D.ietf-suit-manifest],
Section 8.4.9.2)

* Process Dependency Directive (Section 5.6.2)

A plaintext Manifest and its encrypted Dependency may al so forma
conposite Manifest (Section 8.1.1).

8.3. Overriding Encryption Info Tenplate

The goal of overriding the Encryption Info tenplate is to separate
the role of generating encrypted Payl oad and Encryption Info with
Key- Encrypti on Key addressing Section 3 of
[I-D.ietf-suit-firnmnare-encryption].

As an example, this tenplate describes two manifests: - The dependent
Mani fest created by the Distribution System contains Encryption Info,
all owing the Device to generate the Content-Encryption Key. - The

Dependency created by the Author contains Commands to decrypt the
encrypted Payl oad using Encryption Info above and to validate the
pl ai ntext Payload with SU T_Di gest.

NOTE: This tenplate also requires the extensions defined in
[I-D.ietf-suit-firnware-encryption].

The foll owi ng operations are placed into the Dependency resol ution
bl ock of dependent Manifest:

* Set Component Index Directive ([I-D.ietf-suit-manifest],
Section 8.4.10.1) pointing at Dependency

* Set Paraneters Directive (Section 5.6.1) for
- Image Digest ([I-D.ietf-suit-manifest], Section 8.4.8.6)
- URl ([I-D.ietf-suit-manifest], Section 8.4.8.9) of Dependency

* Fetch Directive ([I-D.ietf-suit-manifest], Section 8.4.10.4)
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* Dependency Integrity Condition (Section 5.6.4)

The foll owi ng Commands are placed into the Fetch/Install block of
dependent Mani f est

* Set Conponent Index Directive ([I-D.ietf-suit-manifest],
Section 8.4.10.1) pointing at encrypted Payl oad

* Set Paraneters Directive (Section 5.6.1) for
- URl ([I-D.ietf-suit-manifest], Section 8.4.8.9)

* Set Component Index Directive ([I-D.ietf-suit-manifest],
Section 8.4.10.1) pointing at Dependency

* Set Paraneters Directive (Section 5.6.1) for
- Encryption Info ([I-D.ietf-suit-firmvare-encryption])
* Process Dependency Directive (Section 5.6.2)
The foll owi ng Commands are placed into the sane bl ock of Dependency:

* Set Conponent Index Directive ([I-D.ietf-suit-manifest],
Section 8.4.10.1) pointing at encrypted Payl oad

* Fetch Directive ([I-D.ietf-suit-manifest], Section 8.4.10.4)

* Set Conponent Index Directive ([I-D.ietf-suit-manifest],
Section 8.4.10.1) pointing at to be decrypted Payl oad

* Override Paraneters Directive ([I-D.ietf-suit-manifest],
Section 8.4.10.3) for

- Source Conponent ([I-D.ietf-suit-manifest], Section 8.4.8.11)
poi nting at encrypted Payl oad

* Copy Directive ([I-D.ietf-suit-manifest], Section 8.4.10.5)
consum ng the Encryption Info above

The Distribution Systemcan Set the URI Paraneter in the Fetch/

Install block of dependent Manifest if it wants to overwite the UR
of the encrypted Payl oad.
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Because the Author and the Distribution System have different roles
and may be separate entities, it is highly recormended to | everage
perm ssions ([I-D.ietf-suit-manifest], Section 9). For exanple, the
Devi ce can protect itself froman attacker who breaches the
Distribution Systemby allowing only the Author’s Manifest to nodify
t he Conponent of (to be) decrypted Payl oad.

8.4. (Operating on Miultiple Conponents
In order to produce conpact encoding, it is efficient to perform
operations on nultiple Conponents sinultaneously. Because
Dependenci es and Conponent | nmages are processed at different tines,
there is a nechanismto distinguish between these el enents: suit-
condition-is-dependency. This can be used with suit-directive-try-
each to perform operations just on Dependencies or just on Conponent
| mages.

For exanple, to fetch all Dependencies, the foll owi ng Cormands are
added to the Dependency resol ution bl ock

* Set Conponent Index Directive ([I-D.ietf-suit-manifest],
Section 8.4.10.1)

* Set Parameters Directive (Section 5.6.1) for a URl
([I-Dietf-suit-manifest], Section 8.4.8.9)

* Set Conponent Index Directive, with argunent "True"
([1-D.ietf-suit-mani fest], Section 8.4.10.1)

* Try Each Directive
- Sequence O
0 Condition |Is Dependency
o Fetch
0 Dependency Integrity Condition (Section 5.6.4)
0 Process Dependency
- Sequence 1 (Enpty; no Commands, succeeds inmredi ately)

Anot her exanple is to fetch and validate all Conponent |Images. The
I mge fetch sequence contains the foll owi ng Comuands:

* Set Conponent Index Directive ([I-D.ietf-suit-manifest],
Section 8.4.10.1)
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* Set Paraneters Directive (Section 5.6.1) for a UR
([1-D.ietf-suit-manifest], Section 8.4.8.9)

* Set Conponent Index Directive, with argunent "True"
([I1-D.ietf-suit-mani fest], Section 8.4.10.1)

* Try Each Directive
- Sequence O
0 Condition |Is Dependency
0 Process Dependency
- Sequence 1
o Fetch
o Condition Inmage Match
VWhen sonme Conponents are "installed" or "loaded" it is nore
productive to use lists of Conponent indices rather than Conponent
I ndex = True. For exanple, to install several Conponents, the

foll owi ng Commands shoul d be placed in the Image Install Sequence:

* Set Component Index Directive ([I-D.ietf-suit-manifest],
Section 8.4.10.1)

* Set Paraneters Directive (Section 5.6.1) for the Source Conponent
([I-D.ietf-suit-manifest], Section 8.4.8.11)

* Set Component Index Directive, with argunment containing |ist of
destination Conponent indices ([I-D.ietf-suit-manifest],
Section 8.4.10.1)

*  Copy

* Set Component Index Directive, with argument containing |ist
Dependency Conponent indices ([I-D.ietf-suit-manifest],

Section 8.4.10.1)

* Process Dependency

9. | ANA Consi derations

I ANA is requested to allocate the following nunbers in the listed
registries created by draft-ietf-suit-nmanifest:
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9.1. SUT Envel ope El enents

B oo pumnl oo s s s sy oo
| Label | Nane | Reference |
=4 - ——————————{—————————————+
| 15 | Dependency Resolution | Section 5.5 |
I T . +
| 18 | Candidate Verification | Section 7.1 |
R, o e e e e e e e e oo o - S +
Table 2: New SU T Envel ope El enents
9.2. SUT Manifest Elenents
E ool ooy oo
| Label | Nane | Reference |
R ettty bl el o
| 5 | Manifest Conponent ID | Section 5.2.1 |
I T . +
| 15 | Dependency Resolution | Section 5.5 |
R, o e e e e e e e e oo o - T +
| 18 | Candidate Verification | Section 7.1 |
S . +
| 24 | Uninstall | Section 6 |
I T . +

Table 3: New SU T Mni fest El ements

9.3. SUT Common El enments

[ bl s ool oo o}
| Label | Name | Reference |
. Sl s sl
| 1 | Dependencies | Section 5.2.2 |
+------- I T I R +

Table 4: New SU T Commpn El enents

9.4. SU T Commnds

=4 - ————————————+t———————————————+
| Label | Nane | Reference |
B ool s s
| 7 | Dependency Integrity | Section 5.6.4 |
+------- R i S I +
| 8 | |I's Dependency | Section 5.6.3 |
+------- I I I I I i +
| 11 | Process Dependency | Section 5.6.2 |
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10.

Fommma - dom e mmemeeeemeaeeaaas S RIS +
| 19 | Set Paraneters | Section 5.6.1 |
R, T T +
| 33 | Unlink | Section 5.6.5 |
S D R S I +

Tabl e 5: New SU T Commands
Security Considerations

This specification is about a Manifest format protecting and
describing howto retrieve, install, and invoke | nages and as such it
is part of a larger solution for delivering software updates to
devices. A detailed security treatnent can be found in the SUT
architecture [RFC9019] and in the SU T information nodel [RFC9124].

The features added in this specification introduce several new
threats. The introduction of Dependencies enables nmultiple entities
to operate on a device with different privileges. Wile this is
necessary to fulfill REQ USE. M-ST. COMPONENT ([ RFC9124],

Section 4.5.4), it also introduces a new requirenent:

REQ. SEC. ACCESS CONTRCOL ([ RFC9124], Section 4.3.13), which is required
to address THREAT. MFST. OVERRI DE ([ RFC9124], Section 4.2.13) and
THREAT. UPD. UNAPPROVED ([ RFC9124], Section 4.2.11).

Si mul t aneous processing of multiple Manifests, as enabled by
Dependency processing, introduces risks of TOCTQU threats

( THREAT. MFST. TOCTOQU: [ RFC9124], Section 4.2.18). Holding multiple
Mani f est Envel opes in nenory sinultaneously can exceed the capacity
of the Manifest Processor’s tanper-protected nenory

(REQ SEC. MFST. CONST: [ RFC9124], Section 4.3.21). To address this
threat, the Manifest Processor MAY use nodul ar processing as
described in REQ USE. PAYLOAD ([ RFC9124], Section 4.5.12). |If
retaining the Manifests only, excluding envel opes, in imutable
menory does not provide enough capacity, the Manifest Processor NMAY
reduce overhead by retaining the followi ng el enents for each mani f est
in immutable menory:

* Mani fest Digest

*  Parameters

* Current Conponent | ndex
* Current Command Sequence

* Current Command Sequence O f set
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11.

11.

This allows a Manifest Processor to resune processing a nanifest as
fol |l ows:

* Copy the Manifest into i mutabl e nenory
* Validate the Manifest using the stored Manifest D gest
* Parse forward to find the Current Command Sequence

*  Junp within the Cormand Seqeunce to the stored Conmand Sequence
O f set

When identifying a Root Manifest’s correct storage |ocation, the
Conponent ldentifier MJST be eval uated vs. the access priviliges of
an Author. O herwi se, the Conponent Identifier may permt an

escal ation of privilege: an authorised Author causes a nanifest to be
installed in a location for which the Author does not have access
rights.

Si nce Dependencies are stored as Conmponents, Dependency Integrity
Checks and Image Verification are slightly different operations.
Wiile a typical Image is i mutable, a Manifest Envel ope can be

nmodi fied in some ways (e.g. renoving a Severable El enent) without
changing the Integrity Check result. Because of these factors, suit-
directive-process-dependency requires that a dependency first be
validated with suit-check suit-condition-dependency-integrity.
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Appendix A. A Full CDDL
To be valid, the followi ng CDDL (see [ RFC8610]) MUST be appended to
the SU T Manifest CDDL. The SUIT CDDL is defined in Appendi x A of
[I-Dietf-suit-manifest]

$$SUI T_Envel ope_Extensions //= (
sui t-int egrat ed- dependency-key => bstr .cbor SU T_Envel ope)

$$SUI T_Mani f est _Extensions //=
(suit-mani fest-conponent-id => SU T_Conponent _Identifier)

$3$SUI T_sever abl e- nenber s-extensions //=
(suit-dependency-resolution => bstr .cbor SU T_Conmand_Sequence)

$$SUI T_sever abl e- nenber s-extensions //=
(suit-candidate-verification => bstr .cbor SU T_Comuand_Sequence)

$Sunsever abl e- mani f est - renber - extensions // =
(suit-uninstall => bstr .cbor SU T_Comand_Sequence)

sui t-integrated-dependency-key = tstr
$$sever abl e- mani f est - nenber s- choi ce-extensions //= (
sui t - dependency-resol uti on =>
bstr .cbor SU T_Comrand_Sequence / SU T _Di gest)

$$SUl T_Conmon- ext ensions //= (
sui t - dependenci es => SUl T_Dependenci es

)
SUI T_Dependenci es = {
+ uint => SU T Dependency_Met adat a

}
SUl T_Dependency_Met adata = {

? suit-dependency-prefix => SU T_Conponent | dentifier
* $$SUl T_Dependency_Ext ensi ons
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SU T Condition //= (
sui t-condition-dependency-integrity,
SU T Condition //= (
sui t-condition-is-dependency,

SUI T_Rep_Pol i cy)
SUI T_Rep_Pol i cy)

SUT Directive //=(

suit-directive-process-dependency, SU T_Rep_Poli cy)
SUT Directive //= (suit-directive-set-paraneters,

{+ $$SUI T_Par anet er s})
SUT Directive //=(

suit-directive-unlink, SU T Rep Policy)

sui t-mani f est-conponent-id =5
suit-delegation = 1

sui t - dependency-resol ution = 15
suit-candi date-verification = 18
suit-uninstall = 24

sui t-dependencies =1

sui t - dependency-prefix =1

July 2025

suit-condition-dependency-integrity =7
sui t-condition-is-dependency =8
suit-directive-process-dependency =11
suit-directive-set-paranmeters = 19
sui t-directive-unlink = 33

Appendi x B.

B.

Exanpl es

Moran & Takayana

The foll owi ng exanpl es denonstrate a small subset of the

functionalities in this docunent.
The exanpl es are signed using the foll owi ng ECDSA secp256r1 key:

----- BEG N PRI VATE KEY-----

M GHAgEAMBMGBY q GSIVH9 Ag EGCCq GSMA 9 AWEHBGOwawl BAQQyApPZYj ZCUGLMBOVBC
g YSt X+09] GmyJPr pDLTz/ hi XOhRANCAASE! oEar guqq9JhVxi e7NomvqgL8Rt v
P+bi t WA hdvAr Tsf Kkt sCYEXWKNE r NHXi 9OB3N+wnAUt szmR23Mat Ki W

————— END PRI VATE KEY-----

The correspondi ng public key can be used to verify these exanpl es:
----- BEG N PUBLI C KEY-----

MFkwEWYHKoZI zj 0CAQYI KoZl zj 0DAQc DQgAEhJaBCGq4LqqvSYVeYnuzalr 6qi / Eb
bz/ mir VI nl XowkKO7HypLbAMBMcCj bazR14vTgdzf sJwFLbMbkdt zOLSol g==
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Each exa

B.1. Exanp
This exa
*  mani f
* depen
*  proce
The Depe

af t SU T Trust Donmi ns

mpl e uses SHA256 as the digest function
|l e 0: Process Dependency

nmpl e uses functionalities:

est conponent id

dency resol ution

ss dependency

ndency:

[/ SU T_Envel ope_Tagged / 107({

/ auth
<< [

/

/

>>
<< /

/

~ O~~~

1) >
] >>,
!/ mani
/ ma
/ ma
!/ co
/

} o>>

Moran & Tak

entication-wapper / 2: << [

digest-algorithmid: / -16 / SHA256 /,
di gest-bytes: / h’ AEBA316A9A1E38253B29E6CI99B605383
68B8ACSB5E6BIACE1D239970830BBE62’
COSE_Si gnl_Tagged / 18(|[

protected: / << {

/ algorithmid / 1. -9 / ESP256 /

>>

unprotected: / {},

payl oad: / null,

signature: / h’ 3F3E9A2CA98208FEAEAEEADF7E1A0323
C97896ABFB79F91E8DOC1509B0A533CD
0OB96BFC3876A8F3B8ACE712FFF8EF7EA9
45E62A61E0BASBD9929E4A1B47ECE475

>

fest / 3: << {
nifest-version / 1: 1,
ni f est - sequence-nunber / 2: 0,
mmon / 3: << {
dependencies / 1: {
[ component-index / 1: {

/ dependency-prefix / 1. [

" dependent . sui t’
]

}

components / 2: |

['10]

ayanma Expi res 23 January 2026
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/ mani fest-conponent-id / 5: [
" dependi ng. sui t’
/[ invoke / 9: << |
/ directive-set-conponent-index / 12, 0,
/ directive-override-paraneters / 20, {
| paraneter-invoke-args / 23: 'cat 00 10
}

/ directive-invoke / 23, 15
] >>,
/ dependency-resolution / 15: << |
/ directive-set-conponent-index / 12, 1
/ directive-override-paraneters / 20, {
| paraneter-imge-digest / 3: << |
/| digest-algorithmid: / -16 / SHA256 /,
/| digest-bytes: / h' OFO2CAF6D3E61920D36BF3CEA7F862A1
3BB8FB1F09C3F4C29B121FEAB78EF3D8
] >>,
/ paraneter-inmge-size / 14: 190,
[ paraneter-uri / 21: "http://exanpl e.conl dependent.suit"
I
/ directive-fetch / 21, 2,
/ condition-inmge-match / 3, 15
] >>,
[/ install / 20: << [
/ directive-set-conponent-index / 12, 1
/ directive-override-paranmeters / 20, {
/ paraneter-imge-digest / 3: << |
/| digest-algorithmid: / -16 / SHA256 /,
/ digest-bytes: / h' OFO2CAF6D3E61920D36BF3CEA7F862A1
3BB8FB1F09C3F4C29B121FEAB78EF3D3
] >>
I
/ condition-dependency-integrity / 7, 15,
/ directive-process-dependency / 11, O,

/ directive-set-conponent-index / 12, 0,
/ directive-override-paranmeters / 20, {

[/ paraneter-content / 18: * in multiple trust domains
} i)
/ directive-wite / 18, 15
] >>
1 >>

)

Total size of Envel ope with COSE authentication object: 373
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D86BA2025873825824822F5820AEBA316A9A1E38253B29E6C99B60538368
BSACBB5E6BIACE1ID239970830BBE62584AD28443A10128A0F658403F3E9A
2CA98208FEAEAEEADF7E1A0323C97896ABFB79F91E8DOC1509B0A533CDOB
96BFC876A8F3BBACE712FFFSEF7EA945E62A61EOBASBDO929E4A1B47ECG4
750358F9A70101020003581CA201A101A101814E646570656E64656E742E
7375697402818142313005814E646570656E64696E672E73756974095286
0C0014A11749636174203030203130170F0F5857880C0114A3035824822F
58200F02CAF6D3E61920D36BF3CEA7F862A13BB8FB1FO09C3F4C29B121FEA
B78EF3D80E18BE157821687474703A2F2F6578616D706C652E636F6D2F64
6570656E64656E742E737569741502030F1458538E0C0114A1035824822F
58200F02CAF6D3E61920D36BF3CEA7TF862A13BB8FB1FO9C3F4C29B121FEA
B78EF3D8070FOBO00CO014A112581A20696E206D756C7469706C65207472
75737420646F6D61696E73120F

The dependent Manifest (fetched from"https://exanmple.conl
dependent . suit"):
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/ SUl T_Envel ope_Tagged / 107({
/ authentication-wapper / 2: << |
<< [

/| digest-algorithmid: / -16 / SHA256 /,

/ digest-bytes: / h' OFO2CAF6D3E61920D36BF3CEA7F862A1
3BB8FB1FO09C3F4C29B121FEAB78EF3D38

>>,

<< | COSE_Signl_Tagged / 18([

/ protected: / << {
/[ algorithmid / 1: -9 / ESP256 /

} >>,

/ unprotected: / {},

/ payload: / null,

/ signature: / h'A25F337126369D2E0B451C01DBD8CDB8
4A7TE7TF6C39E789DB3D227753494000C
9D250001FDDCA39B4B4E3755A7278C11
998171905F56C394CFBB907105DA804F

1) >>
1 >>,

/[ manifest / 3: << {

/
/
/

}
/

],
/

]
/

mani fest-version / 1: 1,
mani f est - sequence- nunber / 2: 0O,
common / 3: << {
/ conponents / 2: [
['00]
>>
mani f est - conponent-id / 5: |
" dependent . sui t’

i nvoke / 9: << |

/ directive-override-paranmeters / 20, {
/ paraneter-invoke-args / 23: ’'cat 00

}

/ directive-invoke / 23, 15

>>

install / 20: << [

/ directive-override-paranmeters / 20, {

| paraneter-content / 18: 'hello world’

}1
/ directive-wite / 18, 15
] >>
1 >>
})
Total size of Envel ope with COSE authentication object: 190
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D86BA2025873825824822F58200F02CAF6D3E61920D36BF3CEA7F862A13B
B8FB1FO9C3F4C29B121FEAB78EF3D8584AD28443A10128 A0F65840A25F33
7126369D2E0B451C01DBD8CDB84A7 7TE7TF6C39E789DB3D227753494000C9D
250001 FDDCA39B4B4E3755A7278C11998171905F56C394CFBB907105DA80
4F035842A6010102000347A102818142303005814E646570656E64656E74
2E73756974094D8414A11746636174203030170F14528414A1124B68656C
6C6F20776F726C64120F

B.2. Exanple 1: Integrated Dependency
* mani fest conponent id
* dependency resol ution
* process dependency
* integrated dependency

/ SU T_Envel ope_Tagged / 107({
/ authentication-wapper / 2: << |
<< [
/| digest-algorithmid: / -16 / SHA256 /,
| digest-bytes: / h 88E1199580864EB1D1AD35EB5925BEG8
CA565EE3BB39C27CDB31CEDA4DD667DF
>>,
<< | COSE_Signl_Tagged / 18([
/ protected: / << {
/[ algorithmid / 1: -9 / ESP256 /
>>,
unprotected: / {},
payl oad: / null,
signature: / h'074A361F7BBFA2ACF4EC3CFDAF4FDD87
38414BAD672CAEA4F43607BE6031EA90
CB0OC283A03C728608B0509C6 FD2AFEDA
0CFBOC3D341340830A00905E6A729890

~ O~~~

1) >>
] >>,
/[ manifest / 3: << {
/ manifest-version / 1. 1
/ mani f est - sequence- nunber / 2: 0,
[ common / 3: << {
| dependencies / 1: {
/ conponent-index / 1: {
/ dependency-prefix / 1: [
" dependent . sui t’

]
}
H
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})

]

hu

/ conponents / 2: [
[10"]
]

>>
mani f est - conponent-id / 5: |
" dependi ng. sui t’

invoke / 9: << |
/ directive-set-conponent-index / 12, O,
/ directive-override-paraneters / 20, {
/ paraneter-invoke-args / 23: 'cat 00 10
}

/ directive-invoke / 23, 15
>>
dependency-resolution / 15: << |
/ directive-set-conponent-index / 12, 1
[/ directive-override-paraneters / 20, {
| parameter-inmage-digest / 3: << [
/| digest-algorithmid: / -16 / SHA256 /,
/ digest-bytes: / h' OFO2CAF6D3E61920D36BF3CEA7F862A1
3BB8FB1F09C3F4C29B121FEAB78EF3D8
] >>,
/ paraneter-inmge-size / 14: 190,
| parameter-uri / 21: "#dependent.suit"
},
/[ directive-fetch / 21, 2,
/ condition-imge-match / 3, 15
>>
install / 20: << |
/ directive-set-conponent-index / 12, 1
[/ directive-process-dependency / 11, O,

/ directive-set-conponent-index / 12, O,
/ directive-override-paraneters / 20, {

[/ paraneter-content / 18: ' in nultiple trust domains’
}

/1directive-mwite / 18, 15
>>

} >,
"#dependent . suit":

D86BA2025873825824822F58200F02CAF6D3E61920D36BF3CEA7TF862A13B
B8FB1FO9C3F4C29B121FEAB78EF3D8584AD28443A10128A0F65840A25F33
7126369D2E0B451C01DBD8CDB84A7 7E7F6C39E789DB3D227753494000C9D
250001 FDDCA39B4B4E3755A7278C11998171905F56C394CFBB907105DA80
4F035842A6010102000347A102818142303005814E646570656E64656E74
2E73756974094D8414A11746636174203030170F14528414A1124B68656C
6C6F20776F726C64120F
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Total size of Envelope with COSE authentication object: 519
Envel ope with COSE aut hentication object:

D86BA3025873825824822F582088E1199580864EB1D1AD35EB5925BEG8CA
565EE3BB39C27CDB31CEDA4DD667DF584AD28443A10128A0F65840074A36
1F7BBFA2 ACFAEC3CFDAFAFDD8738414BAD672CAEA4F43607BE6031EA90CB
0C283A03C728608B0509C6FD2AFEDAOCFBOC3D341340830A00905E6A7298
900358BBA70101020003581CA201A101A101814E646570656E64656E742E
7375697402818142313005814E646570656E64696E672E73756974095286
0C0014A11749636174203030203130170F0F5844880C0114A3035824822F
58200F02CAF6D3E61920D36BF3CEA7F862A13BB8FB1FO9C3F4C29B121FEA
B78EF3D80E18BE156F23646570656E64656E742E737569741502030F1458
288A0C010B000C0O014A112581A20696E206D756C7469706C652074727573
7420646F6D61696E73120F6F23646570656E64656E742E7375697458BEDS
6BA2025873825824822F58200F02CAF6D3E61920D36BF3CEA7F862A13BB8
FB1FO9C3F4C29B121FEAB78EF3D8584AD28443A10128A0F65840A25F3371
26369D2E0B451C01DBD8CDB84A77E7F6C39E789DB3D227753494000C9D25
0001FDDCA39B4B4E3755A7278C11998171905F56C394CFBB907105DA804F
035842A6010102000347A102818142303005814E646570656E64656E742E
73756974094D8414A11746636174203030170F14528414A1124B68656C6C
6F20776F726C64120F
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