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Abst ract

The Software Update for the Internet of Things (SU T) manifest
provides a way for many different update and boot workflows to be
described by a common format. This specification describes a
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1. Introduction

Thi s specification describes a SU T-specific |ogging container that
creates a |lightweight feedback mechani smfor devel opers in the event
that an update or boot fails in the mani fest processor. |In this way,
it provides the necessary |ink between the Status Tracker Cient and
the Status Tracker Server as defined in [RFC9019], Section 2.3.
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A SU T Mani fest Processor can fail to install or boot an update for
many reasons. Frequently, the error codes generated by such systens
fail to provide devel opers with enough information to find root
causes and produce corrective actions, resulting in extra effort to
reproduce failures. Logging the results of each SU T comand can
sinmplify this process.
VWhile it is possible to report the results of SU T conmands t hrough
existing logging or attestati on nechanisns, this comes with severa
dr awbacks:
* data inflation, particularly when designed for text-based | ogging
* mssing information el enents
* mssing support for nultiple conmponents
The CBOR obj ects defined in this docurment all ow devices to:
* report a trace of how an update was perforned
* report expected vs. actual values for critical checks
* describe the installation of conplex nulti-conponent architectures
* describe the neasured properties of a system
* report the exact reason for a parsing failure

2. Conventions and Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

The terms "Author", "Recipient", and "Manifest" are defined in
Section 2 of [I-D.ietf-suit-manifest].

Additionally, this specification uses the termBoot: initialization
of an executable inmage. Although this specification refers to boot,
any boot-specific operations described are equally applicable to
starting an executable in an OS context.
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3.

The SUI T_Record

The SUI T _Record is a record of a decision taken by the Manifest

Processor. It contains the information that the Mani fest Processor
used to make the decision. The decision can be inferred fromthis
information, so it is not included. |f the devel oper has a copy of

the manifest, then they need little information to reconstruct what
the mani fest processor has done. They need any data that influences
the control flow of the manifest. The manifest only supports the
followi ng control flow primtives:

* Set Conmponent

* Set/Override Parameters

* Try-Each

* Run Sequence

* Conditions

O these, only conditions change the behavior of the processor from
the default, and then only when the condition fails.

To reconstruct the flow of a manifest, a devel oper needs a |ist of
met adat a about failed conditions:

* the current manifest

* the current Conmand Sequence ([|-D.ietf-suit-nmanifest],
Section 5.3.3)

* the offset into the current Command Sequence
* the current conponent i ndex
* the "reason" for failure

Most conditions conpare a paraneter to an actual value, so the
"reason" is typically the actual val ue

Since it is possible that a non-condition conmand (directive) may
fail in an exceptional circunstance, a failure code for a non
conditi on comrand nust be communi cated to the devel oper. However, a
failed directive will term nate processing of the manifest. To
acconmodate for a failed command and for explicit "conpletion," an
additional "result" element is included as well; however, this is
included in the SU T Report (Section 4). |In the case of a command
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failure, the failure reason is typically a nuneric error code
However, these error codes need to be standardi sed in order to be
usef ul .

Thi s approach effectively conpacts the | og of operations taken using
the SU T Manifest as a dictionary. This enables a ful
reconstruction of the |log using a matching deconpaction tool

SU T_Record = |

suit-record-mani fest-id D [* uint ],
suit-record-mani f est-section :oint,

sui t-record-section-of fset :uint,

sui t-record-conponent -i ndex :uint,
suit-record-properties : SU T_Paraneters,

$$SUI T_Recor d_Ext ensi ons
]

suit-record-manifest-id is used to identify which nmanifest contains
the conmand that caused the record to be generated. The manifest id
is alist of integers that forma walk of the nmanifest tree, starting
at the root. An enpty list indicates that the command was cont ai ned
in the root manifest. |If the list is not enpty, the command was
contained in one of the root manifest’s dependenci es, or nested even
further bel ow that.

For exanpl e, suppose that the root manifest has 3 dependenci es and
each of those dependenci es has 2 dependencies of its own:

*  Root
- Dependency A (index 0)
o Dependency AA (index 0, 0)
o Dependency AB (index 0,1)
- Dependency B (index 1)
o Dependency BA (index 1,0)
o Dependency BB (index 1,1)
- Dependency C (index 2)
o Dependency CA (index 2,0)

o0 Dependency CB (index 2,1)
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A suit-record-manifest-id of [1,0] would indicate that the current
command was contained within Dependency BA. Simlarly, a suit-
record-manifest-id of [2,1] would indicate Dependency CB

sui t-record- mani fest-section indicates which Cormmand Sequence of the
mani fest was active. Only the "top level" Command Sequences, with
entries in the Manifest are identified by this elenent. These are:

* suit-validate = 7

* suit-load = 8

* suit-invoke = 9

* suit-dependency-resolution = 15

* suit-payload-fetch = 16

* suit-candidate-verification = 18

* suit-install = 20

This list may be extended through extensions to the SU T Manifest.

suit-record-nmani fest-section is used in addition to an offset so that
the devel oper can index into severable Command Sequences in a

predi ctable way. The value of this element is the value of the key
that identified the Command Sequence in the manifest.

suit-record-section-offset is the nunber of bytes into the current
Conmand Sequence at which the current comand is | ocat ed.

sui t-record-conponent-index is the index of the conponent that was
specified at the tine that the report was generated. This field is
necessary due to the availability of set-current-conponent val ues of
True and a list of conmponents. Both of these val ues cause the
mani f est processor to | oop over commands using a series of conponent-
i ds, so the devel oper needs to know which was sel ected when the
command execut ed.

suit-record-properties contains any nmeasured properties that led to
the conmmand failure. For exanple, this could be the actual val ue of
a SU T _Digest or class identifier. This is encoded in a

SUI T_Paraneters block as defined in [I-D.ietf-suit-nmanifest],
Section 8.4.8.
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4. The SU T_Report

The SUI T _Report is a SU T-specific |ogging container. It contains
the SU T _Records needed to reconstruct the decisions nmade by a
Mani f est Processor as well as references to the Manifest being
processed, the result of processing, and an optional capability
report.

Sone nmetadata is common to all records, such as the root manifest:
the manifest that is the entry-point for the nanifest processor

This netadata is aggregated with a list of SU T Records as defined in
Section 3. The SU T Report nay also contain a list of any System
Properties that were neasured and reported, and a reason for a
failure if one occurred.

SU T Report = {

suit-reference => SUl T_Ref erence,
? suit-report-nonce => bstr,
suit-report-records =>\
\[ * SUT_Record / systemproperty-clains \],
suit-report-result = true / {
suit-report-result-code = int,

suit-report-result-record => SU T_Record,
suit-report-result-reason => SU T_Report_Reasons,
} i)
? suit-report-capability-report => SU T _Capability_ Report,
$$SUI T_Report _Ext ensi ons
}
system property-clainms = {
system conponent-id => SU T_Conponent I dentifier,
+ SU T_Par anet ers,

}

The suit-reference provides a reference URI and digest for a suit
mani fest. The URI MJST exactly match the suit-reference-uri
([I-D.ietf-suit-manifest], Section 8.4.3) that is provided in the
mani fest. The digest is the digest of the manifest, exactly as
reported in SU T_Authentication, elenent O ([I-D.ietf-suit-nmanifest],
Section 8.3).

NOTE: The digest is used in preference to other identifiers in the
mani f est because it allows a manifest to be uniquely identified
(collision resistance) whereas other identifiers, such as the
sequence nunber, can collide, particularly in scenarios with nultiple
trusted signers.

The foll owing CDDL describes a SU T_Ref erence.
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SUI T_Reference = |
suit-report-mani fest-uri : tstr,
suit-report-mani fest-digest : SU T _Di gest,
]

suit-report-nmani fest-digest provides a SU T Digest (as defined in
[I-Dietf-suit-manifest], Section 10) that is the characteristic

di gest of the Root manifest. This digest MIST be the sane digest as
is held in the first elenent of SU T _Authentication in the referenced
Mani f est _Envel ope.

suit-report-mani fest-uri provides the reference URI that was provided
in the root nanifest.

suit-report-nonce provides a container for freshness or replay
protection information. This field MAY be onitted where the suit-
report is authenticated within a container that provides freshness
al ready. For exanple, attestation evidence typically contains a
proof of freshness.

4.1. suit-report-records

suit-report-records is a list of O or nore SU T _Records or system
property-clainms. Because SU T Records are only generated on failure,
in sinple cases this can be an enpty list. SU T _Records and suit-
system property-clains are nerged into a single |list because this
reduces the overhead for a constrai ned node that generates this
report. The use of a single log allows report generators to use

si mpl e menory nmanagenent. Because the systemproperty-clains are
encoded as maps and SUI T_Records are encoded as lists, a recipient
need only filter the CBOR Type-5 entries fromsuit-report-records to
obtain all system property-claimns.

System Properties can be extracted fromsuit-report-records by
filtering suit-report-records for maps. System Properties are a |ist
of measured or asserted properties of the systemthat creates the

SUI T_Report. These properties are scoped by component identifier
Because this list is expected to be constructed on the fly by a
constrai ned node, conmponent identifiers nmay appear nore than once. A
reci pient may convert the result to a nore conventional structure:

SUI T _Record_System Properties = {
* component-id => {
+ SUI T _Paraneters,

}
}
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4.2. SU T_Report Result

suit-report-result provides a nechanismto show that the SUT
procedure conpl eted successfully (value is true) or why it failed
(value is a map of an error code and a SU T_Record).

suit-report-result-reason gives a high-level explanation of the
failure. These reasons are intended for interoperable

i npl ementations. The reasons are divided into a small nunber of
groups:

* suit-report-reason-chor-parse: a parsing error was encountered by
the CBOR parser.

* suit-report-reason-cose-unsupported: an unsupported COSE
([ RFC9052]) structure or header was encountered.

* suit-report-reason-al g-unsupported: an unsupported COSE al gorithm
was encount er ed.

* suit-report-reason-unauthorised: Signature/MAC verification
fail ed.

* suit-report-reason-command- unsupported: an unsupported comand was
encount er ed.

* suit-report-reason-conponent-unsupported: The mani fest declared a
conponent/ prefix that does not exist.

* suit-report-reason-conponent -unaut hori sed: The mani fest declared a
conponent that is not accessible by the signer

* suit-report-reason-paraneter-unsupported: The mani fest used a
paraneter that does not exist.

* suit-report-severing-unsupported: The mani fest used severabl e
fields but the Mani fest Processor doesn’t support them

* suit-report-reason-condition-failed: A condition failed with soft-
failure off.

* suit-report-reason-operation-failed: A command failed (e.g.,
downl oad/ copy/ swap/ write)

The suit-report-result-code reports an internal error code that is

provi ded for debugging reasons. This code is not intended for
interoperability.
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The suit-report-result-record indicates the exact point in the
mani f est or mani fest dependency tree where the error occurred.

suit-report-capability-report provides a nmechanismto report the
capabilities of the Manifest Processor. The SU T Capability Report
is described in Section 6. The capability report is optional to
include in the SU T _Report, according to an application-specific
policy. While the SU T Capability Report is not expected to be very
| arge, applications should ensure that they only report capabilities
when necessary in order to conserve bandwi dth. A capability report
is not necessary except when

1. Aclient explicitly requests the capability report, or

2. A mnifest attenpts to use a capability that the Manifest
Processor does not i npl enent.

5. Attestation

Where Renote Attestation (see [RFC9334], the RATS Architecture) is in
use, the RATS Verifier (Verifier hereafter) requires a set of
Attestation Evidence. Attestation Evidence contains Evidence C ains
about the Attester. These Evidence O ains contain measurenents about
the Attester. Many of these neasurenents are the sane neasurenents
that are generated in SU T, which means that a SU T_Report contains
nmost of the Cains and sonme of the Endorsenments that a Verifier
requires.

Using a SU T Manifest and a SU T Report inproves a Verifier's ability
to appraise the trustworthiness of a renpte device. Renote
attestation is done by using the SU T_Envel ope along with the

SUI T_Report in Evidence to reconstruct the state of the device at
boot tine. Additionally, by including SU T Report data as telenetry
(i.e., debug/failure information) next to neasurenents in Evidence,
bot h types of Evidence data can be notarized via verifiable data
structure, such as an append-only log (Section 3 of
[I-Dietf-scitt-architecture]) using the same conceptual nessage.

For the SU T _Report to be usable as Attestation Evidence, the
environment that generated the SU T _Report al so needs to be neasured.
Typically, this nmeans that the software that executes the comands in
the Manifest (the Manifest Processor) nust be neasured; sinilarly,
the piece of software that assenbles the nmeasurenents, taken by the
Mani f est Processor, into the SU T Report (the Report Generator) nust
al so be nmeasured. Any bootl| oaders or operating systens that
facilitate the running of the Manifest Processor or Report Generator
al so need to be neasured in order to denonstrate the integrity of the
measuring environnent.
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Therefore, if a Renote Attestation format that conveys Attestation
Evi dence, such as an Entity Attestati on Token (EAT, see [RFC9711]),
contains a SU T Report, then it MJST also include an integrity
measur enent of the Mani fest Processor, the Report Generator and any
boot | oader or OS environnent that ran before or during the execution
of both.

I f Reference Val ues (RFC9334, Section 8.3) required by the Verifier
are delivered in a SU T_Envel ope, this codifies the delivery of
apprai sal information to the Verifier:

* The Firnware Distributor:

- sends the SU T_Envelope to the Verifier w thout payl oad or
text, but with Reference Val ues

- sends the SU T _Envel ope to the Recipient wthout Reference
Val ues, or text, but with payl oad

* The Recipient:

- Installs the firmvare as described in the SU T _Mnifest and
generates a SUI T Report, which is encapsulated in an EAT by the
installer and sent to the Firmvare Distributor.

- Boots the firmvare as described in the SU T Manifest and
creates a SU T_Report, which is encapsulated in an EAT by the
installer and sent to the Firmwvare Distributor.

* The Firmnvare Distributor sends both reports to the Verifier
(separately or together)

* The Verifier:

- Reconstructs the state of the device using the manifest

- Conpares this state to the Reference Val ues

- Returns an Attestation Report to the Firmnare Distributor
Thi s approach sinplifies the design of the bootloader since it is
able to use an append-only log. It allows a Verifier to validate
this report against signed Reference Values that is provided by the

firmvare author, which sinmplifies the delivery chain of verification
information to the Verifier.

Moran & Birkhol z Expires 23 April 2026 [ Page 11]



I nternet-Draft SU T Reports Cct ober 2025

For a Verifier to consune the SU T _Report, it requires a copy of the
SUI T_Manifest. The Verifier then replays the SU T_Manifest, using
the SU T_Report to resolve whether each condition is net. It
identifies each neasurenent that is required by attestation policy
and records this neasurenent as a Caim([RFC9711], Section 4). It
eval uates whether the SU T Report correctly matches the SU T_Mani f est
as an el enent of evaluating trustworthiness. For exanple there are
several indicators that would show that a SU T_Report does not match
a SU T Manifest. |If any of the follow ng (not an exhaustive |ist)
occur, then the Manifest Processor that created the report is not
trustworthy:

* Hash of SU T _Manifest at suit-report-nmanifest-uri does not match
sui t-report-manif est - di gest

* A SUT Record is issued for a SU T _Command_Sequence that does not
exist in the SUT Mnifest at suit-report-manifest-uri

* A SUT_Record is identified at an offset that is not a condition
and does not have a reporting policy that would indicate a
SU T _Record is needed.

Many architectures require nultiple Verifiers, for exanple where one
Verifier handles hardware trust, and another handl es software trust,
especially the evaluation of software authenticity and freshness.
Sone Verifiers may not be capable of processing a SU T_Report and,
for separation of roles, it may be preferable to divide that
responsibility. In this case, the Verifier of the SUT Report should
perform an Evidence Transformation [I-D.ietf-rats-evidence-trans] and
produce general purpose Measurenment Results Clains that can be
consumed by a downstream Verifier, for exanple a Verifying Relying
Party, that does not understand SU T_Reports.

6. Capability Reporting
Because SU T is extensible, a manifest author nust know what
capabilities a device has available. To enable this, a capability
report is a set of lists that define which comuands, paraneters,
al gorithms, and conponent |Ds are supported by a manifest processor

The CDDL for a SU T Capability Report foll ows:
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SUI T Capability Report = {
sui t-component -capabilities => [+ SUIT_Cpnponent_CapabiIity ]

sui t - comrand- capabilities = [+ int],
suit-paraneters-capabilities = [+ int],
suit-crypt-al go-capabilities = [+ int],
? suit-envel ope-capabilities => [+ int],
? suit-nmanifest-capabilities => [+ int],
? suit-conmon-capabilities = [+ int],
? suit-text-capabilities = [+ int],
? suit-text-conponent-capabilities => [+ int],
? suit-dependency-capabilities = [+ int],
* [ +int] = [+ int],
$$SUI T _Capabi l ity _Report Extensions

}
SUI T_Conponent _Capability = [*bstr, ?true]

A SU T _Conponent Capability is simlar to a SU T _Conponent ID, with
one difference: it may optionally be term nated by a CBOR 'true
which acts as a wild-card match for any conponent with a prefix

mat chi ng the SUI T_Conponent _Capability | eading up to the ’true.

This feature is for use with fil esystem storage, key value stores, or
any other arbitrary-conponent-id storage systens.

When reporting capabilities, it is OPTIONAL to report capabilities
that are declared mandatory by the SU T Manifest
[I-Dietf-suit-manifest]. Capabilities defined by extensions MIST be
reported.

Addi tional capability reporting can be added as follows: if a
mani f est el enent does not exist in this map, it can be added by
specifying the CBOR path to the manifest element in an array and
using this as the key. For exanple SU T _Dependenci es, as described
in[l-Dietf-suit-trust-domains], Section 5.2.2, could have an

ext ensi on added, which was key 3 in the SU T _Dependencies map. This
capability would be reported as: [3, 3, 1] => [3], where the key
consists of the key for SU T_Manifest (3), the key for SU T_Conmon
(3), and the key for SU T_Dependencies (1). Then the val ue indicates
that this manifest processor supports the extension (3).

7. EAT daim

The Entity Attestation Token (EAT, see [RFC9711]) is a secure

contai ner for conveying Attestati on Evidence, such as neasurenents,
and Attestation Results. The SU T Report is a form of measurenent
done by the SU T Manifest Processor as it attenpts to invoke a

mani fest or install a manifest. As a result, the SU T Report can be
captured in an EAT neasurenents type

Moran & Birkhol z Expires 23 April 2026 [ Page 13]



I nternet-Draft SU T Reports Cct ober 2025

The | 0og-based structure of the SU T _Report is not conducive to
processing by a typical Relying Party: it contains only a list of
waypoi nts through the SU T Manifest--unless system paraneter records
are included--and requires additional information (the SU T_Manifest)
to reconstruct the values that nmust have been present at each test.
A Verifier in posession of the SU T_Mnifest can reconstruct the
measur enents that woul d produce the waypoints in the SU T_Report.
The Verifier SHOULD convert a SU T _Report into a nmore consumabl e
versi on of the EAT claimby, for exanple, constructing a neasurenent
results claimthat contains the digest of a conponent, the Vendor |ID
and Class |ID of a conponent, etc.

8. SU T_Report Container

Transm ssion of the SU T Report MJIST satisfy the requirenents of
[ RFC9124], Section 4.3.16: REQ SEC. REPORTI NG

Status reports fromthe device to any renote system MJST be perforned
over an authenticated, confidential channel in order to prevent
modi fi cation or spoofing of the reports.

As a result, the SU T Report MJST be transported usi ng one of the
fol | owi ng et hods:

* As part of a |arger docunent that provides authenticity
guarantees, such as within a measurenments claimin an Entity
Attestation Token (EAT [RFCO9711], Section 4.2.16).

* As the payload of a nessage transnmitted over a communication
security protocol, such as DTLS [ RFC9147].

* Encapsul ated within a secure container, such as a COSE structure.
In the case of COSE, the container MJST be either a COSE EncryptO
or COSE _Signl structure. The SU T _Report MJST be the sole
payl oad, as illustrated by the CDDL fragnent bel ow
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SUI T_Report_Protected /= SU T_Report_ COSE_Si gnl \
.and SU T _COSE Profiles

SUI T_Report_Protected /= SU T_Report_COSE_Si gnl_Tagged \
.and SU T _CCSE Profiles

SUI T _Report_ Protected /= SU T _Report_ COSE _MACO \
.and SU T_COSE Profiles

SUI T_Report_Protected /= SU T_Report_ COSE_MACO_Tagged \
.and SU T _COSE Profiles

SUI T_Report COSE Signl Tagged = #6.18(SU T_Report COSE_Si gnl)
SU T _Report COSE Signl = |

protected : bstr,

unprotected : {* int => any},

payl oad : bstr .cbor SU T_Report_Unprotected,

signature : bstr

]
SUI T_Report COSE MACO Tagged = #6. 17(SU T_Report COSE MAQO)
SU T_Report COSE MACO = |

protected : bstr,

unprotected : {* int => any},

payl oad : bstr .cbor SU T_Report_Unprotected,

tag : bstr

]
SUI T_Report _Unprot ect ed

= SU T Report / SU T _Report COSE EncryptO
SU T_Report _COSE _EncryptQ0 =

COSE_Encrypt 0
Note that SU T_Report_ COSE_Signl and SU T_Report_ COSE MACO MUST be
conbined with a SUT COSE Profiles from[I-D.ietf-suit-ni] using the
CDDL .and directive. The SU T Report COSE EncryptO carries a
ci phertext payload that MJST contain just the ciphertext obtained by
encrypting the foll owi ng CDDL:
SUI T_Report _pl ai ntext = bstr .cbor SU T_Report
SUI T_COSE Profiles, which use AES-CTR encryption, are not integrity
protected and authenticated. For this purpose, SU T Report_ Protected
defines authenticated containers with an encrypted payl oad.

9. | ANA Consi derations

I ANA is requested to nane the overall SUT registry group "Software
Update for the Internet of Things (SUT)".

I ANA is requested to allocate a CBOR tag for each of:
* SU T Report_Protected

* SU T _Reference
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* SU T _Capability_ Report

IANA is requested to allocate a CoAP content-format [ RFC7252] and a
medi a-type for SU T _Report.

I ANA is also requested to add the following registries to the SUT
regi stry group:

* SU T_Report Elenents

* SU T Record Elenents

* SU T_Report Reasons

* SU T Capability_ Report Elenents

For each of these registries, registration policy is:
* -256 to 255: Standards Action

* -65536 to 257, 256 to 65535: Specification Required

*  -4294967296 to -65537, 65536 to 4294967295: First Cone, First
Ser ved

9.1. Expert Review Instructions

The 1 ANA registries established in this docunent allow values to be
added based on expert review. This section gives sone genera

gui delines for what the experts should be |ooking for, but they are
bei ng designated as experts for a reason, so they should be given
substantial |atitude.

Expert reviewers should take into consideration the follow ng points:

* Point squatting should be discouraged. Reviewers are encouraged
to get sufficient information for registration requests to ensure
that the usage is not going to duplicate one that is already
registered, and that the point is likely to be used in
depl oynents. The zones tagged as private use are intended for
testing purposes and cl osed environnments; code points in other
ranges should not be assigned for testing.
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* Specifications are required for the standards track range of point
assignnent. Specifications should exist for all other ranges, but
early assignnent before a specification is available is considered
to be perm ssible. Wen specifications are not provided, the
description provided needs to have sufficient infornmation to
identify what the point is being used for

* Experts should take into account the expected usage of fields when
approvi ng point assignnent. The fact that there is a range for
standards track docunents does not mean that a standards track
docunent cannot have points assigned outside of that range. The
| ength of the encoded val ue shoul d be wei ghed agai nst how many
code points of that length are left, the size of device it will be
used on, and the nunber of code points left that encode to that
si ze.

9.2. Media Type Registration
9.2.1. application/suit-report+cose

Type name: application

Subt ype nane: suit-report+cose

Required paraneters: n/a

Encodi ng consi derations: binary (CBOR)

Security considerations: Section 10 of RFCthis

Interoperability considerations: n/a

Publ i shed specification: RFChis

Applications that use this nmedia type: SU T Manifest Processor, SUT
Mani fest Distributor, SU T Mnifest Author, RATS Attesters, RATS
Verifiers

Fragment identifier considerations: The syntax and semantics of
fragment identifiers are as specified for "application/cose"

Person & email address to contact for further information: SUT W5
mailing list (suit@etf.org)

I ntended usage: COMVON

Restrictions on usage: none

Aut hor/ Change controller: |ETF

Provisional registration: no

9.3. CoAP Content-Format Registration

I ANA i s requested to assign a CoAP Content-Format ID for the

SUI T_Report nedia type in the "CoAP Content-Formats" registry, from
the "I ETF Review with Expert Review or | ESG Approval w th Expert
Revi ew' space (256..9999), within the "CoRE Paraneters” registry
group [ RFC7252] [1 ANA. core-paraneters]:
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B oo sl b e g
| Content Type | Content Coding | ID | Reference |
B ey s el el e s
| application/suit-report+cose | | TBA | RFCthis |
B T T I I R I I +

Table 1
9.4. CBOR Tag Registration

IANA is requested to allocate a tag in the "CBOR Tags" registry
[1 ANA cbor-tags], preferably in the Specification Required range:

[ ool oo el e oo s s s s s sl
| Tag | Data Item| Semantics |
B el et ety
| TBA | array | SU T Report Protected |
+----- I B I I I A R +
| TBA | array | SU T_Reference |
+----- R B T I +
| TBA | map | SUT Capability_ Report |
+----- F-- - - - B R i +
Table 2

9.5. SUT_ Report Elements

IANA is requested to create a newregistry for SU T _Report El enents.
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B ool oo sl el e g
| Label | Name | CDDL Label | Reference | |
b bl o fumes ooy Sesspsfsespsasespesfespsesespasesfuesspupenfy s s pes ety e pe e pu gt
| 2 | Nonce | suit-report-nonce | Section 4 | |
oo - S Fom oo U O +
| 3 | Records | suit-report-records | Section 4 | |
S S oo S S +
| 4 | Result | suit-report-result | Section 4 | |
R, S o e e e e e oo - R S R +
| 5 | Result Code | suit-report-result- | Section 4 | |
I I | code I I I
S S oo S S +
| 6 | Result | suit-report-result- | Section 4 | |
| | Record | record | | |
R, S o e e e e e oo - R S R +
| 7 | Result | suit-report-result- | Section 4 | |
| | Reason | reason | | |
S S oo S S +
| 8 | Capability | suit-report- | Section 4 | |
| | Report | capability-report | | |
R, S o e e e e e oo - R S R +
| 99 | Reference | SUI T_Reference | suit- | Section

| | | | reference | 4 |
S S oo S S +

Table 3
9.6. SU T Record Elenents

I ANA is requested to create a newregistry for SU T Record El enents.
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[ ety St Tl —(—(—————— Lt
| Label | Name | CDDL Label | Reference |
[ e pumnl oo s e s sy oo ey e pues e o}
| O | Manifest ID| suit-record-nmanifest-id | Section 3 |
oo - S e U +
| 1 | Manifest | suit-record-nmanifest-section | Section 3 |
| | Section | |
B S, o e e e e oo o o m e e e e e e e e e e e mam o o m e e e - +
| 2 | Section | suit-record-section-offset | Section 3 |
| | Ofset | | |
oo - S e U +
| 3 | Component | suit-record-conponent-index | Section 3 |
| | I ndex | | |
B S, o e e e e oo o o m e e e e e e e e e e e mam o o m e e e - +
| 4 | Record | suit-record-properties | Section 3 |
| | Properties | | |
oo - S e U +
Table 4

9.7. SU T _Report Reasons

I ANA is requested to create a newregistry for SU T _Report Reasons.
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| Label | Name | CDDL Label | Reference |
[ ool ooy oo oo s, e e e
| O | Result OK | suit-report-reason-ok | Section |
I I I | 4.2 I
Fomm o - o e e e e oo s e e e e e oo Fom e oo +
| 1 | CBOR Parse Failure | suit-report-reason- | Section |
| | | cbor-parse | 4.2 |
R, o e e e e e oo - o e e e e e e e e oo o - R +
| 2 | Unsupported COSE | suit-report-reason- | Section |
| | Structure or Header | cose-unsupported | 4.2 |
Fomm o - o e e e e oo s e e e e e oo Fom e oo +
| 3 | Unsupported COSE | suit-report-reason- | Section |
| | Algorithm | al g-unsupported | 4.2 |
R, o e e e e e oo - o e e e e e e e e oo o - R +
| 4 | Signature / MAC | suit-report-reason- | Section |
| | verification failed | unauthorised | 4.2 |
Fomm o - o e e e e oo s e e e e e oo Fom e oo +
| 5 | Unsupported SU T | suit-report-reason- | Section |
| | Commrand | command- unsupport ed | 4.2 |
R, o e e e e e oo - o e e e e e e e e oo o - R +
| 6 | Unsupported SU T | suit-report-reason- | Section |
| | Component | component-unsupported | 4.2 |
Fomm o - o e e e e oo s e e e e e oo Fom e oo +
| 7 | Unauthorized SU T | suit-report-reason- | Section |
| | Component | component-unaut horised | 4.2 |
R, o e e e e e oo - o e e e e e e e e oo o - R +
| 8 | Unsupported SU T | suit-report-reason- | Section |
| | Parameter | parameter-unsupported | 4.2 |
Fomm o - o e e e e oo s e e e e e oo Fom e oo +
| 9 | Severing | suit-report-severing- | Section |
| | Unsupported | unsupported | 4.2 |
R, o e e e e e oo - o e e e e e e e e oo o - R +
| 10 | Condition Failed | suit-report-reason- | Section |
| | | condition-failed | 4.2 |
Fomm o - o e e e e oo s e e e e e oo Fom e oo +
| 11 | Operation Failed | suit-report-reason- | Section |
| | | operation-failed | 4.2 |
R, o e e e e e oo - o e e e e e e e e oo o - R +
Table 5

9.8. SU T Capability Report Elenments

I ANA is requested to create a new registry for SUT Capability Report
El ement s.
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10.

| Label | Nane | Reference | |
[ bbbl oo oo sy oo ey e e e
| 1 | Conponents | suit-conponent-capabilities | Section

I I I | 6 I
+o-m o - o o e e e e e e e e e e eee— oo n S +
| 2 | Comands | suit-command-capabilities | Section

I I I | 6 I
+--m - - T T S R +
| 3 | Paraneters | suit-paraneters-capabilities | Section |
I I I | 6 I
+o-m o - o o e e e e e e e e e e eee— oo n S +
| 4 | Cryptographic | suit-crypt-algo-capabilities | Section

| | Al gorithns | | 6 |
+--m - - T T S R +
| 5 | Envel ope | suit-envel ope-capabilities | Section

| | El enents | | 6 |
+o-m o - o o e e e e e e e e e e eee— oo n S +
| 6 | Manifest | suit-manifest-capabilities | Section

| | Elenents | | 6 |
+--m - - T T S R +
| 7 | Common | suit-comon-capabilities | Section

| | El enents | | 6 |
+o-m o - o o e e e e e e e e e e eee— oo n S +
| 8 | Text Elenents | suit-text-capabilities | Section

I I I | 6 I
+--m - - T T S R +
| 9 | Conponent | suit-text-conponent-capabilities | Section

| | Text Elenents | | 6 |
+o-m o - o o e e e e e e e e e e eee— oo n S +
| 10 | Dependency | suit-dependency-capabilities | Section

| | Capabilities | | 6 |
+--m - - T T S R +

Security Considerations
The SUI T_Report serves four primary security objectives:
* Validated ldentity
* Integrity
* Replay protection

* Confidentiality
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The nechani sns for achieving these protections are outlined in
Section 8.

Ideally, a SU T Report SHOULD be conveyed as part of a renote
attestation procedure, such as enbeding it in EAT tokens that
represent RATS conceptual nessages. This approach ensures that the
SUI T_Report is cryptographically bound to the environnment (hardware,
software, or both) in which it was generated, thereby strengthening
its authenticity.

A SU T Report may disclose sensitive information about the device on
which it were produced. |In such cases, the SU T _Report MJST be
encrypted, as specified in Section 8.

Furthernore, failure reports, particularly those involving

crypt ographi c operations, can unintentionally reveal insights into
syst em weaknesses or vulnerabilities. As such, SU T Reports SHOULD
be encrypted whenever possible, to mnimze the risk of information
| eakage.

In addition to these core security requirenents, operationa

consi derations nmust be taken into account. Wen a SU T Report is

i ncluded within another protocol nessage (e.g., inside an encrypted
EAT), care nmust be taken to avoid inadvertently |eaking information
and to uphold the principle of |east privilege. For exanple, in many
EAT- based renote attestation flows, the Verifier may not require the
full SUT Report. Simlarly, the Relying Party m ght not need access
toit either.

To support least-privilege access, the SU T Report should be

i ndependently encrypted, even when the transport or enclosing token
is also encrypted. This |layered encryption ensures that only

aut horized entities can access the contents of the SU T_Report.

In other scenarios, the EAT Verifier mght require full access to a
SU T Report. For exanple, the SU T Report nust be accessible inits
entirety for the EAT Verifier to extract or convert the SU T_Report
content into specific EAT clains, such as measres (Measurenent
Results). A typical case involves translating a successful suit-
condition-i mage check into a digest-based claimwi thin the EAT.

When appl yi ng cryptographic protection to the SU T Report, the sane
algorithmprofile used for the corresponding SU T mani fest SHOULD be
reused. The available algorithmprofiles are detailed in
[I-Dietf-suit-ni]. |If using the same profile is not feasible
(e.g., due to constraints inmposed by suit-sha256-hssl| nms- a256kw
az256ctr), then a profile offering conparable security strength SHOULD
be sel ectedZ flor instance, suit-sha256-esp256-ecdh-al28ctr.
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11.

12.

12.

In exceptional cases, if no suitable profile can be applied, the
necessity of disabling a SU T _Report functionality altogether night
ari se.

SUI T_Reports may expose infornmation about the user to the Verifier,
Firmvare Distributor, or Manifest Author. |nplenmentors MJST
careful ly consider user consent in the reporting system

Acknowl edgenent s

The authors would like to thank Dave Thal er for his feedback.
Ref er ences

1. Normative References

[I-D.ietf-suit-manifest]
Moran, B., Tschofenig, H., Birkholz, H , Zandberg, K, and
O R7 Z nningstad, "A Concise Binary bject Representation
(CBOR) - based Serialization Format for the Software Updates
for Internet of Things (SUT) Manifest”, Wrk in Progress,
Internet-Draft, draft-ietf-suit-manifest-34, 28 May 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-suit-
mani f est - 34>.

[I-Dietf-suit-nti]
Moran, B., R7 Z nningstad, O, and A Tsukanoto,
"Cryptographic Algorithns for Internet of Things (IoT)
Devi ces", Wrk in Progress, Internet-Draft, draft-ietf-
suit-nti-23, 22 July 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-suit-
mi-23>.

[I-D.ietf-suit-trust-domains]
Moran, B. and K. Takayamm, "Software Update for the
Internet of Things (SU T) Manifest Extensions for Multiple
Trust Domai n", Work in Progress, Internet-Draft, draft-
ietf-suit-trust-domains-12, 22 July 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-suit-
trust -donmi ns- 12>,

[ 1 ANA. cbor -t ags]
I ANA, "Concise Binary hject Representation (CBOR) Tags",
<https://wwv. i ana. or g/ assi gnnent s/ cbor -t ags>.

Moran & Birkhol z Expires 23 April 2026 [ Page 24]



I nternet-Draft SU T Reports Cct ober 2025

[ 1 ANA. cor e- par anet er s]
I ANA, "Constrai ned RESTful Environnents (CoRE)
Par amet er s",
<https://ww. i ana. or g/ assi gnnent s/ cor e- par anet er s>.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC8174] Leiba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Wirds", BCP 14, RFC 8174, DA 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

[ RFC8610] Birkholz, H, Vigano, C., and C. Bormann, "Concise Data
Definition Language (CDDL): A Notational Convention to
Express Conci se Binary Object Representation (CBOR) and
JSON Data Structures", RFC 8610, DO 10.17487/ RFC8610,
June 2019, <https://www.rfc-editor.org/rfc/rfc8610>.

[ RFC8792] Watsen, K., Auerswald, E., Farrel, A, and Q W,
"Handling Long Lines in Content of Internet-Drafts and
RFCs", RFC 8792, DO 10.17487/RFC8792, June 2020,
<https://www. rfc-editor.org/rfc/rfc8792>.

[ RFC9019] Moran, B., Tschofenig, H, Brown, D., and M Meriac, "A
Firmvare Update Architecture for Internet of Things",
RFC 9019, DA 10. 17487/ RFCO019, April 2021,
<https://www. rfc-editor.org/rfc/rfc9019>.

[ RFC9052] Schaad, J., "CBOR Object Signing and Encryption (COSE):
Structures and Process", STD 96, RFC 9052,
DA 10.17487/ RFC9052, August 2022,
<https://ww.rfc-editor.org/rfc/rfc9052>.

[ RFC9334] Birkholz, H, Thaler, D., Richardson, M, Smth, N, and
W Pan, "Renpte ATtestation procedureS (RATS)
Architecture", RFC 9334, DA 10.17487/ RFC9334, January
2023, <https://ww. rfc-editor.org/rfc/rfc9334>.

[ RFC9711] Lundbl ade, L., Mandyam G, O Donoghue, J., and C.
Wal | ace, "The Entity Attestation Token (EAT)", RFC 9711,
DO 10.17487/ RFC9711, April 2025,
<https://www. rfc-editor.org/rfc/rfc9711>.

12. 2. Informmtive References

Moran & Birkhol z Expires 23 April 2026 [ Page 25]



I nternet-Draft SU T Reports Cct ober 2025

[1-D.ietf-rats-evidence-trans]
Damato, F., Draper, A, and N. Smith, "Evidence
Transformati ons”, Work in Progress, Internet-Draft, draft-
ietf-rats-evidence-trans-02, 17 Cctober 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-rats-
evi dence-trans-02>.

[I-Dietf-scitt-architecture]
Bi rkhol z, H., Delignat-Lavaud, A., Fournet, C., Deshpande,
Y., and S. Lasker, "An Architecture for Trustworthy and
Transparent Digital Supply Chains", Wrk in Progress,
Internet-Draft, draft-ietf-scitt-architecture-22, 10
Oct ober 2025, <https://datatracker.ietf.org/doc/htm/
draft-ietf-scitt-architecture-22>.

[ RFC7252] Shel by, Z., Hartke, K, and C. Bormann, "The Constrai ned
Application Protocol (CoAP)", RFC 7252,
DA 10.17487/ RFC7252, June 2014,
<https://www. rfc-editor.org/rfc/rfc7252>.

[ RFC9124] Moran, B., Tschofenig, H, and H Birkholz, "A Manifest
Informati on Model for Firmware Updates in Internet of
Things (10T) Devices", RFC 9124, DO 10.17487/ RFC9124,
January 2022, <https://www.rfc-editor.org/rfc/rfc9124>.

[ RFC9147] Rescorla, E., Tschofenig, H, and N. Mdadugu, "The
Dat agr am Transport Layer Security (DTLS) Protocol Version
1.3", RFC 9147, DA 10.17487/ RFC9147, April 2022,
<https://www. rfc-editor.org/rfc/rfc9147>.

Appendi x A.  Full CDDL

In order to create a valid SU T_Report docunent the structure of the
correspondi ng CBOR nessage MUST adhere to the foll owi ng CDDL
([ RFC8610]) data definition.

To be valid, the followi ng CDDL MJST have the COSE CDDL appended to
it. The COSE CDDL can be obtained by followi ng the directions in

[ RFC9052], Section 1.4. It nust also have the CDDL from
[I-D.ietf-suit-ni] appended to it. This CDDL is |ine-wapped per
[ RFC8792]

; NOTE: "\’ line wapping per RFC 8792
=============== NOTE: '\’ |ine \Nrapp| ng per RFC 8792 ================

SUI T _Report _Tool Tweak /= SUI T start

SUI T_Report_Tool Tweak /= SU T_Report Protected
SUI T Report Protected /= SU T_COCSE tool tweak
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SUI T_Report_Protected /= SU T_Report_ COSE_Signl .and \

SU T _COSE Profiles
SUI T_Report_Protected /= SU T_Report_ COSE_Si gnl _Tagged .and \

SUI T_COSE Profiles
SUI T _Report Protected /= SU T _Report COSE MACO .and \

SUI T_COSE Profiles
SUI T_Report_Protected /= SU T_Report_ COSE_MACO_Tagged .and \

SU T _COSE Profiles

SUI T_Report COSE Signl Tagged = #6.18(SU T_Report COSE_Si gnl)
SU T _Report COSE Signl = |

protected : bstr,

unprotected : {* int => any},

payl oad : bstr .cbor SU T_Report_Unprotected,

signature : bstr

]
SUI T_Report COSE MACO Tagged = #6. 17(SU T_Report COSE MAQO)
SU T_Report COSE MACO = |

protected : bstr,

unprotected : {* int => any},

payl oad : bstr .cbor SU T_Report_Unprotected,

tag : bstr

]
SUI T_Report _Unprot ect ed

= SU T Report / SU T _Report COSE EncryptO
SU T_Report _COSE _EncryptQ0 =

COSE_Encrypt 0

SU T_Report = {

suit-reference => SUl T_Ref erence,
? suit-report-nonce => bstr,
suit-report-records = [
* SU T Record / systemproperty-clainms ],
suit-report-result => true / {
suit-report-result-code => int,

suit-report-result-record => SU T_Record,
suit-report-result-reason => SU T_Report_Reasons,
}1
? suit-report-capability-report => SU T Capability_ Report,
$$SUI T_Report _Ext ensi ons
}

SUI T_Reference = |
suit-report-mani fest-uri : tstr,
suit-report-mani fest-digest : SU T_Di gest
]

SU T Record = |
suit-record-mani fest-id D [* uint ],
sui t-record-mani fest-section cint,
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suit-record-section-of fset
sui t-record-conponent -i ndex

SU T Reports

Cct ober 2025

ui nt,
ui nt,

sui t-record-properties

{*$$SUI T_Par anet er s},

$$SUI T_Recor d_Ext ensi ons
]

system property-clainms = {

system conponent -id => SU T_Conponent _Identifier,

+ $$SUI T_Par anet er s,
}

SU T Capability Report = {
sui t-conponent -capabilities
sui t-comrand- capabilities
sui t-paraneters-capabilities
suit-crypt-al go-capabilities
? suit-envel ope-capabilities
suit-mani fest-capabilities
sui t-common-capabilities
suit-text-capabilities

E RS TR JETG BTG JETS |

[+int]

$$SUI T _Capabil ity Report Extensions

}
SUI T_Conponent _Capability =

suit-report-nonce = 2
suit-report-records =
suit-report-result = 4
suit-report-result-code =
suit-report-result-record 6
suit-report-result-reason 7
suit-report-capability-report
suit-reference = 99

3

i o

system conponent-id = 0

suit-record-manifest-id = 0
sui t-record-mani fest-section

suit-record-section-offset = 2

sui t-record-conponent -i ndex =
suit-record-properties = 4

= [+

sui t-text-conponent-capabilities
sui t - dependency-capabilities

8

1

SUIT_Cpnponent_CapabiIity]

= [+ int],
= [+ int],
= [+ int],
= [+ int],
=> [+ int],
=> [+ int],
= [+ int],
= [+ int],
= [+ int],
= [+ int],

[ *bstr, ?true]

SUI T_Report Reasons /= suit-report-reason-ok
SUI T_Report Reasons /= suit-report-reason-cbor-parse
SUI T_Report Reasons /= suit-report-reason-cose-unsupported
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SUI T_Report _Reasons
SU T_Report _Reasons
SU T_Report _Reasons
SUl T_Report _Reasons
SU T_Report _Reasons
SUl T_Report _Reasons
SUI T_Report _Reasons
SU T_Report _Reasons

R T
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sui t-report-reason-al g- unsupported

sui t-report-reason-unaut hori sed
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