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Abst ract

The Manuf acturer Usage Description (MJD) specification describes the
access and network functionality required for a device to properly
function. This description has to reflect the software running on
the device and its configuration. Because of this, the nobst
appropriate entity for describing device network access requirenents
is the sane as the entity developing the software and its
configuration.

A network presented with a MUD file by a device allows detection of
m sbehavi or by the device software and configuration of access
control.

Thi s docunent defines a way to link the Software Updates for Internet
of Things (SUT) manifest to a MID file offering a stronger binding
bet ween the two.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 4 Septenber 2025.
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1. I nt roduction

A Manuf acturer Usage Description (MJD) file describes what sort of
net wor k conmuni cati on behavior a device is designed to have. For
exanpl e, a manufacturer may use a MID file to describe that a device
uses HTTP, DNS and NTP communi cation but no other protocols. The
communi cati on patterns are described in a JSO\-based format in the
MDD file.

The MUD files do, however, need to be presented by the device to a
MJUD manager in the operational network where the device is deployed.
Under [RFC8520], devices report a MJD URL to a MJD nmanager in the
operational network. The MJUD URL is a URL that can be used by the
MJD manager to receive the MID file froma MJID file server to
ultimately obtain the MU file.

Figure 1 shows the MJD architecture, as defined in RFC 8520.
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Figure 1: MJD Architecture per RFC 8520.

RFC 8520 envi sions different approaches for conveying the MUD URL
fromthe device to the operational network. Section 4 of
[1-D.ietf-opsawg-mud- accept abl e-url s] provides additional description
of the MJUD URLs sources, which include:

*  DHCP
* | EEE 802. 1AB Li nk Layer Discovery Protocol (LLDP), and

* Device Certificates, such as | EEE 802.1X, whereby the URL to the
MJD File woul d be contained in the certificate.

The MJUD nmanager nust trust the MJUD file server fromwhich the MJID
file is fetched to return the nost up-to-date MUD file. It nmust also
trust the device to report the correct MJID URL. I|n case of DHCP and
LLDP the URL is unprotected and not bound to the device itself.

When the MUD URL is included in a certificate then it is
authenticated and integrity protected. However, the certificate only
proves possession of a private key and endorsenents by the
certificate issuer. This does not prove what software is in use, nor
does it prove that the MID file is the correct file for the depl oyed
software: instead, the responsibility falls on the certificate issuer
to identify the MUD URL correctly and to supply a MJD Si gner
correctly. There is a need to bind the entity that creates the

sof tware and configuration to the MID file. The developer is in the
best position to describe the comunication requirenents of the
software it devel oped and configured for a device.
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Thi s specification defines an extension to the Software Updates for
Internet of Things (SUT) nmanifest [I-D.ietf-suit-manifest] to
include a MJD URL. A SUT manifest is a bundl e of netadata about
code/data for an |oT device, where to find the code/data, the devices
to which it applies, and cryptographic information protecting the
mani f est .

When conbining a MJD URL with a manifest used for software/firmare
updates then a network operator has nore confidence in the
description of the comunication requirenents for a device to
properly function.

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Thi s docunent re-uses the ternms defined in [RFC9334] related to
renote attestation. Readers of this docunment are assuned to be
famliar with the following ternms: Evidence, Claim Attester,
Verifier, and Relying Party (RP)

Thi s docunent al so uses terns defined in [RFC8520], such as MJD, MJD
file, MJUD manager, MJD URL, etc.

3. Workfl ow

Figure 2 shows the architectural extensions introduced by conbining
SU T and MJD. The key elements are that the devel oper, who produces
the firmvare is al so generating a manifest and the MJID file.
Information about the MUD file is enbedded into the SU T manifest and
provided to the device via firmvare update nechanism Once this
information is available on the device it can be presented during
devi ce onboardi ng, during network access authentication, or as part
of other interactions that involve the conveyance of Evidence to the
operational network. After retrieving the manifest, the MID file can
be obtained as well.
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Figure 2: SU T-MJD Architecture.

The intended workflow is as foll ows, and assumes an attestation
mechani sm bet ween the device and the MJUD Manager:

* At the time of onboarding, devices report their manifest in use to
the MJUD Manager via some formof attestation Evidence and a
conveyance protocol. The device thereby acts as an Attester. The
normative specification of these nechanisns is out of scope for
t hi s docunent.

* An exanpl e of an Evidence format is the Entity Attestation Token
(EAT) [I-D.ietf-rats-eat], which offers a rich set of clains.
Thi s specification assumes that Evidence includes a link to the
SU T mani fest via the "manifests"” claim(see Section 4.2.15 of
[I-D.ietf-rats-eat]) or that the manifest itself is enbedded in
the Evidence. This Evidence is conveyed to the operational
network via some protocol, such as network access authentication
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protocol (for exanple using the EAP-TLS 1.3 met hod [ RFC9190]
utilizing the attestation extensions

[1-D.fossati-tls-attestation]) or an onboardi ng protocol |ike FIDO
Devi ce Onboard (FDO) [FDJ or Bootstrappi ng Renpte Secure Key
Infrastructure (BRSKI) [ RFC8995].

* The MJD Manager, acting as a Relying Party, relays the Evidence to
the Verifier and receives an Attestation Result in response. This
all ows the MJD Manager to check that the device is operating with
the expected version of software and configuration

* Since a URL to the nmanifest is contained in the Evidence, the MJID
Manager can | ook up the correspondi ng manifest.

* The MJD Manager acquires the MID file fromthe MJD URL found in
the SUT manifest. The SU T nmanifest contains the MJUD URL and not
the MUD file primarily to due the size of the MUD file. This also
allows the MID file to be updated rapidly in response to evolving
threats.

* The MJD Manager verifies the MJID file signature using the Subject
Key ldentifier (SKI) provided in the SU T manifest.

* Then, the MJD Manager can apply any appropriate policy as
described by the MID file.

Each tinme a device is updated, rebooted, or otherw se substantially
changed, it will execute the renpte attestati on procedures again.

4. Operational Considerations
Thi s specification assunmes that the software/firnware author provides
a MID file that describes the behavior of the software running on a
devi ce.

4. 1. Pr os

The approach described in this docunent has several advantages over
the RFC 8520 MJUD URL reporting nechani sns:

* The MJUD URL is tightly coupled to device software/firnmnare
versi on.

* The device does not report the MJID URL, so the device cannot
tanmper with the MJD URL.
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4.

2

* The author explicitly authorizes a key to sign MJID files,
providing a tight coupling between the party that knows device
behavi or best (the author of the software/firmnvare) and the party
that decl ares device behavior (MJD file signer).

* Network operators do not need to know, a priori, which MJID URL to
use for each device; this can be harvested fromthe device's
mani fest and only replaced if necessary.

* A network operator can still replace a MUD URL in a SU T mani fest:
- By providing a SUT mani fest that overrides the MJD URL.
- By replacing the MJD URL in their network infrastructure.

* Devices can be quarantined if the Attestation Result indicates
that an out-dated or conprom sed software/firmvare version has
been used.

* Devices cannot |ie about which MJD URL to use.
Cons

This mechanismrelies on the use of SU T nanifests to encode the MJD
URL. Conceptually, the MIDfile is simlar to a Software Bill of
Material (SBOM but focuses on the external visible comrunication
behavi or, which is essential for network operators, rather than
describing the software libraries contained within the device itself.

*  MJD Manager must be aware of the Status Tracker or vice versa so
that the MJUD Manager can obtain MJD URLs and MJD Signer SKiIs from
the Status Tracker. This inplies a new APl in the MJD nanager or
Status Tracker.

*  The MJD manager requires a fail over nmechanismto trigger the
status tracker to obtain a copy of the SUT Manifest in order to
extract the MUD URL if it is not already aware of a device. This
could be done, for exanple, as a part of an onboarding fl ow

* Attestation Evidence may convey the SU T Manifest, in which case
the Status Tracker becones a Relying Party since it depends on
Attestation Evidence. This workflow is expected, however.

* This approach explicitly noves the decisions about device
behavi our away fromthe Network Operator and towards the Manifest
Author. Wiile this is appropriate when the Manifest Author is
trusted, not all 10T devices are fully trusted, and MJID files
enable a Network Operator to restrict their capabilities. For a
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5.

Net work Operator to override a device's manufacturer-provided MID
URL will require the MJD manager to have a mechanismto enabl e
this override, which adds conplexity

Extensions to SU T

To enabl e strong assertions about the network access requirements
that a device should have for a particul ar software/configuration
pair a MJD URL is added to the SU T manifest along with a subject key
identifier (ski). Note that the subject key identifier refers to a
nmore generic version of SubjectPublicKeylnfo defined in [ RFC5280],
which refers to an X 509-based ski. The subject key identifier MJST
be generated according to the process defined in
[1-D.ietf-cose-key-thunbprint] and the SU T_Di gest structure MJST be
popul ated with the sel ected hash al gorithm and obtai ned fingerprint.
The subject key identifier corresponds to the key used in the MID
signature file described in Section 13.2 of [RFC8520].

Note: A key need not be in COSE Key format to create a COSE Key
Thumbprint of it.

The foll owi ng Concise Data Definition Language (CDDL) [RFC8610]
describes the extension to the SU T _Manifest structure:

The extension to the SU T _Manifest is described here:

$$unsever abl e- mani f est - menber - ext ensions //= (
suit-mani fest-mud => bstr .cbor SU T_MJD cont ai ner

)

The SUI T_MJD container structure is defined as foll ows:

SUI T_MJD cont ai ner = {
suit-nmud-url => #6.32(tstr),
sui t-nmud-ski => SU T_Di gest,

Security Consi derations

This specification links MID files to SU T nmanifests for inproving
security protection and ease of use. By including MJD URLs in SU T
mani fests an extra |l ayer of protection has been created and
synchroni zation risks can be mninized.

Used in this way, the MJD nanager presents an additional |ayer of
security on networks where they are enabled. The MJD nanager
configures the L2/L3 infrastructure of a Local Area Network to apply
restrictive policies to certain devices. The MJD nanager only has
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the ability to elevate or restrict the network privileges of a
device. Therefore, attacks on the MJD Manager cannot conprom se
devi ces, they can only enable a conproni sed device to access nore of
the network. Further security considerations related to the MID
Manager are covered in [ RFC8520].

If the MID file and the software/firmvare | oaded onto the device gets
out -of -sync a device may be firewalled and, with firewalling by
networks in place, the device may stop functioning. This is,

however, not a concern specific to this specification but rather to
the use of MU in general. Below are two nitigations:

* A manufacturer nust update the MJID file in advance of network
service or product changes so that the new services can be
supported. Because the MID file is accessed by a URL neans t hat
it can be subsequently updated. This requires a MJD file being
retrieved again. This handl es the case when the device is already
depl oyed and in use.

* There is a possibility that an | oT device has remai ned on-shel f
inventory for an extended period, resulting inits MID file being
i naccessible at its previous location. This necessitates a
deci sion on howto inplenent a fail-safe tailored to the
particul ar environnent.

7. | ANA Consi der ati ons

I ANA is requested to add a new value to the SU T manifest el enents
registry created with [I-D.ietf-suit-manifest]:

* Label: TBDl [[Value allocated fromthe standards acti on address
range] ]

* Nane: Mnufacturer Usage Description (MJD)
* Reference: [[TBD: This docunent]]
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