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Abst ract

The SUI T nmanifest, as defined in "A Manifest Information Mdel for
Firmvare Updates in Internet of Things (10oT) Devices" (RFC 9124),
provides a flexible and extensible format for describing how firnmware
and software updates are to be fetched, verified, decrypted, and
installed on resource-constrai ned devices. To ensure the security of
these update processes, the manifest relies on cryptographic

al gorithms for functions such as digital signature verification,
integrity checking, and confidentiality.

Thi s docunent defines cryptographic algorithmprofiles for use with
the Software Updates for Internet of Things (SUT) manifest. These
profiles specify sets of algorithns to prompte interoperability
across i npl enentations.

G ven the diversity of 10T deploynents and the evol ving cryptographic
| andscape, algorithmagility is essential. This docunent groups
algorithms into naned profiles to acconmodate varying | evels of
device capabilities and security requirenents. These profiles
support the use cases laid out in the SUT architecture, published in
"A Firmvare Update Architecture for Internet of Things" (RFC 9019).

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. I nt roducti on

Thi s docunent defines algorithmprofiles, in I ANA registry

(Section 6), intended for authors of Software Updates for I|nternet of
Things (SUIT) nmanifests and their recipients, with the goal of
pronoting interoperability in software update scenarios for
constrai ned nodes. These profiles specify sets of algorithns that
are tailored to the evolving security | andscape, recognizing that
crypt ographi c requirenments nmay change over tine.

The following profiles are defined:

* One profile designed for constrained devices that support only
symretric key cryptography

* Two profiles for constrained devices capabl e of using asymetric
key cryptography

* Two profiles that enploy Authenticated Encryption with Associ ated
Dat a ( AEAD) ci phers

* One constrained asymmetric profile that uses a hash-based
signature schene

Due to the asymmetric nature of SU T depl oyments - where nanifest
authors typically operate in resource-rich environments while

reci pients are resource-constrained - the cryptographic requirenents
di ffer between these two rol es.

Thi s specification uses AES-CTR in conbination with a di gest
algorithm as defined in [RFC9459], to support use cases that require
out - of -order bl ock reception and decryption-capabilities not offered
by AEAD al gorithns. For further discussion of these constrai ned use
cases, refer to Section 4.2. Qher SU T use cases (see
[I-Dietf-suit-manifest]) may define different profiles.
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2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.
Thi s specification uses the foll owi ng abbreviations:
* Advanced Encryption Standard (AES)
* AES Counter (AES-CTR) Mode
* AES Key Wap (AES- KW
* Authenticated Encryption with Associ ated Data (AEAD)
* Concise Binary Object Representation (CBOR)
* CBOR (bject Signing and Encryption (COSE)
* Concise Data Definition Language (CDDL)
* Elliptic Curve Diffie-Hellnman Epheneral -Static (ECDH ES)
* Hash-based Message Aut hentication Code (HVAC)

* Hierarchical Signhature System/ Leighton-Mcali Signature (HSS/
LMS)

* Software Updates for Internet of Things (SUT)

SUI T specifically addresses the requirenments of constrai ned devices
and networks, as described in [ RFC9019].

The terms "Author", "Recipient", and "Manifest" are defined in
[I-Dietf-suit-manifest].

3. Profiles

Each profile, in I ANA registry (Section 6), consists of algorithns
fromthe foll ow ng categories:

* Digest Al gorithns

* Authentication Al gorithns
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*

*

Key Exchange Al gorithns (optional)

Encryption Al gorithms (optional)

Each profile references specific algorithmidentifiers, as defined in
[ ANA-COSE]. Since these algorithmidentifiers are used in the
context of the IETF SUT nanifest [I-D.ietf-suit-manifest], they are
represented usi ng CBOR Obj ect Signing and Encryption (COSE)
structures as defined in [RFC9052] and [ RFC9053].

The use of the profiles by authors and recipients is based on the

f ol

*

| owi ng assunpti ons:

Reci pi ents MAY choose which profile they wish to inplement. It is
RECOMVENDED t hat they inplement the suit-sha256-hssl ns-a256kw
az256ctr profile (Section 3.6). Recipients MAY inplenment any
nunber of other profiles not defined in this docunent. Recipients
MAY choose not to inplenment encryption and the correspondi ng key
exchange algorithns if they do not intend to support encrypted
payl oads.

Aut hors MUST inplenent all profiles with a status set to
" MANDATORY' in Section 6. Authors MAY inpl enent any nunber of
addi tional profiles.

3.1. Profile suit-sha256-hnmac-al28kw al28ctr
This profile only offers support for symmetric cryptographic
al gorithns.
[ e S p—p—(—(—(—(———————— L p——p—p——(————
| Algorithm Type | Algorithm | COSE Key |
[S oo ool s s s e e g
| Digest | SHA- 256 | -16 |
oo Fom e S +
| Authentication | HVAC 256 | 5 |
S Fom e S +
| Key Exchange | A128KW Key Wap | -3 |
o e o e e e oo TS +
| Encryption | A128CTR | -65534 |
Fom e Fom e S +
Table 1
3.2. Profile suit-sha256-esp256-ecdh-al28ctr
This profile supports asymretric algorithns for use with constrained
devi ces.
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B oo ool el e g U
| Algorithm Type | Algorithm | COSE Key |
[ el s sl e
| Digest | SHA- 256 | -16 |
I I T I i T ) I +
| Authentication | ESP256 | -9 |
S I A ] I I I R +
| Key Exchange | ECDHES + A128KW/| -29 |
i T R i F--- - - +
| Encryption | A128CTR | -65534 |
I I T I i T ) I +

Table 2
3. 3. Profil e suit-sha256-ed25519-ecdh-al28ctr

This profile supports an alternative choice of asymetric algorithns
for use with constrai ned devi ces.

[ s el s ]
| Algorithm Type | Algorithm | COSE Key |
[ R el s el el
| Digest | SHA-256 | -16 |
I I R I I I R +
| Authentication | Ed25519 | -19 |
R R i R i +
| Key Exchange | ECDH ES + A128KW/| -29 |
I I R i F--- - - +
| Encryption | A128CTR | -65534 |
I I R I I I R +
Tabl e 3

3.4. Profile suit-sha256-esp256-ecdh-al28gcm

This profile supports asymetric algorithns in conbination with AEAD
al gorithms.
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B oo ool el e g U
| Algorithm Type | Algorithm | COSE Key |
[ el s sl e
| Digest | SHA- 256 | -16 |
I I T I i T ) I +
| Authentication | ESP256 | -9 |
S I A ] I I I R +
| Key Exchange | ECDHES + A128KW/| -29 |
i T R i F--- - - +
| Encryption | A128GCM | 1 |
I I T I i T ) I +

Tabl e 4
3.5. Profile suit-sha256-ed25519-ecdh-chacha-poly

This profile also supports asynmetric algorithns with AEAD al gorithns
but offers an alternative to suit-sha256-esp256-ecdh-al28gcm

[ oo el ool
| Algorithm Type | Algorithm | COSE Key |
+ o4 o4 o= =—=+4
| Digest | SHA-256 | -16 |
I I I I IR R R +
| Authentication | Ed25519 | -19 |
R F- - e m - - - R i +
| Key Exchange | ECDH ES + A128KW | -29 |
I I i I I S F--- - - +
| Encryption | ChaCha20/ Pol y1305 | 24 |
I I I I IR R R +

Table 5
3.6. Profile suit-sha256-hssl ns-a256kw a256¢tr

This profile utilizes a stateful hash-based signature al gorithm
nanely the Hierarchical Signature System/ Leighton-Mcali Signature
(HSS/ LMS), as a unique alternative to the profiles |isted above.

A note regarding the use of the HSS/LMs: The decision as to how deep
the tree is, is a decision that affects authoring tools only (see

[ RFC8778]). Verification is not affected by the choice of the "W
parameter, but the size of the signature is affected. To support the
long lifetimes required by |oT devices, it is RECOWENDED to use
trees with greater height (see Section 2.2 of [RFC8778]).
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[ ool st e e g
| Algorithm Type | Algorithm| COSE Key |
B e el el el
| Digest | SHA-256 | -16 |
I I T I I +
| Authentication | HSS/LMs | -46 |
S I A ] I R +
| Key Exchange | A256KW | -5 |
i T F--- - - - F--- - - +
| Encryption | A256CTR | -65532

I I T I I +

Table 6

4. Security Considerations

Payl oad encryption is used to protect sensitive content such as
machi ne | earning nodels, proprietary algorithnms, and personal data
[ RFC6973]. In the context of SU T, the primary purpose of payl oad
encryption is to defend agai nst unauthorized observation during
distribution. By encrypting the payl oad, confidential information
can be saf eguarded from eavesdroppi ng.

However, encrypting firmvare or software update payl oads on comuodity
devices do not constitute an effective cybersecurity defense agai nst
targeted attacks. Once an attacker gains access to a device, they
may still be able to extract the plaintext payl oad.

4.1. Payload Encryption as Part of a Defense-in-Depth Strategy
To define the purpose of payl oad encryption as a defensive
cybersecurity tool, it is inportant to define the capabilities of
modern threat actors. A variety of capabilities are possible:
* find bugs by binary code inspection

* send unexpected data to conmunication interfaces, |ooking for
unexpect ed behavi or

* use fault injection to bypass or nmani pul ate code

* use conmunication attacks or fault injection along with gadgets
found in the code
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G ven this range of capabilities, it is inportant to understand which
capabilities are inmpacted by firmvare encryption. Threat actors who
find bugs by manual inspection or use gadgets found in the code wll
need to first extract the code fromthe target. 1In the IoT context,
it is expected that npst threat actors will start with sanple devices
and physical access to test attacks.

Due to these factors, payload encryption serves to limt the pool of
attackers to those who have the technical capability to extract code
from physi cal devices and those who perform code-free attacks.

4.2. Use of AES-CTR in Payl oad Encryption

AES-CTR node with a digest is specified, see [RFC9459]. All of the
AES- CTR security considerations in [RFC9459] apply. See
[I-D.ietf-suit-firmvare-encryption] for additional background

i nformation.

5. Operational Considerations

VWil e this docunment focuses on the cryptographic aspects of nanifest
processi ng, several operational and nmanageability considerations are
rel evant when depl oying these profiles in practice.

5.1. Profile Support Discovery

To enable interoperability of the described profiles, it is inportant
for a manifest author to determ ne which profiles are supported by a
device. Furthernore, it is also inportant for the author and the
distribution system (see Section 3 of
[I-Dietf-suit-firmvare-encryption]) to know whether firmvare for a
particul ar device or famly of devices needs to be encrypted, and

whi ch key distribution mechani smshall be used. This information can
be obtai ned through

* Manual configuration.

* Device managenent systens, as described in [RFCO019], which
typically maintain netadata about device capabilities and their
|ifecycle status. These systens nay use proprietary or
st andar di zed nmanagenent protocols to expose supported features.
LwWVeM [ LwM2M is one such standardi zed protocol. The Trusted
Executi on Environment Provisioning (TEEP) protocol
[I-D.ietf-teep-protocol] is another option
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5.

5

* Capability reporting nechani sns, such as those described in
[I-Dietf-suit-report], which define structures that allow a
device to conmmuni cate supported SU T features and cryptographic
capabilities to a managenent or attestation entity.

2. Profile Selection and Contr ol

When a device supports multiple algorithmprofiles, it is expected
that the SU T mani fest author indicates the appropriate profile based
on the intended recipient(s) and other policies. The manifest itself
i ndi cates which algorithns are used; devices are expected to validate
mani f est s using supported al gorithns.

Devi ces do not autononously choose which profile to apply; rather,
they either accept or reject a mani fest based on the al gorithm
profile it uses. There is no protocol-level negotiation of profiles
at SU T mani fest processing tine. Any dynamic profile selection or
configuration is expected to occur as part of other protocols, for
exanpl e, through devi ce managenent.
3. Profile Provisioning and Constraints

Provisioning for a given profile may include:

* Installation of trust anchors for acceptable signers.

* Distribution of keys used by the content key distribution
mechani sm (see Section 4 of [I-D.ietf-suit-firmnare-encryption]).

* Availability of specific cryptographic libraries or hardware
support (e.g., for post-quantum al gorithns or AEAD ci phers).

* Evaluation of the required storage and processing resources for
the selected profile.

* Support for manifest processing capabilities.

There may be conditions under which switching to a different
algorithmprofile is not feasible, such as:

* Lack of hardware support (e.g., no crypto accel eration).

* Resource linmtations on nmenory-constrained devices (e.qg.,
insufficient flash or RAM.

* Deploynent policy constraints or regulatory conpliance
requirenents.
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In such cases, a device managenent or update orchestrati on system
shoul d take these constraints into account when constructing and
distributing manifests.

5.4. Logging and Reporting

I mpl enentati ons MAY log failures to process a manifest due to
unsupported al gorithm profiles or unavail abl e cryptographic
functionality. Wen supported, such events SHOULD be reported using
secure mechani sns, such as those described in [I-D.ietf-suit-report],
to assist operators in diagnosing update failures or

m sconfi gurati ons.

6. | ANA Consi der ati ons

I ANA is requested to create a new "COSE SUI T Al gorithm Profil es"
registry, to be located within its own self-titled registry group
The registry will be listed in the "Software Update for the Internet
of Things (SUIT)" category at https://wwv iana. org/protocols.

VWil e nost profile attributes are self-explanatory, the status field
warrants a brief explanation. This field can take one of three
val ues: MANDATORY, NOT RECOMVENDED, or OPTI ONAL.

*  MANDATORY indicates that the profile is mandatory to inplenent for
mani f est aut hors.

* NOT RECOWMENDED neans that the profile should generally be avoi ded
in new i npl enent ati ons.

*  OPTI ONAL suggests that support for the profile is pernmitted but
not required.

IANA is requested to add a note that mrrors these status values to
the registry

Addi ng new profiles or updating the status of existing profiles
requires Standards Action (Section 4.9 of [RFC8126]).

As tinme progresses, algorithmprofiles may | ose their MANDATORY
status. Wen this occurs, their status nay be changed to either

OPTI ONAL or NOT RECOMMENDED for new inplenentations. Simlarly, a
profile may be transitioned from OPTI ONAL to NOT RECOVVENDED.

However, profiles once marked as OPTI ONAL or NOT RECOMVENDED MUJST NOT
be transitioned to MANDATORY status in future revisions. Since it
may be inpossible to update certain parts of 10T device firmvare in
the field, such as first-stage bootl|l oaders, support for all relevant
algorithms will al nost al ways be required by authoring tools.
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_The initial content of the "COSE SU T AlgorithmProfiles" registry
is:

6.1. Profile: suit-sha256-hmac-al28kw al28ctr
* Profile: suit-sha256-hnac-al28kw al28ctr
* Status: MANDATORY
* Digest: -16
* Auth: 5
* Key Exchange: -3
* Encryption: -65534
* Descriptor Array: [-16, 5, -3, -65534]

* Reference: Section 3.1 of TH S_DOCUVENT

6.2. Profile: suit-sha256-esp256-ecdh-al28ctr
* Profile: suit-sha256-esp256-ecdh-al28ctr
* Status: MANDATORY
* Digest: -16
* Auth: -9
* Key Exchange: -29
* Encryption: -65534
* Descriptor Array: [-16, -9, -29, -65534]
* Reference: Section 3.2 of TH S_DOCUVENT

6.3. Profile: suit-sha256-ed25519-ecdh-al28ctr
* Profile: suit-sha256-ed25519-ecdh-al28ctr
* Status: MANDATORY
* Digest: -16

*  Auth: -19
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6. 4.

6. 5.

6. 6.

Mor an,

Key Exchange: -29

Encryption: -65534

Descriptor Array: [-16, -19, -29, -65534]
Ref erence: Section 3.3 of TH S_DOCUMENT
Profile: suit-sha256-esp256-ecdh-al28gcm
Profile: suit-sha256-esp256-ecdh-al28gcm
Status: MANDATORY

Di gest: -16

Auth: -9

Key Exchange: -29

Encryption: 1

Descriptor Array: [-16, -9, -29, 1]

Ref erence: Section 3.4 of TH S_DOCUMENT
Profile: suit-sha256-ed25519-ecdh-chacha-poly
Profile: suit-sha256-ed25519-ecdh-chacha-poly
Status: MANDATORY

Di gest: -16

Aut h: -19

Key Exchange: -29

Encryption: 24

Descriptor Array: [-16, -19, -29, 24]

Ref erence: Section 3.5 of TH S_DOCUMENT
Profile: suit-sha256-hssl ns-a256kw a256¢ctr

Profile: suit-sha256-hssl| ns-a256kw a256¢tr

et al. Expi res 23 January 2026
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* Status: MANDATORY

* Digest: -16

*  Auth: -46

* Key Exchange: -5

* Encryption: -65532

* Descriptor Array: [-16, -46, -5, -65532]

* Reference: Section 3.6 of TH S_DOCUMENT
7. References
7.1. Normative References

[1-D.ietf-suit-manifest]
Moran, B., Tschofenig, H., Birkholz, H , Zandberg, K., and
O Rnningstad, "A Concise Binary (bject Representation
(CBOR) - based Serialization Format for the Software Updates
for Internet of Things (SUT) Manifest", Work in Progress,
Internet-Draft, draft-ietf-suit-manifest-34, 28 May 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-suit-
mani f est - 34>.

[ 1 ANA- COSE]
"CBOR Obj ect Signing and Encryption (COSE)", 2022,
<https://ww. i ana. or g/ assi gnnent s/ cose/ cose. xht m >.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/rfc/rfc2119>.

[ RFC8126] Cotton, M, Leiba, B., and T. Narten, "Quidelines for
Witing an | ANA Consi derations Section in RFCs", BCP 26,
RFC 8126, DA 10.17487/ RFC8126, June 2017,
<https://www. rfc-editor.org/rfc/rfc8126>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC

2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/rfc/rfc8174>.

Moran, et al. Expi res 23 January 2026 [ Page 14]



Internet-Draft Cryptographic Al gorithns for Internet of July 2025

[ RFC8610] Birkholz, H., Vigano, C., and C. Bornann, "Concise Data

Definition Language (CDDL): A Notational Convention to
Express Conci se Binary Object Representation (CBOR) and
JSON Data Structures", RFC 8610, DO 10.17487/ RFC8610,
June 2019, <https://www. rfc-editor.org/rfc/rfc8610>.

[ RFC8778] Housley, R, "Use of the HSS/LMS Hash-Based Signature

Algorithmwi th CBOR Object Signing and Encryption (COSE)",
RFC 8778, DA 10.17487/ RFC8778, April 2020,
<https://ww. rfc-editor.org/rfc/rfc8778>.

[ RFC9052] Schaad, J., "CBOR Ohject Signing and Encryption (COSE):

Structures and Process", STD 96, RFC 9052,
DA 10.17487/ RFC9052, August 2022,
<https://www. rfc-editor.org/rfc/rfc9052>.

[ RFC9053] Schaad, J., "CBOR Object Signing and Encryption (COSE):

Initial Al gorithns", RFC 9053, DO 10.17487/ RFC9053,
August 2022, <https://ww. rfc-editor.org/rfc/rfc9053>.

[ RFC9459] Housley, R and H Tschofenig, "CBOR (hject Signing and

7.2.

Encryption (COSE): AES-CTR and AES-CBC', RFC 9459,
DA 10. 17487/ RFC9459, Septenber 2023,
<https://www. rfc-editor.org/rfc/rfc9459>.

I nformati ve References

[I-D.ietf-suit-firmnare-encryption]

Tschofenig, H, Housley, R, Mran, B., Brown, D., and K
Takayanma, "Encrypted Payloads in SU T Manifests", Wrk in
Progress, Internet-Draft, draft-ietf-suit-firmare-
encryption-25, 7 July 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-suit-
firmnare-encryption- 25>,

[I-Dietf-suit-report]

Mor an,

Moran, B. and H. Birkhol z, "Secure Reporting of Update
Status", Wirk in Progress, Internet-Draft, draft-ietf-
suit-report-14, 22 July 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-suit-
report-14>.

et al. Expi res 23 January 2026 [ Page 15]



Internet-Draft Cryptographic Al gorithns for Internet of July 2025

[I-D.ietf-teep-protocol]
Tschofenig, H, Pei, M, Weeler, D. M, Thaler, D., and
A. Tsukanoto, "Trusted Execution Environnment Provisioning
(TEEP) Protocol", Work in Progress, Internet-Draft, draft-
i etf-teep-protocol-21, 3 March 2025,
<https://datatracker.ietf.org/doc/htnm/draft-ietf-teep-
prot ocol - 21>.

[ Lwiv2M Open Mobile Alliance, "OVA Lightweight MM, 20 April
2025,
<htt ps://ww. opennobi | eal | i ance. or g/ speci fi cati ons/| wr2np.

[ RFC6973] Cooper, A., Tschofenig, H., Aboba, B., Peterson, J.,
Morris, J., Hansen, M, and R Smith, "Privacy
Consi derations for Internet Protocols", RFC 6973,
DO 10.17487/ RFC6973, July 2013,
<https://www. rfc-editor.org/rfc/rfc6973>.

[ RFC9019] Moran, B., Tschofenig, H, Brown, D., and M Meriac, "A
Firmvare Update Architecture for Internet of Things",
RFC 9019, DO 10. 17487/ RFC9019, April 2021,
<https://www. rfc-editor.org/rfc/rfc9019>.

Appendi x A.  Full CDDL

The foll owi ng CDDL sni ppet [ RFC8610] creates a subset of COSE for use
with SUT. Both tagged and untagged nessages are defined. SUT only
uses tagged COSE nessages, but untagged nessages are al so defined for
use in protocols that share a ciphersuite with SUT.

To be valid, the followi ng CDDL MJST have the COSE CDDL appended to
it. The COSE CDDL can be obtained by followi ng the directions in
[ RFC9053], Section 1. 4.

=============== NOTE: '\’ |i ne \M‘app| ng per RFC 8792 ================

SUI T_COSE_t ool _tweak /= suit-sha256-hmac-al28kw al28ctr

SUI T_COSE t ool _tweak /= suit-sha256-esp256-ecdh-al28ctr

SU T_COSE tool tweak /= suit-sha256-ed25519-ecdh-al28ctr

SUI T_COSE tool tweak /= suit-sha256-esp256-ecdh-al28gcm

SUI T_COSE tool tweak /= suit-sha256-ed25519-ecdh-chacha- poly
SUI T_COSE _t ool _tweak /= suit-sha256-hssl| ns- a256kw a256¢tr

SU T_COSE t ool _tweak /= SU T_COSE_Profiles

SUI T_COSE Profiles /= SU T_COSE_Profil e_HVAC A128KW A128CTR
SUI T_COSE Profiles /= SU T_COSE_Profil e_ESP256_ECDH _A128CTR
SUI T_COSE Profiles /= SU T_COSE_Profil e_ED25519_ECDH A128CTR
SUI T_COSE Profiles /= SU T_COSE_Profil e_ESP256_ECDH A128GCM
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SU T_COSE Profiles /=\
SU T_COSE_Profil e ED25519 ECDH CHACHA20_ POLY1304
SU T_COSE Profiles /= SU T _COSE Profil e HSSLMS_A256KW A256CTR

sui t-sha256- hmac- al28kw al28ctr =[-16, 5, -3, -65534]

sui t - sha256- esp256- ecdh-al28ctr =[-16, -9, -29, -65534]
sui t - sha256- ed25519- ecdh- al28ctr = [-16, -19, -29, -65534]
sui t - sha256- esp256- ecdh- al28gcm =[-16, -9, -29, 1]

[-16, -19, -29, 24]

sui t - sha256- ed25519- ecdh- chacha-poly =
= [-16, -46, -5, -65532]

sui t - sha256- hssl ns- a256kw a256¢tr

SUI T_COSE Profil e HVAC A128KW A128CTR =

SUI T_COSE _Profil e<5, -65534> . and COSE_Messages
SUI T_COSE Profil e ESP256_ECDH A128CTR =

SUI T_COSE Profil e<-9,-65534> . and COSE_Messages
SUI T_COSE_Profil e_ED25519 ECDH A128CTR =

SUI T_COSE Profil e<-19, -65534> . and COSE_Messages
SUI T_COSE Profil e ESP256 ECDH A128GCM =

SUI T_COSE Profile<-9,1> .and COSE_Messages
SUI T_COSE Profil e ED25519 ECDH CHACHA20_POLY1304 =

SUI T_COSE Profil e<-19, 24> . and COSE_Messages
SUI T_COSE_Profil e_HSSLMS_A256KW A256CTR =

SUI T_COSE Profil e<-46, -65532> . and COSE_Messages

SUI T_COSE Profil e<authid, encid> = SU T_COSE_Messages<aut hi d, enci d>

SUl T_COSE_Messages<aut hid, encid> =
SUI T_COSE _Unt agged_Message<aut hid, encid> /
SUI T_COSE Tagged Message<aut hi d, enci d>

SUI T_COSE_Unt agged_Message<aut hi d, encid> = SUI T_COSE_Si gn<aut hi d> /
SUI T_COSE_Si gnl<aut hid> / SUl T_COSE Encrypt <enci d> /
SUI T_COSE_Encr ypt O<enci d> / SU T_COSE_Mac<aut hi d> /
SUl T_COSE_MacO<aut hi d>

SUI T_COSE Tagged Message<aut hid, encid> =
SUI T_COSE_Si gn_Tagged<aut hi d> / SU T_COSE_Si gnl_Tagged<aut hi d> /
SUI T_COSE_Encrypt _Tagged<enci d> / SU T_COSE_Encrypt 0_Tagged<\
enci d> /
SUI T_COSE _Mac_Tagged<aut hid> / SU T_COSE MacO_Tagged<aut hi d>

; Note: This is not the sane definition as is used in COSE
; It restricts a COSE header definition further w thout
; repeating the COSE definition. It should be nerged
; wWith COSE by using the CDDL .and operator.
SUI T_COSE Profil e Headers<al gid> = (
protected : bstr .cbor SU T _COSE al g map<al gi d>,
unprotected : SU T_COSE header _map
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)

SUI T_COSE _al g _map<al gid> = {
1 => algid,
* int => any

}

SUl T_COSE_header _map = {
* int => any
}

SUI T_COSE_Si gn_Tagged<aut hi d> = #6. 98( SUl T_COSE_Si gn<aut hi d>)

SUl T_COSE_Si gn<aut hid> = [
SU T_COSE_Profil e_Header s<aut hi d>,
payl oad : bstr / nil,
signatures : [+ SU T_COSE_Si gnat ur e<aut hi d>]

SUI T_COSE_Si gnat ure<authid> = [
SUI T_COSE _Profi | e_Header s<aut hi d>,
signature : bstr

SU T_COSE_Si gnl_Tagged<aut hi d> = #6. 18( SUl T_COSE_Si gnil<aut hi d>)

SUl T_COSE_Si gnl<aut hid> = [
SUI T_COSE_Prof i | e_Header s<aut hi d>,
payl oad : bstr / nil,
signature : bstr

SUI T_COSE_Encrypt _Tagged<enci d> = #6. 96( SU T_COSE_Encr ypt <enci d>)

SUI T_COSE _Encrypt<encid> = |
SUI T_COSE _Profil e Header s<enci d>,
ci phertext : bstr / nil,
recipients : [+SU T_COSE reci pi ent <enci d>]

SUI T_COSE reci pi ent<encid> = |
SUI T_COSE Profil e Header s<enci d>,
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ci phertext : bstr / nil,
? recipients : [+SU T_COSE reci pi ent <enci d>]

SUI T_COSE _Encrypt 0_Tagged<enci d> = #6. 16( SUl T_COSE_Encr ypt O<enci d>)

SUI T_COSE_Encrypt O<enci d> = |
SUI T_COSE Profil e Header s<enci d>,
ci phertext : bstr / nil,

SUI T_COSE_Mac_Tagged<aut hi d> = #6. 97( SUl T_COSE_Mac<aut hi d>)

SUI T_COSE Mac<aut hi d> = |
SUI T_COSE_Prof i | e_Header s<aut hi d>,
payl oad : bstr / nil,
tag : bstr,
reci pients :[+SU T_COCSE reci pi ent <aut hi d>]

SUI T_COSE_MacO_Tagged<aut hi d> = #6. 17( SUl T_COSE_MacO<aut hi d>)

SUI T_COSE MacO<aut hid> = |
SUI T_COSE _Profil e_Header s<aut hi d>,
payl oad : bstr / nil,
tag : bstr,

]
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