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Abst r act

When certificates are used as credentials to attest the assignment of
owner shi p of tel ephone nunbers, sone mechanismis required to provide
certificate freshness. This docunent specifies short-Ilived
certificates as a nmeans of guaranteeing certificate freshness for
secure tel ephone identity (STIR), potentially relying on the

Automat ed Certificate Managenent Environnent (ACVE) or simlar

mechani snms to allow signers to acquire certificates as needed.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 11 Cctober 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roducti on

The STIR probl em statenent [ RFC7340] discusses many attacks on the

t el ephone network that are enabl ed by inpersonation, including
various forns of robocalling, voicemail hacking, and swatting. One
of the npbst inportant conponents of a systemto prevent inpersonation
is the inmplenentation of credentials that identify the parties who
control tel ephone nunbers. The STIR certificates [ RFC3226]
specification describes a credential systembased on [ X 509] version
3 certificates in accordance with [RFC5280] for that purpose. Those
credentials can then be used by STIR authentication services

[ RFC8224] to sign PASSporT objects [RFC8225] carried in a SIP

[ RFC3261] request.

The STIR certificates docunent specifies an extension to X 509 that
defines a Tel ephony Nunber (TN) Authorization List that nmay be
included by certification authorities in certificates. This

ext ensi on provides additional information that relying parties can
use when validating transactions with the certificate: either in the
form of Service Provider Codes (SPCs) or tel ephone nunbers.

Tel ephone nunbers or nunber ranges are used in del egate STIR
certificates [RFCO060]. Wen a SIP request arrives at a termnating
admi ni strative donmain, for exanple, the calling nunber attested by
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the SIP request can be conpared to the TN Authorization List of the
del egate certificate that signed the request to determne if the
caller is authorized to use that calling nunber in SIP

No specific recommendation is nmade in the STIR certificates docunent
for a neans of determining the freshness of certificates with a TN
Aut hori zation List. This docunment specifies how short-1lived
certificates could be used as a neans of preserving that freshness.
Short-lived certificates al so have a number of other desirable
properties that fulfill inportant operational requirenents for
network operators. A nechanismsuch as the Automated Certificate
Managenent Environnent (ACME) [ RFC8555] could be | everaged to nanage
these short-lived certificates, as well as various web-based
interfaces or other out-of-band nechanisns. The interaction of STIR
with ACME has al ready been explored in [RFC9448], so it provides a
potentially attractive way of delivering short-lived certificates

As the use of short-lived certificates described bel ow i nvolves a
certificate chain included by-value in the PASSporT header, this
docunent requires the use of "x5c" in the PASSporT header when short -
lived certificates are present.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Short-lived certificates for STIR

VWhile there is no easy definition of what constitutes a "short-1|ived"
certificate, the termtypically refers to certificates that are valid
only for days or even hours, as opposed to the nonths or years common
in traditional public key infrastructures. Wen the private keying
mat eri al associated with a certificate with an expiry of nonths or
years is conprom sed by an adversary, relying parties must review
certificate revocation lists (CRLs) or to access real-tine status
information with protocols such as OCSP to learn that the certificate
has been revoked. Short-lived certificates offer an alternative
where, if conprom sed, certificates will shortly expire anyway, so

CRLs and OCSP are | ess neaningful. Such certificates cannot be
cached for a long termby relying parties, mnimzing their value to
attackers.
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One of the additional benefits of using short-lived certificates is
that they do not require relying parties to performany certificate
freshness check. The trade-off is that the signer nust acquire new
certificates frequently, so the cost of round-trip tines to the
certification authority is paid on the signer’s side rather than the
verifier’'s side; however, in environments where many parties may rely
on a single certificate, or at |east where a single certificate wll
be used to sign many transactions during its short lifetine, the
overall architecture will incur fewer round-trip tines to the
certification authority and thus | ess processing del ay.

In the STIR context, the TN Authorization List defined in [ RFC8226]
adds a new winkle to the behavior of short-lived certificates,
especially when the TN Aut horization List is populated with tel ephone
nunbers or number ranges instead of Service Provider Codes (SPCs). A
subj ect may have authority over multiple tel ephone nunbers, but a
particular short-lived certificate issued to that subject could
attest the authority over all, sone, or just one of those tel ephone
nunbers. Short-lived certificates permt a nore on-denmand
certification process, where subjects acquire certificates as needed,
potentially in reaction to calls being placed. A STIR authentication
service could even acquire a new certificate on a per-call basis that
can only sign for the calling party nunber of the call in question,
as it would expire imediately thereafter. At the other end of the
spectrum a large enterprise service provider could acquire a
certificate valid for mllions of nunmbers, but expire the certificate
after a very short duration - on the order of hours - to reduce the
risk that the certificate would be conproni sed

This inherent flexibility in the short-lived certificate architecture
woul d al so pernit authentication services to inplenent very narrow
policies for certificate usage. A large service provider who wanted
to avoid reveal i ng which phone nunbers they controlled, for exanple,
could provide no information in the certificate that signs a cal
other than just the single tel ephone nunber that corresponds to the
calling party’'s nunber. How frequently the service provider feels
that they need to expire that certificate and acquire a new one is
entirely a matter of local policy. This makes it much harder for
entities nonitoring signatures over calls to guess who owns which
nunbers, and provides a nmuch nore conplicated threat surface for
attackers trying to conprom se the service
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4.

Certificate conveyance with ’'x5c
In order to reduce the burden on verification services, an

aut henti cation service could al so piggyback a short-lived certificate
onto the PASSporT, so that no network | ookup and consequent round-
trip delay would be required on the termnating side to acquire the
new certificate. |In particular, the poor cacheability of short-lived
certificates may require frequent fetches of certificates via the
"x5u" PASSporT header el enent when relying parties validate
PASSpor Ts.

As an optim zation, this specification requires the conveyance of the
certificate chain for a short-lived certificate via the "x5c" JW5
header el enent ([ RFC7515] Section 4.1.6). The "x5c" el enment contains
a base64 encoded PEM representation of the certificate chain. STIR
Verification service inplenentations conpliant with this

speci ficati on MIUST support the "x5c¢" el enent; authentication services
MUST use the "x5c" format for PASSporTs signed by certificates with
an valid lifetime shorter than one week. The presence of x5c creates
PASSpor T obj ects that are considerable |arger than typical RFC8225
tokens, and the |longer the certificate chain, the |arger the PASSporT
header will be. But provided the certificate chain leads to a
trusted certification authority, "x5c" precludes the need for a
round-trip time before validation at the STIR verification service.
The root cerificate SHOULD NOT be included in the chain, though it
may be required in some depl oynent environments.

An exanpl e PASSpor T header with an "x5c" elenment with three
certificates (including the root) inits chain mght |ook as foll ows:
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{ "typ":"passport",
"ppt":tdiv",
"al g": " ES256",
"x5c":

["M I CKTCCA i gAw BAgl Ub689vcv/ kTP7N6J7Gz9YZU21WI4wCgY! KoZl zj OEAWM w
Sz EL MAK GA1 UEBhMCVVMK Fj AUBgNVBAOMDUF] bWJUgQOEs| El uYy4xJDAI BgNVBAVM
Q0Fj bWUgUOhBSOVA El udGvy bWk aWF0ZSBDQT Ae FwOy NDA3MDgx NDI 4M VaFw0y
NDA3MDkxNDI 4M VaMFUx Cz AJBgNVBAYTAI VTVRAWHAYDVQQKDBVBY211 | EVudGvy
cHIpc2Usl El uYy4xJj AkBgNVBAMVHVNI QUt FTi BUTi 1BdXRobi 1MaXNOI EJ51 FZh
bHVI MFkwEWYHKo0ZI zj 0CAQYI KoZl zj 0DAQc DQgAEUx 3Gy Rkl He0Gy GhgANc4182
z3y6LdJI9IXpOr 6xWspl / K3ms UWD3i j xAbi YEKUBLof BVMowHI DS4Cf M d THUUMFqOB
7z CB7 DAVBgNVHRVBATF 8EA] AAVBOGALUdDgQABBThbnpehOwHl pxvt JI Vbl 6nD+i dqg
cj Af BgNVHSMVEGDAW) BTNswONk 0ZNWYL 1bn2vwna5gwp0sz AOBgNVHQB BAf 8EBAMC
B4 AWNAYI KwYBBQUHAQEEKDAMMCQGALUdH4AYdaHROC HVBLY 9zdd wyYS5hY211 LVWAh
LmN\vbS9j cmmwg Yl KwYBBQUHAROES) Bl o RMMERYL MTcwivie ULNTI wivDACAgPoogOW
Cz ESNDMLNTUXM MDoRMAERYLMIU3MIULNTMMVDACAgf QogOWCz EINz EINTUy Mz QL
MA0 GCCq GSMA9BAMCAOc AMEQCI Fz VOEYy HIMXSt gz ROJKL6CQ06+6FUFYZG 0d9i Mv
Yyr 2Ai AnEK1smeSAdoFYGEWIT G j B13x AWh 7 EQHO SDk g OKKBWA==",

"M | CKj CCAdGgAW BAgl UPV/ XdduqC440On5FKI j ncgwWOLIkwCgYIl KoZl zj OEAWM w
Qz ELMAK GA1 UEBhMCVWIVK Fj AUBgNVBAONMDUF] bWUgQOESs | El uYy 4x HDAaBgNVBAMM
EOFj bWJgUOhBSOVO FJIvb3QyQIEwWHhcNM QaNz AAMTQy ODI 1VWhc NIVE QaiNz ASMT Qy
ODI 1W BL M wCQYDVQQGEW] VUz EWWBQGAL UECgWNQMNE ZSBDQSWgSWbj Lj EKMCI G
ALUEAWWL QANt ZSBTSEFLRUAgSWh0Z2XJt ZWRpYXRI | ENBMFKWEWYHKOZI zj 0CAQYI
KoZl zj 0DAQc DQAEOWY pYKOWs S8JUOANhX4ni ui r WOMBVO1vUDH Sf FzWheAl bK/
hW VYHADeFoRC7cl | dDJ3i upaf dxVgQygPp+/ aOBmj CBlI zAPBgNVHRVBAf 8EBTAD
AQH MBOGALUd DgQMNBBTNs WONKoZNWYL1bn2vwna5gwp0sz Af BgNVHSMVEGDAW BRL
UgOus| R/ TU27Y5vNN94V7xKnz TAOBgNVHBBAF 8 EBAMCAQYWNAYI KwYBBQUHAQEE
KDAMMCQGALUdH4A YdaHROCc HVBLY 9zdd wYS5hY21] LVWAhLNvbS9j cmmvCgY! KoZl
zj OEAWM DRWAWRAI gUoAbi d+kGFQMInLpJGac4c4JoYohenmBy2duOBN58Cl EDm
NVAQK TLHW Zt 2M6q0nCopZLwr t / 9LzkBJgonRgzr ",

"M | B62CCAZGgAW BAgl UGEca/ x MNAZbTZUP8Dsxr nbR246 AnCg Yl KoZl zj OEAWM w
Qz ELMAK GA1 UEBh MCVWIVK Fj AUBgNVBAONMDUF] bWUgQOESs | El uYy 4x HDAaBgNVBAMM
EOFj bWJgUOhBSOVO FIvb3QyQIEWHNhcNM | wNTA3VDQLODI y Whe NNDI wiNTA3VDQL
ODI yW BDMs wCQYDVQQGEW] VUz EVWWBQGAL UECgWNQMNE ZSBDQSWg SWbj Lj EcMBoG
ALUEAWWT QAN ZSBTSEFL RU4 g UnBv d CBDQT BZVBMGEBY g GSIVE 9 Ag EGCCq GSVA 9 AWEH
A0l ABL7UD1CBpsNNgOEzDa90JUQV9et sUe8YOy OXpFB/ 9A8ahDj 6HAIxuZJi gSCG
dG&npehdHVeDHz Hs PHMLy 22qH6G Yz BhVBOGA1Ud Dg QABBRLUqOus| R/ TU27Y5vN
N94V7xKnz TAf BgNVHSMEGDAW)BRLUqOus| R/ TU27Y5vNN94V7xKnz TAPBgNVHRVB
Af BEBTADAQH MA4GALUdDWEB/ wQEAW BBj AKBggghkj OPQQDAgNI ADBFAI EA+U9]
0vQ@HOx4nF+j yt nr / bpot HO01R09z Zi ywoz SydwCl E6hl 66JwnngRKeJ90e TNy Vb
asC7YWENBbQqgukw uEs" ]
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[ RFC8224] provides a way of pointing to a certificate in a M ME body
associated with the SIP request, but for out-of-band uses of STIR
having the certificate enbedded in the PASSporT itself is a superior
option. Note that for backward conpatibility reasons,

i mpl ement ati ons MAY include both "x5u" and "x5c" in the payl oad
header, but the two URI's MJST indicate the same certification chain.

5. Certificate Acquisition with ACVE

One of the primary chall enges facing short-lived certificates is
bui l di ng an operational systemthat allows signers to acquire new
certificates and put themto i mmediate use. ACME [ RFC8555] is
designed for exactly this purpose. After a client registers with an
ACME server, and the authority of the client for the nanes in
question is established (through nmeans such as [RFC9448]), the client
can at any tinme apply for a certificate to be issued by sending an
appropriate JSON request to the server. That request will contain a
CSR [ RFC2986] indicating the intended scope of authority as well the
validity interval of the certificate in question. Utinmately, this
will enable the client to download the certificate froma certificate
URL designated by the server

ACME is based on the concept that clients establish accounts at an
ACME server, and that through chall enges, the server |earns which
identifiers it will issue for certificates requested for an account.
Any given certificate issued for an account can be for just one of
those identifiers, or potentially for nmore: this is determ ned by the
CSR that an ACME client creates for a particular order. Thus, a
service provider with authority for mllions of identifiers - that
is, mllions of tel ephone nunbers - could create a CSR for an ACME
order that requests a certificate only associated with one of those
tel ephone nunbers if it so desired. The same would be true of
certificates based on Service Provider Codes (SPCs) as described in
[ RFC8226]: a service provider mght have just one SPC or perhaps
many. ACME thus provdes flexibility to clients requesting
certificates to determ ne how nuch of their authority they want to
invest in any given certificate.

[ RFC9448] uses the Authority Token Chal |l enge (ATC) framework of

[ RFC9447] to generate tokens that are provided to the CA in response
to ACME chal l enges. For a usage with short-termcertificates, it may
make sense for the ATC tokens to have a relatively long expiry, so
that the ACME client does not have to constantly return to the Token
Aut hority for new tokens. This could potentially be used with the
ACMVE STAR [ RFCB739] mechani sm as wel |
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10.

10.

| ANA Consi derati ons
Thi s docunment contains no actions for the | ANA
Privacy Consi derations

Short-lived certificates provide attractive privacy properties when
compared to real -tine status protocols |like OCSP, which require
relying parties to performa network query that can reveal a great
deal about the source and destination of communications. For STIR
these problens are conpounded by the presence of the TN Authorization
Li st extension to certificates. Short-lived certificates can
mnimze the data that needs to appear in the TN Authorization List,
and consequently reduce the amount of information about the caller

| eaked by certificate usage to an anmpbunt equal to what is |eaked by
the call signaling itself.

Security Considerations

For further information on certificate security and practices, see

[ RFC5280], in particular its Security Considerations.

I mpl enent ati ons should note the Security Considerations of [RFC3226]
for guidance on STIR certificate usage. The Security Considerations
of [RFC8555] are relevant to the use of ACME to acquire short-Ilived
certificates, as are those of [RFC8739].
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