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Abst ract

When certificates are used as credentials to attest the assignnment or
owner shi p of tel ephone nunbers, some nechanismis required to convey
certificate freshness to relying parties. Certififcate Revocation
Lists (CRLs) are commonly used for this purpose, but for certain
classes of certificates, including delegate certificates conveying
their scope of authority by-reference in Secure Tel ephone Identity
Revisited (STIR) systens, they nmay not be aligned with the needs of
relying parties. This docunment specifies the use of the Online
Certificate Status Protocol (OCSP) as a neans of retrieving real-tine
status information about such certificates, defining new extensions
to conpensate for the dynam sm of tel ephone nunber assignnents.
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1. Introduction

The STIR probl em statenent [ RFC7340] discusses many attacks on the

t el ephone network that are enabl ed by inpersonation, including
various forns of robocalling, voicemail hacking, and swatting. One
of the npbst inportant conponents of a systemto prevent inpersonation
is the inplenentation of credentials which identify the parties who
control telephone nunbers. The STIR certificates [ RFC8226]
specification describes a credential system based on [ X 509] version
3 certificates in accordance with [RFC5280] for that purpose. Those
credentials can then be used by STIR authentication services

[ RFC8224] to sign PASSporT objects [RFC8225] carried in a SIP

[ RFC3261] request.
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[ RFC8226] specifies an extension to X 509 that defines a Tel ephony
Nunber (TN) Authorization List that nmay be included by certificate
authorities in certificates. This extension provides additiona
information that relying parties can use when validating transactions
with the certificate. Wen a SIP request, for exanple, arrives at a
term nating adninistrative domain, the calling nunber attested by the
SI P request can be conpared to the TN Authori zation List of the
certificate that signed the request to determne if the caller is

aut horized to use that calling nunber in SIP

No specific recommendation is nade in [ RFC8226] for a neans of
determining the freshness of certificates with a TN Authori zation
List. Mdreover, there is significant dynanmismin tel ephone nunber
assignnent, and due to practices |ike nunber portability, informtion
about nunber assignnent can suddenly become stale. This problemis
especially pronounced when a TN Aut hori zation List extension

associ ates a large bl ock of tel ephone nunbers with a certificate, as
relying parties need a way to learn if any one of those tel ephone
nunbers has been ported to a different adm nistrative entity. To
facilitate this, [RFC8226] Section 10.1 specifies a way that the TN
Aut hori zation List can be shared by-reference in a certificate, via a
URL in the Authority Information Access extension, so that a nore
dynanic list can be maintai ned without continually reissuing the
certificate. For very large and/or conplex TN Authorization Lists,
however, this could require relying parties to redownl oad the entire
list virtually every tinme they process a call. Mbreover, some
certificate holders may be reluctant to share the entire list of

t el ephone nunbers associated with a certificate in cases where a
relying party only needs to know, effectively, whether a single
nunber (the calling party nunber for a particular call) is in the
scope of authority for a certificate or not. This document explores
approaches to real-time status information for such certificates, and
reconmends an approach.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP

14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

3. Overview of Certificate Verification Methods

For traditional certificate status information, there are three
common certificate verification nechanisns enpl oyed by CAs:

1. Certificate Revocation Lists (CRLs) [RFC5280] (and [ RFC6818])
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2. Online Certificate Status Protocol (OCSP) [ RFC6960], and
3. Server-based Certificate Validation Protocol (SCVP) [ RFC5055].

Verifiers relying on status information need a way to obtain it -
that is, where to locate it. Placing the |ocation of the status
information in the certificate nmakes the certificate larger, but it
eases the client workload. The CRL Distribution Point certificate
extension includes the | ocation of the CRL and the Authority
Information Access certificate extension includes the |ocation of
OCSP and/or SCVP servers; both of these extensions are defined in
[RFC5280]. In all cases, the status information |ocation is provided
in the formof an URI

CRLs are an attractive solution because they are supported by
traditional web PKI environnents. That said, CRLs have a reputation
of being quite large (10s of MBytes), because CAs nmintain and issue
one nonolithic CRL with all of their revoked certificates. CRLs do
support a variety of scoping mechanisns to reduce their size: based
on revocation reasons (e.g., key conpromnise vs CA conprom se), user
certificates only, and CA certificates only as well as just
operationally deciding to keep the CRLs small. However, scoping the
CRL introduces other issues, such as whether the relying party has
all of the CRL partitions. 1In practice, CRLs are widely used in STIR
environments, often through a federated approach where a community of
trusted CAs pool their CRLs for distribution froma central point.

CAs in the STIR architecture thus have al ready inplenmented CRLs,
largely for audit purposes rather than real-tine status information.
The need for these CRLs is not likely to go away, especially for the
case of service providers whose certificates are based on Service
Provi der Codes (SPCs). For delegate STIR certificates ([RFCI060]),
however, especially those with TN Authori zation Lists based on

t el ephone nunbers, OCSP nay provide an inportant optim zations.

Bet ween the OCSP and SCVP, OCSP is much nore w dely depl oyed and this
docunent therefore RECOMMENDS t he use of OCSP in high-vol une
environments (HVE) for validating the freshness of tel ephone-nunber
based certificates, based on [ RFC6960], incorporating sone (but not
all) of the optimzations of [RFC5019].

Li ke nbst PKI X- devel oped protocols, OCSP is extensible; OCSP supports
request extensions (including sending nultiple requests at once) and
per-request extensions. As the relying party in STIR validates a
PASSpor T associated with a tel ephone call, it is unlikely that the
verifier will request authorization checks on multiple tel ephone
nunbers in one request, so a per-request extension is what is needed.
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OCSP requires an additional round-trip request and response fromthe
verification service to the OCSP responder, and the tel ephony
applications are delay sensitive. Thus, this docunent also specifies
a nmeans to incorporate an OCSP staple into the PASSporT object bel ow
(in Section 5).

4. Using OCSP with TN Aut horization Lists

Certificates conpliant with this specification SHOULD include a URL
[ RFC3986] pointing to an OCSP service in the Authority Information
Access (AlA) certificate extension, via the "id-ad-ocsp" accessMt hod
specified in [RFC5280]. This can appear in addition to, or as an
alternative to, the "id-ad-stirTNList" accessMethod specified in

[ RFC8226]. It is RECOMVENDED that entities that issue certificates
with the Tel ephone Nunber Authorization List certificate extension
run an OCSP server for this purpose. Baseline OCSP however supports
only three possible response val ues: good, revoked, or unknown.

Wt hout some extension, OCSP would not indicate whether the
certificate is authorized for a particular tel ephone nunber that the
verifier is validating.

Consulting OCSP in real tinme results in a network round-trip del ay,
which is sonething to consider because it will add to the call setup
time. OCSP server inplenentations conmonly pre-generate responses,
and to speed up HTTPS connections, servers often provi de OCSP
responses for each certificate in their hierarchy. Such techniques
can also be applied to optimzing OCSP for STIR

4.1. OCSP Extension Specification

The extension nechanismfor OCSP follows X 509 v3 certificate
extensions, and thus requires an OD, a criticality flag, and ASN. 1
syntax as defined by the OD. The criticality specified here is
optional: per [RFC6960] Section 4.4, support for all OCSP extensions
is optional. |f the OCSP server does not understand the requested
extension, it will still provide the baseline validation of the
certificate itself. Moreover, in practical STIR deploynents, the

i ssuer of the certificate will set the accessLocation for the OCSP
Al A extension to point to an OCSP service that supports this
extension, so the risk of interoperability failure due to |ack of
support for this extension is mninal.

The OCSP TNQuery extension is included as one of the request’s

si ngl eRequest Ext ensions; it carries the tel ephone nunmber for which
the query is being performed, typically the tel ephone nunber in the
"orig" field of a PASSporT being validated. The TNQuery extension
may al so appear in the response’s singl eExtensions; when an OCSP
server includes a tel ephone nunber in the response’s
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singl eExtensions, this infornms the client that the certificate is
still valid for the nunber that appears in the TNQuery extension
field. If the TNQuery is absent froma response to a query
containing a TNQuery in its singl eRequest Extension, then the server
is not able to validate that the nunmber is still in the scope of
authority of the certificate.

i d- pki x-ocsp-stir-tn OBJECT I DENTIFIER ::= { id-pkix-ocsp 10 }
TNQuery ::= Tel ephoneNunber

The Hi gh- Vol ume Environment (HVE) OCSP profile [RFC5019] prohibits
the use of per-request extensions. As it is anticipated that STIR
will use OCSP in a high-volume environment, many of the optim zations
recomrended by HVE are desirable for the STIR environment. This
docunent therefore uses the HVE optim zati ons augnented as foll ows:

* I nplementations MJUST use SHA-256 as the hashing algorithmfor the
Cert | D.i ssuer NaneHash and the CertlD.issuerKeyHash val ues. That
is CertlD. hashAlgorithmis id-sha256 [ RFC4055].

* Cdients MJST include the OCSP TNQuery extension in requests
si ngl eRequest Ext ensi ons.

* Servers MJST include the OCSP TNQuery extension in responses
si ngl eExt ensi ons.

* Servers SHOULD return responses that woul d otherw se have been
"unknown" as "not good" (i.e., return only "good" and "not good"
responses).

* Cients MIST treat returned "unknown" responses as "not good"

* |f the server uses ResponderID, it MJST generate the KeyHash using
SHA- 256.

* I npl enentati ons MIUST support ECDSA using P-256 and SHA-256. Note
that [ RFC6960] requires RSA with SHA-256 be supported.

* The ECDSA support above renpves the requirenent to support SHA-1
RSA with SHA-1, or DSA with SHA-1.

OCSP responses MJST be signed using the sanme algorithmas the
certificate being checked.
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To facilitate matching the authority key identifier values found in
CA certificates with the KeyHash used in the OCSP response,
certificates compliant with this specification MIJST generate
authority key identifiers and subject key identifiers using the SHA-
256.

Ideally, once a certificate has been acquired by a verifier, sone
sort of asynchronous mechani smcould notify and update the verifier

if the scope of the certificate changes so that verifiers could

i npl ement a cache. Wile not all possible categories of verifiers
coul d i nmpl enent such behavior, some sort of event-driven notification
of certificate status is another potential subject of future work.
One potential direction is that a future SI P SUBSCRI BE/ NOTI FY- based
accessMet hod for Al A mght be defined (which would al so be applicable
to the method described in the foll owi ng section) by sone future
speci fication.

Exanpl e OCSP Request

OCSP Request: PEM

M G M GgM-OwWW BZIMAO GCWCGSAFI AWQCAQUABCCARGI1nBTsyk XHpoWP+c RAAE2
6WKGLI meNnWWQc UgQg10Q 1Ss3Hf 936k AZpKnf miv 7 CUVHUbmhh7Ni oCyt JWAC
BDXe9M+i Pz AQMB8GCSs GAQUFBz ABAg(QSBBBj dJO | WOEKJ GELNNF / r dAMBoGCSs G
AQUFBz ABCgQNFgsxM AyNTULMTI xMg==

Exanpl e OCSP Response

OCSP Response: PEM
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M | DbQoBAKCCA2 YwggNi Bgkr BgEFBQCWAQEEggNTM | DTzCB9al WBBBT5f ++1 | w
3WQ j Vceyy HurOEuxgPM Ay NDA2 MTgwNTA5MDBaM GkM GhIMFkwDQYJ Y1 ZI AWUD
BAI BBQAEI J1EZ3Whx Oz KRcemhY/ 5xFO7gTbpbEbUi Z42db5b5Bx SBCDUSCLVKz cd
/ Ong@Brkgd+abvsJRUdRuaGHs 2KgLKOI bgl ENd70z41 AGA8y MDI 0 MDYx ODA4 NDAW
MFgqgERgPM Ay NDA2M AWODAWVDBao RAWHDAaBgkr Bg EFBQe WAQOEDRYLMTT wi) Ul
NTEy MTKh| z AhIVB8 GCSs GAQUFBz ABAgQSBBBj dJO | WOEKJ GELNNf / r dAMA0GCCg G
SMA9BAMCAOgAMEUCI QCsV6231 DsTwolupzf TJRODAHPI 3906j gZYSKbqldR18wW g
| X6i WLBOReyZgx5R3NE1MDag6aJeM Lyxwxr gnl27BWjggHOM | B+TCCAf UnggCGh
0AMCAQ CFHO00/ wDbOl UeFxZYU5v] f JMR6hz MA0 GCCqGSMA9BAMCMDC x Cz AJ BgNV
BAYTAl VTVRMAMEQYDVQRKEWpFeGFt cGx| | ENBVMRMAVEQYDVQQDEWPj YS5I eGRt ¢ Gx|
VB4 XDTI OVDMy NDA3Mz g LNFoXDT1 1 MDMy NDA3 Mz g 1 NFowNz EL MAk GA1 UEBh MCVVIVK
Ez ARBgNVBAO TCk V4 YWLwb GUg QO Ex Ez ARBg NVBAMT CrriNh L miv4A YW wb GUWATATBgc g
hkj OPQ BBggqghkj OPQVBBWNCAASYMyUF qSdYEOGRx L Saas 3wbWsQoul 5g5gqCuwP
ZoKsWCy Hi i YE9ZNY5NOj YgqFi DvpmlgSbhMAAI TW.c AdUUp804GEM GBVAWGALUd
EwEB/ wQCMAAWCWY DVRO PBAQDAg e AVBO GAL Ud Dg QMABBBT5f ++1 | wBW Qr j VceyyH
wnOEuz Af BgNVHSMEGDAW BQUZz 950y HOENDVWEJ c TnKw3Wepi k DATBgNVHSUEDDAK
Bggr BgEFBQc DCTAPBgk r Bg EFBQc WAQUEAg UAMAOC GCCq GSMA 9 BAMCAOgAMEUCT GXq
VQ+e5BXYunt ngE6 GWIMBLN35PW2c KCc WWBO0! f 7z Al EA8YXYz4] o TVKF Lwii/ G9q

I H59+KaeWDQ7DDf DgGQi 2vI =
4.4, STIR Certification Authorities and OCSP

In a STIR depl oynent, certification authorities will typically be the
entities that operate OCSP servers. Utimtely, the OCSP response
MJST be signed by a CAin the certification chain of the end entitiy
certificate that signed the PASSporT being verified. 1In the case of
multil evel certificate delegation (i.e. [RFCO060]), this neans the
OCSP response may be signed by any of the parent "enconpassing"
certificates of the end entity delegate certificate in question

5. OCSP Stapling

In order to elimnate the need for verification services to query
OCSP servers and thus incur a round trip tine, this docunent defines
OCSP stapling for STIR  The approach to OCSP stapling specified here
is that the authentication service inserts a new PASSporT payl oad

el ement, "stpl", which has as its value an OCSP staple conpliant with
the STIR extension defined in Section 4.1. Such staples can either
be pre-generated ([ RFC6960] Section 2.5) and published regularly to
the authentication service, or the authentication service can query
for a staple on a per-call basis. Note that OCSP for STIR does
furni sh a response concerning only a single tel ephone nunber, and
thus if a certificate can sign for a | arge nunber range, one pre-
generated staple would need to be furnished to the authentication
service for each tel ephone nunmber that could potentially originate a
call. Generating OCSP staples on the fly may however cause a round-
trip time delay of its own, which depending on how the authentication
service and the certificate authority are connected, could
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effectively incur the sane delay as an OCSP dip fromthe verification
service. Sone stapling-related design considerations are given in
Appendi x C.

The header of a PASSporT with an OCSP staple foll ows baseline
[ RFC8225]; no new PASSporT Type is required for transm ssion of
st apl es.

{ "typ":"passport",
"al g": " ES256",
"x5u":"https://ww. exanpl e. com cert.cer" }

The payl oad of the PASSporT contains a new payload claimfor "stpl".
This is a base64 encoded representati on of an OCSP response that the
STIR aut hentication service receives froma CA either asynchronously
(prefetched) or synchronously after querying the CA when a call
signed by the certificate in the "x5u" val ue specified in the header
has arrived.

{ "orig":{"tn":"12155551212"},
"dest":{"tn":["12155551214"]},
"iat":1443208345,
"stpl":"M | DbQoBAKCCA2YwggN Bgkr BgEFBQCWAQEEggNTM | DTzCB9al \BB@BTSf ++1 | w
3WQj VeeyyHMOEuxgPM Ay NDA2MIgwNTASMVDBaM GkM GhMFkwDQYJ Y1 ZI AWUD
BAI BBQAEI J1EZ3Whx Oz KRcenmhY/ 5xFO7gThpbEbUi Z42db5b5Bx SBCDUSCLVKz cd
/ Ong@Bnkqd+abvsJRUdRuaGHs 2KgLKOI bgl ENd70z41 AGA8y VDI OIVDYx ODA4 NDAW
MFgqgERgPM Ay NDA2M AwODAWVDBao RAWHDAaBgkr Bg EFBQCWAQOEDRYLMTT wi] Ul
NTEy MTKh| z AhiVB8 GCSs GAQUFBz ABAgQSBBBj dJO | WOEKJ GELNNf / r dAMA0GCCq G
SVA9BAMCAOgAMEUCI QCsV6231 DsTwolupzf TJRODAHPI 3906j gZYSKbqldR18w g
| X6i WLBORey Zgx5R3NELMDag6aJeM Lyxwxr gnl27BWIggHIM | B+TCCAf UnggGh
0AMCAQ CFHI00/ wDbOl UeFxZYUsvj f JMR6hz MA0 GCCqGSVA9BAMCMDC x Cz AJBgNV
BAYTAl VTVRMAMEQYDVQRKEWpFeGFt cGxI | ENBVMRMAVEQYDVQQDEWPj YS5I eGFt ¢ Gx|
VB4 XDTI OMDMy NDA3Mz g LNFoXDT1 1 MDMy NDA3 Mz g 1 NFowNz EL MAk GA1 UEBh MCVVIVK
Ez ARBgNVBAO TCk V4 YWLwb GUg QO Ex Ez ARBg NVBAMI CrriNh L miv4 YW wb GUWATATBgc g
hkj OPQ BBggghkj OPQVBBWNCAASYMy Uf qSdYEOCBRx L Saas 3wbWs Qoul 5g5gqQuwP
ZoKsWJCyHi i YE9ZNY5NOj YgqFi DvpmlgSbMMI TW.c AdUUp804 GEM GBMAWGALUd
EwEB/ wQCMAAWCWY DVROPBAQDAge AMBO GA1Ud Dg QNBB@BT5f ++1 | wBW Qr j VceyyH
wiDEuz Af BgNVHSMEGDAW BQUz 950y HOENDWWEJ ¢ TnKw3Wepi k DATBgNVHSUEDDAK
Bggr BgEFBQc DCTAPBgkr Bg EFBQc wAQUEAg UAMAO GCCg GSMA9BAMCAOgAMEUCT G&q
VQ+e5BXYunt ngE6 GW/NMBLN35PW2c KCcVWQABOI f 7z Al EA8YXYz4) o TVKF Lwirl/ (Bq
I H59+KaeW0Q7 DDf DgGQi 2vI ="
}

6. | ANA Consi der ati ons
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6.1. TN HVE OCSP Extension

Thi s docunent nakes use of object identifiers for the TN-HVE OCSP
extension in Section 4.1 and the ASN. 1 nmodul e identifier defined in
Appendix A. It therefore requests that the | ANA nake the follow ng
assi gnnent s:

TN OCSP- Mbdul e-2016 O D in the SM Security for PKIX Mdul e
ldentifier registry: https://ww.iana.org/assignments/sn -nunbers/
sm - nunbers. xht m #sni -nunbers-1.3.6.1.5.5.7.0

TN-HVE OCSP extension in the SM Security for PKIX Online Certificate
Status Protocol (OCSP) registry: 1.3.6.1.5.5.7.48.1.10.

6.2. ’'stpl’ JSON Wb Token Cl aim

Thi s specification requests that the | ANA add one new claimto the
JSON Wb Token Clains registry as defined in [ RFC7519].

Cl ai m Name: "stpl"

Cl ai m Description: OCSP Staple

Change Controller: |ETF

Speci fication Docunent (s): [ RFCThi s]
7. Privacy Considerations

Querying for real-tine status information about certificates can

al | ow parties nonitoring communi cations to gather information about
relying parties and the originators of conmunicati ons.

Unfortunately, the TNQuery extension adds a new field that could
potentially be nonitored by OCSP eavesdroppers: the calling tel ephone
nunber provides a specific piece of additional data about the

ori gi nator of comuni cations. Using OCSP over TLS is one potenti al
countermeasure to this threat, as described in [ RFC6960]

Appendi x A. 1.
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10.

10.

Preventi ng eavesdroppi ng reduces one potential privacy |eak, though
of course using OCSP reveals to the OCSP service (likely acting for
the certification authority) the verification service where calls
froma given tel ephone nunber are termnating. Bear in mnd that
STIR assunes that verification services use HITPS to acquire
certificates (by referencing the "x5u" field of the PASSporT)

al ready, so sone connection between the verification service and a
certificate repository (likely acting for the certification authority
or authentication service) is unavoidable. This OCSP extension
further reveals the calling tel ephone nunber as it arrives at the
verification service to the OCSP service

One way to mitigate | eaking information about relying parties is to
use OCSP stapling (see Section 5).

Security Considerations

This docunent is entirely about security. See the Privacy

Consi derations (Section 7) for guidance for OCSP service operators on
preventing | eakage of information relating to certificates and
subscriber activities. For further information on certificate
security and practices, see [RFC5280], in particular its Security
Consi derations. For OCSP-rel ated security considerations see

[ RFC6960] and [ RFC5019].

Any ecosystem dependent on real-tine certificate status information
wi Il be susceptible to denial-of-service attacks aimed at OCSP
service operators. OCSP stapling helps to mtigate this

vul nerability, as staples need not be acquired during cal

processing, but all the same the |ack of availability of the service
could still obstruct call processing in the |onger term

Acknowl edgnent s

St ephen Farrell provided key input to the discussions |eading to this
docunent. Russ Housl ey provided sone direct assistance and text
surrounding the ASN. 1 nodule, and with the OCSP request and staple
exanpl e.

Ref er ences
1. Normative References
[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,

DO 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/info/rfc2119>

Pet erson & Tur ner Expires 8 May 2026 [ Page 11]



Internet-Draft STIR Certs QOCSP Novenber 2025

[ RFC3261] Rosenberg, J., Schul zrinne, H, Camarillo, G, Johnston,
A., Peterson, J., Sparks, R, Handley, M, and E
School er, "SIP: Session Initiation Protocol”, RFC 3261,
DO 10.17487/ RFC3261, June 2002,
<https://www. rfc-editor.org/info/rfc3261>.

[ RFC3986] Berners-Lee, T., Fielding, R, and L. Masinter, "Uniform
Resource ldentifier (URI): Generic Syntax", STD 66,
RFC 3986, DO 10. 17487/ RFC3986, January 2005,
<https://ww.rfc-editor.org/info/rfc3986>.

[ RFC4055] Schaad, J., Kaliski, B., and R Housley, "Additional
Al gorithns and ldentifiers for RSA Cryptography for use in
the Internet X. 509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile", RFC 4055,
DO 10. 17487/ RFC4055, June 2005,
<https://www. rfc-editor.org/info/rfc4055>.

[ RFC5019] Deacon, A. and R Hurst, "The Lightweight Online
Certificate Status Protocol (OCSP) Profile for H gh-Vol ume
Envi ronment s", RFC 5019, DA 10.17487/RFC5019, Septenber
2007, <https://ww.rfc-editor.org/info/rfc5019>.

[ RFC5280] Cooper, D., Santesson, S., Farrell, S., Boeyen, S.,
Housl ey, R, and W Polk, "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List
(CRL) Profile", RFC 5280, DA 10.17487/RFC5280, May 2008,
<https://ww.rfc-editor.org/info/rfc5280>.

[ RFC5912] Hoffman, P. and J. Schaad, "New ASN.1 Modul es for the
Public Key Infrastructure Using X 509 (PKIX)", RFC 5912,
DO 10.17487/ RFC5912, June 2010,
<https://www. rfc-editor.org/info/rfc5912>.

[ RFC6818] VYee, P., "Updates to the Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List
(CRL) Profile", RFC 6818, DO 10.17487/ RFC6818, January
2013, <https://www rfc-editor.org/info/rfc6818>.

[ RFC6960] Santesson, S., Myers, M, Ankney, R, Ml pani, A,
Gal perin, S., and C. Adans, "X. 509 Internet Public Key
Infrastructure Online Certificate Status Protocol - OCSP',
RFC 6960, DO 10.17487/ RFC6960, June 2013,
<https://ww.rfc-editor.org/info/rfc6960>.

[ RFC7519] Jones, M, Bradley, J., and N Sakinmura, "JSON Wb Token

(JWn", RFC 7519, DO 10.17487/RFC7519, My 2015,
<https://www. rfc-editor.org/info/rfc7519>.

Pet erson & Tur ner Expires 8 May 2026 [ Page 12]



Internet-Draft STIR Certs QOCSP Novenber 2025

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8224] Peterson, J., Jennings, C., Rescorla, E., and C Wendt,
"Aut henticated ldentity Managenent in the Session
Initiation Protocol (SIP)", RFC 8224,
DA 10.17487/ RFC8224, February 2018,
<https://www.rfc-editor.org/info/rfc8224>.

[ RFC8225] Wendt, C. and J. Peterson, "PASSporT: Personal Assertion
Token", RFC 8225, DA 10.17487/ RFC8225, February 2018,
<https://www. rfc-editor.org/info/rfc8225>.

[ RFC8226] Peterson, J. and S. Turner, "Secure Tel ephone Identity
Credentials: Certificates", RFC 8226,
DA 10.17487/ RFC8226, February 2018,
<https://www. rfc-editor.org/info/rfc8226>.

[ RFC9060] Peterson, J., "Secure Tel ephone ldentity Revisited (STIR)
Certificate Del egation", RFC 9060, DO 10.17487/ RFC9060,
Sept enber 2021, <https://ww.rfc-editor.org/info/rfc9060>.

[ X. 509] I TU-T Recomrendation X 509 (10/2012) | 1SO | EC 9594-8,
"Information technol ogy - Open Systens |nterconnection -
The Directory: Public-key and attribute certificate
framewor ks", 2012.

[ X. 680] | TU-T Recomendation X 680 (08/2015) | 1SO | EC 8824-1,
"Informati on Technol ogy - Abstract Syntax Notation One:
Speci fication of basic notation".

[ X. 681] | TU-T Reconmendation X. 681 (08/2015) | |SO | EC 8824-2,
"Informati on Technol ogy - Abstract Syntax Notation One:
I nformation Cbj ect Specification".

[ X. 682] | TU-T Reconmendation X. 682 (08/2015) | SO | EC 8824-2,
"Information Technol ogy - Abstract Syntax Notation One:
Constraint Specification".

[ X. 683] | TU-T Recomendation X 683 (08/2015) | 1SO | EC 8824-3,
"Informati on Technol ogy - Abstract Syntax Notation One:
Paraneteri zati on of ASN.1 Specifications".

10. 2. I nformati ve References

Pet erson & Tur ner Expires 8 May 2026 [ Page 13]



Internet-Draft STIR Certs QOCSP Novenber 2025

[I-D.ietf-stir-certificates-shortlived]
Peterson, J., "Short-Lived Certificates for Secure
Tel ephone ldentity”, Wrk in Progress, Internet-Draft,
draft-ietf-stir-certificates-shortlived-03, 6 July 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-stir-
certificates-shortlived-03>.

[I-Dietf-tls-rfc8446bi s]
Rescorla, E., "The Transport Layer Security (TLS) Prot ocol
Version 1.3", Work in Progress, Internet-Draft, draft-
ietf-tls-rfc8446bis-14, 13 Septenber 2025,
<https://datatracker.ietf.org/doc/htm/draft-ietf-tls-
rf c8446bi s-14>.

[ RFC5055] Freeman, T., Housley, R, Ml pani, A, Cooper, D., and W
Pol k, "Server-Based Certificate Validation Protocol
(ScvP)", RFC 5055, DO 10.17487/ RFC5055, Decenber 2007,
<https://ww.rfc-editor.org/info/rfc5055>.

[ RFC6961] Pettersen, Y., "The Transport Layer Security (TLS)
Multiple Certificate Status Request Extension", RFC 6961,
DO 10.17487/ RFC6961, June 2013,
<https://www. rfc-editor.org/info/rfc6961>.

[ RFC7340] Peterson, J., Schulzrinne, H, and H Tschofenig, "Secure
Tel ephone ldentity Problem Statenent and Requirenents”,
RFC 7340, DO 10. 17487/ RFC7340, Septenber 2014,
<https://ww.rfc-editor.org/info/rfc7340>.

Appendi x A, ASN. 1 Modul e

Thi s appendi x provides the normative ASN. 1 [ X. 680] definitions for
the structures described in this specification using ASN. 1, as
defined in [ X 680] through [ X 683].

The nodul es defined in this docunent are conpatible with the nost
current ASN.1 specification published in 2015 (see [X 680], [X 681],
[ X.682], [X.683]). None of the newy defined tokens in the 2008
ASN. 1 (DATE, DATE-TIME, DURATI ON, NOT- A-NUMBER, O D-IRlI, RELATI VE-
ODIR, TIME, TIME-OF-DAY)) are currently used in any of the ASN. 1
specifications referred to here.

This ASN. 1 nodul e inports ASN. 1 from[RFC5912] and [ RFC8226].
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TN- OCSP- Modul e- 2023
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) nmechani sns(5) pkix(7) id-nmod(0)
i d- nod-t n- ocsp- nodul e-2023(TBD) }

DEFINI TIONS EXPLICI T TAGS ::= BEA N
| MPORTS
i d-ad-ocsp
FROM PKI X1Explicit-2009 -- From RFC 5912

{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sms(5) pkix(7) id-nod(0) id-nod-pkixl-explicit-02(51) }

EXTENSI ON
FROM PKI X- CommonTypes-2009 -- From RFC 5912
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-npd(0) id-nod-pki xCommon-02(57) }

Tel ephoneNunber
FROM TN- Mbdul e- 2016 -- From RFC 8226
{ iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nod(0) id-nod-tn-nodul e(89) }

i d- pki x-ocsp OBJECT | DENTI FIER :: = id-ad-ocsp

-- Tel ephone Nunmber Query OCSP Ext ension

ext-ocsp-tn-query EXTENSION ::= {
SYNTAX TNQuery | DENTI FI ED BY i d- pki x-ocsp-stir-tn }
TNQuery ::= Tel ephoneNunber
i d- pki x-ocsp-stir-tn OBJECT I DENTIFIER ::= { id-pkix-ocsp 10 }
END

Appendi x B. OCSP Request and Response Breakdown

The exanpl e
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OCSP Request :

M G M GgM-OwWWZ BZMAO GCWCGSAFI AWQCAQUABCCARGI 1nBTsy k XHpoWP+c RAAE2
6WKGLI meNnWWQc UgQg10Q 1Ss3Hf 936k AZpKnf miv 7 CUVHUbmhh7Ni oCyt JWAC
BDXe9M+i Pz A9VB8 GCSs GAQUFBz ABAgQSBBBj dJO | WOEKJ GELNNf / r dAMBoGCSs G
AQUFBz ABCgONFgsxM Ay NTULMTI xMy==

0 163: SEQUENCE {

3 160:
93:
91:
89:
13:

9:

0:

6
8
10
12
14
25

27

61

95

101
103
105
107
118
120

138
140
151
153

32:

32:

63:
61:
31:

18:
16:
26:

13:
11:

SEQUENCE {
SEQUENCE {
SEQUENCE {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER sha-256 (2 16 840 1 101 3 4 2 1)
NULL

}
OCTET STRI NG
9D 44 67 75 9B C4 EC CA 45 C7 A6 85 8F F9 C4 5D
3B 81 36 E9 6C 46 D4 89 9E 36 75 BE 5B E4 1C 52
OCTET STRI NG
D4 E4 22 D5 2B 37 1D FF 49 EA 40 19 A4 A9 DF 9A
6E FB 09 45 47 51 B9 Al 87 B3 62 A0 2C AD 25 6E
I NTEGER 903804111

}
}

}
[2] {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER ocspNonce (1 3 6 1 557 48 1 2)
OCTET STRING encapsul ates {
OCTET STRING 63 74 93 A2 21 6F 44 28 91 84 2C D3 5F FE B7 40

}

}
SEQUENCE {
OBJECT | DENTI FIER ocspStirTN (1 36 1 55 7 48 1 10)
OCTET STRING encapsul ates {
| A5String '12025551212’

OCSP Response:

M | DbQoBAKCCA2YwggNi Bgkr BgEFBQCWAQEEgQGNTM | DTz CB9al WBBBTSf ++| | w
3WQrj VeeyyHwnDEuxgPM Ay NDA2MTgWNTASMDBaM GkKM GhMFkwDQYJ Y1 ZI AWJD
BAI BBQAEI J1EZ3WxOzKRcemhY/ 5xFO7gThpbEbUi Z42db5b5Bx SBCDUSCLVKz cd

Pet erson & Tur ner Expires 8 May 2026 [ Page 16]



Internet-Draft STIR Certs QOCSP Novenber 2025

/ Ong@Bnkqd+abvsJRUdRuaGHs 2KgLKOI bgl ENd70z41 AGA8y VDI OIVDYx ODA4 VDAW
MFqgERgPM Ay NDA2M AwODAWVDBaoR4WHDAaBgkr BgEFBQC WAQOEDRYLMTI wiv Ul
NTEy MIrKhl z AhMB8 GCSs GAQUFBz ABAgQSBBBj dJO | WOEKJ GELNNf / r dAMA0GCCgG
SMA9BAMCAOgAMEUCI QCsV6231 DsTwolupzf TgROD4AHPI 3906j gZYSKbqldR18w g
| X6i WLBOReyZgx5R3NELMDag6aJeM Lyxwxr gnil27BWjggHOM | B+TCCAf UnggGh
0AMCAQ CFHO00/ wDhOl UeFxZYU5v] f JMR6hz MA0 GCCqGSMA9BAMCVDC x Cz AJ BgNV
BAYTAl VTVRMAEQYDVQRKEWpFeGFt ¢ GxI | ENBVMRMAVEQYDVQQDEWPj YS5I eGFt ¢ Gx|
VB4 XDTI OMDMy NDA3Mz g 1NFoXDT! 1 MDMy NDA3 Mz g 1 NFowiNz EL MAk GA1 UEBh MCVVIVK
Ez ARBgNVBAO T Ck V4 YWLwb GUg Q0 Ex Ez ARBg NVBAMI CiNh L niv4 YWLwb GUWAWTATBgc q
hkj OPQ BBggghkj OPQVBBWNCAASYMyUf qSdYEC6Rx L Saas 3wbWsQoul 5g5gqQuwP
ZoKsWJCyHi i YE9ZNY5NOj YgqgFi DvpmlgSbMAMI TW.c AdUUp804 GEM GBMAWGALUd
EWEB/ WQCVAAWCWYDVROPBAQDAge AVBOGA1 UdDgQUBBQBT5f ++1 | wBWQ j VceyyH
wirDEuz Af BgNVHSMEGDAW BQUz 950y HOEMDWWEJ c TnKw3Wepi k DATBgNVHSUEDDAK
Bggr BgEFBQc DCTAPBgkr Bg EFBQc wAQUEAg UAMAOC GCCq GSMA 9 BAMCAOgAMEUCT G&q
VQ+e5BXYunt ngE6 GAVMBLN35PW2c KCcWQWBOI f 7z Al EABYXYz 4] o TVKf Lwiil/ (9q
| H59+KaeW0Q7DDf DgGQi 2vI =

0 877: SEQUENCE {
4 1:  ENUVERATED 0

7 870: [0] {
11 866: SEQUENCE {
15 o9 OBJECT | DENTI FI ER ocspBasic (1 36 1557 48 1 1)
26 851: OCTET STRING encapsul ates {
30 847: SEQUENCE {
34 245: SEQUENCE {
37 22: [2] {
39 20: OCTET STRI NG
: 3C 4F 97 FE F8 82 30 DD 6C 90 AE 35 5C 7B 2C 87
C2 6D 04 BB
2 }
61 15: General i zedTi me 18/ 06/ 2024 05: 09: 00 GMI
78 164: SEQUENCE ({
81 161: SEQUENCE {
84 89: SEQUENCE {
86 13: SEQUENCE {
88 9: OBJECT | DENTI FI ER sha-256 (2 16 840 1 101 3 4 2 1)
99 O: NULL
: }
101 32: OCTET STRI NG

9D 44 67 75 9B C4 EC CA 45 C7 A6 85 8F F9 C4 5D
: 3B 81 36 E9 6C 46 D4 89 9E 36 75 BE 5B E4 1C 52
135 32: OCTET STRI NG
: D4 E4 22 D5 2B 37 1D FF 49 EA 40 19 A4 A9 DF 9A
6E FB 09 45 47 51 B9 A1 87 B3 62 A0 2C AD 25 6E

169 4 | NTEGER 903804111
: }
175 0: [ 2]
177 15: Ceneral i zedTi e 18/ 06/ 2024 08: 00: 00 GVI
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194
196

213
215
217
219

230
232

245
247
249
251
262
264

282
284

294
297
299

334

368
372
376
380
384
386

17:
15:

30:
28:
26:

9:

13:
11:

35:
31:

18:
16:

72:
69:
33:

32:

509:
505:
501:
411:

3:

[0] {
Ceneral i zedTi re 20/ 06/ 2024 08: 00: 00 GVII

}
[1] {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
ocspStirTN (1 36 155 7 48 1 10)
OCTET STRING encapsul ates {
| A5String ' 12025551212’

}
[1] {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER ocspNonce (1 3 6 1 55 7 48 1 2)
OCTET STRING encapsul ates {
OCTET STRING 63 74 93 A2 21 6F 44 28 91 84 2C D3 5F FE B7 40
}
}
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER ecdsaW t hSHA256 (1 2 840 10045 4 3 2)

}
BIT STRING encapsul ates {
SEQUENCE ({
| NTEGER
00 AC 57 AD B7 20 3B 13 C2 8D 6E A7 37 D3 81 1D
03 EO 73 C8 DF DD 3A 8E 06 58 48 A6 EA D5 D4 75
F3
| NTEGER
21 7E A2 5B 50 4E 45 EC 99 AB 1E 51 DC D1 35 30
36 AO E9 A2 5E 30 82 F2 C7 0C 6B 82 6D 76 EC 15

}

}
[0] {
SEQUENCE {
SEQUENCE {
SEQUENCE {
[0] {

| NTEGER 2
}
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389

411
413

423
425
427
429
434

438
440
442
447

459
461
463
468

480
482
497

512
514
516
518
523

527
529
531
536

548
550
552
557

Pet erson & Turner

20:

19:
17:

10:
19:
17:

10:

30:
13:
13:

55:
11:

19:
17:

10:
19:
17:

10:

STIR Certs OCSP Novenber 2025

| NTEGER
7F 74 A3 FC 03 6C E2 14 78 5C 59 61 4E 6F 8D F2
4C 47 A8 73
SEQUENCE {
OBJECT | DENTI FI ER
ecdsaWthSHA256 (1 2 840 10045 4 3 2)

}
SEQUENCE ({
SET {
SEQUENCE {
OBJECT | DENTI FI ER countryNanme (2 5 4 6)
PrintableString 'US

}

}
SET {
SEQUENCE {
OBJECT | DENTI FI ER organi zationNanme (2 5 4 10)
Printabl eString ' Exanpl e CA
}

}
SET {

SEQUENCE {
OBJECT | DENTI FI ER conmonNane (2 5 4 3)
Printabl eString 'ca.exanple’
}

}

}

SEQUENCE {
UTCTi me 24/ 03/ 2024 07: 38: 54 GMT
UTCTi me 24/ 03/ 2025 07: 38: 54 GMT

}
SEQUENCE ({
SET {
SEQUENCE {
OBJECT | DENTI FI ER countryNanme (2 5 4 6)
PrintableString 'US
}

}
SET {

SEQUENCE {
OBJECT | DENTI FI ER organi zationNarme (2 5 4 10)
Printabl eString ' Exanpl e CA
}

}
SET {

SEQUENCE {
OBJECT | DENTI FI ER conmonNane (2 5 4 3)
Printabl eString 'ca. exanple’
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}
. } }
569 89 SEQUENCE {
571 10: SEQUENCE {
573 7 OBJECT | DENTI FI ER ecPubl i cKey (1 2 840 10045 2 1)

582  8: OBJECT | DENTI FI ER
: pri me256vl (1 2 840 10045 3 1 7)

: }
592 66: BI T STRI NG
: 04 98 32 05 1F A9 27 58 10 EE 91 C4 B4 9A 6A CD
FO 6D 6E 50 A6 E9 79 83 98 2A 3A EC OF 66 82 AC
5A A0 B2 1E 28 98 13 D6 4D 63 93 74 8D 88 2A 16
20 EF A6 62 60 49 B3 16 00 84 D6 2D CO 1D 51 4A

7C
: }
660 132: [3] {
663 129: SEQUENCE {
666 12: SEQUENCE {
668 3: OBJECT | DENTI FI ER basi cConstraints (2 5 29 19)
673 1: BOOLEAN TRUE
676 2: OCTET STRING, encapsul ates {
678 O: SEQUENCE {}
' }
: }
680 11: SEQUENCE {
682  3: OBJECT | DENTI FI ER keyUsage (2 5 29 15)
687 4: OCTET STRING encapsul ates {
689 2: BIT STRING 7 unused bits
"1'B (bit 0)
}
: }
693 29: SEQUENCE {
695 3 OBJECT | DENTI FI ER
: subj ect Keyl dentifier (2 5 29 14)
700 22: OCTET STRING encapsul ates {
702 20: OCTET STRI NG
: 3C 4F 97 FE F8 82 30 DD 6C 90 AE 35 5C 7B 2C 87
C2 6D 04 BB
}
: }
724 31: SEQUENCE {
726  3: OBJECT | DENTI FI ER
: aut horityKeyldentifier (2 5 29 35)
731 24: OCTET STRING encapsul ates {
733 22: SEQUENCE {

735  20: [0]
: 2E CF DE 68 C8 73 84 98 35 55 10 97 13 98 AC 37
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59 EA 62 90
}
}
: }
757 19: SEQUENCE {
759 3: OBJECT | DENTI FI ER ext KeyUsage (2 5 29 37)
764 12: OCTET STRING encapsul ates {
766 10: SEQUENCE {
768  8: OBJECT | DENTI FI ER
: ocspSigning (1 36 1557 39)
}
}
: }
778 15: SEQUENCE {
780 9: OBJECT | DENTI FI ER
: ocspNoCheck (1 3 6 1 557 48 1 5)
791 2: OCTET STRING encapsul ates {
793 0: NUL L
: }
}
}
}
: }
795 10: SEQUENCE {
797 8 OBJECT | DENTI FI ER
: ecdsaWthSHA256 (1 2 840 10045 4 3 2)
: }
807 72: BIT STRING encapsul ates {
810 69: SEQUENCE {

812 32: | NTEGER
: 61 AA 55 OF 9E E4 15 D8 BA 6B 67 80 4E 86 59 53
: 3A 2C DD F9 3D 6D 9C 28 27 16 41 60 74 95 FE F3
846 33: I NTEGER
: 00 F1 85 D8 CF 88 E8 4D 62 9F 2F 09 8B FC 6F 6A
20 7E 7D F8 A6 9E 58 E4 3B 0C 37 C3 80 64 22 DA
F2

}
}
}
}
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Appendix C. Alternative OCSP Staple Design Considerations

At a high level, there are a nunber of potential approaches to
stapling that could mtigate the round-trip time incurred on the
verification service side to perform OCSP validation

A verification service validating a PASSporT acquires the certificate
referenced by its "x5u" header element, if that certificate is not
cached. Typically, that acquisition happens by derefencing the UR
in the value of the "x5u" elenent. One could design an system where
OCSP val idation is piggybacked onto that network fetch. This
solution is however not optimal for cases where signing certificates
are long-lived and cached, so that queries will otherw se be very
infrequent. Requiring certificate fetches every tine a new tel ephone
nunber is seen at the verification service would likely incur roughly
the same nunber of round trips as the
[I-Dietf-stir-certificates-shortlived] mechani sm

There are al so variants of the "x5u" approach that sidestep OCSP
entirely, by decorating the "x5u" URI with query paraneters that
incorporate the calling tel ephone nunber. As the authentication
service necessarily knows the tel ephone nunber fromthe "orig" field,
and controls the contents of "x5u", it has the neans to decorate the
URI appropriately during PASSporT creation. The certificate
repository (i.e. HTTP service) receiving a certificate fetch with a
decorated URI could could then verify that the calling numnber is

currently in the scope of the requested certificate - if it is not,
the service could then fail to return a certificate, preventing the
verification service fromvalidating. However, |ike the approach

above, this would have inplications for certificate fetch frequency
simlar to short-lived certs, as the decorated URIs woul d be gover ned
by HTTP cachi ng mechani cs.

This specification carries an OCSP staple in a PASSporT payl oad
element. An alternative design would be to carry an OCSP staple in
the SIP layer, in a body or header field value; see [ RFC6961] or
[I-Dietf-tls-rfc8446bis]. But because PASSporT can be used in non-
SIP environnments, and this OCSP extension is specific to certificates
that use the TNAuthLi st extension, enbedding the staple in the
PASSpor T is a superior choice. Wile encoding and enbeddi ng an OCSP
response will increase the size of the PASSporT, that overal

increase in SIP message size will ideally be the sane as if the
response had been placed in a separate header field val ue.

It could be argued that the round-trip delay incurred at the
verification service is not actually problematic, as there is a
fungi bl e delay on the terminating side during which ringing can be
pl ayed to the caller w thout conmencing alerting on the end-user
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call ed device. But Section 7 also describes the potential privacy
implications of revealing to the OCSP responder the verification
service that has received a call for a particular calling number. On
bal ance, stapling at the authentication service, especially pre-
generated stapling, seens to offer the best all-around solution for
using OCSP with STIR

Finally, note that the approach in this specification provi des OCSP
responses for a single tel ephone nunber - effectively, for the
calling tel ephone nunber. It does not provide responses for a range
of nunbers specifically because of data m nimzation concerns, as
revealing the set of nunbers that an OCSP responder is authorized to
sign for may itself leak private information to relying parties.
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