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Abstract

This docunent describes a framework for the use of the Certificate
Transparency (CT) protocol for publicly |ogging the existence of
Secure Tel ephone Identity (STlI) certificates as they are issued or
observed. This allows any interested party that is part of the STI
eco-systemto audit STI certification authority (CA) activity and
audit both the issuance of suspect certificates and the certificate

| ogs thenselves. The intent is for the establishnent of a | evel of
trust in the STl eco-systemthat depends on the verification of

t el ephone nunbers requiring and refusing to honor STI certificates
that do not appear in a established log. This effectively

establi shes the precedent that STI CAs nust add all issued
certificates to the |l ogs and thus establishes unique association of
STl certificates to an authorized provider or assignee of a tel ephone
nunber resource. The primary role of CT in the STl ecosystemis for
verifiable trust in the avoi dance of issuance of unauthorized
duplicate tel ephone nunber | evel delegate certificates or provider

| evel certificates. This provides a robust auditable nechanismfor
the detection of unauthorized creation of certificate credentials for
illegitimte spoofing of telephone nunbers or service provider codes
(SPC).

The framework borrows the log structure and APl nodel from RFC6962 to
enabl e public auditing and verifiability of certificate issuance.
VWi | e the foundational mechanisns for |og operation, Merkle Tree
construction, and Signed Certificate Tinestanps (SCTs) are aligned

wi th RFC6962, this docunment contextualizes their application in the
STIR eco-system focusing on verifiable control over tel ephone numnber
or service provider code resources

About Thi s Document

This note is to be renoved before publishing as an RFC
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The latest revision of this draft can be found at
https://appliedbits.github.io/draft-ietf-stir-certificate-
transparency/draft-ietf-stir-certificate-transparency.htm . Status
information for this docunent may be found at
https://datatracker.ietf.org/doc/draft-ietf-stir-certificate-
transparency/ .

Di scussion of this docunent takes place on the Secure Tel ephone
ldentity Revisited Working Group mailing list (mailto:stir@etf.org),
which is archived at https://mailarchive.ietf.org/arch/browse/stir/.
Subscribe at https://ww.ietf.org/mailmn/listinfo/stir/.

Source for this draft and an issue tracker can be found at
https://github. com appliedbits/draft-ietf-stir-certificate-
transpar ency.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 27 May 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunment must include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1.

I nt roducti on

Certificate Transparency (CT) ains to mtigate the problemof m s-

i ssued certificates by providing append-only |ogs of issued
certificates. The |logs do not thensel ves prevent m s-issuance, but
ensure that interested parties (particularly those naned in
legitimate certificates or certificate chains) can detect such m s-
i ssuance. [RFC6962] describes the core protocols and nechani sns for
use of CT for the purposes of public TLS server certificates
associated with a domain nane as part of the public domai n nane
system (DNS). This docunent describes a conceptually simlar
framework that directly borrows concepts |ike transparency receipts
in the formof SCTs and how they are used in certificates and its
specific use as part of the larger STIR franmework for cal

aut hentication. This framework is defined for the specific use with
bot h Secure Tel ephone Identity (STlI) certificates [RFC8226] and

del egate certificates [ RFC9060].

Tel ephone nunbers (TNs) and their managenent and assi gnment by

t el ephone service providers and Responsi bl e O gani zati ons (RespOr gs)
for toll-free nunbers share many simlarities to the Domai n Nane
System (DNS) where there is a gl obal uniqueness and established
associ ation of tel ephone nunbers to regulatory jurisdictions that
manage the all ocati on and assi gnment of tel ephone nunbers under
country codes and a set of nuneric digits for routing tel ephone calls
and nessages over tel ephone networks. STl Certificates use a
TNAut hLi st extension defined in [ RFC8226] to specifically associate
ei ther tel ephone service providers or tel ephone nunbers to the

i ssuance of STI certificates and certificate change that are intended
to represent the authorized right to use a tel ephone nunber. This
trusted association can be establish via mechani sms such as Authority
tokens for TNAuthLi st defined in [RFC9448]. Certificate transparency
and the concept of transparency is generally neant to provide a
publicly verifiable and auditable representation of the creation of
certificates in order to establish transparency and trust to
interested parties as part of a stir related eco-system

There is three primary actors in the certificate transparency
framework. There is the STI Certification Authorities (CAs) that
submit all certificates to be issued to one or nore transparency
append-only log services. The |log services are network services that
i npl emrent the protocol operations for submissions of STI certificates
and subsequent queries. They are hosted by interested parties in the
STl ecosystem and can accept certificate | og subm ssions from any
other CA participant. The second role is the nonitors that play the
role of nonitoring the CT logs to check for potential m s-issuance as
well as auditing of the log services. This role can be played by any
STl ecosystem participant interested in the trust of the ecosystem or
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the integrity of the tel ephone nunber or provider |evel certificates
produced in the eco-system CT provides a nechanismof a receipt or
Signed Certificate Timestanp (SCT) that is provided as a result of
submitting a certificate to the append-only log. The third actor
role in the certificate transparency framework is the eco-system
participants that can send and receive receipt(s) or SCT(s) to prove
and validate that a certificate was subnmitted to a I og(s) and
optionally query the log directly for further validation

The details that followin this document will detail the specific
protocols and franework for Certificate Transparency associated with
STl certificates. Mst of the details borrow nmany of the concepts of
certificate transparency defined in [RFC6962] used in web browser and
web PKI environments, but provides a specific framework designed for
STl certificates and their specific issuance and usage in a

t el econmuni cati ons and tel ephone nunber dependent eco-system

Thi s general mechani smcould also be used for transparently | ogging
other inportant stir related metadata associati ons perhaps via

JWICd ai mConstraints defined in [ RFC3226] and [ RFC9118] or ot her ways
defined in potential future extensions of this docunent.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. The Use of Certificate Transparency for STl Certificates

CT log(s) contains certificate chains, which can be submtted by any
CA authorized in a STIR eco-system It is expected that these CAs
will contribute all their newy issued certificates to one or nore
logs. Note, in [RFC6962] it is possible for certificate holders to
directly contribute their own certificate chains or interested third
parties, however because in stir eco-systens that generally consi st
of entities that are authorized to be assigned tel ephone numnber
resources, this does not seemto be a likely scenario. GCenerally,
many stir eco-systens have a controlled set of CAs that are
authorized to participate as valid trust anchors. It is required
that each chain ends with a trust anchor that is accepted by the | og
whi ch woul d i nclude those authorized trust anchors or a subset of
them Wien a chain is accepted by a log, a signed tinestanp is
returned, which is later used to provide evidence to STIR
verification services (VS), defined in [ RFC8224], that the chain has
been submitted. A VS can thus require that all certificates they
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accept as valid are acconpani ed by signed tinmestanps.

Those concerned about m s-issuance of STIR certificates can nonitor
the 1 ogs, asking themregularly for all new entries, and can thus
check whet her the service provider codes or tel ephone nunbers for
whi ch they are responsible have had certificates issued that they did
not expect. What they do with this information, particularly when
they find that a m s-issuance has happened, is beyond the scope of
this document. However, broadly speaking, because many existing STI
ecosystens have a connection to regul ated and i ndustry environnents
that govern the issuance of STl certificates, they can invoke

exi sting mechani sms for dealing with issues such as nis-issued
certificates, such as working with the CAto get the certificate
revoked or with maintainers of trust anchor lists to get the CA
renoved.

4. Term nol ogy

This section defines key ternms used throughout the STI-CT franework
to ensure clarity and consi stency.

4.1. Authentication Service (AS)

A service defined in [ RFC8224] that signs the identity of a tel ephone
call using Secure Tel ephone ldentity (STI) certificates, ensuring the
authenticity of the caller information. It ensures that STI
Certificates contain SCTs

4.2. Certificate Transparency (CT)

A framework designed to provide an open and verifiable |log of issued
certificates. It ainms to detect and prevent the mi suse or ms-

i ssuance of certificates by maintaining append-only | ogs that can be
audited by any interested party.

4.3. Delegate Certificate

A type of STI certificate defined in [ RFC9060] that associates a
specific tel ephone nunber or a range of tel ephone nunmbers with a
particular entity used to delegate the right to use these nunbers

4.4. Log

An append-only, cryptographically verifiable structure used in
Certificate Transparency to record pre-certificate entries. Logs
accept submi ssions, generate Signed Certificate Tinmestanps (SCTs),
and naintain the integrity of the entries through a Merkle Tree
structure.
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4.5. Merkl e Tree

A cryptographic data structure used in logs to ensure the integrity
and consistency of the entries. It is built by hashing individua

|l og entries and conbining theminto a single root hash that
represents the state of the entire | og.

4. 6. Precertificate

A certificate issued by an CAthat is intended to be subnmitted to a
Certificate Transparency |og before the final certificate is issued.
The pre-certificate includes a special extension (the poison
extension) that prevents it frombeing used as a valid certificate on
its own.

4.7. Signed Certificate Tinestanp (SCT)

A data structure provided by a Certificate Transparency log in
response to a pre-certificate subm ssion. The SCT serves as a

promi se fromthe log to include the submitted pre-certificate in the
log within a specified tine frame (Maxi rum Merge Delay). It is
included in the final certificate to prove that it has been | ogged.

4.8. STl Certification Authority (STI-CA)

An entity responsible for issuing STI certificates in the Secure
Tel ephone ldentity ecosystem The CA can al so issue pre-
certificates, which are submtted to CT | ogs before the fina
certificate is issued.

4.9. STl Subordinate Certification Authority (STI-SCA)
An entity authorized by an CA to issue STl certificates under the
authority of the STI-CA. The STI-SCA can also issue pre-certificates
for submission to CT | ogs.

4.10. Signed Tree Head (STH)
A cryptographically signed data structure that represents the current
state of a Certificate Transparency log. It includes the root hash

of the Merkle Tree and the nunmber of entries in the |log, allow ng
auditors to verify the integrity and consistency of the | og.
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4.11. TBSCertificate (To Be Signed Certificate)

A component of an X. 509 certificate that contains all the information
about the certificate except the actual digital signature. The
TBSCertificate includes fields such as the version, serial nunber,

i ssuer, validity period, subject, and the subject’s public key
information. This conmponent is signed by the certificate authority
(CA) to create the final certificate. 1In the context of Certificate
Transparency, the TBSCertificate of a pre-certificate is submitted to
the 1 og for inclusion.

4.12. Verification Service (VS)

A service defined in [ RFC8224] that verifies the authenticity of a
tel ephone call by checking the validity of the PASSporT token,
including verification that certificate contains valid SCTs.

5. STI Certificate Transparency Framework

Thi s section describes the format and operational procedures for |ogs
in the STI Certificate Transparency (CT) franeworKk.

5.1. Log Entries

Logs in the STI CT framework are append-only structures that store
entries in a Merkle Tree and use SHA-256 for data hashing. The
entries consist of pre-certificates submtted by STI Certification
Authorities (STlI-CAs) or Subordinate Certification Authorities (STI-
SCAs). The log entries help ensure that all issued STI certificates
can be audited for legitimacy.

5.2. Precertificate Subm ssion
An STI - CA/ STl - SCA subnmits a pre-certificate to a | og before the
actual STI certificate is issued. The pre-certificate subm ssion
must include all necessary internediate certificates to validate the
chain up to an accepted root certificate. The root certificate may
be omtted fromthe subm ssion
When a pre-certificate is subntted

* The log verifies the chain of the pre-certificate up to a trusted
r oot .

* |f valid, the log generates and returns a Signed Certificate
Timestanp (SCT) to the submtter
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* The SCT serves as a promise fromthe log that the pre-certificate
will be included in the Merkle Tree within a defined Maxi mum Merge
Del ay (MVD).

Logs nust publish a list of accepted root certificates, which aligns
with those trusted in the STIR ecosystem The inclusion of SCTs in
the actual STI certificates is critical, as Verification Services
(VS) will only accept certificates that include valid SCTs

Not e: The data structures (e.g., LogEntry,
Si gnedCertificateTi nestanp, TreeHeadSi gnature) in this section follow
the definitions provided in [ RFC6962] .

5.3. Log Entry

Logs nay inpose a limt on the length of the certificate chain they
will accept. The log verifies the validity of the pre-certificate
chain up to an accepted root and, upon acceptance, stores the entire
chain for future auditing.

5.4. Signed Certificate Timestanp (SCT)

The SCT is included in the final STl certificate, and VS services
wi Il check the presence and validity of SCTs to verify the legitinmacy
of the certificate.

5.5. Merkl e Tree Structure

Logs use a Merkle Tree structure, with each | eaf corresponding to a
Mer kl eTreeLeaf entry. The | eaves are hashed to formthe tree, which
is continuously updated as new entries are added.

The root hash of the Merkle Tree represents the state of the log at a
given tinme and can be used to verify the inclusion of specific
entries.

5.6. Signed Tree Head (STH)

The log periodically signs the root of the Merkle Tree, producing a
Signed Tree Head (STH), which ensures the integrity of the | og over
time.

Logs nust produce an STH within the Maxi mum Merge Delay (MVD) to

confirmthat all SCTs issued have been incorporated into the Merkle
Tree. Auditors and monitors can use the STH to verify that the | og
is operating correctly and that no entries have been tanpered with.
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6. STI-CT APIs

STI-CT re-uses the REST endpoints defined in Section 4 of [RFC6962]
(the "/ct/vl/" nanespace) with no semantic changes. For operationa
clarity it is RECOWENDED depl oynents expose them under a path
[stict/vll but the request/response formats are conpatible with

[ RFC6962] .

7. dients

This section describes various roles clients of STI-CT perform Any
i nconsi stency detected by clients could serve as evidence that a | og
has not behaved correctly, and the signatures on the data structures
prevent the |og from denying any ni sbehavi or.

7.1. Submitters (STI-CA/ STI-SCA)

Submitters in the STI-CT framework are typically STI Certification
Aut horities (STlI-CAs) or Subordinate Certification Authorities (STI-
SCAs). These entities submt pre-certificates to the log as
described in the APIs section. The returned Signed Certificate

Ti mestanp (SCT) can then be used to construct the final STI
certificate, which includes one or nore SCTs.

7.2. Use of SCTs by Authentication and Verification Services
Thi s specification defines the STl eco-systemrely exclusively on the
pre-certificate chain nethod defined in [ RFC6962]; therefore every
Certificate issued for call signing MUST already carry one or nore
enbedded SCTs in the SignedCertificateTi mestanplList X 509 extension
at issuance tine.
Because the SCT is delivered in-band with the Certificate, neither
the AS nor the VS performany network round-trips to Certificate
Transparency (CT) logs on the call path.
7.2.1. Authentication Service Processing
1. Optional local SCT validation - For each enbedded SCT the AS MAY:
* conpute the hash of the TBSCertificate as defined in
Section 3.2 of [RFC6962] and verify the SCT signature with the
cached public key of the issuing CT |og;

* wverify that nowm() >= SCT.tinmestanp advertised by that |og.
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7

7

* I npl enent ati ons SHOULD pre-conpute and cache these checks at
certificate activation time so that per-call signing incurs
only an (1) | ookup

2. PASSporT construction - The PASSporT header and payl oad are
produced per [RFC8224] using the Certificatediyi private key; the

Certificate (with its SCT list) is conveyed in the 'x5u’” or 'x5c¢’
par arret er .

3. Optional Failure handling - If no SCT validates, the AS MAY treat
the Certificate as unusable and refuse to sign the call

2.2. Verification Service Processing

Upon receipt of a SIP INVITE bearing an ldentity header, the VS
performs the steps below, all of which are deliberately offline to
avoi d adding call-path | atency:

1. Verify PASSporT signhature with DC public key.
2. Validate DC chain to an accepted STl trust anchor
3. For each enbedded SCT:

* Verify signature agai nst cached | og key.

*  Ensure now() >= SCT.timestanmp *or* defer to asynchronous
audi tor.

I mpl ement ati ons SHOULD cache certificates and validated SCT objects
for the lifetinme of the certificates’ notAfter field to anortize step
3 across many calls.

2.3. Performance and Scal ability Guidelines

*  No synchronous | og queries - Enbedded SCTs guarantee | og
commitnent; therefore, AS/VS MJST NOT fetch proofs on the cal
pat h.

* Key caching - Log public keys are static and should be | oaded at
process start-up; reload only on key-roll events signaled via CT
or operator policy.
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7. 3.

Moni t or

Monitors in the STI-CT franework play a crucial role in maintaining
the integrity and trust of the ecosystem They ensure that no
certificates are nis-issued, particularly concerning the TNAut hLi st
field, which lists the tel ephone nunbers an entity is authorized to
use.

7.3. 1.

Wendt ,

Moni t or Wor kf | ow

Initialize Monitor: Set up the Mnitor to periodically query the
transparency |logs for new entries. The Mnitor nust be
configured with the base URL of each log it intends to nonitor.
Configure the Monitor with a list of tel ephone nunbers (TNs) and/
or associated SPC represented entities to track.

Retrieve Latest STH: The Monitor retrieves the | atest Signed Tree
Head (STH) fromeach log to determine the current state of the
| og.

APl Call: CET https://<log server>/stict/vl/get-sth

Retrieve New Entries fromLog: Using the STH, the Monitor
retrieves new entries fromthe I og that have been added since the
| ast known state.

APl Call: CET https://<log server>/stict/vl/get-
entries?start=l ast _known_i ndex&nd=current _sth_i ndex

Decode and Verify Certificates: Decode each retrieved certificate
and verify its validity using the provided certificate chain.
Extract the entity nanme and TNAut hList fromthe certificate.

Check for M s-issuance: Conpare the TNAuthList and entity nanme
fromthe newly issued certificate with the Monitor’s configured
list. Alarmif a certificate is issued in the nane of a
different entity for the sane TNs.

Alarm and Reporting: If a ms-issuance is detected, raise an
alarmand log the details for further investigation. Notify
rel evant stakeholders to rectify any confirned m s-i ssuance.

Maintain State and Continuity: Update the Monitor’s | ast known

state with the current STH index to ensure continuity in
nmoni t ori ng.
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8. STH Verification and Consi stency Check: After retrieving a new
STH, verify the STH signature. |If not keeping all log entries,
fetch a consistency proof for the new STHwith the previ ous STH
(CET https://<log server>/stict/vl/get-sth-consistency) and
verify it. Go to Step 5 and repeat the process.

7.4. Auditor

Auditors are responsible for verifying the consistency and
correctness of the log, ensuring that the | og behaves according to
the expected protocol. Auditors can operate as standal one services
or as part of another client role, such as a nonitor or an VS.

7.4.1. Auditor Functions

1. STH Verification: Auditors can fetch STHs periodically and verify
their signatures to ensure the log is maintaining its integrity.

APl Call: CET https://<log server>/stict/vl/get-sth

2. Consistency Proof Verification: Auditors verify the consistency
of a log over tinme by requesting a consistency proof between two
STHs.

APl Call: GET https://<log server>/stict/vl/get-sth-consistency

3. Audit Proof Verification: A certificate acconpanied by an SCT can
be verified against any STH dated after the SCT tinestanp + the
Maxi mum Merge Del ay by requesting a Merkle audit proof.

APl Call: GET https://<log server>/stict/vl/get-proof-by-hash

4. Cross-Checking Logs: Auditors can cross-check entries across
different |1ogs by conparing SCTs and verifying that entries are
consistently | ogged across the ecosystem

5. Error and Inconsistency Detection: Any discrepancies or failures
in verification processes can be | ogged as evi dence of potentia
| og m sbehavi or, and appropriate actions can be taken based on
the findings.

8. Relationship to RFC6962

Thi s docunent profiles the Certificate Transparency (CT) protocol as
defined in [ RFC6962] for use within the STIR eco-system Al |og
data structures (e.g., LogEntry, SignedCertificateTi nestanp,
TreeHeadSi gnature) and APl endpoints (e.g., add-pre-chain, get-sth
get-entries, etc.) are adopted directly from[ RFC6962].
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The main differences are: - The expected certificate types are STI
certificates as defined in [ RFC8226] and [ RFCO9060], wi th TNAut hLi st
extensions. - Subnmitters are limted to STI Certification Authorities
and Subordinate Certification Authorities. - Mnitoring and auditing
are focused on detection of ms-issued tel ephone nunber or service
provi der codes (SPCs). - The client roles (e.g., VS, AS) interact
with certificates and logs in ways specific to SIP cal

aut henti cati on.

9. Security Considerations

As this specification follows the guidance of [RFC6962], it al so
inherits the security considerations defined therein.

The use of Certificate Transparency (CT) within the STIR ecosystem
enhances accountability but also introduces operational and security
risks that nust be managed. Trust in the system depends on the
integrity of CT logs and therefore, |ogs should be operated by
reputable entities and nonitored to detect m s-issuance or

i nconsi stent Signed Tree Heads (STHs).

Signed Certificate Tinmestanps (SCTs) should be verified by

Aut hentication Services (AS) before use for creating digita
signatures and by Verification Services (VS) using trusted | og public
keys to prevent forgery or replay. Key rotation and distribution
shoul d be performed securely.

Wil e CT does not prevent ms-issuance, it enables tinely detection
and nonitors should track Tel ephone Nunber (TN) and Service Provider
Code (SPC) associations and al ert stakeholders if certificates are
i ssued outside of authorized ranges.
Because transparency may expose sensitive rel ationships between TNs
and entities, inplenenters should consider privacy inplications and
m nimze or redact |ogged data where appropriate.
CT logs and Certification Authorities (CAs) shoul d inpl ement
saf equards such as rate linmiting, caching, and redundant storage to
mtigate denial -of-service risks and ensure availability.

10. | ANA Consi derations
None at this tine.
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