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1. Introduction

Secure Shell (SSH) is a protocol for secure renpte connections and

| ogin over untrusted networks. It supports multiple authentication
mechani sims, including public key authentication. This docunent
describes the protocol for interacting with a key nmanagenent
conponent, usually referred to as "an agent", that holds private
keys. SSH clients (and possibly SSH servers) can invoke the agent
via this protocol to perform operations using public and private keys
held in the agent.

Hol di ng keys in an agent offers usability and security advantages to
| oadi ng and unwr appi ng them at each use, as each key unw appi ng nmay
require entry of a pass-phrase. Access to an agent may optionally be
forwarded across an SSH connection, thereby allow ng renpte systens
to use stored keys without directly exposing the key material to the
renote system Finally, the agent may be inplemented as a dedicated
conponent that presents a smaller attack surface than a key | oaded
into a full SSH server or client, and which nay be subject to specia
protection fromthe w der system

1.1. Background
This section is to be renoved before publishing as an RFC

Thi s agent protocol is already wi dely used and a de-facto standard,
havi ng been inplenmented by a nunber of popular SSH clients and
servers for many years. The purpose of this docunment is to describe
the protocol as it has been inpl emented.

1.2. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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Pr ot ocol Overvi ew

The agent protocol is a packetised request-response protocol, solely
driven by the client. It consists of a nunber of requests sent from
a client to an agent and a set of reply nessages that are sent in
response. At no tinme does the agent send nessages except in response
to a client request. Replies are sent in order

These requests include the ability to | oad keys into an agent, renove
sone or all keys froman agent and to perform signature operations
usi ng previously-loaded keys.

Agents MAY i npl enent support for only a subset of operations or
avai l abl e key types, and MAY additionally refuse arbitrary operations
in particular contexts. For exanple, an agent may allow only |oca
clients of an agent to add or renove keys, or nmake particul ar subsets
of keys available to a given client. For this reason, clients of the
agent SHOULD be prepared to fail gracefully if any operation is

ref used.

1. Background
This section is to be renoved before publishing as an RFC

Note that this protocol is separate to and inconpatible with the one
described in the simlarly-named [draft-ietf-secsh-agent-02] which
expired in 2004.

2. Termnology and units

Henceforth in this document, "agent” will be used to refer to a key
management conponent that inplenents the responder side of this
protocol. "dient" will refer to a tool that inplenents the
requester side of the protocol to communicate with an agent. If it
is pertinent that the client in question is a [ RFC4251] Secure Shel
client, then it will be explicitly referred to as an "SSH client".
Simlarly "SSH server"” will be used to refer to Secure Shell servers

Al'l encoding data types ("byte", "uint32", "string", etc.) are as
specified in Section 5 of [RFC4251]. Additionally, the type "byte[]"
wi thout a specified length within the square brackets indicates an
unador ned sequence of zero or nore bytes where the length is

det erm ned by context.

Al length units are given in bytes unless otherw se specified.
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3.

3.

3.

Pr ot ocol Messages
Messages consist of a length, type and contents.

ui nt 32 | ength
byt e type
byte[length - 1] contents

In the sections below, the "length" field is omtted. For clarity,
the synbolic nanes of the nessages are shown; their nuneric val ues
are listed in Section 6.1 bel ow.

CGeneric agent responses

The foll owi ng generic nessages may be sent by the agent in response
to requests fromthe client. On success the agent MJST reply either
with the single-byte response:

byt e SSH_AGENT_SUCCESS

or a request-specific success nessage that nmay contain additiona
fields. On failure, the agent MJST reply with the single-byte
response:

byt e SSH_AGENT_FAI LURE

or a request-specific success nessage that may contain additiona
fields. SSH AGENT FAI LURE nmessages MJST al so be sent inreply to
requests with unknown or unsupported types.

Addi ng keys to the agent
Keys may be added to the agent using the SSH AGENTC ADD | DENTITY or
SSH AGENTC ADD | D CONSTRAI NED nessages. The latter variant allows
addi ng keys with optional constraints on their usage.

The generic format for the key SSH AGENTC ADD | DENTI TY nessage i s:

byte SSH_AGENTC_ADD | DENTI TY
string key type

byt e[ ] contents

string comrent
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Here "key type" is the specified key type nane, for exanple "ssh-rsa"
for a RSA key as defined by [ RFC4253]. "contents" consists of the
public and private conmponents of the key and vary by key type, they
are |listed below for standard and commonly used key types. "conmmrent"
is an optional hunman-readabl e key nanme or comrent as a UTF-8 string
that may serve to identify the key in user-visible nmessages

The SSH AGENTC ADD | D CONSTRAINED is simlar, but adds an extra
field:

byte SSH_ACENTC_ADD_| D_CONSTRAI NED
string key type

byt e[ ] contents

string coment

constraint[] constraints

Constraints are used to place limts on the validity or use of keys.
Section 3.2.7 details constraint types and their format. dients
SHOULD prefer the SSH AGENTC ADD | DENTI TY nessage over sending a
SSH AGENTC _ADD | D CONSTRAINED with an enpty constraints section,
though both are valid and equival ent.

An agent MJST reply with SSH AGENT _SUCCESS if the key was
successfully loaded as a result of one of these nessages, or
SSH_AGENT_FAI LURE ot her wi se.

An agent MAY support only a subset of the key types defined here and
MAY support additional key types as described below. [|f an agent
does not recognise the type nane in a request to add a key, then it
MUST fail gracefully and respond with a SSH AGENT_FAI LURE reply.

3.2.1. DSA keys

DSA keys have key type "ssh-dss" and are defined in [ RFC4253]. They
may be added to the agent using the foll owi ng nessage. The
"constraints" field is only present for the

SSH _AGENTC_ADD | D _CONSTRAI NED nessage.

byte SSH_AGENTC_ADD_| DENTI TY or
SSH_AGENTC_ADD_| D_CONSTRAI NED

string "ssh-dss"

npi nt p

npi nt q

nmpi nt g

nmpi nt y

npi nt X

string comment

constraint[] constraints
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The "p", "q", "g" values are the DSA domain paraneters. "y" and "x"
are the public and private keys respectively. These values are as
defined by Section 4.1 of [FIPS. 186-4].

3.2.2. ECDSA keys

ECDSA keys have key types starting with "ecdsa-sha2-" and are defined
in [RFC5656]. They nmay be added to the agent using the follow ng
message. The "constraints” field is only present for the

SSH _ACGENTC_ADD_| D_CONSTRAI NED nessage.

byt e SSH_AGENTC_ADD | DENTI TY or
SSH _AGENTC_ADD | D _CONSTRAI NED

string key type

string ecdsa_curve_nane

string Q

npi nt d

string comrent

constraint[] constraints

The values "Q' and "d" are the ECDSA public and private val ues
respectively. Both are defined by Section 6.2 of [FIPS. 186-5].

3.2.3. EDDSA keys

[ RFC8709] defines Ed25519 and Ed448 with key type nanes "ssh-ed25519"
and "ssh-ed448" respectively. These may be added to the agent using
the follow ng message. The "constraints" field is only present for
the SSH AGENTC ADD | D CONSTRAI NED nessage.

byte SSH _AGENTC_ADD_| DENTI TY or
SSH_AGENTC_ADD | D _CONSTRAI NED

string "ssh-ed25519" or "ssh-ed448"

string ENC( A)

string k || ENC(A)

string comrent

constraint[] constraints

The first value is the EDDSA public key ENC(A). The second value is
a concatenation of the private key k and the public ENC(A) key (this
redundant repetition of the public key is to maintain conpatibility
with wi dely deployed inplenmentations). The contents and
interpretation of the ENC(A) and k values are defined by Section 3.2
of [RFC8032].
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3.2.4. RSA keys

RSA keys have key type "ssh-rsa" and are defined in [ RFC4253]. They
may be added to the agent using the foll owi ng nessage. The
"constraints" field is only present for the

SSH _AGENTC_ADD | D_CONSTRAI NED nessage.

byt e SSH _AGENTC_ADD_| DENTI TY or
SSH _ACGENTC_ADD_| D_CONSTRAI NED

string "ssh-rsa"

npi nt n

nmpi nt e

nmpi nt d

nmpi nt i qnp

nmpi nt p

npi nt q

string comment

constraint[] constraints
"n" is the public conmposite nmodulus. "e" is the public exponent.
"d" is the private exponent. "p" and "q" are its constituent private
prinme factors. "igmp" is the inverse of "g" nmodulo "p". All these

val ues except "iqgmp" (which can be calculated fromthe others) are
defined by Section 5.1 of [FIPS. 186-5].

3.2.5. Oher keys

Agents and their clients MAY support additional key types not
docunented here. Vendor-specific key types MJST use the domain-
qual ified naning convention defined in Section 4.2 of [RFC4251] unti
code-points are allocated by | ANA

3.2.6. Adding keys froma token

Keys hosted on smart-cards or other hardware tokens nay be added
usi ng the SSH AGENTC _ADD SMARTCARD KEY and

SSH AGENTC_ADD SMARTCARD KEY_ CONSTRAI NED requests. Note that
"constraints" field is only included for the

SSH AGENTC_ADD SMARTCARD KEY_CONSTRAI NED vari ant of this nessage.

byte SSH_ACENTC_ADD_SMARTCARD_KEY or
SSH _AGENTC_ADD SMARTCARD KEY_ CONSTRAI NED
string token id
string PI N
constraint[] constraints
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Here "token id" is an opaque identifier for the hardware token and
"PIN' is an optional password or PIN to unlock the key. The
interpretation of "token id" is not defined by the protocol but is
|l eft solely up to the agent.

Typically only the public conponents of any keys supported on a
hardware token will be |oaded into an agent so, strictly speaking,
this message really arranges future private key operations to be
del egated to the hardware token in question

An agent MJST reply with SSH AGENT _SUCCESS if one or nore keys were
successfully loaded as a result of one of these nessages, or

SSH AGENT_FAILURE if no keys were found. The agent SHOULD al so
return SSH AGENT _FAILURE if the "token id" was not recognised or if
the agent doesn’t support token-hosted keys at all

3.2.7. Key Constraints

A nunber of constraints nay be used in the constrained variants of
the key add messages. Each constraint is represented by a type byte
foll owed by zero or nore val ue bytes

Zero or nore constraints nay be specified when adding a key with one
of the * CONSTRAINED requests. Miltiple constraints are appended
consecutively to the end of the request:

byt e constraintl_type
byt e[ ] constraintl data
byt e constraint2_type
byt e[ ] constraint2 data
byt e constrai nt N type
byt e[] constrai nt N data

To fully parse a constraint, it is necessary to knowits structure
beforehand and it is not possible to safely recover when an
unrecogni sed constraint is encountered. Gven this, if an agent does
not recogni se or support a requested constraint it MJST abort

parsing, refuse the request and return an SSH AGENT_FAI LURE nmessage
to the client.

The foll owing constraints are defined.
3.2.7.1. Key lifetime constraint
This constraint requests that the agent limt the key's lifetine by

deleting it after the specified duration (in seconds) has el apsed
fromthe tine the key was added to the agent.
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byte SSH_AGENT_CONSTRAI N_LI FETI ME
ui nt 32 seconds
3.2.7.2. Key confirmation constraint
This constraint requests that the agent require explicit user
confirmation for each private key operation using the key. For
exanpl e, the agent could present a confirmation dial og before
compl eting a signature operation
byt e SSH_AGENT_CONSTRAI N_CONFI RM

3.2.7.3. Constraint extensions

Agents may i nplenent experinental or private-use constraints through
a extension constraint that supports nanmed constraints.

byt e SSH_AGENT_CONSTRAI N_EXTENSI ON
string ext ensi on nane
byt e[] ext ensi on-specific details

The extensi on name MUST consist of a UTF-8 string suffixed by the
i npl ementation domain followi ng the nam ng schene defined in
Section 6 of [RFC4251], e.g. "foo@xanple.coni.

Note, given the above requirement to reject keys wi th unsupported
constraints, a constraint extension is only usable when both client
and agent support it. Oherwi se, the agent will be required to
reject the key. This is desirable, as the constraint extension nmay
specify limts on the key that, if ignored, may result in the key
bei ng available in situations the user did not intend (i.e. the agent
will fail in a safe way).

3.3. Public key encoding
Keys previously |oaded into an agent are referred to by their public
key bl ob, which is the standard SSH wire encoding for public keys.
SSH protocol key encodi ngs are defined in [ RFC4253] for "ssh-rsa" and
"ssh-dss" keys, in [ RFC5656] for "ecdsa-sha2-*" keys and in [ RFC3709]
for "ssh-ed25519" and "ssh-ed448" keys.

3.4. Renoving keys fromthe agent

A client may request that an agent renove all keys that it stores:

byt e SSH_AGENTC_REMOVE_ALL_| DENTI Tl ES
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On receipt of such a nmessage, an agent shall delete all keys that it
is holding and MJUST reply with SSH AGENT_ SUCCESS
Speci fic keys may al so be renoved:

byt e SSH _AGENTC REMOVE_| DENTI TY
string key bl ob

Where "key bl ob" is the standard public key encoding of the key to be
renoved (Section 3.3)

An agent MUST reply with SSH AGENT_SUCCESS if the key was del eted or
SSH AGENT_FAILURE if it was not found.

Token- host ed keys may be renoved from an agent using:

byt e SSH_AGENTC_REMOVE_SMARTCARD_KEY
string token id
string PI N

VWhere "token id" is an opaque identifier for the hardware token and
"PIN' is an optional password or PIN (not typically used), both
encoded using UTF-8. Requesting del etion of token-hosted keys SHOULD
cause the agent to renove all keys it |oaded fromthe device natching
"token id".

An agent MJST reply with SSH AGENT_SUCCESS if the key was del eted or
SSH AGENT _FAILURE if it was not found.

3.5. Requesting a list of keys

A client may request a list of keys froman agent using the follow ng
nessage

byt e SSH_AGENTC_REQUEST_| DENTI Tl ES
The agent MUST reply with a nessage with the follow ng preanble.

byt e SSH_AGENT _| DENTI TI ES_ANSVER
ui nt 32 nkeys

Where "nkeys" indicates the nunber of keys to follow. Follow ng the
preanbl e are zero or nore keys, each encoded as:

string key bl ob
string conment
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Where "key blob" is the standard public key encodi ng of the key
(Section 3.3) and "comrent" is a human-readabl e corment encoded as a
UTF-8 string.

3.6. Private key operations

A client may request the agent performa private key signature
operation using the foll owi ng nessage:

byte SSH_ACENTC_SI GN_REQUEST
string key bl ob

string dat a

ui nt 32 flags

Where "key bl ob" is the key requested to performthe signature
(encoded as per Section 3.3), "data" is the data to be signed and
"flags" is a bitfield containing the bitwi se OR of zero or nore
signature flags (see bel ow).

If the agent does not support the requested flags, or is otherw se
unable or unwilling to generate the signature (e.g. because it
doesn’t have the specified key, or the user refused confirmation of a
constrained key), it MJST reply with an SSH AGENT FAI LURE nessage.

On success, the agent MJUST reply with:

byt e SSH_AGENT_SI GN_RESPONSE
string signature

The signature format is specific to the algorithmof the key type in
use. SSH protocol signature formats are defined in [ RFC4253] for
"ssh-rsa" and "ssh-dss" keys, in [RFC5656] for "ecdsa-sha2-*" keys
and in [RFC8709] for "ssh-ed25519" and "ssh-ed448" keys.

3.6.1. Signature flags

Two flags are currently defined for signature request nessages:
SSH_AGENT_RSA SHA2 256 and SSH _AGENT_RSA SHA2 512 (defined in
Section 6.3). These two flags are only valid for "ssh-rsa" keys and
request that the agent return a signature using the "rsa-sha2-256" or
"rsa-sha2-512" signature nethods respectively. These signature
schenmes are defined in [ RFC8332].
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3.7. Locking and unl ocki ng an agent

The agent protocol supports requesting that an agent tenporarily |ock
itself with a pass-phrase. Wen | ocked, an agent MJST suspend
processing of sensitive operations (private key signature operations
at the very least) until it has been unlocked with the sanme pass-

phr ase.

The foll owi ng nessage requests agent | ocking

byte SSH_AGENTC_LOCK
string passphrase

The agent MJST reply with SSH AGENT_SUCCESS if | ocked successfully or
SSH AGENT_FAI LURE ot herwi se (e.g. if the agent was al ready | ocked).

The foll owi ng nessage requests unl ocking an agent:

byte SSH_ACGENTC_UNLOCK
string passphrase

If the agent is already | ocked and the pass-phrase matches the one
used to lock it then it MJST unlock and reply with SSH AGENT SUCCESS
If the agent is already unlocked or if the pass-phrase does not nmatch
it MUST reply with SSH AGENT_FAI LURE.

3. 8. Ext ensi on mechani sm

The agent protocol includes an optional extension nmechani smthat
al | ows vendor-specific and experi nental nessages to be sent via the

agent protocol. Extension requests fromthe client consist of:
byt e SSH_ACGENTC_EXTENSI ON
string ext ensi on type
byt e[ ] ext ensi on request-specific contents

The extension type indicates the type of the extension nmessage as a
UTF-8 string. Inplenmentation-specific extensions MJST be suffixed by
the inplementati on domain follow ng the extension nam ng schene
defined in Section 6 of [RFC4251], e.g. "foo@xanple.coni.

An agent that does not support extensions of the supplied type MIST

reply with an enpty SSH AGENT_FAI LURE nessage. This reply is also
sent by agents that do not support the extension nmechanismat all
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The contents of successful extension reply nessages are specific to
the extension type. Successful extension requests MJST return either
SSH _AGENT_SUCCESS on success or an extension-specific response

nessage:
byt e SSH_AGENT_EXTENSI ON_RESPONSE
string extension type
byt e[] ext ensi on response-specific contents

Where the extension type is the sane as that in the request.

Ext ensi on failure SHOULD be signal ed using a
SSH_AGENT_EXTENSI ON_FAI LURE nessage:

byt e SSH_AGENT_EXTENSI ON_FAI LURE
Ext ensi ons SHOULD NOT use the standard SSH AGENT_ FAI LURE nessage.
This allows failed requests to be distinguished fromthe extension
not bei ng support ed.

3.8.1. CQuery extension

A single, optional extension request "query" is defined to allow a
client to query which, if any, extensions are supported by an agent.

byt e SSH_AGENTC_EXTENSI ON
string "query”

If an agent supports the query extension it SHOULD reply with a |ist
of supported extension nanes.

byte SSH_AGENT_EXTENSI ON_RESPONSE
string "query”
string[] supported extension types

4. Connecting to an agent

Agents are exposed to the |local systemusing a connection-oriented
endpoint. On Unix-like systenms, it is typical to arrange for the
agent to listen on a filesystembased Uni x domain socket. On

M crosoft Wndows, it is usual to use a Wndows Naned Pi pe. Access
to these endpoints should be controlled as discussed in Section 8.
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In both cases, it is comon to expose the nane or address of the

i stening endpoint via an environnent variable naned "SSH AUTH SOCK".
Clients of an agent will use this variable to | ocate and connect to
the listening agent. Agents alternately MAY use an inplicit
mechanismfor clients to |ocate their endpoint, such as a default
per-user | ocation.

5. Forwardi ng access to an agent

The agent protocol may be forwarded over an SSH connection, using the
[ RFC4254] connection protocol, allow ng agent forwarding to be
requested for any session channel, using a nodel that is sinilar to
the connection protocol’s support for X11 Forwardi ng (Section 6.3 of

[ RFC4254]). This feature is OPTIONAL for SSH protocol and agent

i mpl ement ati ons.

5.1. Advertising agent forwardi ng support

Support for agent forwarding may be advertised by an SSH server using
the [ RFC8308] extension nechani smusing the name "agent-forward" in
the SSH MSG EXT | NFO nessage.

string "agent - f or war d"
string "0" (version)

Note that this protocol substantially predates the exi stence of the

[ RFC8308] extension nmechani sm and several w del y-depl oyed SSH

i npl ementations that support agent forwardi ng do not advertise their
ability to do so. SSH Cients MAY opportunistically attenpt to
request agent forwarding in the absence of an [ RFC8308] advertisenent
usi ng the vendor-specific names mentioned bel ow Likew se, SSH
servers MAY inpl enent the vendor-specific names in addition to the
one described here.

5.2. Requesting agent forwarding
An SSH client may request agent forwarding for a previously-opened

session (Section 6.1 of [RFC4254]) using the follow ng channe
request. This request is sent after the channel has been opened, but

before a shell, command or subsystem has been execut ed.
byt e SSH_MSG_CHANNEL _REQUEST
ui nt 32 channel _id
string "agent-req" or "auth-agent-req@penssh. cont
bool ean want _reply
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Where channel _id is the identifier for an established session channe
(as returned froma previous SSH M5G CHANNEL_OPEN request, and the
want _reply flag indicates whether the SSH server should respond wth
a confirmation of whether the request was successful (as specified in
Section 5.4 of [RFC4254])

If an SSH server accepts this request, typically it will arrange to
make a endpoint (e.g. a listening socket) avail abl e and adverti se
this fact to the subordi nate session. Mbst inplenentations on Unix-
like systens do this by providing a user-private |istening Unix
domai n socket and recording its location in an environnent variable
SSH_AUTH_SOCK

As nentioned previously, many depl oyed inpl ementati ons only support
the pre-standardi sati on "aut h-agent-reg@penssh. conf’ request nane.

The "agent-req" nanme SHOULD only be used if support was explicitly
advertised as per Section 5. 1.

5.3. Agent connection requests

After an SSH client has requested that a session have agent
forwardi ng enabl ed, the SSH server |ater nmay request a connection to
the forwarded agent. The SSH server does this by requesting a

dedi cat ed channel to comunicate with the SSH client’s agent.

byt e SSH_MSG_CHANNEL _OPEN

string "agent - connect” or "auth-agent @penssh. cont
ui nt 32 channel _id

ui nt 32 | ocal _wi ndow

ui nt 32 | ocal _maxpacket

The channel _id, |ocal _w ndow and | ocal _maxpacket fields should be
interpreted as specified by Section 5.1 of [ RFC4254].

As above, the "agent-connect" open type nane SHOULD only be used if
support was explicitly advertised as per Section 5.1

An SSH client SHOULD be prepared to handle multiple concurrent active
agent connecti ons.

An SSH client MAY accept agent connection requests (subject to

aut hori sation) without a prior agent forwardi ng request havi ng been
made to support the situation where agent forwardi ng wthout opening
a session is desired. Sinmlarly, an SSH client MAY continue to
accept agent connection requests after the session for which agent
forwardi ng was requested has cl osed.
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6

6

6

1.

1.

An SSH client MJST refuse unauthorised agent connection requests,
when agent forwarding is not desired by the SSH client or requested
but an SSH server sends an agent connection request anyway.

Because the "agent-connect" request contains no identifier to

di stingui sh which session channel originated the connection request,
an SSH connection can effectively forward access to only a single SSH
client-side agent using this protocol (although there may be nultiple
concurrent connections to that single agent).

Pr ot ocol nunbers
Message nunbers

The foll owi ng nunbers are used for requests fromthe client to the
agent .

SSH_AGENTC_REQUEST | DENTI TI ES 11
SSH_AGENTC_SI GN_REQUEST 13
SSH_AGENTC_ADD_I DENTI TY 17
SSH_AGENTC_REMOVE_| DENTI TY 18
SSH_AGENTC_REMOVE_ALL_| DENTI Tl ES 19
SSH_AGENTC_ADD_SMARTCARD_KEY 20
SSH_AGENTC_REMOVE_SMARTCARD_KEY 21
SSH_AGENTC_LOCK 22
SSH_AGENTC_UNLOCK 23
SSH_AGENTC_ADD_| D_CONSTRAI NED 25
SSH_AGENTC_ADD_SMARTCARD _KEY_CONSTRAI NED 26
SSH_AGENTC_EXTENSI ON 27

The foll owi ng nunbers are used for replies fromthe agent to the
client.

SSH_AGENT_FAI LURE 5
SSH_AGENT_SUCCESS 6

SSH_AGENT_| DENTI TI ES_ANSVER 12
SSH_AGENT_SI GN_RESPONSE 14
SSH_AGENT_EXTENSI ON_FAI LURE 28
SSH_AGENT_EXTENSI ON_RESPONSE 29

1. Reserved nessage nunbers

The foll owi ng nessage nunbers are reserved for inplenmentations that

i mpl ement support for the | egacy SSH protocol version 1: 1-4, 7-10,
15-16 and 24 (inclusive). These nessage nunbers MAY be used by an

i npl ementati on supporting the | egacy protocol but MJST NOT be reused
ot herwi se.
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The range of message numbers 240-255 are reserved for organization-
| ocal extensions to the agent protocol and MJUST NOT be used by
generic inplenmentations.

6.2. Constraint identifiers

The foll owi ng nunmbers are used to identify key constraints. These
are only used in key constraints and are not sent as nessage nunbers.

SSH_AGENT_CONSTRAI N_LI FETI ME 1
SSH_AGENT_CONSTRAI N_CONFI RM 2
SSH_AGENT_CONSTRAI N_EXTENSI ON 255

6.3. Signature flags

The foll owi ng nunbers nay be present in signature request
(SSH_ACENTC _SI GN_REQUEST) nessages. These flags forma bit field by
taking the logical OR of zero or nore flags.

SSH_AGENT_RSA_SHA2_256 0x00000002
SSH_AGENT_RSA_SHA2 512 0x00000004

The flag value 1 is reserved for historical inplenentations.

7. | ANA Consi derations
This protocol requires four registries be established, one for
message nunbers, one for constraints, one for signature request flags
and one for extension request nanes. Additionally, new codepoints
are requested in three existing registries.

7.1. New registry: SSH agent protocol nunbers

This registry, titled "SSH agent protocol nunbers" records the

message nunbers for client requests and agent responses. |t should
be created in the Secure Shell (SSH) Protocol Paraneters registry
group [ RFC4250]. Its initial state should consist of the follow ng

nunbers and reservations. Future message nunber all ocations shal
occur via EXPERT REVI EWas per [RFC8126].

[ ety et Y
| Nunber(s) | ldentifier | Reference
| 1 | reserved | thisrfc,
| | | Section |
| | | 6.1.1 |
S e S +
| 2 | reserved | thisrfc,
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| Section |
| 6.1.1 |

| thisrfc, |
| Section |
| 6.1.1 |

| thisrfc, |
| Section |
| 6.1.1 |

| thisrfc, |
| Section |
| 6.1 |

| thisrfc, |
| Section |
| 6.1.1 |

| thisrfc, |
| Section |
| 6.1.1 |

| thisrfc, |
| Section |
| 6.1.1 |

| thisrfc, |
| Section |
| 6.1.1 |

| thisrfc, |
| Section |
| 6.1 |

| thisrfc, |
| Section |
| 6.1 |
| thisrfc, |
| Section |
| 6.1 |

| thisrfc, |
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| Section |
| 6.1 |

| thisrfc, |
| Section |
| 6.1.1 |

| thisrfc, |
| Section |
| 6.1.1 |

| thisrfc, |
| Section |
| 6.1 |

| thisrfc, |
| Section |
| 6.1 |

| thisrfc, |
| Section |
| 6.1 |

| thisrfc, |
| Section |
| 6.1 |

| thisrfc, |
| Section |
| 6.1 |

| thisrfc, |
| Section |
| 6.1 |

| thisrfc, |
| Section |
| 6.1.1 |
| thisrfc, |
| Section |
| 6.1 |

| thisrfc, |
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| | | Section |
| | | 6.1 |

| 27 | SSH_AGENTC_EXTENSI ON | thisrfc, |
| | | Section |
I I | 6.1 I

| 28 | SSH_AGENT_EXTENSI ON_FAI LURE | thisrfc, |
| | | Section |
I I | 6.1 I

| 240-255 | Reserved for organizational use | thisrfc, |
| | | Section |
I I | 6.1 I

Table 1
7.2. Newregistry: SSH agent key constraint nunbers

This registry, titled "SSH agent key constraint nunbers" records the
message nunbers for key use constraints. |t should be created in the
Secure Shell (SSH) Protocol Paraneters registry group [ RFC4250]. Its
initial state should consist of the foll owing nunbers. Future
message nunber allocations shall occur via EXPERT REVI EW as per

[ RFC8126] .

| Number | ldentifier | Reference |
[} ey Cpp—p—p——————————————————————————— e o
| 1 | SSH AGENT _CONSTRAIN LIFETIME | thisrfc, Section 6.2 |
S . e T +
| 2 | SSH _ACGENT_CONSTRAIN_ CONFIRM | thisrfc, Section 6.2 |
B o mm e e e e e e e e e e e memmao-- o e e e e e e e oo +
| 255 | SSH_AGENT_CONSTRAI N EXTENSION | thisrfc, Section 6.2 |
E oo e e e e e e e e oo oo o e e e e o o - +

MLl er Expires 17 May 2026 [ Page 21]



I nternet-Draft SSH Agent Pr ot ocol Noverber 2025

7.3. Newregistry: SSH agent signature flags

This registry, titled "SSH agent signature flags" records the val ues
for signature request (SSH AGENTC SI GN REQUEST) flag values. It
shoul d be created in the Secure Shell (SSH) Protocol Paraneters
registry group [ RFC4250]. Its initial state should consist of the
foll owi ng numbers. Note that as the flags are conbi ned by bitw se
OR, all flag values nust be powers of two and the maxi num avail abl e
flag val ue i s 0x80000000.

Fut ure nessage nunber allocations shall occur via EXPERT REVI EW as
per [RFC8126].

| Number | ldentifier | Reference |
[S et e el e
| Ox01 | reserved | thisrfc, Section 6.3 |
T e e e e e oo g +
| 0x02 | SSH _AGENT_RSA SHA2 256 | thisrfc, Section 6.3 |
B o m e e e e e e e aao o o e e e e e e e oo +
| 0x04 | SSH AGENT_RSA SHA2 512 | thisrfc, Section 6.3 |
E e o e e e e o o - +

Table 3
7.4. New registry: SSH agent extension request nanes

This registry, titled "SSH agent extension request nanes" records the
nanes used in the generic extension request nessage

(SSH ACENTC EXTENSION). It should be created in the Secure Shell
(SSH) Protocol Paraneters registry group [ RFC4250]. Its initial
state should consist of the foll owi ng nanes.

Future nane allocations shall occur via EXPERT REVI EW as per

[ RFC8126] .
| Extension Name | Reference |
[ e ————— = ——(———(———————(—————— L
| query | thisrfc, Section 3.8.1 |
. e +
Tabl e 4
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7.5. Additions to SSH Ext ensi on Nanes

I ANA is requested to insert the following entries into the table
Ext ensi on Names [| ANA- SSH- EXT] in the Secure Shell (SSH) Protocol
Paraneters registry group [ RFC4250].

| Extension Name | Reference |

[ gt —————— Ll p—p—p—_—(———————(——(—————r L

| agent-forward | thisrfc, Section 5.1 |

. R +
Table 5

7.6. Additions to SSH Connection Protocol Channel Request Nanes

I ANA is requested to insert the following entries into the table
Connection Protocol Channel Request Nanes [| ANA- SSH-CHANREQ in the
Secure Shell (SSH) Protocol Paraneters registry group [ RFC4250].

B e sl

| Request Type | Reference |

F ==+t -————————————_——————————+

| agent-req | thisrfc, Section 5.2 |

i I I T +
Table 6

7.7. Additions to SSH Connection Protocol Channel Types

IANA is requested to insert the following entries into the table
Connection Protocol Channel Types [l ANA- SSH CHANTYPE] under Secure
Shell (SSH) Protocol Paraneters [RFC4250].

e ettty ety o

| Request Type | Reference |

[ oo oo e s o}

| agent-connect | thisrfc, Section 5.3 |

S I R i +
Table 7
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7.8. Quidance for Designated Experts

VWhen a Designated Expert (DE) is asked to review additions to the new
regi stries described above (Section 7.1, Section 7.2, Section 7.3 and
Section 7.4), they are requested to verify that suitable
docunentation as described in [ RFC5226] exists and is permanently and
publicly available. The DE is also requested to check the clarity of
pur pose and use of the requested code points. The DE should al so
verify that specifications produced in the | ETF that request code
points in these registries have been nmade available to the SSHM
wor ki ng group and the ssh@etf.org mailing list for review Requests
for code points nade for specifications produced outside the | ETF
shoul d not conflict with active | ETF work or prior |ETF

speci fications.

The avai |l abl e nunber of code points in the SSH agent protocol nunbers
(Section 7.1) and SSH agent signature flags (Section 7.3) registries
are limted, so the DE is requested to ensure the use of code points

is very well justified. For the SSH agent protocol numbers, naned
ext ensi on requests (Section 7.4) provide an alternative for nost uses
with no practical limtation on the nunber of avail abl e code points.

8. Security Considerations

The agent is a service that is tasked with retaining and providi ng
controll ed access to what are typically long-lived I ogin

aut hentication credentials. It is by nature a sensitive and trusted
software conponent. Moreover, the agent protocol itself does not

i nclude any authentication or transport security; ability to

communi cate with an agent is usually sufficient to invoke it to
perform private key operations.

Since being able to access an agent is usually sufficient to perform
private key operations, it is critically inportant that the agent
only be exposed to its owner and their authorised del egates. On

Uni x-1ike systems this may be achieved via fil esystem permni ssions on
t he agent socket and/or identity checks on the client connected to a
socket (e.g. SO PEERCRED on sone Unix-like systens). On W ndows,
access to a naned pipe may controlled by attaching a security
descriptor at the time of its creation

The primary design intention of an agent is that an attacker with
unprivil eged access to their victinm s agent should be prevented from
gai ning a copy of any keys that have been loaded into it. This may
not preclude the attacker from stealing use of those keys (e.g. if
they have been | oaded wi thout a confirmation constraint).
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G ven this, the agent should, as far as possible, prevent its nenory
bei ng read by other processes to prevent theft of |oaded keys. This
typically includes disabling debugging interfaces and preventing
process nenory dunps on abnormal term nation

Anot her, nore subtle, means by which keys nmay be stolen are via
crypt ographi ¢ side-channels. Private key operations nmay |eak

i nformati on about the contents of keys via differences in timng,
power use or by side-effects in the nmenory subsystens (e.g. CPU
caches) of the host running the agent. For the case of a |loca
attacker and an agent hol di ng unconstrai ned keys, the only lint on
the nunber of private key operations the attacker nay be able to
observe is the rate at which the CPU can perform signatures. This
grants the attacker an al nost ideal oracle for side-channel attacks.
VWhile a full treatnment of side-channel attacks is beyond the scope of
this specification, agents SHOULD use cryptographic inplenentations
that are resistant to side-channel attacks and MAY take additiona
measures to hide the actual tine spent processing private key
operati ons.

Forwar di ng access to a | ocal agent over an SSH connection (Section 5)
inherently creates a transitive trust relationship. SSH

i mpl ement ati ons SHOULD NOT forward use of an agent by default and
SHOULD i npl enent additional controls over key visibility and use for
f orwarded agent connecti ons.

I mpl enent ati on of token/smartcard-hosted keys requires sone care too.
On sone systens, tokens may invoked by providing a path to shared
library that nmust be | oaded to nmake use of keys hosted on the device
(a path to a library for a particular PKCS#11 nodul e, for exanple).
Loading a shared library on nost platfornms inplies autonmatic
execution of code in that library in the address space of the process
that loads it. Agents that support |oading token-hosted keys via
library path SHOULD ensure that only trusted token provider libraries
are | oadabl e, SHOULD ensure that | oaded token |ibrary code cannot
gain access to other keys |oaded in the agent and MAY di sall ow renote
clients froml oadi ng token keys entirely. Protection for existing
keys fromtokey library code may be achi eved by | oadi ng the token
library into a separate process to the agent and arranging for the
agent to invoke token operations to this process via | PC
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Finally, with respect to the agent |ocking functionality in

Section 3.7, an agent SHOULD take counterneasures agai nst brute-force
guessi ng attacks agai nst the pass-phrase. This may take the form of
enforced del ays when an unlock attenpt is made with an incorrect
password (potentially increasing for subsequent failures), a |ockout
peri od where the agent refuses to accept further requests after sone
threshold of failed unlock attenpts has been nmade and/or deletion of
all keys held by the agent after a threshold of failed unlock
attenpts.

9. Inplenentation Status
This section is to be renmoved before publishing as an RFC
Note to editor: please also renove the orphaned reference to RFC7942

This section records the status of known inplenmentations of the
protocol defined by this specification at the tinme of posting of this
Internet-Draft, and is based on a proposal described in [ RFC7942].
The description of inplenmentations in this section is intended to
assist the IETF in its decision processes in progressing drafts to
RFCs. Please note that the listing of any individual inplenmentation
here does not inply endorsenent by the | ETF. Furthernore, no effort
has been spent to verify the information presented here that was
supplied by I ETF contributors. This is not intended as, and nust not
be construed to be, a catalog of available inplenmentations or their
features. Readers are advised to note that other inplenentations may
exi st.

According to [ RFC7942], "this will allow reviewers and worki ng groups
to assign due consideration to docunents that have the benefit of
runni ng code, which nmay serve as evidence of val uabl e experimentation
and feedback that have made the inplenmented protocols nore nmature.

It is up to the individual working groups to use this information as
they see fit".

The foll owi ng projects maintain an inplenentation of this protocol

penSSH OpenSSH is the originating inplenentation of this protoco
and has supported it since 2000.

Website: https://ww. openssh. com

PuTTY PuTTY is a popular SSH client inplenentation for multiple
platforns that has included a conpatible agent client since 2001

Website: https://ww. chiark. greenend. or g. uk/ ~sgt at ham putty/
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10.

10.

Dr opbear Dropbear is an SSH client and server inplenentation for
Uni x- like systenms. 1t has supported the agent protocol since
2005.

Website: https://matt.ucc. asn. au/ dr opbear/ dropbear. htm
Param ko Parani ko is an SSH client and server inplenentation in the
Pyt hon progranm ng | anguage. |t has supported an agent protocol
i npl ement ati on since 2005.
Website: https://ww. param ko. org/
CGol ang x/crypto/ ssh/agent The Go programmi ng | anguage project has

supported an inplenmentation of this protocol in its external "x
repository since 2015.

Website: https://pkg. go.dev/gol ang. org/ x/ crypt o/ ssh/ agent
This list is not exhaustive.
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