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1. Introduction

ChaCha20 is a stream ci pher designed by Dani el Bernstein and
described in [ChaCha], with sone details inherited from|[ Sal sa20].

It operates by pernuting 128 fixed bits, 128 or 256 bits of key, a 64
bit nonce and a 64 bit counter into 64 bytes of output. This output
is used as a keystream w th any unused bytes sinply discarded.

Pol y1305 [ Pol y1305], also by Daniel Bernstein, is a one-time Carter-
Wegman MAC that conputes a 128 bit integrity tag given a nessage and
a single-use 256 bit secret key.

The "chacha20- pol y1305" ci pher conbi nes these two prinitives into an
aut henti cated encryption node. The construction used is based on
that proposed for TLS by Adam Langl ey in

[1-D. agl-tls-chacha20pol y1305], but differs in the |ayout of data
passed to the MAC and in the addition of encryption of the packet
lengths. In particular, the key generation for Polyl305 is based on
ChaCha20, instead of AES as described in [Pol y1305].

Thi s docunent specifies and registers "chacha20-pol y1305" to be

identical to the already wi dely depl oyed
"chacha20- pol y1305@penssh. coni'.
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2

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

ChaCha20

ChaCha20 is defined by two | ong docunents, but the actual cipher
definition is sinple enough to restate the full specification here.

ChaCha20 operates on an array of sixteen 32-bit integers, usually
witten in the formof a square matrix, with x[0], ..., X[3] on the
top row, ..., x[12], ..., x[15] on the bottomrow.

The ChaCha20 pernutation is a fixed, keyless transformati on which
turns an input matrix into an output one. It is described in full by
the follow ng pseudocode, in which addition is nodul o 2732, and RCOL
describes bitwi se left rotation of 32-bit integers:
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one_16th_of _a round(matrix, p, q, r

matrix[r] <- (matrix[r] XOR matrix[p]) ROL rotation

one_quarter_of a round(matrix, a, b
one_16th_of a round(matri X,
one_16th_of _a round(matri x,
one_16th_of _a round(matri x,
one_16th_of _a round(matri x,

oo o~

even_nunbered_round(matri x):
one_quarter_of a round(matri
one_quarter_of _a round(matri
one_quarter_of _a round(matri
one_quarter_of _a round(matri

X X X X

odd_nunbered_round(matri x):
one_quarter_of a round(matri
one_quarter_of _a round(matri
one_quarter_of _a round(matri
one_quarter_of _a round(matri

X X X X

chacha20(matri x):
orig <- copy(matrix)
repeat 10 tines:
even_nunber ed_round(mat ri x)
odd_nunbered_round(matri x)

’
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rotation):
matrix[p] <- matrix[p] + matrix[q]
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15)

15)
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13)
14)
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matrix = matrix + orig /1 elenment-wi se addition of two matrices

Fi gure 1: Pseudocode of the ChaCha20 transform

To generate a ChaCha20 ci pher bl ock

3

the first four words

X[0],...,%x[3] of the input matrix are initialized to fixed val ues

obt ai ned by encoding the string "expand 32-byte k" in ASCl I

and

interpreting those 16 bytes as the little-endi an encoding of four

32-bit integers. |.e.
x[ 0] = 0x61707865
x[ 1] = 0x3320646e
x[2] = 0x79622d32
x[3] = 0x6b206574
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The next 8 words x[4],...,x[11] are initialized fromthe 32-byte

ci pher key in the same fashion. The next 2 words x[12],x[13] are a
64-bit counter which is incremented for each output data block, with
X[ 12] being the loworder 32 bits of the counter and x[13] the high-
order bits. The final 2 words x[14],x[15] are initialized from an
8-byte "nonce" which nmust be a unique identifier for each separate
message encrypted with the same key.

To create a full ChaCha20 ci pher stream a succession of input
matrices is constructed as above, incrementing the 64-bit bl ock
counter by 1 in each matrix. Each input matrix is independently
transforned via the pernmutation described above, and the out put
matrix is converted into 64 bytes of cipher stream by encoding each
32-bit integer little-endian. Generate as nmany bl ocks of the cipher
stream as necessary; XOR the cipher stream byte-wi se into the nmessage
to be encrypted; discard any remaining part of the final block

4.  Pol y1305

The Pol y1305 authenticator used in this specification differs from
the description in [Polyl1305] in howit generates the key material,
so it is convenient to specify that in full here as well

Pol y1305 as described here requires two 16-byte key inputs. Each one
is interpreted as the little-endian encoding of a 128-bit integer

One of these integers is then bitw se-ANDed with the integer
OXOFFFFFFCOFFFFFFCOFFFFFFCOFFFFFFF, and the result is denoted as 'r’.
The other integer is denoted as 'n’, and requires no nodification

The input nmessage to be authenticated is divided into bl ocks of 16
bytes, with a short block at the end if its length is not a multiple
of 16. Each block is converted into an integer of size up to 27129,
by appendi ng the byte 0x01 and then interpreting the extended bl ock
as the little-endian encoding of an integer. (So all the resulting
i ntegers have bit 128 set, except that if there is a final short

bl ock of s < 16 bytes, then that integer will have bit (8*s) set.)

Denote the message integers as (1], 2], ..., Cn]. Then the MAC
is computed as foll ows.

Perform a pol ynom al evaluation in which the variable is the key

integer 'r’'; the constant coefficient is zero; the coefficient of r”1
is Cnj, the coefficient of r*2 is (m1l], ..., and the coefficient
of r*mis C1]. This can be achieved by initializing an accunul ator

A to zero, and then for each coefficient CJi], in turn, setting A <-

(A+ di]) *r.
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The result of this evaluation is reduced nodul o 2°130-5 to give the
| east non-negative residue. (It follows that the internediate
results of the polynom al evaluation can be reduced in the sane way,
wi thout affecting the output.) That residue is then reduced again
nmodul o 272128, and added nodul o 27128 to the other key integer 'n’
This final 128-bit integer is encoded little-endian and forms the
out put aut hentication tag.

In the original specification [Polyl305], the key provided by the
application consists of 16 bytes of data used to create 'r’ as

descri bed above, and another 16 bytes used as an AES key to encrypt a
per - nessage nonce, with the ciphertext being used to create 'n'. So
"r’ is reused between nessages, with only 'n' changing. However, in
this specification, both 'r’ and 'n' are created fromparts of the
out put of the same ChaCha20 transformation, as described below. So
bot h val ues change in every nessage.

5. Negotiation

The "chacha20- pol y1305" offers both encryption and authentication
As such, no separate MACis required. |If the "chacha20-pol y1305"
cipher is selected in key exchange, the offered MAC al gorithns are
i gnored and no MAC is required to be negoti at ed.

Strict KEX [I-D.ietf-sshmstrict-kex] disallows non-KEX nessages
during initial KEX to mtigate Terrapin, but this is not the only
requirenent of strict KEX. Section 3.3 of [I-D.ietf-sshmstrict-kex]
contains an additional counterneasure: that endpoints reset their
sequence nunbers at the conclusion of KEX. This reverses a bad
design decision in the original RFC4253 protocol that allowed state
(sequence nunbers) to persist across the critical first-KEX boundary;
i.e. frombefore the transport was authenticated and integrity
protected. |Implenentations MJST inplenent both countermeasures to be
saf e.

6. Detailed Construction

The "chacha20- pol y1305" ci pher requires 512 bits of key material as
output fromthe SSH key exchange. This forns two 256 bit keys (K 1
and K 2), used by two separate instances of chacha20.

The instance keyed by the second half of the key material, K2, is a
stream ci pher that is used only to encrypt the 4 byte packet |ength
field. The instance keyed by the first half K1 is used to encrypt
the remai nder of the packet. The concatenated ciphertext from both
of these operations is then authenticated using Polyl305 with a key
derived fromthe K 1 cipher stream
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The 8-byte nonce required by ChaCha20 is obtained by encoding the SSH
packet sequence nunber as a 64-bit integer, in the usual SSH big-
endi an encoding. Since the SSH packet sequence nunber is defined to
be a 32-bit integer, this nmeans that the first four bytes of the
ChaCha20 nonce, creating the input matrix entry x[14], are always
zero. The second four bytes are the big-endian encoding of the SSH
sequence nunber, which nmeans that the matrix entry x[15] is the
sequence nunber with its byte order reversed, because that results
from decodi ng the same four bytes little-endian

For the K 2 cipher instance that encrypts the length, the block
counter is always 0, because only one block is needed (and only the
first four bytes of that block are used). For the K 1 cipher

i nstance used for the packet payload, the block counter value starts
at 1 and increnents to generate the cipher streamthat encrypts the
packet .

To generate keying information for the Polyl305 MAC, the K 1 cipher
instance is run with the same key and nonce but a bl ock counter val ue
of 0. The first 16 bytes of the output are converted into the

Pol y1305 key integer 'r’ at which the polynom al is eval uated, by
decoding themas a 128-hbit |little-endian integer and clearing certain
bits of that integer as described in [Polyl305]. The second 16 bytes
are converted into the mask integer 'n' added at the end of the

Pol y1305 al gorithm

7. Packet Handling

When receiving a packet, the length nmust be decrypted first. Wen 4
byt es of ciphertext |ength have been received, they may be decrypted
using the K 2 key, a nonce consisting of the packet sequence nunber
encoded as a uint64 under the usual SSH wire encoding and a zero

bl ock counter to obtain the plaintext |ength.

Once the entire packet has been received, the MAC MJST be checked
bef ore decryption. A per-packet Pol yl1305 key is generated as

descri bed above and the MAC tag cal cul ated using Polyl1305 with this
key over the ciphertext of the packet |ength and the payl oad
together. The calculated MACis then conpared in constant tine with
the one appended to the packet and the packet decrypted using
ChaCha20 as described above (with K 1, the packet sequence number as
nonce and a starting bl ock counter of 1).

To send a packet, first encode the 4 byte length and encrypt it using

K 2. Encrypt the packet payload (using K 1) and append it to the
encrypted length. Finally, calculate a MAC tag and append it.
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8.

10.

Rekeyi ng

ChaCha20 nust never reuse a {key, nonce} for encryption nor may it be
used to encrypt nore than 2270 bytes under the sane {key, nonce}. The
SSH Transport protocol [RFC4253] recommends a far nore conservative
rekeying every 1GB of data sent or received. |If this recomendation
is followed, then "chacha20-pol y1305" requires no special handling in
this area.

Acknowl edgenent s
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regi ster the QpenSSH privat e-use ci pher for generic use.

Security Considerations

The use of this cipher and MAC conbination facilitates exploitation
of a KNOAN SECURI TY VULNERABI LI TY in the SSH transport protocol

Thi s specification nodifies the SSH bi nary packet protocol in a way
that makes the encryption and authentication of every packet

i ndependent: instead of generating a single continuous cipher stream
and dividing it at packet boundaries, a fresh cipher streamis
started for each packet based on that packet’'s sequence nunber. This
makes it possible for a MTM attacker to delete an entire packet from
one direction of the SSH data stream if they can manipul ate the
receiving end s idea of the packet sequence nunber. |In the
"Terrapi n" attack [Terrapin] (CVE-2023-48795), this is achieved by
conbi ning deletion of the first encrypted packet with injection of an
earlier SSH MSG | GNORE packet, in the cleartext segnent of the SSH
session before the initial key exchange conpletes. The injected and
del et ed packets have opposite effects on the sequence nunber and
cancel one another out, so that the receiving side uses the correct
sequence nunber to decrypt the first remaining packet in the cipher
stream and never detects the nodification. This is a breach of the
SSH transport protocol’s security guarantee.

I mpl enent ati ons depl oyi hg t he "chacha20-pol y1305" ci pher and MAC
combi nati on MJUST support a neans of mitigating this attack, and
deploy the mitigation if the other end of the SSH connection is al so
capabl e of doing so.

As of 2025, a nmitigation conmonly deployed is called Strict KEX
[I-D.ietf-sshmstrict-kex]. In this nodification, the packet
sequence nunber used for cryptographic purposes is reset to O

i medi ately after each SSH MSG NEWKEYS, and extraneous packets such
as SSH MSG | GNORE are prohibited in the initial cleartext segnent of
the session.
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11.

12.

13.

On the other hand, the use of two separate cipher instances is itself
a mtigation for another famly of attacks found in SSH (e.g. CVE-
2008-5161), in which an attacker uses the fact that the receiver acts
on the decrypted | ength before checking the MAC, to obtain an oracle
for the packet payl oad cipher by nodifying the packet length field
and observing the receiver’s response. |In this protocol, the length
is encrypted using an independently-keyed cipher, so any attenpt to
expl oit the decryption of the length field only gains information
about the length cipher, and not about the separate cipher instance
that encrypts the packet payl oad.

In the original specification for Polyl305, the nonce value added to
the result of the polynomial evaluation was generated by AES. In
this specification, ChaCha20 is used instead, and there is an
assunption this doesn’t introduce new risks.

| ANA Consi der ati ons

I ANA is requested to add a new "Encryption Al gorithm Nane" of
"chacha20- pol y1305" the "Encryption Al gorithm Nanes" registry for
Secure Shell (SSH) Protocol Paraneters [I ANA-ENCALG with a
"Reference" field referring this RFC
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Appendi x A.  Wirked Exanpl e

Since this specification nodifies both Polyl305 (by generating its
key data using a different cipher) and the SSH bi nary packet
protocol, it is useful to present a full exanple of how an SSH packet
is encrypted and authenticated to generate the exact data sent over

t he network.

The exanpl e i nput packet, described using the conventional SSH
mar shal | i ng notation, is as foll ows:

byte Ox5e (SSH2_MSG_CHANNEL_DATA)
ui nt 32 0 (recipient channel id)
string "Loremipsumdol or sit anet, consectetur adipisicing elit"

Figure 2: Logical formof the input packet

After encoding in the binary packet protocol, this becones the
fol |l owi ng dat a:
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ui nt 32 0x48 (packet length not including this field)

byt e 0x06 (number of bytes of paddi ng)

byte Ox5e (SSH2_MSG _CHANNEL_DATA)

ui nt 32 0 (recipient channel id)

string "Loremipsumdol or sit anet, consectetur adipisicing elit"
byt e[ 6] Ox4e 0x43 0xe8 0x04 Oxdc 0Ox6c (random paddi ng bytes)

Figure 3: Full encoding of the input packet before encryption

which in turn is encoded into the follow ng bytes:

00 00 00 48 06 5e 00 00 00 00 0O 00
72 65 6d 20 69 70 73 75 6d 20 64 6f
73 69 74 20 61 6d 65 74 2c 20 63 6f
74 65 74 75 72 20 61 64 69 70 69 73
67 20 65 6¢c 69 74 4e 43 e8 04 dc 6¢

00 38 4c 6f
6c 6f 72 20
6e 73 65 63
69 63 69 6e

Figure 4: Input packet encoded as hex bytes, before encryption
In this exampl e connecti on,

server,

this packet was sent fromclient to
with a sequence nunber of 7.

The encryption key for the client-to-server direction of the
connection, derived as specified in RFC4253 section 7.2, is 64 bytes
| ong and consists of the followi ng bytes:

8b bf f6 85
foO 76 a9 05
e9 b7 a7 ab
45 43 fc 75

5f cl1 02 33
b2 44 4a 32
82 5a 82 49
69 88 7d 76

8c 37 3e 73
ee ca ff ea
34 6e cl1 c2
el 68 f3 75

aa cO
e2 2b
83 01
62 ac

c9
ec
cf

07

14
c5
39
40

Figure 5: Key material output fromthe key exchange
To encrypt the first 4 bytes of the packet,
the following matrix of 32-bit integers is constructed as input to
the ChaCha20 pernutation, with the key material derived fromthe
second hal f of the above block, and a bl ock counter value of O.

(Note that the packet sequence nunber, in the bottomright corner,
has been endi anness-swapped as a result of encoding it big-endian in
the SSH convention and then decoding it little-endian in the ChaCha20
convention.)

consisting of the length,

Mller,

0x61707865
Oxab5a7b7e9
0x75f c4345
0x00000000

Fi gure 6: ChaCha20 preinage matrix for encrypting the packet

et al.

0x3320646e
0x49825a82
0x767d8869
0x00000000

0x79622d32
0xc2cl6e34
0x75f 368el
0x00000000

0x6b206574
0x39cf 0183
0x4007ac62
0x07000000

Expi res 27 Novenber 2026
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After the ChaCha20 transformation,

Oxaccc3e2c
0x75306ddf
0x0ae8bal2
0Ox8ea9bef 4

Oxf 62f 4341
0x8b82a326
0x1cb72290
0x6ae96e0d

0x94f 7b07b
Ox5blaecl13
0xb1565876
0x32148e17

Oxe6f 481f b
0x119ff 043
Oxf 5f ee756
0Oxf 9531ec9

May 2026

the output matrix is as foll ows:

Figure 7: ChaCha20 output matrix for encrypting the packet |ength

To encrypt the 32-bit length field, only 32 bits of this cipher
streamare required. The first word, Oxaccc3e2c, is encoded little-
endian into the four bytes 2c 3e cc ac, and these are XORed with the
bi g-endian SSH I ength field 00 00 00 48 to produce the encrypted
length field 2c 3e cc e4.

2c 3e cc e4
Figure 8. Encrypted bytes of the packet length field

The remai ning 60 bytes of this output block are discarded. When
encrypting the length field of the next packet, a fresh data bl ock
wi |l be generated using that packet’s sequence numnber

To encrypt the renai nder of the packet, two cipher blocks are

requi red. These are generated fromthe first 32 bytes of the cipher
key data, and have bl ock counter values 1 and 2 (value 0 is used to
generate the MAC input). The two matrices input to ChaCha20 are
therefore as follows, differing only in the block counter at the
start of the bottom row

0x61707865
0x85f 6bf 8b
0x05a976f 0
0x00000001

0x61707865
0x85f 6bf 8b
0x05a976f 0
0x00000002

Fi gure 9: ChaCha20

0x3320646e
0x3302c15f

0x324a44h2
0x00000000

0x3320646e
0x3302c15f

0x324a44h2
0x00000000

0x79622d32
0x733e378c
Oxeaf f caee
0x00000000

0x79622d32
0x733e378c
Oxeaf f caee
0x00000000

0x6b206574
0x14c9cOaa
0Oxc5ec2be2
0x07000000

0x6b206574
0x14c9cOaa
Oxc5ec2be2
0x07000000

prei mage matrices for encrypting the nain
packet data

The ChaCha20 pernmutation transfornms these two matrices into the
fol | owi ng out put bl ocks:

Mller, et al
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0x8905e2a3
Oxc2f 3c7ea
0x57e5cf 62
0x2c0b08c4

0x69c3a5f 4
Oxa45d5d78
0x98039827
0x33e3c45a

Fi gure

Ox7b7af 05b
0x88a92e6d
0x54d6a747
0x02606ea4

Oxb55ef bdd
0x0b44d75b
0xd8b8e8de
0x51418cf 6

SSH chacha20- pol y1305

Oxa9f a6ea9
0x25b5c029
0x055c2b83
Oxf ea28051

Ox80a9caea
Oxf 75247b7
Oxbf 7035b6
Oxcaf eaeb62

0Ox5ccl4cfa
OxeelOcaac8
0x11c56757
Oxeedeabf c

0xf 270c0a0
Oxel4c0e37
0xc90bef 5b
0x6da70d32

May 2026

10: ChaCha20 output matrices for encrypting the nmain

packet data

These bl ocks are converted back into bytes in little-endian encodi ng,
to create 128 bytes of data beginning a3 e2 05 89 ... and ending ..
32 0d a7 6d. The 72 bytes of packet data (apart fromthe separately

encrypted length field) are XCRed with the first 72 bytes of this

data to produce

a5 bc 05 89
83 b7 80 b7
03 a2 80 23
b6 28 6a 48

5b f0 7a
00 Oe cd
6b 87 b5
cd 1e 09

7b
e’
3b
71

a9 56 b6 cb6
45 af c¢7 05
ed 58 39 66
38 e3 cb 90

the follow ng encrypted output:

88 29 ac 7c
bb ¢3 78 ce
23 02 bl 64
9b 8b 2b 82

9d d1 8d 2a 35 ff 82 d9

Figure 11: Encrypted bytes of the packet, excluding the length field
in which, for exanple, the first byte Oxa5 is the bitwi se XOR of the
first cipher streambyte Oxa3 with the byte 0x06 fromthe cl eartext
packet (i ndicating the nunber of padding bytes).

The encrypted length field is prefixed to the above,
compl ete 76-byte ciphertext:

to produce the

a5 bc 05 89
83 b7 80 b7
03 a2 80 23
b6 28 6a 48
9d d1 8d 2a

5b fO 7a 7b
00 Oe cd e7
6b 87 b5 3b
cd le 09 71
35 ff 82 d9

a9 56 b6 cb6
45 af c¢7 05
ed 58 39 66
38 e3 cb 90

2c 3e cc e4
88 29 ac 7c
bb ¢c3 78 ce
23 02 bl 64
9b 8b 2b 82

Figure 12: Encrypted bytes of the whole packet, including its length
Thi s ci phertext
as foll ows.

is the input to the Pol y1305 MAC, which is conputed
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The packet data is converted into the foll owi ng sequence of

pol ynom al coefficients, by repeatedly taking a maxi mum of 16 bytes
fromthe start of the data, appending the byte 0x01, and decodi ng as
alittle-endian integer:

1] = 0Ox1lc6b656a97b7af 05b8905bca5edcc3e2c
C[ 2] = 0x105c7af 45e7cd0e00b780b7837cac2988
C[ 3] = 0x1663958ed3bb5876b2380a203ce78c3bb
C[ 4] = 0x190cbe33871091ecd486a28b664b10223
5] = 0x1d982f f 352a8dd19d822b8h9b

Figure 13: Polyl1305 coefficients derived fromthe encrypted packet

The MAC key is constructed by generating a bl ock of ChaCha20 ci pher
stream using the same cipher that encrypted nost of the packet, with
a bl ock counter value of 0. So the input to the ChaCha20
transformation is the following nmatrix:

Mller,

0x61707865
0x85f 6bf 8b
0x05a976f 0
0x00000000

0x3320646e
0x3302c15f

0x324a44h2
0x00000000

0x79622d32
0x733e378c
Oxeaf f caee
0x00000000

0x6b206574
0x14c9cOaa
0Oxc5ec2be2
0x07000000

Fi gure 14: ChaCha20 preinmage matrix for keying the MAC

and t he ChaCha20 permutation transforns it

Oxf ba86ef 6
Oxebc13a8f
0x95f 6ca26
0xd52da783

Fi gure 15: ChaCha20 out put

The top row of this matrix is converted into a 128-bit
reconbining the four words in little-endi an order,
0xa4487348a6b4d75d046d187af ba86ef 6.
Pol y1305 integer 'r’ at which the pol ynom a

0x046d187a
0OxeObe63f a
0x509e2eec
0Oxc8f 24915

0Oxa6b4d75d
Ox65abelcl
Oxbof 34f e2
0xb3907730

0xa4487348
0xdd5b9f dO
0xc565e785
Ox1dal2e04

into this:

matrix for keying the MAC

i nteger by

This is transforned into the

computing its bitwise AND with the integer

OXOFFFFFFCOFFFFFFCOFFFFFFCOFFFFFFF.
0x0448734806b4d75c046d18780bas6ef 6.

The result

i s eval uated, by

The second row of the matrix is simlarly converted into a 128-bit

i nt eger 0xdd5b9f dO65a5elcleObe63f aebc13a8f,
added at the end of the conputation.

value 'n’

rows of the ChaCha20 out put are discarded.

et al.

Expi res 27 Novenber 2026

which is used as the nmask
The remai ni ng two
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The Pol y1305 MAC is constructed by cal cul ating the | east non-negative
resi due nmod 27130-5 of the foll owi ng expression

1] * r2*5 + d2] * r*4 + 3] *r*3 + 4 *rM[2] +d5] *r
Fi gure 16: Pol ynom al expression eval uated while conmputing Pol y1305

The output of this conmputation is the integer
0x2db8d08018cd015cc486e8c6099dcfal06. This is reduced nod 27128 to
obt ain 0xdb8d08018cd015cc486e8c6099dcf a06, which is then added nodul o
27128 to the nonce val ue 0xdd5b9f dO65a5elcleObe63f aebcl13a8f, giving
Oxb8e8a7dlf 275f 78e292cf 05b859e3495. This is encoded as a 16-bit
little-endian integer to give the final authentication tag:

95 34 9e 85 5b f0O 2c 29 8e f7 75 f2 dl a7 e8 b8
Figure 17: Bytes of the final Polyl305 authentication tag

The full encrypted and authenticated data of this packet, sent over
the TCP connection to the SSH server, is constructed by concatenating
the encrypted length field, the rest of the encrypted packet data,
and the authentication tag, and is as foll ows:

2c 3e cc e4 ab bc 05 89 5b fO 7a 7b a9 56 b6 cb6
88 29 ac 7c 83 b7 80 b7 00 Oe cd e7 45 af c7 05
bb c3 78 ce 03 a2 80 23 6b 87 b5 3b ed 58 39 66
23 02 bl 64 b6 28 6a 48 cd 1e 09 71 38 e3 cb 90
9b 8b 2b 82 9d dl1 8d 2a 35 ff 82 d9 95 34 9e 85
5b fO 2c 29 8e f7 75 f2 dl1 a7 e8 b8

Figure 18: Full wire format of the packet, including the MAC
Aut hors’ Addr esses
Dam en M| er

OpenSSH
Emai | : dj m@ri ndrot.org

Si non Tat ham
PUTTY
Enmei | : anaki n@obox. com

Si non Josef sson
I ndependent
Enmai | : sinon@ osef sson. org
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