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Abst ract

Segment Routing (SR) | everages the source routing paradigm SRis
applicable to both Multiprotocol Label Switching (SR-MPLS) and | Pv6
(SRv6) data planes. This docunent describes the procedures for

Per f ormance Measurenment in SR-MPLS networks using the Sinple Two-Way
Active Measurenent Protocol (STAWP), as defined in RFC 8762, al ong
with its optional extensions defined in RFC 8972 and further
augnmented in RFC 9503. The described procedure is used for SR-MPLS
pat hs (including SR MPLS Policies, SR MPLS | GP best paths, and SR-
MPLS I GP Fl exible Algorithmpaths), as well as Layer-3 and Layer-2
services over the SR-MPLS pat hs.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 April 2026.
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1. Introduction

Segment Routing (SR), as specified in [ RFC8402], |everages the source
routing paradigm SR is applicable to both Miltiprotocol Labe
Switching (SR-MPLS) and | Pv6 (SRv6) data planes. SR takes advant age
of Equal - Cost Multipaths (ECMPs) between source and transit nodes,
between transit nodes, and between transit and destination nodes. SR
Policies, as defined in [RFC9256], are used to steer traffic through
specific user-defined paths using a |ist of segments.

A conprehensi ve SR Performance Measurement tool set is an essenti al
requi renent for neasuring network performance to provide Service
Level Agreenents (SLAs).

The Sinple Two-Way Active Measurement Protocol (STAMP), as specified
in [RFC8762], provides capabilities for measuring various performance
metrics in I P networks without the use of a control channel to pre-
signal session paraneters. [RFC8972] defines optional extensions in
the formof TLVs for STAMP. [RFC9503] further augnents that
framework to define STAMP extensions for SR networks.
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Thi s docunent describes the procedures for Performance Measurenment in
SR- MPLS net wor ks, using STAWP as defined in [ RFC8762], along with its
optional extensions defined in [RFC8972] and augnented in [ RFC9503].
The described procedure is used for SR-MPLS pat hs [ RFC8402]
(including SR-MPLS Policies [ RFC9256], SR-MPLS | GP best paths and

Fl exi bl e Al gorithm (Fl ex-Al go) paths [RFC9350]), as well as Layer-3
(L3) and Layer-2 (L2) services over the SR MPLS pat hs.

STAMP requires protocol support on the Session-Reflector to process
the received test packets. As a result, the received test packets
need to be punted fromthe fast path in the data plane, and return
test packets need to be generated. This linmits the frequency of
STAMP test packets and the ability to provide faster measurenent
intervals. This document adds new mechani sms to enhance the
procedures for Performance Measurement using STAMP to inprove the
scalability for the nunber of STAMP sessions and the interval for
measur enent of SR-MPLS paths by defining new neasurenment nodes: one-
way, | oopback, and | oopback with "tinmestanp and forward."

2. Conventions Used in This Docunent

2.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2.2. Abbreviations
ECVMP: Equal Cost Ml ti - Path.
HVAC. Hashed Message Aut hentication Code.
| 2E: I ngress-To- Egress.
I HS: I ngress-To- Egress, Hop-By-Hop or Sel ect Scope.
L2: Layer-2.
L3: Layer-3.
LSE: Label Stack Entry.
MBZ: Must be Zero.

MNA: MPLS Network Action
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MPLS: Mul tiprotocol Label Switching.
PSI D: Path Segment |dentifier
SHA: Secure Hash Al gorithm
SID: Segnent | D.
SR Segnent Routi ng.
SR- MPLS: Segnent Routing with MPLS data pl ane.
SSI D. STAMP Session ldentifier.
STAMP: Sinpl e Two-\Vay Active Measurenent Protocol
TC. Traffic d ass.
TSF: Ti mestanp and Forward.
TTL: Ti me- To- Li ve.
VPN Virtual Private Network
3. Overview

For performance neasurenent in SR-MPLS networks, the STAMP Sessi on-
Sender and Session-Reflector use the STAMP test packets defined in

[ RFC8762], along with optional extensions defined in [RFC8972]. The
STAMP test packets are encapsul ated using an | P/ UDP header, as
specified in [RFC8762]. In this docunment, the STAMP test packets
using the | P/UDP header are used for SR-MPLS networks, where the
STAMP test packets are further encapsulated with an SR-MPLS header.

STAMP test packets are transnmitted in performance neasurenent nodes,
i ncludi ng two-way, one-way, |oopback, and | oopback with "tinestanp
and forward" in SR-MPLS networks. Note that the two-way neasurenent
mode is referenced in the STAMP process in [RFC8762] and is further
described for SR-MPLS networks in this docunent. The ot her

measur enent nodes, which are new and specifically described for SR
MPLS networks in this docunent, are not defined by the STAMP process
in [ RFC8762] .

STAMP test packets are transmitted on the sane path as the data
traffic fl ow under neasurenent to neasure the del ay and packet |oss
experienced by the data traffic flow, using the same SR-MPLS
encapsul ation as the data traffic flow Sinmlarly, STAW test
packets are transmtted on various transport data paths in the
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network to nmeasure the delay and packet |oss experienced by the
traffic forwarded on those transport data paths. The STAMP test
packets carry the sane SR-MPLS headers as the data packets
transmtted on the SR-MPLS path and on the L3 and L2 services for the
data traffic forwarded on those services

Typically, STAWP reply test packets are transmtted along an I P path
bet ween the Session-Reflector and Sessi on-Sender. Matching the
forward direction path and return path for STAMP test packets, even
for directly connected nodes, is not guaranteed. In SR-MPLS
networks, it may be desired that the same path (i.e., the same set of
i nks and nodes) between the Session-Sender and Sessi on-Refl ector be
used for the STAMP test packets in both directions, for exanple, in
an ECMP environment .

In two-way measurenent node, this is achieved by using the optiona
STAMP extensions for SR-MPLS, as specified in [ RFC9503]. The STAWP
Sessi on-Refl ector uses the return path paraneters for the reply test
packet fromthe STAMP extensions in the received Session-Sender test
packet, as described in [RFCO503]. In |oopback measurement node,
this is achieved by adding both the forward direction path and the
return path in the SR-MPLS encapsul ati on of the Session-Sender test
packets.

The perfornmance nmeasurement procedures defined in this docunment are
used to measure both delay and packet |oss in SR-MPLS networks based
on the transni ssion and reception of STAMP test packets. The
optional STAMP extensions, as defined in [RFC8972], are used for
direct measurenent in SR-MPLS networKks.

3.1. STAW Reference Mdel
The STAMP Reference Model, along with sone typical neasurenent

paraneters, as defined in [RFC8972] for a STAMP session, is shown in
Fi gure 1.
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| | STAWP | |
| S1 | ::::::::::l R1 |
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e + e +

STAMP Sessi on- Sender STAMP Sessi on- Ref |l ect or
Figure 1. STAWP Reference Mde

The procedure, as defined in [ RFC8972], uses the two-way neasurenent
node.

The destination UDP port nunber is selected for the STAMP function as
described in [RFC8762]. By default, the reflector UDP port 862 is
sel ected as destination UDP port for STAWMP sessions [RFC8762] for SR
MPLS pat hs, and L3 and L2 services over the SR MPLS pat hs.

The source UDP port is selected by the Session-Sender. The same or
different source UDP ports may be used for different STAMP sessions.

Sessi on-Ref |l ector npde can be either Stateful or Statel ess, as
described in Section 4 of [RFC8762]. Stateless Session-Refl ector
nmode is applicable only in two-way neasurenent node.

The SSID field in the STAMP test packets [RFC8972], along with | oca
configuration, is used to identify the STAMP sessi ons.

When aut hentication node is enabled for STAMP sessions, the matching
Aut henti cation Type (e.g., HVAC- SHA-256) and Keychain mnust be
configured on both the Session-Sender and Sessi on-Refl ector

[ RFC8762] .
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Exanpl es of the Tinestanp Format include 64-bit truncated Precision
Time Protocol (PTPv2) [IEEE. 1588] and 64-bit Network Time Protoco
(NTPv4) [RFC5905]. By default, the Session-Reflector replies using
the sane tinestanp format as received in the Session-Sender test
packet, as indicated by the "Z" flag in the Error Estimate field, as
described in [RFC8762]. This behaviour can be based on the Session-
Refl ector’s capability.

Exanmpl es of Delay Metrics are one-way delay, round-trip del ay, near-
end delay (forward direction), and far-end del ay (backward
direction), as defined in [ RFC8762].

Exanpl es of Packet Loss Metric Type are round-trip packet |oss, near-
end packet loss (forward direction) and far-end packet |oss (backward
direction), as defined in [ RFC8762].

A Sof twar e- Defi ned Networking (SDN) controller can be used for the
configurati on and managenent of STAMP sessions, as described in

[ RFC8762]. The controller can also receive streamng telenetry of
operational data. The YANG data nodel for STAMP, defined in
[I-D.ietf-ippmstanp-yang], can be used to configure Session-Senders
and Session-Reflectors and to streamtelenetry of operational data.

4. Two-Way Measurenent Mode

As shown in Figure 2, the reference topol ogy for two-way neasurenent
node, the STAMP Session-Sender Sl initiates a STAMP Sessi on- Sender
test packet, and the STAMP Session-Refl ector Rl generates and
transmts a reply test packet. The reply test packets are
transmtted to the STAMP Session-Sender S1 on the sane path (i.e.,
the same set of |links and nodes) or on a different path in the
reverse direction fromthe path taken towards the Session-Reflector
R1.

Tl is atransnmt tinestanp, and T4 is a receive tinmestanp added by
node S1. T2 is a receive tinestanp, and T3 is a transnit tinmestanp
added by node RL. Al four tinestanps are used by the Session-Sender
to neasure the round-trip delay netric as ((T4 - T1) - (T3 - T2)).

Ti mestanps T1 and T2 are used by the Session-Sender to neasure one-
way delay nmetric as (T2 - T1l), also referred to as near-end (forward
direction) delay netric. Note that the delay value (T4 - T3),
measured by the Session-Sender, is referred to as far-end (backward
direction) one-way delay netric.

The conputation of the one-way delay nmetric requires the clocks on

t he Sessi on-Sender and Session-Reflector to be synchroni zed using
ei ther PTPv2 or NTPv4.
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T1 T2
/ \
oo + Test Packet oo +
| | - - - |
| S1 | :::::::::::::::::::::l R1 |
| <= - - o -] |
Fommma - + Reply Test Packet +------- +
/
T4 T3
STAMP Sessi on- Sender STAMP Sessi on- Ref | ect or

Figure 2: Reference Topol ogy for Two-\Way Measurenment Mode

The nodes S1 and R1 may be connected via an SR-MPLS path [ RFC3402] .
The SR-MPLS path nay be a Segnment List (i.e., a stack of MPLS | abel s)
of an SR-MPLS Policy [RFC9256] on node Sl (referred to as the "head-
end") with a destination to node Rl (referred to as the "endpoint"),
an SR-MPLS | GP best path, or an SR-MPLS | GP Fl ex- Al go path [ RFC9350].
Additionally, a Layer-3 (L3) or Layer-2 (L2) VPN service may be
carried over the SR-MPLS path between nodes S1 and RI1.

4.1. Session-Sender Test Packet

The content of a Session-Sender test packet is shown in Figure 3.
The payl oad contai ning the Session-Sender test packet, as defined in
Section 3 of [RFC8972], is transmitted with an I P and UDP header

[ RFC0768] .

| I'P Header
Source | P Address = Sessi on-Sender | P Address
Destination | P Address = Session-Refl ector | P Address
I Pv4 Protocol or |Pv6 Next-header = 17 (UDP)

| UDP Header |
Source Port = Chosen by Session- Sender .
Destination Port = User-configured Destination Port | 862

| Payload = Test Packet as specified in Section 3 of RFC 8972 |

in Figures 1 and 3

Figure 3: Content of Session-Sender Test Packet
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4.2. Session-Sender Test Packet for SR-MPLS Data Pl ane
4.2.1. Session-Sender Test Packet for SR-MPLS Pat hs

An SR-MPLS Pol i cy Candi date-Path contains one or nore Segnent Lists
(i.e., a stack of MPLS | abels) [RFC9256]. For del ay neasurenent of
an SR-MPLS Policy, the Session-Sender test packets are transnitted
for every Segnent List of the Candi date-Path of the SR MPLS Policy,
by creating a separate STAMP session for each Segnment List.

Each SR-MPLS Segnent List contains a list of 32-bit Label Stack
Entries (LSE) that include a 20-bit Iabel value, an 8-bit Ti ne-To-
Live (TTL) field, a 3-bit Traffic-Class (TC) field, and a 1-bit End-
O -Stack (S) field.

The content of a Session-Sender test packet for an SR-MPLS path,
usi ng the SR-MPLS encapsul ation of the data traffic transmtted over
the path, is shown in Figure 4.

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Label [1] (top of stack) | TC |9 TTL |
I S i o T s S S S e s s T

i S S T i S S e e i S S S S

| Label [ n] | TC |9 TTL |
e s i i T e i s b it NI R SR S
| PSI D (optional) | TC |9 TTL |

i e e R e s o o e i b i ol S R B T
| Test Packet as shown in Figure 3 |

Fi gure 4: Content of Session-Sender Test Packet for SR-MPLS Path

The head-end node address of the SR-MPLS Policy is used as the Source
Address in the | P header of the Session-Sender test packet. The
endpoi nt address of the SR-MPLS Policy is used as the Destination
Address in the | P header of the Session-Sender test packet.

In the case of Penultimate Hop Popping (PHP), the MPLS header is
renoved by the penultimate node. 1In this case, the Destination
Address in the | P header ensures that the test packets reach the
Sessi on-Refl ector at the SR-MPLS Policy endpoint.
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In the case of an SR-MPLS Policy with Col or-Only Destination
Steering, where the endpoint is an unspecified address (the nul
endpoint is 0.0.0.0 for IPv4, as defined in Section 8.8.1 of

[ RFC9256], the | oopback address fromthe range 127/8 for IPv4 is used
as the Destination Address in the | Pv4 header of the Session-Sender
test packets, instead of using the Session-Reflector Address. In
this case, the SR-MPLS encapsul ati on ensures that the Session-Sender
test packets reach the SR-MPLS Policy endpoint, for exanple, by
adding the Prefix SID | abel of the SR-MPLS Policy endpoint to the
Segnent List. In addition, the Session-Sender test packets carry
"Destination Node |Pv4 or | Pv6 Address" STAMP TLV as defined in

[ RFCO503] to identify the intended Session-Reflector |Pv4 address.

The Path Segnent Identifier (PSID) [RFC9545] of an SR-MPLS Policy
(for the Segnent List or for the Candi date-Path) is added to the
Segnent List of the STAVP test packets when the egress node supports
PSI D processi ng.

Each 1 GP Flex-Algo path in SR-MPLS networks [ RFC9350] has Prefix SID

| abel s advertised by the nodes. For del ay neasurenment of SR-MPLS | GP
Fl ex- Al go paths, the Session-Sender test packets carry the Flex-Al go

Prefix SID | abels of the Session-Sender and Session-Reflector in the

MPLS header for that |1 GP Flex-Al go path under neasurenent.

Similarly, each | GP best path in SR-MPLS networks [ RFC9350] has
Prefix SID | abel s advertised by the nodes. For delay measurement of
SR- MPLS | GP best paths, the Session-Sender test packets carry the | GP
Prefix SID | abels of the Session-Sender and Session-Reflector in the
MPLS header for that | GP best path under neasurenent.

4.2.2. Session-Sender Test Packet for Layer-3 Services over SR MPLS
Pat h

For del ay neasurenent of the L3 service over an SR-MPLS path, the SR
MPLS | abel stack of the data packets transnitted over the L3 service,
including the L3VPN | abel (advertised by the Session-Reflector), is
used to encapsul ate the Session-Sender test packets, as shown in

Fi gure 5.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Label [1] (top of stack) | TC |9 TTL |
i i i T i I S i e s o o i i

B i aT T e e o S o S S S I T et sl o ST S S S S S S
| L3VPN Label | TC |9 TTL |
B T S i T s i i e e SEI S
| Test Packet as shown in Figure 3 |
Destination I P Address in L3VPN table .
Source | P Address in L3VPN tabl e(reverse direction).

Figure 5: Content of Session-Sender Test Packet for L3 Service
over SR-MPLS Path

An | P header, as shown in Figure 3, is added to the Sessi on-Sender
test packets after the SR MPLS encapsul ation. The Destination
Address in the I P header is reachable via the I P table | ookup
associated with the L3VPN | abel added for the L3 service on the
Session-Refl ector. The Source Address in the | P header of the
Sessi on- Sender test packets is reachable via the IP table | ookup
associated with the L3 service in the reverse direction.

4.2.3. Session-Sender Test Packet for Layer-2 Services over SR-MPLS
Pat h

For del ay nmeasurement of the L2 service over an SR-MPLS path, the SR-
MPLS | abel stack of the data packets transnmitted over the L2 service,
including the L2VPN | abel (as advertised by the Session-Reflector),
is used to encapsul ate the Session-Sender test packets, as shown in
Fi gure 6.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Label [1] (top of stack) | TC |9 TTL |
i i i T i I S i e s o o i i

i T s i o S i i S R I S I S S S M
| L2VPN Label | TC |1 TTL=1 |
B T S i T s i i e e SEI S
| Test Packet as shown in Figure 3 |

Figure 6: Content of Session-Sender Test Packet for L2 Service
over SR-MPLS Path

The L2VPN | abel is added with a TTL value of 1 to punt the Session-
Sender test packet fromthe data plane to the CPU or the slow path on
the Session-Reflector for STAMP processing.

An | P header, as shown in Figure 3, is added to the Sessi on-Sender
test packets after the MPLS header. This header contains the
Sessi on- Sender Address as the Source Address and the Session-
Ref | ect or Address as the Destination Address.

4.3. Session-Reflector Test Packet

In two-way neasurenent node, the Session-Reflector test packets are
transmtted on the sane SR-MPLS path (i.e., the sane set of |inks and
nodes) in the reverse direction to the Session-Sender to perform
accurate two-way del ay measurenent.

The Session-Refl ector decapsul ates the SR-MPLS header, if present,
fromthe recei ved Session-Sender test packets. The Session-Refl ector
test packet is generated using the information fromthe received I P/
UDP header of the Session-Sender test packet, as shown in Figure 7
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| I'P Header
Source | P Address
= Session-Refl ector | P Address
Destination | P Address
= Source | P Address from Sessi on- Sender Test Packet
| Pv4 Protocol or |Pv6 Next-header = 17 (UDP)

| UDP Header
Source Port = Chosen by Session-Refl ector
Desti nati on Port
= Source Port from Sessi on-Sender Test Packet

| Payl oad = Test Packet as specified in Section 3 of RFC 8972 |
. in Figures 2 and 4 .

Figure 7: Content of Session-Reflector Test Packet

The payl oad contains the Session-Refl ector test packet defined in
Section 3 of [RFC8972].

For SR-MPLS paths, the Session-Sender uses the Segnent List sub-TLV
in the Return Path TLV defined in [RFC9503] to request that the
Session-Reflector transnmt the reply test packet on a specific SR
MPLS return path. Exanples of specific SR-MPLS return paths include
the reverse SR-MPLS path associated with the forward directi on SR
MPLS path, the Binding SID of the reverse SR-MPLS Policy, or the
Prefix SID of the Session-Sender.

For SR-MPLS | GP Fl ex- Al go paths, the Session-Sender uses the Segnent
Li st sub-TLV in the Return Path TLV defined in [ RFC9503] to request
that the Session-Reflector transnit the reply test packet on the sane
SR-MPLS | GP Flex-Algo path in the reverse direction

5. One-Way Measurenent Mode

As shown in Figure 8, the reference topol ogy for one-way neasurenent
node, the STAMP Session-Sender Sl initiates a Session-Sender test
packet. The STAMP Sessi on-Refl ector does not transmt reply test
packets upon receiving the Session-Sender test packets.

Tl is atransmt tinestanp added by node S1, and T2 is a receive

ti mestanp added by node R1. Tinestanps Tl and T2 are used by the
Sessi on-Refl ector to nmeasure the one-way delay netric as (T2 - T1).
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The conputation of the one-way delay nmetric requires the clocks on
the Session-Sender and Session-Reflector to be synchroni zed using
ei ther PTPv2 or NTPv4.

T1 T2
/ \
Fommma - + Test Packet e +
| | oo e - o3 |
| S1 | :::::::::::::::::::::l R1 |
| | | |
Fomm e + Fomm e +
STAMP Sessi on- Sender STAMP Sessi on- Refl ect or

Figure 8: Reference Topol ogy for One-Way Measurenment Mode
5.1. STAWP Reference Mdel Considerations for One-Way Measurenent Mode

In one-way neasurenent node, for SR-MPLS paths, and L3 and L2
services over the SR-MPLS paths, the Session-Sender test packets, as
defined in Section 4 for STAMP sessions, are transmtted.

The Stateful node of the Session-Reflector [ RFC8762] is used as the
Sessi on- Recei ver in one-way neasurenent node. The SSID field in the
recei ved Session-Sender test packets [RFC8972], along with | oca
configuration, is used to identify the STAMP sessions that use one-
way measurenent node on the Stateful Session-Reflector

Typically, a different destination UDP port is selected for one-way
measur enent node than the one used by the STAMP Sessi on-Refl ector for
two-way neasurenent node. Wen the same STAMP Sessi on- Refl ector UDP
port is selected for one-way measurenent node, the Session-Sender
requests, in the test packets, that the Session-Reflector not
transmt reply test packets. To achieve this, it uses the "No Reply
Requested" flag in the Control Code Sub-TLV within the Return Path
TLV defined in [ RFC9503].

6. Loopback Measurenent Mde

As shown in Figure 9, the reference topol ogy for | oopback neasurenent
nmode, the STAMP Session-Sender Sl initiates a Session-Sender test
packet to neasure the | oopback delay of a bidirectional path. At the
STAMP Sessi on-Refl ector, the received Session-Sender test packets are
not punted out of the fast path in the data plane (i.e., to the CPU
or the slow path) but are sinmply forwarded. In other words, the
Sessi on- Ref | ect or does not perform STAMP functions or generate
Sessi on- Ref | ector test packets.
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T1
/
oo + Test Packet oo +
| | - -
| S1 |::::::::::::::::::::|| R1 |
| <= - - - |
Fommma - + Return Test Packet +------- +
\
T4
STAMP Sessi on- Sender STAMP Sessi on- Ref | ect or
(Loopback,
For war d)

Figure 9: Reference Topol ogy for Loopback Measurenent Mbode

The Session-Sender retrieves the tinestanp T1 fromthe received
Sessi on- Sender test packet and collects the receive tinestanp T4
locally. Both tinmestanps, Tl and T4, are used to measure the

| oopback delay netric as (T4 - T1). The | oopback del ay includes the
STAMP test packet processing delay on the Session-Reflector
conponent. The Session-Refl ector processing delay conponent includes
only the tine required to |l oop the STAWP test packet fromthe
incomng interface to the outgoing interface in the data plane. The
Sessi on- Refl ector does not tinmestanp the test packets and, therefore,
does not require tinestanpi ng capability.

6.1. STAMP Reference Mbdel Considerations for Loopback Measurenent Mode

The Session-Sender test packets are encapsulated with the forward
direction SR-MPLS path and transmitted to the Session-Reflector, as
defined in Section 4 for STAMP sessions. An |IP header is added for
the return path in the Session-Sender test packets, setting the
Destination Address equal to the Session-Sender address, as shown in
Figure 10, to return the test packets to the Session-Sender
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| I'P Header (Return Path)
Source | P Address = Sessi on-Sender | P Address
Destination | P Address = Sessi on-Sender |P Address
| Pv4 Protocol or |Pv6 Next-header = 17 (UDP)

| UDP Header
Source Port = Chosen by Session- Sender
Destination Port = Source Port

| Payl oad = Test Packet as specified in Section 3 of RFC 8972 |
. in Figures 1 and 3 .

Figure 10: Content of Session-Sender Return Test Packet in
Loopback Measurenent Mde

The Session-Refl ector does not performthe STAMP process, as the

| oopback function sinply processes the encapsulation including the IP
and SR- MPLS headers (but does not process the UDP header) to forward

the received Session-Sender test packet to the Session-Sender without
STAMP nodi fications, as defined in [ RFC8762].

The SSID field in the received Session-Sender test packets [RFC8972],
along with local configuration, is used to identify the STAW
sessions that use | oopback neasurenent node.

The Session-Sender sets the destination UDP port to the UDP port it
uses to receive the return Session-Reflector test packets (other than
destination UDP port 862, which is used by the Session-Reflector).
The sane UDP port is used as both the destination and source UDP port
in the Session-Sender test packets, as shown in Figure 10.

At the Session-Sender, the ’'Session-Sender Sequence Number,’

' Sessi on- Sender Ti mestanp,’ ' Session-Sender Error Estimate,’ and
" Sessi on-Sender TTL' fields are set to zero in the transmtted
Sessi on- Sender test packets and are ignored in the received test
packets.

6.2. Loopback Measurenent Mde for SR-MPLS Pat hs
I n | oopback nmeasurement node for SR-MPLS paths, the Session-Sender
test packet carries either the Segnent List of the forward direction

path only or both the forward direction and return paths in the MPLS
header, as specified in [ RFC8403], as shown in Figure 11
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Label [1] (top of stack) | TC |9 TTL |
i i i T i I S i e s o o i i

T T T o T i S S i oI S SEp S S S

| Label [ n] | TC |9 TTL |
B T S i T s i i e e SEI S
| Return Path Label [ 1] | TC |9 TTL |

T T S S e T o S S S Sk S S S S 1

i S S T i S S e e i S S S S

| Return Path Label [ n] | TC |9 TTL |
i i i T i I S i e s o o i i
| Return Path PSID (optional)| TC |9 TTL |

i e e R e s o e e bt i ol I N S T
| Test Packet as shown in Figure 10 (Return Path) |

Exanpl e 1: Encapsul ation Using SR-MPLS Return Path

0 1 2 3
01234567890123456789012345678901
B T S i T s i i e e SEI S
| Label [1] (top of stack) | TC |9 TTL |
I S i o T s S S S e s s T

i S S T i S S e e i S S S S

| Label [ n] | TC |9 TTL |
e s i i T e i s b it NI R SR S
| PSI D (optional) | TC |9 TTL |

i e e R e s o o e i b i ol S R B T
| Test Packet as shown in Figure 10 (Return Path) |

Exanpl e 2: Encapsul ation Using | P Return Path

Figure 11: Content of Session-Sender Test Packet in Loopback
Measur ement Mode for SR-MPLS Pat h
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In the case of an SR-MPLS Policy using Penultimte Hop Poppi ng (PHP)
the Session-Sender ensures that the STAMP test packets reach the SR-
MPLS Pol i cy endpoint, for exanple, by adding the Prefix SID | abel of
the SR-MPLS Policy endpoint to the Segnent List of the forward
direction path.

The I P header for the return path of the Session-Sender test packets
i s added, setting the Destination Address to the Session-Sender’s
addr ess.

6.2.1. SR MPLS Return Path

The Session- Sender test packets, in the SR MPLS | abel stack, carry
the return path in addition to the forward direction path, as shown
in Exanple 1 of Figure 11. For exanple, they carry the SR MPLS | abe
stack of the Segnment List of the associated reverse Candi date- Pat h,
the Binding SID | abel of the reverse SR-MPLS Policy, or the SR MPLS
Prefix SID | abel of the Session-Sender. The Binding SID of the
reverse SR-MPLS Policy can be configured on the Session-Sender using
an SDN controller, for exanple.

For SR-MPLS | GP Fl ex- Al go paths, the Session-Sender test packets
carry the SR-MPLS Prefix SID | abel of the Session-Sender on the sane
SR-MPLS | GP Flex-Algo path in the reverse direction

The PSID is added to the Segment List of the Session-Sender test
packets for the SR-MPLS return path when the head-end node supports
PSI D al | ocati on

6.2.2. |P Return Path

The Session-Sender test packets, in the MPLS header, carry only the
SR- MPLS | abel stack of the forward direction path, as shown in
Exampl e 2 of Figure 11.

The Session-Refl ector decapsul ates the MPLS header and forwards the
test packet using the I P header back to the Session-Sender

The optional PSID added to the Session-Sender test packet is for the
SR-MPLS forward direction path and is allocated by the Session-
Ref | ect or.

6. 3. Loopback Measurement Mde for Layer-3 Services over SR-MPLS Path
I n | oopback nmeasurement node for the L3 service over an SR-MPLS path,
the SR-MPLS | abel stack of the data packets transmitted over the L3

service is used to encapsul ate the Session-Sender test packets, as
shown in Figure 12.
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Label [1] (top of stack) | TC |9 TTL |
i i i T i I S i e s o o i i

T T T o T i S S i oI S SEp S S S

| Label [ n] | TC |9 TTL |
B T S i T s i i e e SEI S
| Return Path Label [ 1] | TC |9 TTL |

T T S S e T o S S S Sk S S S S 1

B i s T T i i o S o T Ji I
L3VPN Label (Return Path) | TC |9 TTL
R e s T o T S R El ok i R e e S S e o o s

e e e e e e e b e e e e b e e e b e e e b e e e e e e e e e e e
Test Packet as shown in Figure 10 (Return Path) |
Source and Destination |IP Address in L3VPN table

0 1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Label [1] (top of stack) | TC |9 TTL |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

i I S T S S i I S A SHE N SR
| L3VPN Label (Forward Path) | TC |9 TTL |
I i I S S i ki U N SR S
| Test Packet as shown in Figure 10 (Return Path) |
Source and Destination IP Address in L3VPN table

Exanpl e 2: Encapsul ation Using |IP Return Path

Figure 12: Content of Session-Sender Test Packet in Loopback
Measur ement Mode for L3 Service over SR-MPLS Path
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The I P header for the return path of the Session-Sender test packets
i s added, setting the Destination Address to the Session- Sender
address. The Destination Address added in the |IP header for the
return path MUST be reachable via the I P table | ookup associated with
the L3VPN | abel added in the test packets.

6.3.1. SR-MPLS Return Path

The SR-MPLS | abel stack, except for the L3VPN | abel (advertised by
the Session-Reflector) of the forward direction L3 service, is added
in the Session-Sender test packets. |In addition, the SR-MPLS | abe
stack, including the L3VPN | abel for the reverse direction L3
service, is also added in the Session-Sender test packets.

6. 3. 2. | P Return Path

The SR-MPLS | abel stack, including the L3VPN | abel (advertised by the
Session-Reflector) for the forward direction L3 service, is added to
t he Session-Sender test packets.

The Session-Refl ector decapsul ates the MPLS header and forwards the

Sessi on- Sender test packet using the | P header back to the Session-

Sender, after adding SR-MPLS encapsul ation for the reverse direction
L3 service

6.4. Loopback Measurenment Mdde for Layer-2 Services over SR-MPLS Path
I n | oopback nmeasurenent node for the L2 service over an SR-MPLS path,
the SR-MPLS | abel stack of the data packets transmitted over the L2

service is used to encapsul ate the Session-Sender test packets, as
shown in Figure 13
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0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Label [1] (top of stack) | TC |9 TTL |
i i i T i I S i e s o o i i

T T T o T i S S i oI S SEp S S S

| Label [ n] | TC |9 TTL |
B T S i T s i i e e SEI S
| Return Path Label [ 1] | TC |9 TTL |

T T S S e T o S S S Sk S S S S 1

B i s T T i i o S o T Ji I
| L2VPN Label (Return Path) | TC |1 TTL=1 |
i i i T i I S i e s o o i i
| Test Packet as shown in Figure 10 (Return Path) |

Encapsul ati on Usi ng SR-MPLS Return Path

Fi gure 13: Content of Session-Sender Test Packet in Loopback
Measur ement Mode for L2 Service over SR-MPLS Path

The I P header for the return path is added to the Session-Sender test
packets, and setting the Destination Address to the Session-Sender
addr ess.

6.4.1. SR-MPLS Return Path

The SR-MPLS | abel stack, except for the L2VPN | abel (advertised by
the Session-Reflector) for the forward direction L2 service, is added
to the Session-Sender test packets. In addition, the SR-MPLS | abel
stack, including the L2VPN | abel for the reverse direction L2
service, is added to the Session-Sender test packets with a TTL val ue
of 1 to punt the test packets fromthe data plane to the CPU or the
sl ow path on the Session-Sender for STAMP processi ng.

6.4.2. | P Return Path

The STAMP test packets that do not use the SR-MPLS return path are
not support ed.
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7. Loopback Measurement Mdde with Tinmestanp and Forward

As shown in Figure 14, the reference topology for "l oopback

measur enent node with tinestanp and forward", the STAMP Sessi on-
Sender S1 initiates a Session-Sender test packet in | oopback

measur enent node. The "tinmestanp and forward" is used to optim ze
the "operations of punting the test packet and generating the return
test packet" on the STAMP Session-Reflector, as tinestanping is
inmplemented in the fast path in the data plane. This hel ps achieve a
hi gher nunber of STAMP sessions and faster measurenent intervals.

T1 T2
/ \
Fo-em- - + Test Packet Fo-em- - +
| | -
| S1 |::::::::::::::::::::|| R1 |
| <o - - ] |
dememaas + Return Test Packet +------- +
\
T4
STAMP Sessi on- Sender STAMP Sessi on- Ref | ect or
(Loopback,

Ti mest anp and Forwar d)

Figure 14: Reference Topol ogy for Loopback Measurement Mode with
Ti mest anmp and Forward

The Session-Sender retrieves the tinestanps Tl and T2 fromthe

recei ved Sessi on-Sender test packet and collects the receive
timestanp T4 locally. Tinmestanps Tl and T2 are used by the Session-
Sender to neasure the one-way delay netric as (T2 - T1). Ti mestanps
Tl and T4 are used by the Session-Sender to measure the | oopback
delay netric as (T4 - T1).

The Session-Sender adds the transmt tinmestanp (T1l) to the payl oad of
the Session-Sender test packet. The Session-Reflector adds the
receive tinmestanp (T2) to the payl oad of the received test packet in
the fast path in the data plane, w thout punting the test packet
(e.g., to the CPU or the slow path) for STAMP packet processing.
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7.1. Loopback Measurement Mdde with Tinestanp and Forward Network
Action for SR-MPLS Data Pl ane

The MPLS Network Action (MNA) Sub-Stack defined in
[I-Dietf-npls-ma-hdr] is used for SR-MPLS paths for the tinestanp
and forward network action for STAMP test packets. A new MNA opcode
(value MNA. TSF) is defined for the "Tinmestanp and Forward Network
Action."

In the Session-Sender test packets for SR-MPLS paths, the MNA Sub-
Stack with the opcode MNA. TSF is added in the MPLS header, as shown
in Figure 15, to collect the tinmestanp in the "Receive Ti nestanp”
field in the payl oad of the STAMP test packet fromthe Session-
Refl ector. The Ingress-to-Egress (l12E), Hop-By-Hop (HBH), Select
scope (IHS) field (IHS) is set to "I2E" when the return path is IP/
UDP. The Network Action Sub-Stack Length (NASL) and Network Action
Length (NAL) are set as defined in [I-D.ietf-npls-ma-hdr]. The U
flag is set to value 0 (to skip the network action) as defined in
[1-D.ietf-npls-ma-hdr] and forward the test packet (and not drop the
packet).

0 1 2 3
01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o
| Label [1] (top of stack) | TC |9 TTL |
i T s i o S i i S R I S I S S S M

R e s T o T S R El ok i R e e S S e o o s
| Label [ n] | TC |9 TTL |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| MNA Label | TC |9 TTL |
B i s T T i i o S o T Ji I
| 7-bit MNA. TSF| 13-bit (val ue 0x0) |RITHS| S| NASL |U NAL |
R e s T o T S R El ok i R e e S S e o o s

B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
Test Packet as shown in Figure 10 (Return Path) |

Fi gure 15: Content of Session-Sender Test Packet in Loopback
Measur ement Mbode with MNA TSF for SR MPLS Pat hs
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The SR-MPLS | abel stack of the return path can be added after the MA
Sub- Stack to receive the return test packet on a specific path, as
described in the | oopback nmeasurenment for SR-MPLS paths in this
docunent. The IHS scope is set to "Select" in this case.

When a Session-Reflector receives a test packet with the MNA Sub-
Stack with opcode MNA. TSF, it tinmestanps the test packet payload at a
fixed offset, pops the MNA Sub-Stack (after completing any ot her
network actions), and forwards the test packet as defined in the

| oopback neasurenent node for SR-MPLS paths in this docunent.

7.1.1. Tinmestanp and Forward Network Action Assignnent and Node
Capability

A new MPLS Network Action opcode is defined, called "Tinestanp and
Forward Network Action (MNA TSF)." The opcode MNA.TSF is locally
configured on the Session-Reflector node with a value fromthe
"Private Use Range: 111-126."

The tinmestanp format (e.g., 64-bit PTPv2 or NTPv4), to be added to
the Session-Sender test packet payload, is also locally configured
for the opcode MNA. TSF. The offset in the Session-Sender test packet
payl oad (e.g., STAMP test packet in Figure 5 of [RFC8762] with an

of fset of 16 bytes for Receive Tinmestanp) is simlarly locally
configured for the opcode MNA. TSF.

The Session-Sender needs to know if the Session-Reflector is capable
of processing the "Tinmestanp and Forward" network action to avoid
dropping the test packets. The signaling extension for this
capability exchange or its configuration through |ocal settings is
out side the scope of this docunent.

8. Packet Loss Measurenent in SR-MPLS Net wor ks

The procedure described for two-way neasurenent node, allows for
round-trip, near-end (forward direction), and far-end (backward
direction) inferred packet | oss neasurenment. However, this provides
only an approxi mate view of the data packet |oss.

The | oopback neasurenment node and | oopback neasurenent node with
"tinmestanp and forward", defined in this docunent, allow only round-
trip packet |oss measurenent.

Note that the packet |oss neasurement does not require the clocks on

the Sessi on-Sender and Session-Reflector to be synchroni zed using
ei ther PTPv2 or NTPv4.
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9

10.

Direct Measurenent in SR-MPLS Networ ks

The STAMP "Direct Measurenent” TLV (Type 5), defined in [ RFC8972], is
used in SR-MPLS networks for data packet |oss neasurement. The STAWP
test packets with this TLV are transmtted using the procedure
described for two-way neasurenent nmode using STAWMP test packets and
coll ect the Session-Sender transnit counters and Session-Refl ector
receive and transmt counters of the data packet flows for direct
measur enment .

The PSID carried in the data packets is used to neasure received data
packets (for the receive traffic counter) on the associated SR-MPLS
path on the Session-Refl ector.

In the case of L3 and L2 services in SR-MPLS networks, the associated
SR- MPLS service |abels are used to neasure received data packets (for
the receive traffic counters) on the Session-Refl ector

I n | oopback neasurement node and | oopback nmeasurenment node with
"timestanp and forward", defined in this docunent, direct neasurenent
is not applicable.

ECVMP Measurenent in SR-MPLS Networ ks

The Segment List of an SR-MPLS path can have ECMP pat hs between the
source and transit nodes, between transit nodes, and between transit
and destination nodes. The usage of a node SID [ RFC8402] by the
Segnent List of an SR-MPLS path can result in ECMP paths. In
addition, the usage of an Anycast SID [ RFC8402] by the Segnent List
of an SR-MPLS path can result in ECVMP paths via transit nodes that
are part of that anycast group. The STAMP test packets are
transmtted to traverse different ECMP paths to measure the del ay of
each ECMP path of a Segment List.

For SR-MPLS path del ay neasurenent, different entropy |abel val ues

[ RFC6790] are used in the Session-Sender and Session-Refl ector test
packets to take advantage of the hashing function in the forwarding
pl ane to influence the ECVMP path taken by them

In the | Pv4 header of the Session-Sender and Session-Refl ector test
packets, different values of the Destination Address fromthe range
127/8 are used to traverse different |1 Pv4 ECVMP paths as described in
Section 2.1 of [RFC8029]. |In this case, the Session-Sender test
packets carry "Destination Node |Pv4 or |Pv6 Address" STAMP TLV as
defined in [RFC9503] to identify the intended Session-Reflector IP
addr ess.
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11.

12.

12.

12.

12.

The considerations for |oss nmeasurenent for different ECVP pat hs of
an SR-MPLS path are outside the scope of this docunent.

STAMP Session State

The t hreshol d-based notification for the delay and packet | oss
metrics is not generated if the delay and packet loss netrics do not
change significantly. For unanbi guous nonitoring, the controller
needs to distinguish whether the STAMP session is active but del ay
and packet loss netrics are not significantly crossing the
thresholds, or if the STAMP session has failed and is not
transmtting or receiving test packets.

The STAMP session state nonitoring allows the node to determ ne

whet her the performance neasurenent test is active, idle, or failed.
The STAMP session state is notified as idle when the Session-Sender
is not transmtting test packets. The STAMP session state is
initially notified as active when the Session-Sender is transmitting
test packets and as soon as one or nore reply test packets are

recei ved at the Session-Sender.

The STAMP session state is notified as failed when N consecutive
reply test packets are not received at the Session-Sender after the
STAMP session state is notified as active, where N (consecutive
packet loss count) is a locally provisioned value. 1In this case, the
failed state of the STAMP session on the Session-Sender al so

i ndi cates the connectivity failure of the SR-MPLS path, or L3/L2
service over the SR-MPLS path, where the STAMP session was active.

Addi tional STAMP Test Packet Processing Rul es
1. TTL
The TTL field in the IPv4 and MPLS headers of the Session-Sender and
Sessi on-Refl ector test packets is set to 255, as per the Generalized
TTL Security Mechani sm (GTSM [ RFC5082].
2. |Pv6 Hop Limt
The Hop Limt (HL) field in all IPv6 headers of the Session-Sender
and Session-Reflector test packets is set to 255, as per the
Generalized TTL Security Mechani sm (GISM [ RFC5082].
3. Router Alert Option
The Router Alert IP option (RAO [RFC2113] is not required in the

Sessi on- Sender and Sessi on-Refl ector test packets to punt the STAWP
test packets fromthe data plane to the CPU or the sl ow path.
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12.

12.

13.

13.

13.

4. |1 Pv6 Fl ow Label
The Fl ow Label field in the 1Pv6 header of the Session-Sender test
packets is set to the value used by the data packets for the |Pv6
traffic fl ow being neasured by the Sessi on- Sender
The Session-Refl ector uses the Flow Label value received in the |Pv6
header of the Session-Sender test packet for the reply test packet,
whi ch can be based on a | ocal policy.
5.  UDP Checksum
For | Pv4 STAMWP test packets, where the |ocal processor, after adding
the tinmestanp, is not capable of re-conputing the UDP checksum or
addi ng a checksum conmpl enent [ RFC7820], the Session-Sender and
Sessi on- Refl ector set the UDP checksum value to 0 [ RFC8085].
For | Pv6 STAMWP test packets, where the |ocal processor, after adding
the tinmestanp, is not capable of re-conputing the UDP checksum or
addi ng a checksum conpl enent [ RFC7820], the Session-Sender and
Sessi on- Refl ector use the procedure defined in [RFC6936] for the UDP
checksum (with the value set to 0) for UDP ports used in STAW
sessions, which can be based on a | ocal policy.

I mpl ement ati on Status
Editorial note: Please renove this section prior to publication.
1. Cisco Inplenentation
The following G sco routing platfornms running | OS-XR operating system
have participated in an interop testing for one-way, two-way and
| oopback nmeasurenment nodes for SR-MPLS
* Cisco 8802 (based on Cisco Silicon One @Q00)
* Cisco ASRO904 with Lightspeed Iinecard and Tonahawk |inecard
* Ci sco NCS5500 (based on Broadcom Jerichol platform
* Cisco NCS5700 (based on Broadcom Jericho2 platform
2. Teaparty | nplenmentation

An open-source inplenmentation of the Sinple Two-Way Active
Measur ement Protocol [RFC8762] is available in Teaparty.

https://github. com cerfcast/teaparty
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An inplenentation of the solution defined in [ RFC9503] is available
at the follow ng | ocation:

https://github. com cerfcast/teaparty/
conmi t / 393abf 9357a6c2439877d9bcf 2dc426dd89c 7158

The features inplenmented are:

1. Destination Node Address TLV.

2. Return Path TLV.

And there is also support for these TLVs in the Wreshark di ssector

https://github. com cerfcast/teaparty/conmt/
fb74e2e02396e9bb3ead017e8d9a0c187e3573e2

And there is also support for tools for this testing:

https://github. com cerfcast/teaparty/tree/ main/testing_data#testing-
refl ected-i pv6-extensi on- header-dat a

Cont act :
W I 1iam Hawki ns
Uni versity of Cincinnati
Emai | : hawki nsw@bs. cr
14. Operational and Manageability Considerations

The operational considerations described in Section 5 of [RFC8762]
and the manageability considerations described in Section 9 of
[ RFC8402] apply to this specification

Various statistics for one-way (near-end, far-end), round-trip, and

| oopback delay netrics (such as, average del ay, m ni mum del ay,
maxi mum del ay, and del ay-variance) as well as for one-way (near-end,
far-end) or round-trip packet |oss nmetrics (such as, percentage |oss
and consecutive packets |lost) can be conputed using the performance
measur enent procedures described in this docunent. Operator alert is
generated for the anomaly detection when delay or |loss nmetric cross
user-configured threshol ds.

When STAMP sessions are created for the Segnment Lists of the SR-MPLS

Policies, the scalability regarding the nunber of STAMP sessions
needs to be carefully considered.
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15. Security Considerations

The security considerations specified in [ RFC8762], [RFC8972], and
[ RFC9503] al so apply to the procedures described in this docunent.

The use of HMAC- SHA- 256 in authenticated node protects the data
integrity of the STAWMP test packets. The nessage integrity
protection using HVAC, as defined in Section 4.4 of [RFC8762], can be
used with the procedures described in this docunent.

STAMP uses a wel | -known UDP port nunber that could becone a target of
deni al of service (DoS) attacks or could be used to aid in on-path
attacks. Thus, the security considerations and neasures to mitigate
the risk of such attacks, as docunented in Section 6 of [RFC8545],
equally apply to the procedures described in this docunent.

The procedures defined in this docunent are intended for depl oynent
in a single network administrative domain. As such, the Session-
Sender address, Session-Reflector address, and the forward direction
and return paths are provisioned by the operator for the STAW
session. It is assumed that the operator has verified the integrity
of the forward direction and return paths of the STAMP test packets.

When using the procedures defined in [ RFC6936], the security
consi derations specified in [ RFC6936] al so apply.

The security considerations specified in [I-D.ietf-npls-ma-hdr] are
al so applicable to the procedures for the SR MPLS data pl ane defined
in this document.
16. | ANA Consi derations
Thi s docunent does not require any | ANA acti on.
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